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    README
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ConduitMCP
An Elixir implementation of the Model Context Protocol (MCP) specification (2025-11-25). Build MCP servers to expose tools, resources, and prompts to LLM applications like Claude Desktop, VS Code, and Cursor.
[image: CI]
[image: Hex.pm]
[image: MCP Spec]
Features
	MCP Apps — Tools can return interactive UI rendered as sandboxed iframes in host clients
	Three Ways to Build — DSL macros, raw callbacks, or component modules — pick your level of control
	Full MCP Spec — Tools, resources, prompts, completion, logging, subscriptions (MCP 2025-11-25 + 2025-06-18)
	Runtime Validation — NimbleOptions-powered param validation with type coercion and custom constraints
	Stateless Architecture — Pure functions, no processes, maximum concurrency via Bandit
	Authentication — Bearer tokens, API keys, OAuth 2.1 (RFC 9728), custom verification
	Rate Limiting — HTTP-level and message-level rate limiting with Hammer
	Session Management — Pluggable session stores (ETS, Redis, PostgreSQL, Mnesia)
	Observability — Telemetry events, optional Prometheus metrics via PromEx
	Phoenix Ready — Drop-in integration with Phoenix routers
	CORS & Security — Configurable origins, preflight handling, origin validation

Installation
def deps do
  [
    {:conduit_mcp, "~> 0.10"}
  ]
end
Requires Elixir ~> 1.18.
Quick Start
Define a server in one module:
defmodule MyServer do
  use ConduitMcp.Server

  tool "echo", "Echo a message" do
    param :message, :string, "Message to echo", required: true
    handle fn _conn, %{"message" => msg} -> text(msg) end
  end
end
Run it with Bandit:
# lib/my_app/application.ex
children = [
  {Bandit, plug: {ConduitMcp.Transport.StreamableHTTP, server_module: MyServer}, port: 4000}
]
Try it:
curl -s -X POST http://localhost:4000/ -H 'Content-Type: application/json' -d '{
  "jsonrpc": "2.0", "id": 1, "method": "tools/call",
  "params": {"name": "echo", "arguments": {"message": "hello"}}
}'

For multi-tool servers, authentication, sessions, OAuth, MCP Apps, and more, see the guides and examples/.
Stability
ConduitMCP is pre-1.0. Most APIs are stable; the following are explicitly experimental and may change before 1.0:
	ConduitMcp.Tasks and ConduitMcp.Tasks.Janitor — task lifecycle is new in MCP spec 2025-11-25 and the surface area may evolve.
	ConduitMcp.Client — message builders for server-to-client requests (sampling, elicitation, roots). The bidirectional transport these depend on is not yet wired through Streamable HTTP.
	ConduitMcp.Cancellation — the cooperative cancellation model may grow a more direct preemption path.

Breaking changes between minor versions will be called out in CHANGELOG.md.
Three Ways to Define Servers
ConduitMCP gives you three modes. Each is a complete, independent way to build an MCP server — pick whichever fits your project.
		DSL Mode	Manual Mode	Endpoint Mode
	Style	Declarative macros	Raw callbacks	Component modules
	Schema	Auto-generated	You build the maps	Auto from schema do field ... end
	Params	String-keyed maps	String-keyed maps	Atom-keyed maps
	Rate limiting	Transport option	Transport option	Declarative in use opts
	Best for	Quick setup	Maximum control	Larger servers, team projects


1. DSL Mode
Everything in one module with compile-time macros. Schemas and validation generated automatically.
defmodule MyApp.MCPServer do
  use ConduitMcp.Server

  tool "greet", "Greet someone" do
    param :name, :string, "Person's name", required: true
    param :style, :string, "Greeting style", enum: ["formal", "casual"]

    handle fn _conn, params ->
      name = params["name"]
      style = params["style"] || "casual"
      greeting = if style == "formal", do: "Good day", else: "Hey"
      text("#{greeting}, #{name}!")
    end
  end

  prompt "code_review", "Code review assistant" do
    arg :code, :string, "Code to review", required: true
    arg :language, :string, "Language", default: "elixir"

    get fn _conn, args ->
      [
        system("You are a code reviewer"),
        user("Review this #{args["language"]} code:\n#{args["code"]}")
      ]
    end
  end

  resource "user://{id}" do
    description "User profile"
    mime_type "application/json"

    read fn _conn, params, _opts ->
      user = MyApp.Users.get!(params["id"])
      json(user)
    end
  end
end
Response helpers (auto-imported): text/1, json/1, image/1, audio/2, error/1, raw/1, raw_resource/2, system/1, user/1, assistant/1 — see Responses for details and custom response patterns.

2. Manual Mode
Full control. You implement callbacks directly with raw JSON Schema maps. No compile-time magic.
defmodule MyApp.MCPServer do
  use ConduitMcp.Server, dsl: false

  @tools [
    %{
      "name" => "greet",
      "description" => "Greet someone",
      "inputSchema" => %{
        "type" => "object",
        "properties" => %{"name" => %{"type" => "string"}},
        "required" => ["name"]
      }
    }
  ]

  @impl true
  def handle_list_tools(_conn), do: {:ok, %{"tools" => @tools}}

  @impl true
  def handle_call_tool(_conn, "greet", %{"name" => name}) do
    {:ok, %{"content" => [%{"type" => "text", "text" => "Hello, #{name}!"}]}}
  end
end

3. Endpoint + Component Mode
Each tool, resource, or prompt is its own module. An Endpoint aggregates them with declarative config for rate limiting, auth, and server metadata.
# Each tool is its own module
defmodule MyApp.Echo do
  use ConduitMcp.Component, type: :tool, description: "Echoes text back"

  schema do
    field :text, :string, "The text to echo", required: true, max_length: 500
  end

  @impl true
  def execute(%{text: text}, _conn) do
    text(text)
  end
end

defmodule MyApp.ReadUser do
  use ConduitMcp.Component,
    type: :resource,
    uri: "user://{id}",
    description: "User by ID",
    mime_type: "application/json"

  @impl true
  def execute(%{id: id}, _conn) do
    user = MyApp.Users.get!(id)
    {:ok, %{"contents" => [%{
      "uri" => "user://#{id}",
      "mimeType" => "application/json",
      "text" => JSON.encode!(user)
    }]}}
  end
end

# Endpoint aggregates components
defmodule MyApp.MCPServer do
  use ConduitMcp.Endpoint,
    name: "My App",
    version: "1.0.0",
    rate_limit: [backend: MyApp.RateLimiter, limit: 60, scale: 60_000],
    message_rate_limit: [backend: MyApp.RateLimiter, limit: 50, scale: 300_000]

  component MyApp.Echo
  component MyApp.ReadUser
end
Endpoint config is auto-extracted by transports — no duplication needed:
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP, server_module: MyApp.MCPServer},
 port: 4001}
See the Endpoint Mode Guide for full details on components, schema DSL, and options.

Running Your Server
Standalone with Bandit
# lib/my_app/application.ex
def start(_type, _args) do
  children = [
    {Bandit,
     plug: {ConduitMcp.Transport.StreamableHTTP, server_module: MyApp.MCPServer},
     port: 4001}
  ]

  Supervisor.start_link(children, strategy: :one_for_one)
end
Phoenix Integration
# lib/my_app_web/router.ex
scope "/mcp" do
  forward "/", ConduitMcp.Transport.StreamableHTTP,
    server_module: MyApp.MCPServer,
    auth: [strategy: :bearer_token, token: System.get_env("MCP_AUTH_TOKEN")]
end
Transports
	Transport	Module	Description
	StreamableHTTP	ConduitMcp.Transport.StreamableHTTP	Recommended. Single POST / endpoint for bidirectional communication
	SSE	ConduitMcp.Transport.SSE	Legacy. GET /sse for streaming, POST /message for requests

Both transports support authentication, rate limiting, CORS, and session management.
Responses
All tool/resource/prompt handlers return {:ok, map()} or {:error, map()}. Helper macros are imported automatically in DSL and Endpoint modes.
Tool Response Helpers
	Helper	What it returns	Use case
	text("hello")	{:ok, %{"content" => [%{"type" => "text", "text" => "hello"}]}}	Plain text responses
	json(%{a: 1})	{:ok, %{"content" => [%{"type" => "text", "text" => "{\"a\":1}"}]}}	Structured data (Jason-encoded)
	image(base64_data)	{:ok, %{"content" => [%{"type" => "image", "data" => ...}]}}	Images (base64)
	audio(data, "audio/wav")	{:ok, %{"content" => [%{"type" => "audio", "data" => ..., "mimeType" => ...}]}}	Audio clips
	error("fail")	{:error, %{"code" => -32000, "message" => "fail"}}	Error with default code
	error("fail", -32602)	{:error, %{"code" => -32602, "message" => "fail"}}	Error with custom code
	raw(any_map)	{:ok, any_map}	Bypass MCP wrapping entirely
	raw_resource(html, "text/html")	{:ok, %{"contents" => [%{"mimeType" => ..., "text" => ...}]}}	Resource content with MIME type

Prompt Message Helpers
	Helper	Returns
	system("You are a reviewer")	%{"role" => "system", "content" => %{"type" => "text", "text" => ...}}
	user("Review this code")	%{"role" => "user", "content" => %{"type" => "text", "text" => ...}}
	assistant("Here is my review")	%{"role" => "assistant", "content" => %{"type" => "text", "text" => ...}}

Multi-Content Responses
Use texts/1 to return multiple text items in a single response:
{:ok, %{"content" => texts(["Line 1", "Line 2", "Line 3"])}}
# => {:ok, %{"content" => [%{"type" => "text", "text" => "Line 1"}, ...]}}
Raw / Fully Custom Responses
For maximum control, skip the helpers entirely and return the map yourself:
def execute(_params, _conn) do
  {:ok, %{
    "content" => [
      %{"type" => "text", "text" => "Here is the chart:"},
      %{"type" => "image", "data" => base64_png, "mimeType" => "image/png"},
      %{"type" => "text", "text" => "Analysis complete."}
    ]
  }}
end
The raw/1 helper is a shortcut for returning any map without MCP content wrapping — useful for debugging or non-standard responses:
raw(%{"custom_key" => "custom_value", "nested" => %{"data" => [1, 2, 3]}})
# => {:ok, %{"custom_key" => "custom_value", "nested" => %{"data" => [1, 2, 3]}}}
Note: raw/1 bypasses the MCP content structure. Clients expecting standard "content" arrays won't parse it correctly. Use it for debugging or custom integrations.

Error Codes
Standard JSON-RPC 2.0 error codes used by the protocol:
	Code	Meaning
	-32700	Parse error
	-32600	Invalid request
	-32601	Method not found
	-32602	Invalid params
	-32603	Internal error
	-32000	Tool/server error (default for error/1)
	-32002	Resource not found

Parameter Validation
All three modes support runtime validation via NimbleOptions. DSL and Endpoint modes generate validation schemas automatically. Manual mode can opt in via __validation_schema_for_tool__/1.
Constraints
	Constraint	Types	Example
	required: true	All	required: true
	min: N / max: N	number, integer	min: 0, max: 100
	min_length: N / max_length: N	string	min_length: 3, max_length: 255
	enum: [...]	All	enum: ["red", "green", "blue"]
	default: value	All	default: "guest"
	validator: fun	All	validator: &valid_email?/1
	additional_properties: bool	object	additional_properties: true

Object Parameters
An :object param declared with a block validates its nested fields — required,
types, and the constraints above — to any depth, and rejects undeclared keys:
param :user, :object, "User data", required: true do
  field :name, :string, "Full name", required: true
  field :address, :object, "Address" do
    field :city, :string, "City", required: true
  end
end
Declared with no block it is an open bag: any keys accepted, nothing enforced.
additional_properties: true combines the two — declared fields are enforced
and undeclared keys pass through to the handler. The generated JSON Schema
always emits additionalProperties, so it agrees with what the server enforces.
Array item types are declared with items:
param :rows, :array, "Rows" do
  items :object do
    field :id, :integer, "Row id", required: true
  end
end
Item schemas are published for clients but not enforced server-side —
NimbleOptions cannot attach a nested schema to a list element type.
Handlers always receive string keys, at every depth.
Type Coercion
Enabled by default. Automatic conversion: "25" → 25, "true" → true, "85.5" → 85.5.
Configuration
config :conduit_mcp, :validation,
  runtime_validation: true,
  strict_mode: true,
  type_coercion: true,
  log_validation_errors: false
Authentication
Configure in transport options or Endpoint use opts:
# Bearer token
auth: [strategy: :bearer_token, token: "your-secret-token"]

# API key
auth: [strategy: :api_key, api_key: "your-key", header: "x-api-key"]

# Custom verification
auth: [strategy: :function, verify: fn token ->
  case MyApp.Auth.verify(token) do
    {:ok, user} -> {:ok, user}
    _ -> {:error, "Invalid token"}
  end
end]

# OAuth 2.1 (RFC 9728)
auth: [strategy: :oauth, issuer: "https://auth.example.com", audience: "my-app"]
Authenticated user is available via conn.assigns[:current_user] in all callbacks.
Rate Limiting
Two layers using Hammer (optional dependency):
# Setup: add {:hammer, "~> 7.2"} to deps, then:
defmodule MyApp.RateLimiter do
  use Hammer, backend: :ets
end
HTTP rate limiting — limits raw connections:
rate_limit: [backend: MyApp.RateLimiter, limit: 100, scale: 60_000]
Message rate limiting — limits MCP method calls (tool calls, reads, prompts):
message_rate_limit: [
  backend: MyApp.RateLimiter,
  limit: 50,
  scale: 300_000,
  excluded_methods: ["initialize", "ping"]
]
Both support per-user keying via :key_func. Returns HTTP 429 with Retry-After header.
Session Management
StreamableHTTP supports server-side sessions with pluggable stores:
session: [store: ConduitMcp.Session.EtsStore]  # Default
session: [store: MyApp.RedisSessionStore]       # Custom store
session: false                                   # Disable
See guides: Multi-Node Sessions
Telemetry
Events emitted for monitoring:
	Event	Description
	[:conduit_mcp, :request, :stop]	All MCP requests
	[:conduit_mcp, :tool, :execute]	Tool executions
	[:conduit_mcp, :resource, :read]	Resource reads
	[:conduit_mcp, :prompt, :get]	Prompt retrievals
	[:conduit_mcp, :rate_limit, :check]	HTTP rate limit checks
	[:conduit_mcp, :message_rate_limit, :check]	Message rate limit checks
	[:conduit_mcp, :auth, :verify]	Authentication attempts

Optional Prometheus metrics via ConduitMcp.PromEx — see module docs.
Client Configuration
VS Code / Cursor
{
  "mcpServers": {
    "my-app": {
      "url": "http://localhost:4001/",
      "headers": {
        "Authorization": "Bearer your-token"
      }
    }
  }
}
Claude Desktop
{
  "mcpServers": {
    "my-app": {
      "command": "elixir",
      "args": ["/path/to/your/server.exs"]
    }
  }
}
MCP Spec Coverage
ConduitMCP implements the full MCP specification:
	Feature	Status	Spec Version
	Tools (list, call)	Supported	2025-06-18
	Resources (list, read, subscribe)	Supported	2025-06-18
	Prompts (list, get)	Supported	2025-06-18
	Completion	Supported	2025-06-18
	Logging	Supported	2025-06-18
	Protocol negotiation	Supported	2025-11-25
	Session management	Supported	2025-11-25
	OAuth 2.1 (RFC 9728)	Supported	2025-11-25
	StreamableHTTP transport	Supported	2025-11-25
	SSE transport (legacy)	Supported	2025-06-18
	MCP Apps (ext-apps)	Supported	Extension

Guides
	Choosing a Mode — DSL vs Manual vs Endpoint comparison
	Endpoint Mode — Component modules, schema DSL, full walkthrough
	Authentication — All auth strategies in detail
	Rate Limiting — HTTP and message rate limiting
	Multi-Node Sessions — Redis, PostgreSQL, Mnesia session stores
	Oban Tasks — Long-running tasks with Oban
	MCP Apps — Interactive UI from MCP tools

Documentation
	API Documentation
	Changelog
	MCP Specification

Examples
	Simple Server Example
	Phoenix Integration
	MCP Apps Demo

License
Apache License 2.0


  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
Unreleased
0.10.1 - 2026-08-05
Follow-up hardening from a re-review of the 0.9.4–0.9.7 changes (PRs #13–#17).
Security
	Owner-scoped tasks/* routes (IDOR/BOLA). The experimental tasks/get,
tasks/cancel, tasks/result, and tasks/list routes keyed purely on the
client-supplied taskId, so any caller could read or cancel any task (and
tasks/list returned every task system-wide). They now scope to the caller's
principal via a new owner-aware ConduitMcp.Tasks API. Scoping is opt-in and
back-compatible: a request with no principal, or a task created without an
owner, behaves exactly as before; a principal mismatch returns
{:error, :not_found} without leaking the task's existence. Stamp ownership
with ConduitMcp.Tasks.create/3 and configure principal extraction with
:task_owner_fun (default conn.assigns[:current_user] — return a stable
scalar such as sub/id, since ownership is checked by exact match).
	JWKS SSRF posture and stale-key window documented in the
ConduitMcp.OAuth.KeyProvider.JWKS moduledoc: jwks_uri is trusted operator
config (private/link-local addresses are still fetched, not blocked — harden
egress if the URI is less-trusted), and during a JWKS outage cached keys keep
validating until :stale_max_age (default 24h) before failing closed.

Added
	ConduitMcp.Tasks owner-scoped API — create/3, get/2, cancel/2,
list/2, and owner/1, plus the configurable :task_owner_fun. The
ConduitMcp.Tasks.Store @moduledoc documents the top-level "owner"
convention; reference stores promote it in to_map/1.
	Named error codes ConduitMcp.Errors.task_not_ready/0 (-32004) and
request_cancelled/0 (-32800), delegated from ConduitMcp.Protocol,
replacing magic literals.
	[:conduit_mcp, :cancellation, :cleanup] telemetry (measurement
%{removed: count}) emitted by ConduitMcp.Cancellation.cleanup/1, mirroring
the session janitor.

Fixed
	JWKS ETS cache could crash a concurrent request. The cache table was
created by whichever request first fetched keys and destroyed when that
process exited, so a concurrent request could hit an :ets ArgumentError
on the authentication path. The table is now owned by a supervised process
(ConduitMcp.OAuth.KeyProvider.JWKS.Owner, started from
ConduitMcp.Application), which also lets the cache persist across requests
as intended. Complements the 0.10.0 fix that tolerates losing the
check-then-create race.

Changed
	Example app (examples/oban_tasks_server/) and guide hardening — the
Oban exception→telemetry bridge now marks a task "failed" on its final
attempt (the previous job.state guard never fired, since the state is
"executing" at exception time); Tasks.Store.cancel/1 updates the row
before cancelling the Oban job (so a failed write can't strand a "working"
row); client-supplied durations are validated; the Oban dep is pinned to
~> 2.22.0 (raw-SQL coupling to internal tables); a logger note warns that
crash metadata can leak job args; and the guides/oban_tasks.md worker
example is corrected.

0.10.0 - 2026-08-05
Security
	Patched every dependency carrying a published advisory. Verified against
OSV across all 47 locked packages, which now report none.
	Package	From	To	Advisories fixed
	plug	1.19.2	1.20.3	quadratic-time decoding of nested query/body params (high, CVE-2026-54892); multipart :length not charged for part headers, enabling unbounded temp-file creation (medium, CVE-2026-56814); cookie attribute injection in Plug.Conn.Cookies.encode/2 (low, CVE-2026-56813)
	bandit	1.11.1	1.12.4	quadratic CPU blow-up reassembling fragmented WebSocket messages (high, CVE-2026-65623)
	mint	1.7.1	1.9.3	CONTINUATION/HEADERS flood (high); unbounded streams map growth via PUSH_PROMISE (high); request-line CRLF injection (low); Content-Length + prefix (moderate)
	req	0.5.17	0.7.2	unbounded archive/compression extraction driven by response content-type (high); multipart header injection (moderate)

The plug and bandit advisories are the ones that matter for a deployed
server: both are remote denial-of-service reachable through the transports on
any request, with no configuration required. The mint and req ones reach
this library only through the optional JWKS key provider — where the
decompression advisory is genuinely reachable rather than merely present, since
ConduitMcp.OAuth.KeyProvider.JWKS caps the JWKS body at 1MB but Req
decompresses before that cap applies.
No declared constraint changed: ~> 1.19, ~> 1.9 and ~> 0.5 all already
permitted the patched releases, so only mix.lock moved. bandit 1.12 requires
thousand_island ~> 1.5, so that moved too (1.4.3 -> 1.5.0); plug_crypto
(2.1.1 -> 2.2.0), finch (0.20.0 -> 0.23.0), hpax and castore followed as
transitives. The JWKS moduledoc now recommends {:req, "~> 0.6"}.

	JWT algorithm allow-list — ConduitMcp.Plugs.OAuth now validates the
token header alg against an allow-list (new :algorithms option,
default: RS/ES/PS families) before key lookup, and requires the resolved
signing key to match the header algorithm's family. Static oct keys
implicitly allow their HS algorithms, so existing HMAC setups keep working.
Set :algorithms explicitly if you rely on a non-default algorithm.

	JWKS fetch hardening — the JWKS key provider now requires https
(override with allow_insecure_jwks: true for dev), no longer follows
redirects, applies connect/receive timeouts, and caps responses at 1MB.
A failed refresh now serves previously cached keys with a logged warning
instead of failing.

	WWW-Authenticate header hygiene — config-sourced values (resource URI,
scopes) are stripped of CR/LF/quotes before header interpolation. The SSE
endpoint event URL can now be pinned with the new :base_url option;
the Host-header fallback is sanitized.

	Origin-validation startup warning — transports log a warning at init
when :allowed_origins is unset (DNS-rebinding exposure for
browser-reachable servers). Pass allowed_origins: "*" to opt out
explicitly.


Changed
	Validation min_length/max_length now count graphemes
(String.length/1) instead of bytes — multi-byte UTF-8 input is no longer
over-counted. Behavior change for non-ASCII parameter values.
	Custom-constraint validation reports all violations at once instead of
halting at the first failing parameter — clients fixing bad input no longer
need one round-trip per error.

Fixed
	HS (HMAC) token verification crashed — the OAuth plug passed the oct
JWK map to Joken.Signer.create/2, which requires the raw binary secret;
static oct keys now work. Malformed signing keys now yield a 401 instead
of crashing the request process.
	ETS table-creation races in the JWKS cache and session store could
crash a request under concurrent cold start; both now tolerate losing the
check-then-create race (matching the tasks/cancellation stores).
	Unknown JWK key types silently fell back to RS256, masking
misconfiguration with a confusing signature error; they are now rejected
with a logged warning.
	.credo.exs accidentally disabled nearly the whole default check suite
(enabled: replaces the suite; extra: adjusts it). The full suite now
runs locally and in CI.

Deprecated
	Leaving :allowed_origins unset logs a warning; a future major release
will require an explicit Origin policy for browser-reachable transports.

Added
	require_session: true session option for
ConduitMcp.Transport.StreamableHTTP — rejects non-initialize POSTs
without an Mcp-Session-Id header (HTTP 400), per the MCP specification.
	:base_url option for ConduitMcp.Transport.SSE and :algorithms
for ConduitMcp.Plugs.OAuth (see Security).
	resources/templates/list method — MCP-spec-required endpoint for
discovering URI-templated resources. Templated resources (URIs with
{param} placeholders) now appear here instead of in resources/list.
New optional handle_list_resource_templates/1 Server callback.
	notifications/cancelled handling via the new
ConduitMcp.Cancellation module. Tool authors poll
Cancellation.cancelled?(conn) to cooperatively abort long-running
work. Handler stashes the request id in conn.assigns[:mcp_request_id]
and emits [:conduit_mcp, :request, :cancelled] telemetry.
	Capability advertisement for completions, logging, and
resources.subscribe — previously these features were routed but
never declared on initialize, so spec-compliant clients never used
them.
	Tool schema fields title, icons, outputSchema, and
execution.taskSupport (MCP 2025-11-25). New DSL macros: title/1,
icons/1, output_schema/1, task_support/1.
	Tasks JSON-RPC methods — tasks/get, tasks/cancel,
tasks/result, tasks/list routed to ConduitMcp.Tasks.
	task/2 DSL helper for returning a task id from a long-running
tool invocation.
	ConduitMcp.Session.Janitor — opt-in GenServer that periodically
prunes expired sessions from the ETS-backed store. Add to your
supervision tree to bound memory growth on public-facing servers.
	ConduitMcp.Tasks.delete/1, cleanup/1, and Tasks.Janitor —
parallel cleanup for the tasks table, which previously had no
eviction at all.
	ConduitMcp.Tasks.Store behaviour — task storage is now
pluggable, mirroring ConduitMcp.Session.Store. Configure via
config :conduit_mcp, :tasks_store, MyApp.MyTasksStore. The default
remains the in-memory ConduitMcp.Tasks.EtsStore, so existing
servers keep their current behaviour without any changes. Standard
tasks/* JSON-RPC routes dispatch through the configured store, so
swapping in a durable backend (e.g., Oban + SQLite or Postgres)
requires no handler changes.
	examples/async_tasks_server/ — runnable example demonstrating
the MCP 2025-11-25 tasks lifecycle (in-memory, ETS-backed).
	examples/oban_tasks_server/ — runnable example demonstrating
the same lifecycle backed by Oban + SQLite for durability, with the
input_required state exercised via {:snooze, _}.
	Object parameters actually work. :object params (ConduitMcp.DSL) and
:object fields (ConduitMcp.Component.Schema) were dead code: every
declaration form crashed at compile time, and the one shape that compiled was
rejected at runtime by the validator. All forms now compile and validate —
blockless (open) objects, block objects with declared fields, objects nested
in objects, and items :object inside an :array.
	Nested runtime validation. A declared object's nested fields are now
enforced by NimbleOptions to any depth: required fields, types, and the
custom constraints (enum, min/max, length limits, validator). Errors
name the full path (bag.inner.city). Undeclared nested keys are rejected
with an actionable message instead of NimbleOptions' expected atom, got: "zzz". Nested keys are atomised only when they match a declared field
name, so client input can never mint an atom.
	additional_properties: option for :object params and fields —
true enforces the declared fields and passes undeclared keys through to the
handler; false (the default once fields are declared) rejects them. It also
drives "additionalProperties" in the generated JSON Schema, which is now
always emitted for objects so the published schema matches what the server
enforces.
	items/1,2 in ConduitMcp.Component.Schema — component-mode array
fields had no way to declare an item type at all, and a bare field inside
an :array block silently corrupted the parent field list. items is now
the only thing an :array block accepts, at every nesting depth.
	3-arg (and 2-arg) block forms — param :bag, :object, "desc" do ... end
and field :bag, :object do ... end used to bind to the blockless clause
([do: ...] is a keyword list), silently discarding the block; the form the
field/4 docs themselves showed was broken. Both now work in both DSLs. A
block on a type that has no block form raises a CompileError naming the
file and line.
	Type coercion now follows nested objects. A nested :integer field
accepts the same "30" the top level does; previously coercion stopped at
depth 0 while nested type checking did not, so the two disagreed.
	The two DSL front ends now accept the same programs. ConduitMcp.DSL
silently swallowed a bare field inside an :array block, an items outside
one, and a field outside any object block, and raised a bare
FunctionClauseError for items :string do ... end. All four are now
CompileErrors naming the file and line, matching Component.Schema. The
compile-time scope plumbing both DSLs share moved into one place.

Fixed
	DSL empty-map type warning under Elixir 1.20 — __scope_for_tool__/1
in DSL-mode servers without any scoped tools used to expand to
Map.get(%{}, _), which Elixir 1.20's type checker flags as always
returning the default. Same fix as commit 0f05a9f for Endpoint
mode: replace the single-map lookup with per-tool function clauses
plus a catch-all. Servers that never declared OAuth scopes now
compile cleanly under --warnings-as-errors.
	min:/max:/validator: were bypassable by sending a number as a string.
Custom constraints are checked by this library rather than NimbleOptions, and
the checks ran before type coercion — so check_min_value/3 skipped a binary
value, coercion then turned it into a number, and the markers had already been
stripped from the schema NimbleOptions sees. With type_coercion: true (the
default), "5" passed min: 18 and the handler received 5. validator:
was worse: the function was called with the uncoerced binary, and "5" > 18 is
true in Erlang term order. Coercion now runs first, so every constraint sees
the value the handler will see. Note enum: now matches after coercion too —
enum: [1, 2, 3] accepts "1" for an :integer field, where it previously
rejected it.

Changed
	resources/list now returns only static URIs. Templated URIs
move to resources/templates/list per spec. Clients that relied on
templated URIs in resources/list were already non-spec-compliant.
	Session.Store behaviour gained an optional cleanup/1 callback
used by Session.Janitor. Existing stores that don't implement it
continue to work; the janitor logs a warning and idles.
	OAuth scope rejection on tools/call now returns a JSON-RPC
error with the request's id (previously nil, breaking client
correlation).
	Validation errors now always carry a parameter. A type mismatch used to
return parameter: nil and NimbleOptions' raw prose, while a missing required
field returned the field name — so a client author had to special-case the
failure kind to locate the field. Every error now names its parameter, dotted
for nested fields (bag.inner.city). Type-error messages no longer carry
NimbleOptions' internal (in options [:bag]) suffix, because the parameter
says it.
	Undeclared parameters are rejected with a proper error. Previously left to
NimbleOptions, which reported no parameter name and — for a name that did not
already exist as an atom — raised out of validation entirely, so the same
mistake surfaced as either a validation error or an internal error depending
on the VM's atom table. Now always
%{"parameter" => name, "message" => "unknown parameter \"name\""}.

Removed
	Validation telemetry events [:conduit_mcp, :validation, :started],
[:conduit_mcp, :validation, :success], and
[:conduit_mcp, :validation, :failed] are no longer emitted. They
fired on every validated request (three per call, even with no
handler attached) and were redundant with the existing
[:conduit_mcp, :tool, :execute] event. Migrate attached handlers
to [:conduit_mcp, :tool, :execute] whose metadata's :status
field indicates :ok / :error and whose payload includes
validation failures.
	custom_constraint_markers/0 on ConduitMcp.Validation.SchemaConverter —
replaced by strip_markers/1, which does the stripping itself and recurses
into nested keys: schemas. Callers that fetched the marker list to do their
own Keyword.drop/2 should call strip_markers/1 instead; four modules in
this library did exactly that and now share the one implementation.

0.9.7 - 2026-06-18
Fixed
	tools/call errors crashed when the request carried _meta —
Handler.maybe_add_meta/2 unconditionally wrote the request's _meta into
["result", "_meta"], but error responses (%{"error" => ...}) have no
"result" key. With a _meta present (clients such as the Python MCP SDK
send a progressToken on every tools/call), this raised
"could not put/update key \"_meta\" on a nil value", which the handler
masked as a generic "Internal server error" — so every tool that returned
an error surfaced the wrong message. _meta is now only merged into
responses that have a "result"; error responses pass through untouched.

[0.9.3] - 2026-04-18
Fixed
	Empty-map type warnings under Elixir 1.20 — endpoints with no scoped tools and/or no prompts no longer trigger Map.get/2,3 "will always return default" warnings from @before_compile-generated __scope_for_tool__/1 and __convert_to_atom_keys__/2. Replaced single-map lookups with per-component function clauses (__scope_for_tool__(<<name>>) -> scope and __key_map__(<<name>>) -> escaped_map) plus catch-all fallbacks. mix compile --warnings-as-errors is now clean for read-only / tool-only endpoints.

[0.9.1] - 2026-03-24
Performance
	persistent_term validation config — replaced Application.get_env with :persistent_term.get for O(1) lock-free config reads on every validated request (4–10% faster validation, 5–11% less memory)
	Cached server capabilities — new ConduitMcp.ServerMeta module lazily caches all function_exported? results in persistent_term, eliminating 9 repeated BIF calls per request (2–7% faster handler dispatch)
	Pre-computed clean schemas — __validation_schema_for_tool__/1 now returns {full_schema, clean_schema} tuples pre-stripped of constraint markers at compile time, eliminating per-request Keyword.drop
	Static resource URI dispatch — resources with no {param} placeholders now generate direct pattern-match clauses (O(1)) instead of linear regex scan (O(n))

Fixed
	Atom table exhaustion — String.to_atom/1 in validation replaced with String.to_existing_atom/1 to prevent atom table exhaustion from malicious parameter names

Added
	ConduitMcp.Validation.update_validation_config/1 — public API for updating validation config at runtime (writes both Application env and persistent_term)

[0.9.0] - 2026-03-22
Added
	MCP Apps support — first-class support for the MCP Apps extension, enabling tools to return interactive UI components rendered as sandboxed iframes in host clients	meta/1 macro — attach arbitrary _meta metadata to tool definitions (generic, future-proof)
	ui/1 macro — shortcut for declaring _meta.ui.resourceUri on a tool
	app/2 macro — convenience that registers both a tool (with _meta.ui) and its ui:// HTML resource in one declaration
	raw_resource/2 helper — return raw content with a MIME type from resource handlers
	Component mode ui: option — use ConduitMcp.Component, type: :tool, ui: "ui://..."


	MCP Apps guide — new HexDocs guide covering DSL, Component, and app macro usage with client-side build workflow
	MCP Apps example — examples/mcp_apps_demo/ with a server health dashboard demonstrating the full tool → UI resource → iframe pattern

0.8.5 - 2026-03-22
Changed
	Removed Jason dependency — replaced with Elixir 1.18+ built-in JSON module across all lib, test, and transport code (one fewer dependency)

Performance
	Pre-compiled URI template regex — resource URI matching regex is now compiled once at compile time instead of rebuilt on every request (2.4x faster resource reads in DSL mode, 1.7x in Endpoint mode)
	Single-pass constraint validation — merged 4 separate schema traversals (enum, numeric, string length, custom) into a single Enum.reduce_while pass (1.6x faster)
	Optimized marker removal — replaced 11-iteration Enum.reduce with Keyword.drop/2 (2.2x faster)
	Single config fetch — validation reads Application.get_env once per call instead of 3 times (1.3x faster)
	O(1) schema lookup in type coercion — replaced Enum.find per parameter with pre-built Map lookup

Added
	Benchee benchmark suite (mix bench) with 6 benchmark files:	uri_template_bench — dynamic regex vs pre-compiled vs String.split
	validation_bench — full pipeline, key conversion, constraint passes, marker removal, config lookups
	handler_bench — method dispatch, function_exported? overhead, telemetry cost
	json_bench — built-in JSON encode/decode at varying payload sizes
	protocol_bench — request validation and response construction baseline
	full_request_bench — DSL vs Manual vs Endpoint mode comparison


	mix bench task — run all benchmarks, run specific (mix bench validation), or list (mix bench --list)
	HTML benchmark reports generated in bench/output/

0.8.0 - 2026-03-22
Added
	Endpoint + Component mode — third way to define MCP servers alongside DSL and Manual modes	ConduitMcp.Component behaviour for defining tools, resources, and prompts as individual modules
	ConduitMcp.Component.Schema DSL (schema do field ... end) with automatic JSON Schema and NimbleOptions generation
	ConduitMcp.Endpoint aggregator with component macro, declarative rate_limit/message_rate_limit/auth config
	Auto-detected capabilities from registered component types
	Compile-time validation (duplicate names, invalid modules, missing callbacks)
	Atom-keyed params in execute/2 for ergonomic pattern matching


	ConduitMcp.Errors module — centralized JSON-RPC 2.0 and MCP error code constants	parse_error/0, invalid_request/0, method_not_found/0, invalid_params/0, internal_error/0, server_error/0, resource_not_found/0
	Replaces hardcoded magic numbers across the codebase


	Transport auto-extraction — StreamableHTTP and SSE transports auto-read endpoint config (name, version, rate_limit, auth) as fallback defaults
	Handler capability detection — build_capabilities/1 uses __capabilities__/0 when available for selective capability advertisement
	6 new documentation guides — choosing_a_mode, endpoint_mode, dsl_mode, manual_mode, authentication, rate_limiting

Improved
	Test coverage expanded to 503 tests (up from 405)
	README restructured with all 3 server modes, responses reference, MCP spec coverage table
	Error codes refactored — ConduitMcp.Protocol now delegates to ConduitMcp.Errors

0.7.0 - 2026-03-21
Added
	MCP spec 2025-11-25 support with backward compatibility for 2025-06-18	Protocol version negotiation in initialize (supports both versions)
	MCP-Protocol-Version response header on all POST responses
	MCP-Session-Id header with session creation and validation


	Pluggable session store (ConduitMcp.Session.Store behaviour)	Default ETS store included (ConduitMcp.Session.EtsStore)
	Documentation for Redis, PostgreSQL, and Mnesia stores


	Cursor-based pagination via arity-2 list callbacks (backward compatible with arity-1)
	Tool annotations DSL (readOnlyHint, destructiveHint, idempotentHint, openWorldHint)
	_meta field passthrough for progressToken support
	listChanged capability declarations
	Origin header validation for DNS rebinding prevention
	New handler methods: completion/complete, logging/setLevel, resources/subscribe, resources/unsubscribe
	audio/2 helper macro for audio content type
	ConduitMcp.Tasks module for long-running operation state machine
	ConduitMcp.Client module for server-to-client requests (sampling, elicitation, roots)
	OAuth 2.1 authentication (ConduitMcp.Plugs.OAuth) with JWT validation	JWKS key provider with HTTP fetching (ConduitMcp.OAuth.KeyProvider.JWKS)
	Static key provider (ConduitMcp.OAuth.KeyProvider.Static)
	Resource metadata endpoint (ConduitMcp.OAuth.ResourceMetadata)
	Tool-level scope enforcement


	New error code -32002 (resource not found)
	CI/CD pipeline with compile, format, credo, test, dialyzer, and hex publish jobs
	Configurable initialize response (server_name, server_version via conn.private)

Improved
	Test coverage expanded to 405 tests (up from 309)
	Dependencies updated: bandit 1.10.3, credo 1.7.17, ex_doc 0.40.1, telemetry 1.4.1
	Handler refactored to reduce cyclomatic complexity with extracted helper functions

Fixed
	Version mismatch where handler returned hardcoded version instead of app version
	Hardcoded protocol version in transport (now uses Protocol.protocol_version/0)
	Flaky telemetry tests caused by async race conditions
	Flaky StreamableHTTP tests caused by shared ETS state in async mode
	Elixir 1.20 compilation warnings

0.6.5 - 2026-02-07
Added
	Message-level rate limiting (ConduitMcp.Plugs.MessageRateLimit)	Second rate limiting layer that limits MCP method calls per time window
	POST-only: GET/OPTIONS pass through automatically
	Skips JSON-RPC notifications (no id field)
	Configurable excluded methods (e.g., ["initialize", "ping"])
	User-aware default key function (uses conn.assigns[:current_user] from Auth plug)
	"msg:" key prefix prevents Hammer counter collision with HTTP rate limiter
	HTTP 429 response with Retry-After header and JSON-RPC error (code -32000)
	Telemetry event: [:conduit_mcp, :message_rate_limit, :check]
	PromEx metrics: message_rate_limit_check_total, message_rate_limit_check_duration_milliseconds
	Configurable via :message_rate_limit transport option
	Works alongside existing HTTP-level rate limiting



Improved
	Test coverage expanded to 309 tests
	README updated with Rate Limiting documentation (HTTP + message-level)
	Telemetry documentation updated with message rate limit events
	PromEx plugin updated with message rate limit metrics
	Applied mix format to all files in the codebase

[0.5.0] - 2025-11-24
Added
	Resource URI parameter extraction - Complete implementation
	Extracts parameters from URI templates (e.g., "user://{id}" → "user://123" → %{"id" => "123"})
	Supports multiple parameters (e.g., "user://{id}/posts/{post_id}")
	Uses proper regex escaping with placeholder tokens
	Returns {:ok, params} on match or :no_match otherwise
	Full implementation in extract_uri_params/2 (internal)
	Resolves TODO from previous versions


	PromEx plugin for Prometheus monitoring
	Optional integration via {:prom_ex, "~> 1.11", optional: true}
	Conditional compilation (only loads if PromEx available)
	10 production-ready metrics (5 counters + 5 histograms)
	Monitors all ConduitMCP operations: requests, tools, resources, prompts, auth
	Optimized histogram buckets per operation type
	Low cardinality design with string normalization
	Comprehensive documentation with PromQL query examples
	Alert rule examples included
	Zero runtime overhead when not enabled



Improved
	Test coverage expanded significantly
	33 new tests added (21 for core features, 12 for PromEx)
	Resource URI parameter extraction: 11 new tests
	Prompt functionality: 4 new tests
	Tool functionality: 6 new tests
	PromEx plugin: 12 new tests
	Total: 229 tests, all passing


	Documentation enhanced
	Added comprehensive Prometheus Metrics section to README
	190+ lines of PromEx plugin documentation
	PromQL query cookbook with examples
	Alert rule templates
	Complete metric reference



Fixed
	Version consistency across all files (updated from 0.4.6 to 0.4.7, now 0.5.0)
	Removed repository artifacts:	Deleted erl_crash.dump (4.9 MB)
	Deleted conduit_mcp-0.4.0.tar and conduit_mcp-0.4.6.tar


	Updated test badge count (193 → 229 passing)

Breaking Changes
None - This release is fully backward compatible.
[0.4.7] - 2025-11-19
Added
	raw/1 helper macro for direct JSON output without MCP content wrapping	Bypasses standard MCP content structure for debugging purposes
	Returns {:ok, data} directly instead of wrapped content array
	Supports maps, strings, lists, and all data types
	Includes comprehensive documentation with MCP compatibility warnings
	Full test coverage with 3 test cases



Documentation
	Updated README.md helper functions list to include raw/1
	Added detailed module documentation with usage examples and warnings

0.4.6 - 2025-01-16
Changed
	Streamlined README and CHANGELOG for clarity
	Focused documentation on essential features
	Reduced README by 53% (634 → 298 lines)
	Reduced CHANGELOG by 48% (190 → 99 lines)

Improved
	README now highlights DSL as primary approach
	Removed outdated migration guides
	Cleaner examples and better organization
	Added version and test badges

0.4.5 - 2025-01-16
Added
	Clean DSL for defining MCP servers	tool, prompt, resource macros for declarative definitions
	Automatic JSON Schema generation from parameters
	Helper functions: text(), json(), error(), system(), user(), assistant()
	Support for inline functions, MFA handlers, and function captures
	Parameter features: enums, defaults, required fields, type validation


	Flexible authentication system	ConduitMcp.Plugs.Auth with 5 strategies
	Bearer token, API key, custom function, MFA, database lookup
	CORS preflight bypass, configurable assign key
	Case-insensitive bearer token support


	Extended telemetry	[:conduit_mcp, :resource, :read] - Resource operations
	[:conduit_mcp, :prompt, :get] - Prompt operations
	[:conduit_mcp, :auth, :verify] - Authentication
	Complete observability for all MCP operations



Changed
	Examples updated to use DSL (simple_tools_server, phoenix_mcp)
	Transport modules support :auth option
	Auth configured per-transport (no separate pipeline needed)
	Documentation streamlined to focus on DSL

Tests
	36 DSL tests (tools, prompts, resources, helpers, schema builder)
	26 auth plug tests (all strategies, error handling, CORS)
	16 telemetry tests
	193 total tests, all passing

0.4.0 - 2025-01-16
Changed (Breaking)
	Pure stateless architecture	Removed GenServer and Agent - zero process overhead
	Server is just a module with pure functions
	No supervision tree required
	Maximum concurrency (limited only by Bandit)


	Simplified callback API	Removed mcp_init/1
	Changed {:reply, result, state} → {:ok, result}
	Callbacks receive conn (Plug.Conn) as first parameter
	No more state passing/returning
	Error maps use string keys


	Handler updates	Calls module functions directly (no GenServer.call)
	Transport layers pass Plug.Conn for request context



Performance
	Zero process overhead - pure function calls
	Full concurrent request processing
	No serialization bottleneck

0.3.0 - 2025-10-28
Added
	Comprehensive test suite (109 tests, 82% coverage)
	Test infrastructure (TestServer, TelemetryTestHelper)
	ExCoveralls integration

Changed
	Simplified and professionalized README

0.2.0 - 2025-10-09
Added
	Telemetry events ([:conduit_mcp, :request, :stop], [:conduit_mcp, :tool, :execute])
	Configurable CORS headers
	Enhanced logging

Fixed
	SSE buffering with nginx proxies

0.1.0 - 2025-10-08
Added
	Initial release
	MCP specification 2025-06-18 implementation
	ConduitMcp.Server behaviour
	StreamableHTTP and SSE transports
	Tools, resources, and prompts support
	Basic authentication
	Phoenix integration example



  

    Choosing a Mode

ConduitMCP offers three ways to build MCP servers. Each mode gives you a different level of abstraction and control.
Comparison
	Feature	DSL Mode	Manual Mode	Endpoint Mode
	Server definition	Single module with macros	Single module with callbacks	Endpoint + separate component modules
	Tool definition	tool "name" do ... end	Raw JSON Schema maps	One module per tool
	Schema generation	Automatic at compile time	Manual (you build the maps)	Automatic from schema do field ... end
	Validation	Automatic	Manual	Automatic
	Response helpers	text/1, json/1, error/1	Build maps yourself	text/1, json/1, error/1
	Rate limiting	Transport option	Transport option	Declarative in use opts
	Params format	String-keyed maps	String-keyed maps	Atom-keyed maps
	Best for	Quick setup, small servers	Maximum control, custom schemas	Larger servers, team projects

When to Use Each
DSL Mode (use ConduitMcp.Server)
Best when you want to get started quickly. Tools, prompts, and resources are defined inline with macros. Schemas and validation are generated automatically.
defmodule MyApp.MCPServer do
  use ConduitMcp.Server

  tool "greet", "Greet someone" do
    param :name, :string, "Name", required: true
    handle fn _conn, %{"name" => name} -> text("Hello, #{name}!") end
  end
end
Choose DSL when: You have a small-to-medium server, want minimal boilerplate, and don't need tools as separate modules.
Manual Mode (use ConduitMcp.Server, dsl: false)
Best when you need full control over JSON Schema definitions and callback implementations. No compile-time magic.
defmodule MyApp.MCPServer do
  use ConduitMcp.Server, dsl: false

  @impl true
  def handle_list_tools(_conn), do: {:ok, %{"tools" => [...]}}

  @impl true
  def handle_call_tool(_conn, "greet", %{"name" => name}), do: ...
end
Choose Manual when: You need custom JSON Schema features not supported by the DSL, or you want explicit control over every callback.
Endpoint Mode (use ConduitMcp.Endpoint)
Best for larger servers where each tool, resource, or prompt is its own module. Rate limiting and auth are declarative. Params arrive as atom-keyed maps.
defmodule MyApp.Echo do
  use ConduitMcp.Component, type: :tool, description: "Echoes text"

  schema do
    field :text, :string, "Text to echo", required: true
  end

  @impl true
  def execute(%{text: text}, _conn), do: text(text)
end

defmodule MyApp.MCPServer do
  use ConduitMcp.Endpoint,
    name: "My Server",
    version: "1.0.0",
    rate_limit: [backend: MyApp.RateLimiter, limit: 60, scale: 60_000]

  component MyApp.Echo
end
Choose Endpoint when: You want each tool as its own module (better for testing, code organization, team collaboration), or you want rate limiting built into the server definition.
Mixing Modes
The three modes are independent alternatives — you pick one per server module. However, you can have multiple server modules in the same application, each using a different mode.


  

    Endpoint Mode

The Endpoint mode lets you define each MCP tool, resource, and prompt as its own Elixir module, then aggregate them in a central Endpoint.
Defining Components
Tool Component
defmodule MyApp.Echo do
  use ConduitMcp.Component, type: :tool, description: "Echoes text back"

  schema do
    field :text, :string, "The text to echo", required: true, max_length: 500
  end

  @impl true
  def execute(%{text: text}, _conn) do
    text(text)
  end
end
Key points:
	type: :tool marks this as a tool component
	description: is required for tools
	schema do ... end defines input parameters — generates JSON Schema and validation automatically
	execute/2 receives atom-keyed params and a Plug.Conn
	Response helpers (text/1, json/1, error/1, image/1) are imported automatically

Resource Component
defmodule MyApp.ReadUser do
  use ConduitMcp.Component,
    type: :resource,
    uri: "user://{id}",
    description: "User profile by ID",
    mime_type: "application/json"

  @impl true
  def execute(%{id: id}, _conn) do
    user = MyApp.Users.get!(id)
    {:ok, %{
      "contents" => [%{
        "uri" => "user://#{id}",
        "mimeType" => "application/json",
        "text" => JSON.encode!(user)
      }]
    }}
  end
end
Key points:
	uri: is required — uses {param} placeholders for dynamic segments
	URI params are extracted automatically and passed as atom-keyed map to execute/2
	No schema do ... end needed — params come from the URI template

Prompt Component
defmodule MyApp.CodeReview do
  use ConduitMcp.Component, type: :prompt, description: "Code review assistant"

  schema do
    field :code, :string, "Code to review", required: true
    field :language, :string, "Programming language", default: "elixir"
  end

  @impl true
  def execute(%{code: code, language: language}, _conn) do
    {:ok, %{
      "messages" => [
        system("You are a #{language} code reviewer"),
        user("Review this code:\n#{code}")
      ]
    }}
  end
end
Schema DSL
The schema do ... end block defines parameters with automatic JSON Schema and validation generation.
Field Types
schema do
  field :name, :string, "Name", required: true
  field :age, :integer, "Age", min: 0, max: 150
  field :score, :number, "Score", min: 0.0, max: 100.0
  field :active, :boolean, "Is active", default: true
  field :tags, {:array, :string}, "Tags"
end
Field Options
	Option	Types	Description
	required: true	All	Mark as required
	default: value	All	Default value
	enum: [...]	All	Allowed values
	min: n / max: n	number, integer	Numeric bounds
	min_length: n / max_length: n	string	String length bounds
	validator: fn	All	Custom validator function
	additional_properties: bool	object	Allow keys the block did not declare

Nested Objects
schema do
  field :address, :object, "Mailing address", required: true do
    field :street, :string, "Street", required: true
    field :city, :string, "City", required: true
    field :zip, :string, "Zip code"
  end
end
Nested fields are enforced at runtime — required, types, and the constraints
above — to any depth, and undeclared keys are rejected. Declare the field
without a block for an open object (any keys, nothing enforced), or pass
additional_properties: true to enforce the declared fields while letting
everything else through.
Array Items
schema do
  field :tags, :array, "Tags" do
    items :string
  end

  field :rows, :array, "Rows" do
    items :object do
      field :id, :integer, "Row id", required: true
    end
  end
end
items is the only thing an :array block accepts; a bare field there is a
compile error. Item schemas are published for clients but not enforced
server-side.
Defining the Endpoint
defmodule MyApp.MCPServer do
  use ConduitMcp.Endpoint,
    name: "My Application",
    version: "1.0.0",
    rate_limit: [backend: MyApp.RateLimiter, limit: 60, scale: 60_000],
    message_rate_limit: [backend: MyApp.RateLimiter, limit: 50, scale: 300_000],
    auth: [strategy: :bearer_token, token: "secret"]

  component MyApp.Echo
  component MyApp.ReadUser
  component MyApp.CodeReview
end
Endpoint Options
	Option	Description
	:name	Server name (shown in initialize response)
	:version	Server version (shown in initialize response)
	:rate_limit	HTTP rate limiting config
	:message_rate_limit	Message-level rate limiting config
	:auth	Authentication config

Component Registration
Use the component macro to register component modules. Components are validated at compile time:
	Must use ConduitMcp.Component
	Must implement execute/2
	No duplicate names within the same type

Transport Wiring
The Endpoint's config is auto-extracted by transports — no need to duplicate rate_limit/auth/name/version:
# Minimal — endpoint config provides name, version, rate_limit, auth
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP, server_module: MyApp.MCPServer},
 port: 4001}
Explicit transport opts always override endpoint config:
# Override server name at the transport level
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP,
        server_module: MyApp.MCPServer,
        server_name: "Overridden Name"},
 port: 4001}
Component Options
Custom Name
By default, the component name is derived from the module name (MyApp.Echo → "echo"). Override with :name:
use ConduitMcp.Component,
  type: :tool,
  name: "my_custom_tool",
  description: "Custom named tool"
OAuth Scopes
use ConduitMcp.Component,
  type: :tool,
  description: "Delete user",
  scope: "users:write"
Tool Annotations
use ConduitMcp.Component,
  type: :tool,
  description: "Fetch data",
  annotations: [readOnlyHint: true, idempotent: true]
Responses
All execute/2 callbacks must return {:ok, map()} or {:error, map()}. Helper macros are imported automatically.
Tool Response Helpers
# Plain text
text("Hello!")

# JSON-encoded data
json(%{users: [%{id: 1, name: "Alice"}]})

# Image (base64)
image(Base.encode64(png_data))

# Audio
audio(Base.encode64(wav_data), "audio/wav")

# Error
error("Something went wrong")
error("Bad input", -32602)
Prompt Message Helpers
def execute(%{topic: topic}, _conn) do
  {:ok, %{"messages" => [
    system("You are an expert on #{topic}"),
    user("Explain #{topic} in simple terms"),
    assistant("Sure! Let me break it down...")
  ]}}
end
Multi-Content Responses
Return multiple content items (e.g., text + image) by building the map directly:
def execute(%{query: query}, _conn) do
  chart_data = MyApp.Charts.generate(query)
  {:ok, %{
    "content" => [
      %{"type" => "text", "text" => "Here are the results for: #{query}"},
      %{"type" => "image", "data" => chart_data, "mimeType" => "image/png"},
      %{"type" => "text", "text" => "Generated at #{DateTime.utc_now()}"}
    ]
  }}
end
Raw Mode
raw/1 bypasses MCP content wrapping — returns any map directly as {:ok, map}:
raw(%{"custom_key" => "value", "data" => [1, 2, 3]})
# => {:ok, %{"custom_key" => "value", "data" => [1, 2, 3]}}
Warning: Clients expecting the standard MCP "content" array won't parse raw responses. Use for debugging or custom integrations only.

Fully Custom (No Helpers)
You can always skip helpers and return the tuple directly:
def execute(%{id: id}, _conn) do
  case MyApp.Repo.get(User, id) do
    nil ->
      {:error, %{"code" => -32002, "message" => "User #{id} not found"}}

    user ->
      {:ok, %{
        "content" => [
          %{"type" => "text", "text" => JSON.encode!(%{
            id: user.id,
            name: user.name,
            roles: user.roles
          })}
        ],
        "isError" => false
      }}
  end
end
Accessing Request Context
The Plug.Conn is passed as the second argument to execute/2:
def execute(_params, conn) do
  user = conn.assigns[:current_user]
  session = conn.private[:mcp_session_data]
  text("Hello #{user}")
end
Capabilities
The Endpoint auto-detects capabilities from registered components. If you only register tools, only tools is advertised in the initialize response. No manual configuration needed.


  

    DSL Mode

The DSL mode uses compile-time macros to define tools, resources, and prompts inline in a single server module. Schemas, validation, and handler routing are generated automatically.
Setup
defmodule MyApp.MCPServer do
  use ConduitMcp.Server
  # Everything goes here
end
Defining Tools
tool "create_user", "Create a new user" do
  param :name, :string, "Full name", required: true, min_length: 2, max_length: 50
  param :age, :integer, "Age", min: 0, max: 150
  param :role, :string, "User role", enum: ["admin", "user", "guest"], default: "user"
  param :score, :number, "Score", min: 0.0, max: 100.0, default: 50.0

  handle fn _conn, params ->
    # params is a string-keyed map: %{"name" => "Alice", "age" => 30, ...}
    text("Created user: #{params["name"]}")
  end
end
Handler Styles
# Anonymous function
handle fn _conn, params -> text("ok") end

# Function capture
handle &MyModule.my_function/2

# Module + function reference
handle MyModule, :my_function
Tool Annotations
tool "fetch_data", "Fetch data" do
  annotations destructive: false, idempotent: true, readOnlyHint: true
  param :url, :string, "URL", required: true
  handle fn _conn, params -> text("fetched") end
end
OAuth Scopes
tool "delete_user", "Delete a user" do
  scope "users:delete"
  param :id, :string, "User ID", required: true
  handle fn _conn, %{"id" => id} -> text("deleted #{id}") end
end
Defining Prompts
prompt "code_review", "Code review assistant" do
  arg :code, :string, "Code to review", required: true
  arg :language, :string, "Language", default: "elixir"

  get fn _conn, args ->
    [
      system("You are a #{args["language"]} code reviewer"),
      user("Review this code:\n#{args["code"]}")
    ]
  end
end
Defining Resources
resource "user://{id}" do
  description "User profile by ID"
  mime_type "application/json"

  read fn _conn, params, _opts ->
    user = MyApp.Users.get!(params["id"])
    json(user)
  end
end

resource "static://readme" do
  description "Project README"
  mime_type "text/markdown"

  read fn _conn, _params, _opts ->
    text(File.read!("README.md"))
  end
end
Response Helpers
All of these are macros imported automatically:
	Helper	Returns	Example
	text(string)	{:ok, %{"content" => [%{"type" => "text", ...}]}}	text("Hello!")
	json(data)	JSON-encoded text content	json(%{status: "ok"})
	error(msg)	{:error, %{"code" => -32000, ...}}	error("Not found")
	error(msg, code)	Custom error code	error("Bad params", -32602)
	image(url)	Image content	image(base64_data)
	audio(data, mime)	Audio content	audio(data, "audio/wav")
	raw(data)	Bypass MCP wrapping	raw(%{"custom" => true})
	system(text)	System role message	For prompts
	user(text)	User role message	For prompts
	assistant(text)	Assistant role message	For prompts

Validation
Validation is generated automatically from param options. See the README for the full constraints table.
Object and Array Parameters
tool "create_user", "Create a user" do
  param :user, :object, "User data", required: true do
    field :name, :string, "Full name", required: true
    field :address, :object, "Address" do
      field :city, :string, "City", required: true
    end
  end

  param :tags, :array, "Tags" do
    items :string
  end

  handle fn _conn, params ->
    text(params["user"]["address"]["city"])
  end
end
Nested fields are enforced to any depth and undeclared keys are rejected. Drop
the block for an open object (any keys accepted), or pass
additional_properties: true to enforce declared fields and pass the rest
through. Array item schemas are published for clients but not enforced
server-side. Handlers receive string keys at every depth.
Custom Validators
# Function
param :email, :string, "Email", validator: fn email ->
  String.match?(email, ~r/@/)
end

# Built-in
param :email, :string, "Email", validator: &ConduitMcp.Validation.Validators.email/1

# MFA tuple
param :priority, :string, "Priority", validator: {MyApp.Validators, :valid_priority?}


  

    Manual Mode

Manual mode gives you full control over callback implementations and JSON Schema definitions. No compile-time macros — you build everything yourself.
Setup
defmodule MyApp.MCPServer do
  use ConduitMcp.Server, dsl: false

  # You implement callbacks directly
end
This gives you default stub implementations for all 6 callbacks (returning empty lists). Override the ones you need.
Callbacks
	Callback	Purpose
	handle_list_tools(conn)	Return tool schemas
	handle_call_tool(conn, name, params)	Execute a tool
	handle_list_resources(conn)	Return resource schemas
	handle_read_resource(conn, uri)	Read a resource
	handle_list_prompts(conn)	Return prompt schemas
	handle_get_prompt(conn, name, args)	Get prompt messages

Optional callbacks: handle_complete/3, handle_set_log_level/2, handle_subscribe_resource/2, handle_unsubscribe_resource/2.
Example
defmodule MyApp.MCPServer do
  use ConduitMcp.Server, dsl: false

  @tools [
    %{
      "name" => "greet",
      "description" => "Greet someone",
      "inputSchema" => %{
        "type" => "object",
        "properties" => %{
          "name" => %{"type" => "string", "description" => "Person's name"},
          "formal" => %{"type" => "boolean", "description" => "Use formal greeting"}
        },
        "required" => ["name"]
      }
    },
    %{
      "name" => "add",
      "description" => "Add two numbers",
      "inputSchema" => %{
        "type" => "object",
        "properties" => %{
          "a" => %{"type" => "number"},
          "b" => %{"type" => "number"}
        },
        "required" => ["a", "b"]
      }
    }
  ]

  @impl true
  def handle_list_tools(_conn), do: {:ok, %{"tools" => @tools}}

  @impl true
  def handle_call_tool(_conn, "greet", %{"name" => name} = params) do
    greeting = if params["formal"], do: "Good day", else: "Hey"
    {:ok, %{"content" => [%{"type" => "text", "text" => "#{greeting}, #{name}!"}]}}
  end

  def handle_call_tool(_conn, "add", %{"a" => a, "b" => b}) do
    {:ok, %{"content" => [%{"type" => "text", "text" => "#{a + b}"}]}}
  end

  def handle_call_tool(_conn, name, _params) do
    {:error, %{"code" => -32601, "message" => "Tool not found: #{name}"}}
  end
end
Return Format
All callbacks must return {:ok, map()} or {:error, map()} with string keys:
# Success
{:ok, %{"content" => [%{"type" => "text", "text" => "Hello!"}]}}

# Error
{:error, %{"code" => -32601, "message" => "Not found"}}
When to Use Manual Mode
	You need JSON Schema features not supported by the DSL (e.g., oneOf, allOf, $ref)
	You want to load tool definitions dynamically at runtime
	You need precise control over every response map
	You're wrapping an existing API and generating schemas programmatically



  

    Authentication

ConduitMCP supports multiple authentication strategies. Configure auth in transport options or in ConduitMcp.Endpoint use opts.
Strategies
Bearer Token
Static token comparison against the Authorization: Bearer <token> header.
auth: [
  strategy: :bearer_token,
  token: "your-secret-token"
]
API Key
Static key comparison against a custom header (default: x-api-key).
auth: [
  strategy: :api_key,
  api_key: "your-api-key",
  header: "x-api-key"        # optional, this is the default
]
Custom Function
Your own verification logic. Receives the credential string, must return {:ok, user} or {:error, reason}.
auth: [
  strategy: :function,
  verify: fn token ->
    case MyApp.Auth.verify(token) do
      {:ok, user} -> {:ok, user}
      _ -> {:error, "Invalid token"}
    end
  end
]
Database Lookup
auth: [
  strategy: :function,
  verify: fn token ->
    case MyApp.Repo.get_by(ApiToken, token: token) do
      %ApiToken{user: user} -> {:ok, user}
      nil -> {:error, "Invalid token"}
    end
  end
]
MFA Tuple
auth: [
  strategy: :function,
  verify: {MyApp.Auth, :verify_token, []}
]
OAuth 2.1 (RFC 9728)
JWT-based verification with JWKS key discovery.
auth: [
  strategy: :oauth,
  issuer: "https://auth.example.com",
  audience: "my-mcp-server",
  key_provider: {ConduitMcp.OAuth.KeyProvider.JWKS,
    jwks_uri: "https://auth.example.com/.well-known/jwks.json"}
]
Disable Auth
auth: [enabled: false]
Accessing the Authenticated User
The authenticated user is stored in conn.assigns[:current_user]:
# DSL mode
tool "profile", "Get profile" do
  handle fn conn, _params ->
    case conn.assigns[:current_user] do
      nil -> error("Not authenticated")
      user -> json(user)
    end
  end
end

# Endpoint mode
def execute(_params, conn) do
  user = conn.assigns[:current_user]
  text("Hello #{user.name}")
end
OAuth scopes are available in conn.assigns[:oauth_scopes].
Configuration in Endpoint Mode
In Endpoint mode, auth config is declared in the use opts and auto-extracted by transports:
defmodule MyApp.MCPServer do
  use ConduitMcp.Endpoint,
    name: "My Server",
    version: "1.0.0",
    auth: [strategy: :bearer_token, token: "secret"]

  component MyApp.Echo
end

# Transport auto-extracts auth — no need to repeat it
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP, server_module: MyApp.MCPServer},
 port: 4001}
Telemetry
Auth events: [:conduit_mcp, :auth, :verify] with metadata %{strategy, status, error}.
Behavior
	CORS preflight (OPTIONS) requests skip authentication
	Failed auth returns HTTP 401 with {"error": "Unauthorized", "message": "..."}
	The assign_as: option controls the conn assigns key (default: :current_user)



  

    Rate Limiting

ConduitMCP supports two layers of rate limiting using Hammer. Both are optional.
Setup
Add hammer to your dependencies:
def deps do
  [
    {:conduit_mcp, "~> 0.10"},
    {:hammer, "~> 7.2"}
  ]
end
Define a Hammer module and add it to your supervision tree:
defmodule MyApp.RateLimiter do
  use Hammer, backend: :ets
end

# In application.ex
children = [
  {MyApp.RateLimiter, [clean_period: :timer.minutes(1)]}
]
HTTP Rate Limiting
Limits raw HTTP connections — prevents DDoS and connection flooding.
rate_limit: [
  backend: MyApp.RateLimiter,
  scale: :timer.seconds(60),
  limit: 100
]
	Option	Default	Description
	:backend	required	Hammer module with hit/3
	:enabled	true	Toggle on/off
	:scale	60_000	Time window in ms
	:limit	60	Max requests per window
	:key_func	IP-based	(Plug.Conn.t()) -> String.t()

Message Rate Limiting
Limits MCP method calls (tool calls, resource reads, prompt gets) per time window.
Think of it as: HTTP rate limit = "how fast can you knock on the door", message rate limit = "how many questions can you ask once inside."
message_rate_limit: [
  backend: MyApp.RateLimiter,
  scale: :timer.minutes(5),
  limit: 50,
  excluded_methods: ["initialize", "ping"]
]
	Option	Default	Description
	:backend	required	Hammer module with hit/3
	:enabled	true	Toggle on/off
	:scale	300_000	Time window in ms (5 min)
	:limit	50	Max messages per window
	:key_func	user-aware	Uses conn.assigns[:current_user] if set, falls back to IP
	:excluded_methods	[]	Methods to skip (e.g., ["initialize", "ping"])

Behaviors:
	POST only — GET and OPTIONS requests pass through
	Notifications skipped — JSON-RPC notifications (no id field) are not counted
	User-aware — default key uses authenticated user when Auth plug is in the pipeline
	Key prefix — keys are prefixed with "msg:" to avoid collision with HTTP rate limiter
	HTTP 429 — returns JSON-RPC error with code -32000 and Retry-After header

Per-user Rate Limiting
rate_limit: [
  backend: MyApp.RateLimiter,
  limit: 100,
  key_func: fn conn ->
    case conn.assigns[:current_user] do
      %{id: id} -> "user:#{id}"
      _ -> conn.remote_ip |> :inet.ntoa() |> to_string()
    end
  end
]
Configuration in Endpoint Mode
In Endpoint mode, rate limiting is declarative in the use opts:
defmodule MyApp.MCPServer do
  use ConduitMcp.Endpoint,
    name: "My Server",
    version: "1.0.0",
    rate_limit: [backend: MyApp.RateLimiter, limit: 60, scale: 60_000],
    message_rate_limit: [backend: MyApp.RateLimiter, limit: 50, scale: 300_000]

  component MyApp.Echo
end

# Transport auto-extracts rate_limit config
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP, server_module: MyApp.MCPServer},
 port: 4001}
Explicit transport opts always override Endpoint config.
Telemetry
	[:conduit_mcp, :rate_limit, :check] — HTTP rate limit checks with %{status, count, retry_after}
	[:conduit_mcp, :message_rate_limit, :check] — Message rate limit checks with %{status, key, method}



  

    Multi-Node Session Stores

By default, ConduitMCP uses ETS for session storage — fast but local to each node.
For multi-node deployments, implement the ConduitMcp.Session.Store behaviour
with a shared backend.
Pruning expired sessions. ETS-backed stores accumulate entries forever
without a janitor — every successful initialize adds a row that survives
until the BEAM restarts. Wire ConduitMcp.Session.Janitor into your
supervision tree to prune expired sessions:
children = [
  {ConduitMcp.Session.Janitor,
   store: ConduitMcp.Session.EtsStore,
   ttl: :timer.minutes(30),
   interval: :timer.minutes(1)}
]
Backends with native TTL (Redis EX, etc.) do not need the janitor.

Redis
# Requires {:redix, "~> 1.5"}

defmodule MyApp.RedisSessionStore do
  @behaviour ConduitMcp.Session.Store

  @prefix "mcp:session:"
  @default_ttl 1800  # 30 minutes

  @impl true
  def create(session_id, metadata) do
    data = JSON.encode!(metadata)
    ttl = Map.get(metadata, "ttl", @default_ttl)
    {:ok, "OK"} = Redix.command(:redix, ["SET", key(session_id), data, "EX", to_string(ttl)])
    :ok
  end

  @impl true
  def get(session_id) do
    case Redix.command(:redix, ["GET", key(session_id)]) do
      {:ok, nil} -> {:error, :not_found}
      {:ok, data} -> {:ok, JSON.decode!(data)}
    end
  end

  @impl true
  def delete(session_id) do
    Redix.command(:redix, ["DEL", key(session_id)])
    :ok
  end

  @impl true
  def update(session_id, new_metadata) do
    case get(session_id) do
      {:ok, existing} -> create(session_id, Map.merge(existing, new_metadata))
      error -> error
    end
  end

  defp key(session_id), do: @prefix <> session_id
end
Configuration:
{ConduitMcp.Transport.StreamableHTTP,
  server_module: MyServer,
  session: [store: MyApp.RedisSessionStore]}
PostgreSQL (Ecto)
# Requires {:ecto_sql, "~> 3.0"} and {:postgrex, "~> 0.19"}

# Migration
defmodule MyApp.Repo.Migrations.CreateMcpSessions do
  use Ecto.Migration

  def change do
    create table(:mcp_sessions, primary_key: false) do
      add :id, :string, primary_key: true
      add :protocol_version, :string
      add :metadata, :map, default: %{}
      timestamps()
    end
  end
end

# Schema
defmodule MyApp.McpSession do
  use Ecto.Schema
  import Ecto.Changeset

  @primary_key {:id, :string, autogenerate: false}
  schema "mcp_sessions" do
    field :protocol_version, :string
    field :metadata, :map, default: %{}
    timestamps()
  end

  def changeset(session, attrs) do
    session
    |> cast(attrs, [:id, :protocol_version, :metadata])
    |> validate_required([:id])
  end
end

# Store
defmodule MyApp.PostgresSessionStore do
  @behaviour ConduitMcp.Session.Store
  @repo MyApp.Repo

  @impl true
  def create(session_id, metadata) do
    attrs = %{id: session_id, protocol_version: metadata["protocol_version"], metadata: metadata}
    {:ok, _} = @repo.insert(MyApp.McpSession.changeset(%MyApp.McpSession{}, attrs))
    :ok
  end

  @impl true
  def get(session_id) do
    case @repo.get(MyApp.McpSession, session_id) do
      nil -> {:error, :not_found}
      session -> {:ok, session.metadata}
    end
  end

  @impl true
  def delete(session_id) do
    if session = @repo.get(MyApp.McpSession, session_id), do: @repo.delete(session)
    :ok
  end

  @impl true
  def update(session_id, new_metadata) do
    case @repo.get(MyApp.McpSession, session_id) do
      nil -> {:error, :not_found}
      session ->
        merged = Map.merge(session.metadata, new_metadata)
        {:ok, _} = @repo.update(MyApp.McpSession.changeset(session, %{metadata: merged}))
        :ok
    end
  end
end
Mnesia (Distributed Erlang)
Zero external dependencies — Mnesia replicates across all connected nodes automatically.
defmodule MyApp.MnesiaSessionStore do
  @behaviour ConduitMcp.Session.Store
  @table :mcp_sessions

  def setup_table(nodes \\ [node()]) do
    :mnesia.create_schema(nodes)
    :rpc.multicall(nodes, :mnesia, :start, [])
    :mnesia.create_table(@table,
      attributes: [:session_id, :metadata, :created_at],
      ram_copies: nodes,
      type: :set
    )
    :mnesia.wait_for_tables([@table], 5000)
  end

  @impl true
  def create(session_id, metadata) do
    {:atomic, :ok} = :mnesia.transaction(fn ->
      :mnesia.write({@table, session_id, metadata, System.system_time(:millisecond)})
    end)
    :ok
  end

  @impl true
  def get(session_id) do
    case :mnesia.transaction(fn -> :mnesia.read(@table, session_id) end) do
      {:atomic, [{@table, ^session_id, metadata, _}]} -> {:ok, metadata}
      {:atomic, []} -> {:error, :not_found}
    end
  end

  @impl true
  def delete(session_id) do
    :mnesia.transaction(fn -> :mnesia.delete({@table, session_id}) end)
    :ok
  end

  @impl true
  def update(session_id, new_metadata) do
    :mnesia.transaction(fn ->
      case :mnesia.read(@table, session_id) do
        [{@table, ^session_id, existing, created_at}] ->
          :mnesia.write({@table, session_id, Map.merge(existing, new_metadata), created_at})
        [] ->
          :mnesia.abort(:not_found)
      end
    end)
    |> case do
      {:atomic, :ok} -> :ok
      {:aborted, :not_found} -> {:error, :not_found}
    end
  end
end
Alternatives
	Sticky sessions: Configure your load balancer to route by Mcp-Session-Id header. ETS works fine.
	Disable sessions: Set session: false in transport config for fully stateless mode.



  

    Using Oban for MCP Tasks

Oban is a natural fit for MCP's Tasks protocol. Oban job states
map directly to MCP task statuses, PostgreSQL persistence works across nodes, and
Oban Pro workflows enable chained task execution.
ConduitMCP makes the storage layer pluggable via the
ConduitMcp.Tasks.Store behaviour — flip the framework from its
default in-memory ETS store to an Oban-backed store with one config line:
config :conduit_mcp, :tasks_store, MyApp.ObanTaskStore
The standard tasks/get, tasks/cancel, tasks/result, and
tasks/list JSON-RPC routes dispatch through the configured store
without any handler changes.
Runnable examples
	SQLite (single-node, dependency-light): examples/oban_tasks_server/ — full mix project; cd in and iex -S mix.
	Postgres (multi-node, production shape): examples/oban_task_store.ex — drop-in reference.


Status Mapping
	MCP Task Status	Oban Job State
	working	executing / available
	input_required	{:snooze, seconds}
	completed	completed
	failed	discarded
	cancelled	cancelled

Setup
Add to your deps:
{:oban, "~> 2.18"}
Migration
defmodule MyApp.Repo.Migrations.CreateMcpTasks do
  use Ecto.Migration

  def change do
    create table(:mcp_tasks, primary_key: false) do
      add :task_id, :string, primary_key: true
      add :oban_job_id, :integer
      add :status, :string, default: "working"
      add :method, :string
      add :result, :map
      add :metadata, :map, default: %{}
      timestamps()
    end

    create index(:mcp_tasks, [:status])
    create index(:mcp_tasks, [:oban_job_id])
  end
end
Schema
defmodule MyApp.McpTask do
  use Ecto.Schema
  import Ecto.Changeset

  @primary_key {:task_id, :string, autogenerate: false}
  schema "mcp_tasks" do
    field :oban_job_id, :integer
    field :status, :string, default: "working"
    field :method, :string
    field :result, :map
    field :metadata, :map, default: %{}
    timestamps()
  end

  def changeset(task, attrs) do
    task
    |> cast(attrs, [:task_id, :oban_job_id, :status, :method, :result, :metadata])
    |> validate_required([:task_id])
    |> validate_inclusion(:status, ~w(working input_required completed failed cancelled))
  end
end
Worker
defmodule MyApp.McpTaskWorker do
  use Oban.Worker,
    queue: :mcp_tasks,
    max_attempts: 3,
    unique: [period: 300, fields: [:args], keys: [:task_id]]

  # Allowlist of handler names → modules. NEVER resolve a client-supplied
  # string to a module via String.to_existing_atom/1 + apply/3.
  @handlers %{"analysis" => MyApp.AnalysisHandler}

  @impl Oban.Worker
  def perform(%Oban.Job{attempt: attempt, max_attempts: max, args: %{"task_id" => task_id} = args}) do
    update_status(task_id, "working")

    case execute(args) do
      {:ok, result} ->
        update_task(task_id, %{status: "completed", result: result})
        :ok

      {:error, reason} ->
        # Only mark "failed" on the final attempt; let earlier retries stay
        # "working" so the client doesn't see status flicker on each retry.
        if attempt >= max do
          update_task(task_id, %{status: "failed", result: %{"error" => inspect(reason)}})
        end

        {:error, reason}

      {:input_required, schema} ->
        update_task(task_id, %{
          status: "input_required",
          metadata: %{"schema" => schema}
        })
        {:snooze, 300}  # Snooze 5 min, retry after user provides input
    end
  end

  defp execute(%{"handler" => handler} = args) do
    case Map.fetch(@handlers, handler) do
      {:ok, module} -> module.execute(args)
      :error -> {:error, "unknown handler: #{handler}"}
    end
  end

  defp update_status(task_id, status), do: update_task(task_id, %{status: status})

  # Returns {:ok, task} | {:error, changeset} | {:error, :not_found} so callers
  # can react to a failed write instead of silently dropping it.
  defp update_task(task_id, updates) do
    case MyApp.Repo.get(MyApp.McpTask, task_id) do
      nil -> {:error, :not_found}
      task -> MyApp.Repo.update(MyApp.McpTask.changeset(task, updates))
    end
  end
end
Task Store
A ConduitMcp.Tasks.Store implementation. The framework dispatches every
tasks/* route through this module once configured.
defmodule MyApp.ObanTaskStore do
  @behaviour ConduitMcp.Tasks.Store

  import Ecto.Query
  @repo MyApp.Repo

  # Task insert, job insert, and the oban_job_id back-link all commit in one
  # transaction. A crash mid-sequence rolls back — no orphaned task, no
  # unlinked job (which would leave cancel/1 unable to reach the job).
  def create_with_job(task_id, worker_args, opts \\ []) do
    attrs = %{task_id: task_id, status: "working", method: worker_args["method"]}
    job_args = Map.put(worker_args, "task_id", task_id)
    worker = Keyword.get(opts, :worker, MyApp.McpTaskWorker)

    Ecto.Multi.new()
    |> Ecto.Multi.insert(:task, MyApp.McpTask.changeset(%MyApp.McpTask{}, attrs))
    |> Oban.insert(:job, worker.new(job_args))
    |> Ecto.Multi.update(:link, fn %{task: task, job: job} ->
      MyApp.McpTask.changeset(task, %{oban_job_id: job.id})
    end)
    |> @repo.transaction()
    |> case do
      {:ok, %{link: task}} -> {:ok, to_map(task)}
      {:error, _step, reason, _changes} -> {:error, reason}
    end
  end

  def get(task_id) do
    case @repo.get(MyApp.McpTask, task_id) do
      nil -> {:error, :not_found}
      task -> {:ok, to_map(task)}
    end
  end

  def cancel(task_id) do
    case @repo.get(MyApp.McpTask, task_id) do
      nil ->
        {:error, :not_found}

      task ->
        # Don't crash if the job already finished — log a non-:ok return.
        with id when not is_nil(id) <- task.oban_job_id,
             {:error, reason} <- Oban.cancel_job(id) do
          require Logger
          Logger.warning("Oban.cancel_job(#{id}) failed: #{inspect(reason)}")
        end

        # Return the updated task per the Store `cancel/1` contract
        # ({:ok, task} | {:error, :not_found}), not a bare :ok.
        case @repo.update(MyApp.McpTask.changeset(task, %{status: "cancelled"})) do
          {:ok, updated} -> {:ok, to_map(updated)}
          {:error, changeset} -> {:error, changeset}
        end
    end
  end

  def list(opts \\ []) do
    query = from(t in MyApp.McpTask, order_by: [desc: t.inserted_at])
    query = if s = opts[:status], do: where(query, [t], t.status == ^s), else: query
    query = if l = opts[:limit], do: limit(query, ^l), else: query
    @repo.all(query) |> Enum.map(&to_map/1)
  end

  defp to_map(task) do
    %{
      "task_id" => task.task_id,
      "status" => task.status,
      "result" => task.result,
      "metadata" => task.metadata,
      "created_at" => task.inserted_at
    }
  end
end
Usage in MCP Server
Register the store once in config:
# config/config.exs
config :conduit_mcp, :tasks_store, MyApp.ObanTaskStore
Then write tools that use the standard ConduitMcp.Tasks API and the
task/2 helper — the storage layer is transparent:
defmodule MyApp.MCPServer do
  use ConduitMcp.Server

  tool "analyze_dataset", "Run long-running analysis" do
    task_support :supported
    scope "analysis:run"
    param :dataset_id, :string, "Dataset ID", required: true

    handle fn _conn, %{"dataset_id" => dataset_id} ->
      task_id = ConduitMcp.Tasks.generate_id()

      {:ok, _} = MyApp.ObanTaskStore.create_with_job(task_id, %{
        # Must be a key registered in the worker's @handlers allowlist
        # (see above) — never the raw module name from the client.
        "handler" => "analysis",
        "dataset_id" => dataset_id
      })

      # Returns {:ok, %{"content" => [...], "_meta" => %{"task" => %{"id" => task_id}}}}.
      # Clients see the task id in the spec-compliant _meta.task.id shape.
      task(task_id, "Analysis started")
    end
  end
end
Why Oban?
	Multi-node: All nodes share the PostgreSQL-backed job queue
	Retries: Failed tasks retry automatically (configurable)
	Uniqueness: Prevent duplicate tasks with unique option
	Observability: Oban Web dashboard shows task status in real-time
	Cancellation: Oban.cancel_job/1 maps directly to MCP task cancellation
	Snooze: {:snooze, seconds} handles input_required → wait for user input → resume
	Oban Pro Workflows: Chain dependent tasks (e.g., fetch → transform → analyze)



  

    MCP Apps

MCP Apps is the first official MCP extension. It lets your tools return interactive UI that hosts (Claude, VS Code Copilot, Goose, etc.) render as sandboxed iframes right in the conversation.
Today when a tool returns text/JSON, the LLM reads and summarizes it. With MCP Apps, a tool can also point to a live HTML widget — a dashboard, form, chart, map — that the user interacts with directly.
How It Works
	A tool declares _meta.ui.resourceUri linking to a ui:// resource
	The host pre-fetches the resource HTML at connection time
	When the tool is called, the host renders the HTML in a sandboxed iframe
	The iframe runs the ui/initialize handshake, then receives the tool result
	The app can call server tools, update model context, and respond to user interaction

Quick Start
DSL Mode — ui/1 macro
Add ui inside a tool block, then define the matching resource.
defmodule MyApp.MCPServer do
  use ConduitMcp.Server

  # Tool with linked UI
  tool "dashboard", "Server health dashboard" do
    ui "ui://dashboard/app.html"

    handle fn _conn, _params ->
      json(%{cpu: 42, memory: 128, processes: 350})
    end
  end

  # Resource serving the HTML
  resource "ui://dashboard/app.html" do
    description "Dashboard UI"
    mime_type "text/html;profile=mcp-app"

    read fn _conn, _params, _opts ->
      html = File.read!(Application.app_dir(:my_app, "priv/mcp_apps/dashboard.html"))
      app_html(html)
    end
  end

  # A tool the UI can call back into for live data
  tool "get_live_metrics", "Fetch current metrics" do
    handle fn _conn, _params ->
      json(%{cpu: 55, memory: 256, timestamp: DateTime.utc_now()})
    end
  end
end
The ui/1 macro sets _meta.ui.resourceUri on the tool. In the tools/list response:
{
  "name": "dashboard",
  "_meta": {
    "ui": { "resourceUri": "ui://dashboard/app.html" }
  }
}
Resource Helpers
app_html/1 returns HTML content with the required MCP Apps MIME type:
app_html(html_content)
# => {:ok, %{"contents" => [%{"mimeType" => "text/html;profile=mcp-app", "text" => html_content}]}}
The MIME type text/html;profile=mcp-app is required by the spec — hosts use it to identify renderable MCP App content.
For non-HTML resources, raw_resource/2 accepts any MIME type:
raw_resource(xml_content, "application/xml")
Generic Metadata — meta/1 macro
To attach arbitrary _meta fields (not just UI), use meta/1:
tool "analytics", "Analytics with custom metadata" do
  meta %{
    ui: %{resourceUri: "ui://analytics/app.html"},
    custom_field: "any value"
  }

  handle fn _conn, _params -> json(%{ok: true}) end
end
The app/2 Convenience Macro
For quick prototyping, register both tool and resource in one declaration:
app "metrics", "Server metrics view" do
  param :range, :string, "Time range", default: "1h"
  view "priv/mcp_apps/metrics.html"

  handle fn _conn, _params ->
    json(%{cpu: 42, memory: 128})
  end
end
This expands to a tool with _meta.ui.resourceUri and a resource serving the HTML file.
Component Mode — ui: option
In Endpoint/Component mode, pass ui: in the component options:
defmodule MyApp.Dashboard do
  use ConduitMcp.Component,
    type: :tool,
    description: "Health dashboard",
    ui: "ui://dashboard/app.html"

  schema do
    field :format, :string, "Output format"
  end

  @impl true
  def execute(_params, _conn) do
    json(%{status: "ok", cpu: 42})
  end
end

defmodule MyApp.DashboardUI do
  use ConduitMcp.Component,
    type: :resource,
    uri: "ui://dashboard/app.html",
    description: "Dashboard UI",
    mime_type: "text/html;profile=mcp-app"

  @impl true
  def execute(_params, _conn) do
    html = File.read!(Application.app_dir(:my_app, "priv/mcp_apps/dashboard.html"))
    app_html(html)
  end
end
Building Interactive UIs
MCP Apps run inside sandboxed iframes and communicate with the host via JSON-RPC over postMessage. There are two approaches:
Option 1: Inline Protocol (No Dependencies)
For simple apps, implement the protocol directly in your HTML. This is fully self-contained — no npm, no build step.
<!DOCTYPE html>
<html>
<head>
<meta charset="UTF-8">
<style>
  body { font-family: system-ui; padding: 16px; background: #fff; }
  .metric { font-size: 2rem; font-weight: 700; color: #2563eb; }
  button { padding: 8px 16px; border-radius: 6px; border: none;
           background: #3b82f6; color: #fff; cursor: pointer; }
</style>
</head>
<body>
<h2>My Dashboard</h2>
<div class="metric" id="value">—</div>
<button id="refresh">Refresh</button>
<script>
(function() {
  var reqId = 0, pending = {}, notifHandlers = {}, reqHandlers = {};

  function send(msg) { window.parent.postMessage(msg, "*"); }

  function request(method, params) {
    return new Promise(function(resolve, reject) {
      var id = ++reqId;
      pending[id] = { resolve: resolve, reject: reject };
      send({ jsonrpc: "2.0", id: id, method: method, params: params || {} });
    });
  }

  function notification(method, params) {
    send({ jsonrpc: "2.0", method: method, params: params || {} });
  }

  window.addEventListener("message", function(ev) {
    var msg = ev.data;
    if (!msg || msg.jsonrpc !== "2.0") return;
    // Response to our request
    if (msg.id != null && pending[msg.id]) {
      var p = pending[msg.id]; delete pending[msg.id];
      msg.error ? p.reject(new Error(msg.error.message)) : p.resolve(msg.result);
      return;
    }
    // Request from host (respond immediately)
    if (msg.id != null && msg.method) {
      var h = reqHandlers[msg.method];
      send({ jsonrpc: "2.0", id: msg.id, result: h ? h(msg.params) : {} });
      return;
    }
    // Notification from host
    if (msg.method) {
      var nh = notifHandlers[msg.method];
      if (nh) nh(msg.params);
    }
  });

  // Handle ping
  reqHandlers["ping"] = function() { return {}; };

  // --- Your app logic ---

  // Receive tool result from host
  notifHandlers["ui/notifications/tool-result"] = function(params) {
    var text = findText(params);
    if (text) render(JSON.parse(text));
  };

  function findText(params) {
    if (!params || !params.content) return null;
    for (var i = 0; i < params.content.length; i++)
      if (params.content[i].type === "text") return params.content[i].text;
    return null;
  }

  function render(data) {
    document.getElementById("value").textContent = data.cpu + "% CPU";
  }

  // Refresh button calls a server tool
  document.getElementById("refresh").addEventListener("click", function() {
    request("tools/call", { name: "get_live_metrics", arguments: {} })
      .then(function(result) {
        var text = findText(result);
        if (text) render(JSON.parse(text));
      });
  });

  // MCP Apps handshake
  request("ui/initialize", {
    appInfo: { name: "My Dashboard", version: "1.0.0" },
    appCapabilities: {},
    protocolVersion: "2026-01-26"
  }).then(function() {
    notification("ui/notifications/initialized");
  });
})();
</script>
</body>
</html>
Protocol Summary
The iframe communicates with the host via postMessage JSON-RPC:
	Direction	Method	Purpose
	App → Host	ui/initialize	Handshake — app sends appInfo, protocolVersion
	App → Host	ui/notifications/initialized	Confirms handshake complete
	Host → App	ui/notifications/tool-result	Pushes tool result data to app
	Host → App	ui/notifications/tool-input	Streams tool input as it's typed
	App → Host	tools/call	Calls a server tool from the UI
	App → Host	ui/update-model-context	Tells the LLM what the user did
	App → Host	ui/notifications/size-changed	Reports iframe content size
	Host → App	ping	Health check (respond with {})

Option 2: SDK + Vite Build (Production)
For complex apps, use the official SDK with a build step:
mkdir my-mcp-app && cd my-mcp-app
npm init -y
npm install @modelcontextprotocol/ext-apps
npm install -D vite vite-plugin-singlefile typescript

src/app.ts:
import { App } from "@modelcontextprotocol/ext-apps";

const app = new App({ name: "My App", version: "1.0.0" });

app.ontoolresult = (result) => {
  const text = result.content?.find(c => c.type === "text")?.text;
  if (text) renderData(JSON.parse(text));
};

document.getElementById("refresh")?.addEventListener("click", async () => {
  const result = await app.callServerTool({
    name: "get_live_metrics",
    arguments: {}
  });
  const text = result.content?.find(c => c.type === "text")?.text;
  if (text) renderData(JSON.parse(text));

  // Tell the LLM what the user did
  await app.updateModelContext({
    content: [{ type: "text", text: "User refreshed metrics" }]
  });
});

await app.connect();
vite.config.ts:
import { defineConfig } from "vite";
import { viteSingleFile } from "vite-plugin-singlefile";

export default defineConfig({
  plugins: [viteSingleFile()],
  build: { rollupOptions: { input: "app.html" }, outDir: "dist" }
});
Build and copy to your Elixir project:
npx vite build
cp dist/app.html /path/to/priv/mcp_apps/

Example Apps
Metrics Dashboard
A live dashboard showing BEAM metrics with auto-refresh:
Server (Elixir):
tool "server_health", "Live server health dashboard" do
  ui "ui://server-health/dashboard.html"

  handle fn _conn, _params ->
    json(%{
      memory_mb: div(:erlang.memory(:total), 1_048_576),
      processes: :erlang.system_info(:process_count),
      uptime_sec: div(elem(:erlang.statistics(:wall_clock), 0), 1000),
      timestamp: DateTime.utc_now() |> DateTime.to_iso8601()
    })
  end
end

tool "get_live_metrics", "Get current server metrics" do
  handle fn _conn, _params ->
    json(%{
      memory_mb: div(:erlang.memory(:total), 1_048_576),
      processes: :erlang.system_info(:process_count),
      timestamp: DateTime.utc_now() |> DateTime.to_iso8601()
    })
  end
end
See examples/mcp_apps_demo/ for the complete runnable project with HTML dashboard.
Configuration Form
A tool that returns a settings form the user fills out:
Server:
tool "configure_deploy", "Configure deployment settings" do
  ui "ui://deploy/config-form.html"

  handle fn _conn, params ->
    json(%{
      regions: ["us-east-1", "eu-west-1", "ap-southeast-1"],
      instance_types: ["t3.micro", "t3.small", "t3.medium"],
      current: %{region: "us-east-1", instance_type: "t3.small", replicas: 2}
    })
  end
end
HTML (key parts):
<form id="form">
  <select id="region"></select>
  <select id="instance"></select>
  <input type="number" id="replicas" min="1" max="10">
  <button type="submit">Deploy</button>
</form>
<script>
notifHandlers["ui/notifications/tool-result"] = function(params) {
  var data = JSON.parse(findText(params));
  // Populate form dropdowns from data.regions, data.instance_types
  // Set current values from data.current
};

document.getElementById("form").addEventListener("submit", function(e) {
  e.preventDefault();
  // Call deploy tool with form values
  request("tools/call", {
    name: "run_deploy",
    arguments: {
      region: document.getElementById("region").value,
      instance_type: document.getElementById("instance").value,
      replicas: parseInt(document.getElementById("replicas").value)
    }
  });
});
</script>
Data Visualization
A tool that renders a chart from query results:
Server:
tool "sales_chart", "Interactive sales chart" do
  ui "ui://sales/chart.html"
  param :period, :string, "Time period", enum: ["7d", "30d", "90d"], default: "30d"

  handle fn _conn, params ->
    period = params["period"] || "30d"
    data = MyApp.Analytics.sales_by_day(period)
    json(%{period: period, data: data})
  end
end
HTML (using inline Chart.js from CDN via CSP):
<canvas id="chart" width="400" height="200"></canvas>
<script>
notifHandlers["ui/notifications/tool-result"] = function(params) {
  var result = JSON.parse(findText(params));
  // Render chart with result.data
  drawBarChart(result.data);
};
</script>
Note: To load external scripts (Chart.js, D3, etc.), the resource needs _meta.ui.csp configured to allow the CDN origin. See the MCP Apps spec for CSP details.

Host Support
MCP Apps is supported by:
	VS Code (GitHub Copilot) — full support, url key in settings
	Claude (claude.ai) — supported via Custom Connectors
	Claude Desktop — supported (use mcp-remote bridge for HTTP servers)
	Goose — supported
	Postman — supported

See the client matrix for the full list.
Testing Locally
VS Code (Copilot Chat)
	Start your server: mix run --no-halt
	Add to VS Code settings (JSON):{
"mcp": {
 "servers": {
   "my-server": {
     "url": "http://localhost:4001/"
   }
 }
}
}

	Open Copilot Chat and ask to use your tool

Claude (claude.ai)
claude.ai requires an HTTPS URL, so you need a tunnel for local development:
	Start your server: mix run --no-halt
	Start a tunnel (e.g., ngrok or cloudflared):# Option A
ngrok http 4001

# Option B (no account needed)
cloudflared tunnel --url http://localhost:4001


	In claude.ai, go to Settings → Connectors → Add custom connector
	Paste the tunnel HTTPS URL
	Important: In the connector settings, set allowed domains to all (or add your tunnel domain). Without this, the iframe will load but appear blank because the host blocks the content.

Claude Desktop
Claude Desktop uses stdio, not HTTP. Use mcp-remote as a bridge:
	Start your server: mix run --no-halt
	Create a wrapper script (needed for asdf/nvm users whose node isn't in the system PATH):#!/bin/bash
export PATH="/path/to/your/node/bin:$PATH"
exec npx -y mcp-remote http://localhost:4001/


	Add to ~/Library/Application Support/Claude/claude_desktop_config.json:{
"mcpServers": {
 "my-server": {
   "command": "/path/to/wrapper.sh",
   "args": []
 }
}
}

	Restart Claude Desktop

Security
	All UI runs in sandboxed iframes with restricted permissions
	HTML is pre-declared as resources — hosts can inspect before rendering
	UI-to-host communication goes through loggable JSON-RPC
	Hosts can require user consent for UI-initiated tool calls
	Use _meta.ui.csp to control which external origins the app can load from

References
	MCP Apps Docs
	SDK (npm) — @modelcontextprotocol/ext-apps
	Examples — React, Vue, Svelte, vanilla JS starters
	Specification
	Build Guide



  

    
ConduitMcp.Application 
    



      
OTP application for ConduitMCP.
ConduitMCP is largely stateless — each HTTP request runs in its own Bandit
process — so the supervision tree is deliberately small. Its job is to own
the few long-lived ETS tables that must outlive short-lived request
processes:
	ConduitMcp.Cancellation.Owner — always started.
	ConduitMcp.Tasks.EtsStore.Owner — started only when the default
in-memory tasks store is in use (skipped for a custom :tasks_store).
	ConduitMcp.OAuth.KeyProvider.JWKS.Owner — started when the JWKS key
provider is compiled in (i.e. when Req is available).

It also seeds the validation config into :persistent_term for O(1) reads on
every request.

      




  

    
ConduitMcp.Cancellation.Owner 
    



      
Long-lived process that owns the :conduit_mcp_cancellations ETS
table so concurrent Bandit request handlers don't race on
:ets.new/2 when the table doesn't exist yet (each handler calls
Cancellation.clear/1 from a try/after). Started under
ConduitMcp.Supervisor by ConduitMcp.Application.
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See Supervisor.
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ConduitMcp.OAuth.KeyProvider.JWKS.Owner 
    



      
Long-lived process that owns the :conduit_mcp_jwks_cache ETS table so
the JWKS cache survives — and stays stable under concurrency — across
short-lived Bandit request processes. Started under ConduitMcp.Supervisor
by ConduitMcp.Application whenever this provider module is available.
Without a stable owner the table would be created by whichever request
first fetched keys and destroyed when that request ended, both defeating
cross-request caching and risking an :ets.insert/:ets.lookup
ArgumentError in a concurrent request when the owner dies mid-operation.
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ConduitMcp.Tasks.EtsStore.Owner 
    



      
Long-lived process that owns the :conduit_mcp_tasks ETS table so
the table outlives short-lived request handlers. Started under
ConduitMcp.Supervisor by ConduitMcp.Application when the
configured tasks store is the default ConduitMcp.Tasks.EtsStore.
Users with a custom :tasks_store don't need this — it isn't
started in that case.
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        Returns a specification to start this module under a supervisor.
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ConduitMcp 
    



      
ConduitMCP - Elixir implementation of the Model Context Protocol (MCP).
ConduitMCP provides a framework for building MCP servers that expose tools,
resources, and prompts to LLM applications. The library implements the MCP
specification version 2025-11-25 with support for both modern Streamable HTTP
and legacy SSE transports.
Three Ways to Build
DSL Mode — declarative macros, everything in one module:
defmodule MyApp.MCPServer do
  use ConduitMcp.Server

  tool "greet", "Greet someone" do
    param :name, :string, "Name", required: true
    handle fn _conn, %{"name" => name} -> text("Hello, #{name}!") end
  end
end
Manual Mode — raw callbacks with full control:
defmodule MyApp.MCPServer do
  use ConduitMcp.Server, dsl: false

  @impl true
  def handle_list_tools(_conn), do: {:ok, %{"tools" => [...]}}

  @impl true
  def handle_call_tool(_conn, "greet", %{"name" => name}), do: ...
end
Endpoint + Component Mode — each tool as its own module:
defmodule MyApp.Greet do
  use ConduitMcp.Component, type: :tool, description: "Greet someone"

  schema do
    field :name, :string, "Name", required: true
  end

  @impl true
  def execute(%{name: name}, _conn), do: text("Hello, #{name}!")
end

defmodule MyApp.MCPServer do
  use ConduitMcp.Endpoint, name: "My App", version: "1.0.0"
  component MyApp.Greet
end
Core Modules
	ConduitMcp.Server - Behaviour for DSL and manual mode servers
	ConduitMcp.Endpoint - Aggregates component modules into a server
	ConduitMcp.Component - Behaviour for individual tool/resource/prompt modules
	ConduitMcp.Protocol - JSON-RPC 2.0 and MCP message types
	ConduitMcp.Handler - Request routing and method dispatch
	ConduitMcp.Errors - Standard JSON-RPC and MCP error codes
	ConduitMcp.Transport.StreamableHTTP - Modern HTTP transport (recommended)
	ConduitMcp.Transport.SSE - Server-Sent Events transport (legacy)

Running a Server
children = [
  {Bandit,
   plug: {ConduitMcp.Transport.StreamableHTTP,
          server_module: MyApp.MCPServer},
   port: 4000}
]
Resources
	MCP Specification
	GitHub Repository
	Changelog
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ConduitMcp.DSL 
    



      
DSL for defining MCP servers with a clean, declarative syntax.
The DSL provides macros for defining tools, prompts, and resources
without manually building JSON schemas and callback functions.
Example
defmodule MyApp.MCPServer do
  use ConduitMcp.Server

  tool "greet", "Greets a person" do
    param :name, :string, "Name to greet", required: true
    param :style, :string, "Greeting style", enum: ["formal", "casual"]

    handle fn _conn, params ->
      name = params["name"]
      style = params["style"] || "casual"
      greeting = if style == "formal", do: "Good day", else: "Hey"
      text("#{greeting}, #{name}!")
    end
  end

  tool "calculate", "Math operations" do
    param :op, :string, "Operation", enum: ~w(add sub mul div), required: true
    param :a, :number, "First number", required: true
    param :b, :number, "Second number", required: true

    handle MyMath, :calculate  # MFA
  end

  prompt "code_review", "Code review assistant" do
    arg :code, :string, "Code to review", required: true
    arg :language, :string, "Language", default: "elixir"

    get fn _conn, args ->
      [
        system("You are a code reviewer"),
        user("Review this #{args["language"]} code:\n#{args["code"]}")
      ]
    end
  end

  resource "user://{id}" do
    description "User profile"
    mime_type "application/json"

    read fn _conn, params, _opts ->
      user = MyApp.Users.get!(params["id"])
      json(user)
    end
  end
end
The DSL automatically generates:
	Tool/prompt/resource schemas
	Input validation (JSON Schema)
	handlelist* callbacks
	handle_call_tool/handle_get_prompt/handle_read_resource callbacks
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    Functions
  


    
      
        annotations(opts)

      


        Sets annotations for a tool.



    


    
      
        app(name, description, list)

      


        Defines an MCP App — a tool with a linked UI resource.



    


    
      
        arg(name, type, description \\ nil, opts \\ [])

      


        Defines a prompt argument.



    


    
      
        compile_uri_template(template)

      


        Pre-compiles a URI template into a regex and parameter name list.



    


    
      
        complete(arg_name, fun)

      


        Defines an autocomplete handler for a prompt argument.



    


    
      
        description(desc)

      


        Sets the description for a resource.



    


    
      
        extract_uri_params_compiled(uri, param_names, regex)

      


        Matches a URI against a pre-compiled template regex.



    


    
      
        field(name, type, description \\ nil, opts \\ [])

      


        Defines a nested field within an object parameter.



    


    
      
        field(name, type, description, opts, list)

      


    


    
      
        get(fun)

      


        Defines the get handler for a prompt.



    


    
      
        get(module, function)

      


    


    
      
        handle(fun)

      


        Defines the handler function for a tool.



    


    
      
        handle(module, function)

      


    


    
      
        icons(icon_list)

      


        Sets icon descriptors for a tool. Added in MCP spec 2025-11-25.



    


    
      
        items(type)

      


        Defines the item type for an array parameter.
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        meta(meta_map)

      


        Attaches arbitrary _meta metadata to a tool definition.



    


    
      
        mime_type(type)

      


        Sets the MIME type for a resource.



    


    
      
        output_schema(schema)

      


        Sets the JSON Schema for the tool's structured output.



    


    
      
        param(name, type, description \\ nil, opts \\ [])

      


        Defines a parameter for a tool.



    


    
      
        param(name, type, description, opts, list)

      


        Defines a parameter with nested fields (for objects) or items (for arrays).



    


    
      
        precompile_template_regex(module, template)

      


        Stores a compiled URI template regex in :persistent_term so that it can
be looked up at request time without paying the per-process
Regex.recompile/1 cost incurred when a Regex struct is embedded via
Macro.escape/1.



    


    
      
        prompt(name, description, list)

      


        Defines an MCP prompt.



    


    
      
        read(fun)

      


        Defines the read handler for a resource.



    


    
      
        read(module, function)

      


    


    
      
        resource(uri, list)

      


        Defines an MCP resource.



    


    
      
        scope(scope_string)

      


        Sets a required OAuth scope for a tool.



    


    
      
        task_support(level)

      


        Declares the tool's support for asynchronous task execution.



    


    
      
        template_regex(module, template)

      


        Fetches a {param_names, regex} tuple previously stored by
precompile_template_regex/2, falling back to recompiling on cache miss
(defensive — should not normally happen).



    


    
      
        title(value)

      


        Sets a human-readable display title for a tool.



    


    
      
        tool(name, description, list)

      


        Defines an MCP tool.



    


    
      
        ui(resource_uri)

      


        Shortcut for declaring a UI resource URI on a tool (MCP Apps).



    


    
      
        view(path)

      


        Specifies the HTML file path for an MCP App.
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        (macro)


        
          
        

    

  


  

Sets annotations for a tool.
Annotations provide hints about tool behavior to clients.
Options
	:read_only - Tool doesn't modify state (default: not set)
	:destructive - Tool may perform destructive operations (default: not set)
	:idempotent - Calling multiple times has same effect (default: not set)
	:open_world - Tool may interact with external systems (default: not set)

Example
tool "delete_user", "Deletes a user" do
  annotations destructive: true, idempotent: true
  param :id, :string, "User ID", required: true
  handle fn _conn, %{"id" => id} -> ... end
end
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        (macro)


        
          
        

    

  


  

Defines an MCP App — a tool with a linked UI resource.
The app macro is a convenience that registers both:
	A tool with _meta.ui.resourceUri pointing to a ui:// resource
	A resource that serves the HTML file at that URI

Use view/1 inside the block to specify the HTML file path.
The ui:// URI is derived automatically from the tool name and filename.
Example
app "dashboard", "Health dashboard" do
  param :format, :string, "Output format", default: "json"
  view "priv/mcp_apps/dashboard.html"

  handle fn _conn, params ->
    json(%{cpu: 42, memory: 128})
  end
end
This is equivalent to:
tool "dashboard", "Health dashboard" do
  ui "ui://dashboard/dashboard.html"
  param :format, :string, "Output format", default: "json"
  handle fn _conn, params -> json(%{cpu: 42, memory: 128}) end
end

resource "ui://dashboard/dashboard.html" do
  description "UI for dashboard"
  mime_type "text/html;profile=mcp-app"
  read fn _conn, _params, _opts ->
    app_html(File.read!("priv/mcp_apps/dashboard.html"))
  end
end
Note: The view path is read with File.read!/1 at runtime. For OTP
releases where the working directory differs, use a manual tool + resource
pair with Application.app_dir/2 instead.


  



    

    

  
    
      
    
    
      arg(name, type, description \\ nil, opts \\ [])


        (macro)


        
          
        

    

  


  

Defines a prompt argument.
Examples
arg :code, :string, "Code to review", required: true
arg :language, :string, "Programming language", default: "elixir"
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Pre-compiles a URI template into a regex and parameter name list.
Returns {param_names, compiled_regex} suitable for passing to
extract_uri_params_compiled/3. Call this at compile time and store
the result to avoid re-compiling the regex on every request.

  



  
    
      
    
    
      complete(arg_name, fun)


        (macro)


        
          
        

    

  


  

Defines an autocomplete handler for a prompt argument.
Example
complete :language, fn _conn, prefix ->
  ~w(elixir python javascript rust)
  |> Enum.filter(&String.starts_with?(&1, prefix))
end
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Sets the description for a resource.
Example
resource "user://{id}" do
  description "User profile information"
  read MyUsers, :read
end

  



  
    
      
    
    
      extract_uri_params_compiled(uri, param_names, regex)



        
          
        

    

  


  

Matches a URI against a pre-compiled template regex.
Uses the output of compile_uri_template/1 to avoid runtime regex compilation.

  



    

    

  
    
      
    
    
      field(name, type, description \\ nil, opts \\ [])


        (macro)


        
          
        

    

  


  

Defines a nested field within an object parameter.
Examples
param :user, :object, "User data" do
  field :name, :string, "Name", required: true
  field :email, :string, "Email", required: true
  field :address, :object, "Address" do
    field :city, :string, "City"
    field :zip, :string, "Zip code"
  end
end

  



  
    
      
    
    
      field(name, type, description, opts, list)
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      get(fun)
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Defines the get handler for a prompt.
The handler should return a list of message objects.
Examples
get fn _conn, args ->
  [
    system("You are helpful"),
    user("Question: #{args["question"]}")
  ]
end

get MyPrompts, :get_review

  



  
    
      
    
    
      get(module, function)


        (macro)
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Defines the handler function for a tool.
Accepts either an anonymous function or an MFA tuple.
Examples
# Anonymous function
handle fn _conn, params ->
  text("Result: #{params["input"]}")
end

# Module, function
handle MyModule, :my_function

# Function capture
handle &MyModule.my_function/2
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Sets icon descriptors for a tool. Added in MCP spec 2025-11-25.
Accepts a list of icon maps, each with src (URL or data URI),
optional mimeType, width, height. Clients use these to render
the tool in their UI.
Example
tool "search", "Search the catalog" do
  icons [%{"src" => "https://example.com/search.svg", "mimeType" => "image/svg+xml"}]
  handle MyCatalog, :search
end
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Defines the item type for an array parameter.
Item schemas are published to clients in the JSON Schema but are not
enforced server-side — NimbleOptions cannot attach a nested schema to a list
element type. Validate item contents in your handler.
Examples
param :tags, :array, "Tags" do
  items :string
end

param :users, :array, "Users" do
  items :object do
    field :name, :string, "Name"
    field :email, :string, "Email"
  end
end
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      meta(meta_map)


        (macro)


        
          
        

    

  


  

Attaches arbitrary _meta metadata to a tool definition.
The _meta field is an open extension point in the MCP spec. Any map
can be passed — atom keys are automatically converted to string keys
in the JSON output.
Example
tool "dashboard", "Health dashboard" do
  meta %{ui: %{resourceUri: "ui://dashboard/app.html"}}
  handle fn _conn, _params -> json(%{ok: true}) end
end
The tool's tools/list entry will include:
%{
  "name" => "dashboard",
  "_meta" => %{"ui" => %{"resourceUri" => "ui://dashboard/app.html"}}
}

  



  
    
      
    
    
      mime_type(type)


        (macro)


        
          
        

    

  


  

Sets the MIME type for a resource.
Example
resource "file://{path}" do
  mime_type "text/plain"
  read MyFiles, :read
end
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Sets the JSON Schema for the tool's structured output.
When a tool returns a structured payload (via structured/2 helper
or by including "structuredContent" in the result map), this schema
describes its shape so clients can render/validate it. Added in MCP
spec 2025-11-25.
Example
tool "get_user", "Fetch a user" do
  param :id, :string, "User id", required: true
  output_schema %{
    "type" => "object",
    "properties" => %{
      "id" => %{"type" => "string"},
      "email" => %{"type" => "string"}
    },
    "required" => ["id", "email"]
  }
  handle MyUsers, :get
end

  



    

    

  
    
      
    
    
      param(name, type, description \\ nil, opts \\ [])
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Defines a parameter for a tool.
Basic Options
	:required - Mark parameter as required (default: false)
	:enum - List of allowed values
	:default - Default value if not provided

Enhanced Validation Options (NimbleOptions)
	:min - Minimum value for numbers (inclusive)
	:max - Maximum value for numbers (inclusive)
	:min_length - Minimum string length
	:max_length - Maximum string length
	:validator - Custom validation function fn(value) -> boolean()

Object Options
	:additional_properties - Whether keys the block did not declare are
accepted. Defaults to false when the object declares fields and true
when it does not. Also drives "additionalProperties" in the generated
JSON Schema, so the published schema always matches what is enforced.

Object and Array Parameters
Pass a block to declare structure. Nested fields are enforced at runtime to
any depth — required, types, and every constraint above — and undeclared keys
are rejected. opts may be omitted; param :bag, :object do ... end and
param :bag, :object, "desc" do ... end both work.
# Nested object, enforced
param :user, :object, "User data", required: true do
  field :name, :string, "Full name", required: true
  field :address, :object, "Address" do
    field :city, :string, "City", required: true
  end
end

# Open object — any keys, nothing enforced
param :metadata, :object, "Arbitrary metadata"

# Declared fields enforced, everything else passed through
param :bag, :object, "Bag", additional_properties: true do
  field :name, :string, "Name", required: true
end

# Array item type
param :rows, :array, "Rows" do
  items :object do
    field :id, :integer, "Row id", required: true
  end
end
Array item schemas are published for clients but not enforced server-side:
NimbleOptions cannot attach a nested schema to a list element type.
Handlers always receive string keys, at every depth.
Examples
# Basic validation
param :name, :string, "User name", required: true
param :role, :string, "User role", enum: ["admin", "user", "guest"]
param :active, :boolean, "Active status", default: true

# Enhanced validation
param :age, :integer, "Age in years", min: 0, max: 150, required: true
param :username, :string, "Username", min_length: 3, max_length: 30
param :score, :number, "Score", min: 0.0, max: 100.0, default: 50.0
param :email, :string, "Email", validator: &ConduitMcp.Validation.Validators.email/1

# Complex validation with multiple constraints
param :priority, :string, "Task priority",
  required: true,
  enum: ["low", "medium", "high", "critical"],
  validator: &MyApp.validate_priority/1

# Array with validation
param :tags, {:array, :string}, "Tags", max_length: 10
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Defines a parameter with nested fields (for objects) or items (for arrays).
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Stores a compiled URI template regex in :persistent_term so that it can
be looked up at request time without paying the per-process
Regex.recompile/1 cost incurred when a Regex struct is embedded via
Macro.escape/1.
Called at module load time from generated @on_load hooks.

  



  
    
      
    
    
      prompt(name, description, list)


        (macro)


        
          
        

    

  


  

Defines an MCP prompt.
Example
prompt "code_review", "Code review assistant" do
  arg :code, :string, "Code to review", required: true
  arg :language, :string, "Language", default: "elixir"

  get fn _conn, args ->
    [
      system("You are a code reviewer"),
      user("Review this code: #{args["code"]}")
    ]
  end

  complete :language, fn _conn, prefix ->
    ~w(elixir python javascript) |> Enum.filter(&String.starts_with?(&1, prefix))
  end
end

  



  
    
      
    
    
      read(fun)


        (macro)


        
          
        

    

  


  

Defines the read handler for a resource.
Handler signature: (conn, uri_params, opts) -> result
Examples
read fn _conn, %{"id" => id}, _opts ->
  user = MyApp.Users.get!(id)
  json(user)
end

read MyFiles, :read
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      resource(uri, list)


        (macro)


        
          
        

    

  


  

Defines an MCP resource.
Examples
resource "user://{id}" do
  description "User profile data"
  mime_type "application/json"

  read fn _conn, params, _opts ->
    user = MyApp.Users.get!(params["id"])
    json(user)
  end
end

resource "file://{path}" do
  mime_type "text/plain"
  read MyFiles, :read
  complete :path, &MyFiles.autocomplete/2
end

  



  
    
      
    
    
      scope(scope_string)


        (macro)


        
          
        

    

  


  

Sets a required OAuth scope for a tool.
When OAuth authentication is enabled, the handler will check that the
token contains the required scope before executing the tool.
Example
tool "delete_user", "Deletes a user" do
  scope "users:write"
  param :id, :string, "User ID", required: true
  handle fn _conn, %{"id" => id} -> ... end
end
Multiple scopes can be required by calling scope multiple times or
passing a space-separated string:
tool "admin_action", "Admin only" do
  scope "admin users:write"
  handle fn _conn, _params -> ... end
end

  



  
    
      
    
    
      task_support(level)
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Declares the tool's support for asynchronous task execution.
Values:
	:none (default, not emitted) — tool always returns synchronously
	:supported — tool MAY return a task id for long-running operations;
clients can poll tasks/get and receive results via tasks/result
	:required — tool ALWAYS returns a task id; the immediate response
contains no result, only a task id to poll

Added in MCP spec 2025-11-25.
Example
tool "render_video", "Render a video from a script" do
  task_support :supported
  param :script, :string, "Script source", required: true
  handle MyRenderer, :start
end
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Fetches a {param_names, regex} tuple previously stored by
precompile_template_regex/2, falling back to recompiling on cache miss
(defensive — should not normally happen).

  



  
    
      
    
    
      title(value)


        (macro)


        
          
        

    

  


  

Sets a human-readable display title for a tool.
Distinct from name (the machine identifier used in tools/call),
title is shown to end users by MCP clients. Added in MCP spec
2025-11-25.
Example
tool "create_user", "Create a user account" do
  title "Create User"
  param :email, :string, "Email address", required: true
  handle MyUsers, :create
end

  



  
    
      
    
    
      tool(name, description, list)


        (macro)


        
          
        

    

  


  

Defines an MCP tool.
Examples
# Simple tool with inline handler
tool "greet", "Greets someone" do
  param :name, :string, "Name", required: true
  handle fn _conn, %{"name" => n} -> text("Hello #{n}!") end
end

# Tool with MFA handler
tool "calculate", "Calculator" do
  param :a, :number, required: true
  param :b, :number, required: true
  handle MyMath, :add
end

# Tool with nested object
tool "create_user", "Creates user" do
  param :user, :object, "User data", required: true do
    field :name, :string, "Full name", required: true
    field :email, :string, "Email", required: true
  end
  handle MyUsers, :create
end
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        (macro)


        
          
        

    

  


  

Shortcut for declaring a UI resource URI on a tool (MCP Apps).
This is sugar for meta %{ui: %{resourceUri: uri}}. It links the tool
to an interactive HTML resource that MCP Apps-compatible hosts will
render as a sandboxed iframe.
Example
tool "dashboard", "Health dashboard" do
  ui "ui://dashboard/app.html"
  handle fn _conn, _params -> json(%{ok: true}) end
end
See the MCP Apps guide for full details.
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        (macro)


        
          
        

    

  


  

Specifies the HTML file path for an MCP App.
Used inside an app block to set the HTML file that will be served
as the ui:// resource.
Example
app "dashboard", "Health dashboard" do
  view "priv/mcp_apps/dashboard.html"
  handle fn _conn, _params -> json(%{ok: true}) end
end
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Helper macros for building MCP responses in the DSL.
These helpers provide a convenient way to construct properly formatted
MCP responses without manually building the response maps.
Response Helpers
	text/1 - Returns a text content response
	json/1 - Returns JSON-encoded text content
	raw/1 - Returns raw data directly (bypasses MCP content wrapping)
	error/1 or error/2 - Returns an error response
	image/1 - Returns an image content response

Prompt Message Helpers
	system/1 - Creates a system role message
	user/1 - Creates a user role message
	assistant/1 - Creates an assistant role message

Examples
# Text response
text("Hello, world!")
# => {:ok, %{"content" => [%{"type" => "text", "text" => "Hello, world!"}]}}

# JSON response
json(%{status: "ok", count: 42})
# => {:ok, %{"content" => [%{"type" => "text", "text" => "{\"status\":\"ok\",\"count\":42}"}]}}

# Raw response (bypasses MCP wrapping)
raw(%{status: "ok", count: 42})
# => {:ok, %{"status" => "ok", "count" => 42}}

# Error response
error("Not found")
# => {:error, %{"code" => -32000, "message" => "Not found"}}

# Custom error code
error("Invalid params", -32602)
# => {:error, %{"code" => -32602, "message" => "Invalid params"}}

# Prompt messages
[
  system("You are a helpful assistant"),
  user("What is 2+2?")
]
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        app_html(content)

      


        Creates a resource content response for MCP Apps UI.



    


    
      
        assistant(content)

      


        Creates an assistant role message for prompts.



    


    
      
        audio(data, mime_type)

      


        Creates an audio content response.



    


    
      
        error(message, code \\ ConduitMcp.Errors.server_error())

      


        Creates an error response.



    


    
      
        execution_error(message)

      


        Reports a tool execution error to the client.



    


    
      
        image(url)

      


        Creates an image content response.



    


    
      
        json(data)

      


        Creates a JSON-encoded text content response.



    


    
      
        raw(data)

      


        Returns raw data directly without MCP content wrapping.



    


    
      
        raw_resource(content, mime_type)

      


        Creates a resource content response with a specified MIME type.



    


    
      
        structured(payload, message \\ nil)

      


        Returns a tool response with structured output.



    


    
      
        system(content)

      


        Creates a system role message for prompts.



    


    
      
        task(task_id, message \\ "Task started")

      


        Creates an MCP tools/call response that hands a long-running operation
off to a task.



    


    
      
        text(content)

      


        Creates a text content response.



    


    
      
        texts(string_list)

      


        Creates multiple text content items.



    


    
      
        user(content)

      


        Creates a user role message for prompts.
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      app_html(content)


        (macro)


        
          
        

    

  


  

Creates a resource content response for MCP Apps UI.
Shortcut for raw_resource(content, "text/html;profile=mcp-app").
The text/html;profile=mcp-app MIME type is required by MCP Apps hosts
to render the HTML as a sandboxed iframe.
Example
resource "ui://dashboard/app.html" do
  mime_type "text/html;profile=mcp-app"

  read fn _conn, _params, _opts ->
    html = File.read!("priv/mcp_apps/dashboard.html")
    app_html(html)
  end
end

  



  
    
      
    
    
      assistant(content)


        (macro)


        
          
        

    

  


  

Creates an assistant role message for prompts.
Example
def handle_get_prompt(_conn, "example", _args) do
  {:ok, %{
    "messages" => [
      user("Show me an example"),
      assistant("Here's an example: ...")
    ]
  }}
end

  



  
    
      
    
    
      audio(data, mime_type)


        (macro)


        
          
        

    

  


  

Creates an audio content response.
Example
handle fn _conn, %{"file" => file} ->
  data = File.read!(file) |> Base.encode64()
  audio(data, "audio/wav")
end

  



    

  
    
      
    
    
      error(message, code \\ ConduitMcp.Errors.server_error())


        (macro)


        
          
        

    

  


  

Creates an error response.
Examples
error("User not found")
# => {:error, %{"code" => -32000, "message" => "User not found"}}

error("Invalid parameters", -32602)
# => {:error, %{"code" => -32602, "message" => "Invalid parameters"}}
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Reports a tool execution error to the client.
Per MCP spec, tool execution errors (the operation ran but failed in a way
the LLM can interpret and possibly recover from) are distinct from protocol
errors. They are returned as a successful result with "isError" => true,
not as a JSON-RPC error. Use error/2 for protocol errors (bad params,
internal failures, etc.) and execution_error/1 for "the call ran but
this is what went wrong" so the LLM can self-correct.
Example
tool "fetch_user", "Fetch a user by id" do
  param :id, :string, "User id", required: true

  handle fn _conn, %{"id" => id} ->
    case MyUsers.fetch(id) do
      {:ok, user} -> json(user)
      {:error, :not_found} -> execution_error("User #{id} not found")
    end
  end
end

  



  
    
      
    
    
      image(url)


        (macro)


        
          
        

    

  


  

Creates an image content response.
Example
def handle_call_tool(_conn, "generate_chart", params) do
  image_url = MyCharts.generate(params)
  image(image_url)
end

  



  
    
      
    
    
      json(data)


        (macro)


        
          
        

    

  


  

Creates a JSON-encoded text content response.
The data will be encoded to JSON using the built-in JSON module.
Example
def handle_call_tool(_conn, "get_user", %{"id" => id}) do
  user = MyApp.Users.get!(id)
  json(%{id: user.id, name: user.name, email: user.email})
end

  



  
    
      
    
    
      raw(data)


        (macro)


        
          
        

    

  


  

Returns raw data directly without MCP content wrapping.
This bypasses the standard MCP content structure and returns the data
as-is. Useful for debugging or special cases where you need direct
JSON output without the content array wrapper.
Warning: This breaks MCP compatibility and should only be used
for debugging or non-MCP endpoints.
Example
def handle_call_tool(_conn, "debug_user", %{"id" => id}) do
  user = MyApp.Users.get!(id)
  raw(%{id: user.id, name: user.name, email: user.email})
end

# Returns: {:ok, %{"id" => 123, "name" => "John", "email" => "john@example.com"}}
# Instead of: {:ok, %{"content" => [%{"type" => "text", "text" => "{\"id\":123,...}"}]}}

  



  
    
      
    
    
      raw_resource(content, mime_type)


        (macro)


        
          
        

    

  


  

Creates a resource content response with a specified MIME type.
Useful for returning raw HTML, XML, or other content types from
resource read handlers. For MCP Apps ui:// resources, prefer
app_html/1 which uses the correct MIME type automatically.
Example
resource "config://settings.xml" do
  mime_type "application/xml"

  read fn _conn, _params, _opts ->
    xml = File.read!("priv/settings.xml")
    raw_resource(xml, "application/xml")
  end
end

  



    

  
    
      
    
    
      structured(payload, message \\ nil)


        (macro)


        
          
        

    

  


  

Returns a tool response with structured output.
Per MCP spec 2025-11-25, tools can declare an outputSchema and return
structured data alongside the human-readable content array. Clients
that understand the schema can render/validate the payload; clients
that don't fall back to the text content.
Accepts the structured payload (any JSON-encodable map) and an optional
human-readable message that becomes the text content. If you omit the
message, the JSON encoding of the payload is used.
Example
tool "get_user", "Fetch a user" do
  param :id, :string, "User id", required: true

  output_schema %{
    "type" => "object",
    "properties" => %{
      "id" => %{"type" => "string"},
      "email" => %{"type" => "string"}
    }
  }

  handle fn _conn, %{"id" => id} ->
    user = MyUsers.get!(id)
    structured(%{"id" => user.id, "email" => user.email}, "Fetched user #{id}")
  end
end

  



  
    
      
    
    
      system(content)


        (macro)


        
          
        

    

  


  

Creates a system role message for prompts.
Example
def handle_get_prompt(_conn, "assistant", _args) do
  {:ok, %{
    "messages" => [
      system("You are a helpful coding assistant")
    ]
  }}
end

  



    

  
    
      
    
    
      task(task_id, message \\ "Task started")


        (macro)


        
          
        

    

  


  

Creates an MCP tools/call response that hands a long-running operation
off to a task.
The tool returns immediately with a task_id; the client polls
tasks/get / tasks/result to retrieve progress and the final result.
The task itself is tracked by ConduitMcp.Tasks — the tool author is
responsible for spawning the actual work (e.g., via Task.Supervisor)
and updating the task's status with ConduitMcp.Tasks.update/2.
Requires the tool's task_support to be :supported or :required.
Example
tool "render_video", "Render a video" do
  task_support :supported
  param :script, :string, "Script", required: true

  handle fn _conn, params ->
    task_id = ConduitMcp.Tasks.generate_id()
    {:ok, _} = ConduitMcp.Tasks.create(task_id, %{"tool" => "render_video"})

    Task.Supervisor.start_child(MyApp.Workers, fn ->
      result = MyRenderer.render(params)
      ConduitMcp.Tasks.update(task_id,
        %{"status" => "completed", "result" => result})
    end)

    task(task_id, "Rendering started")
  end
end

  



  
    
      
    
    
      text(content)


        (macro)


        
          
        

    

  


  

Creates a text content response.
Example
def handle_call_tool(_conn, "greet", %{"name" => name}) do
  text("Hello, #{name}!")
end

  



  
    
      
    
    
      texts(string_list)



        
          
        

    

  


  

Creates multiple text content items.
Useful for returning multiple pieces of content in a single response.
Example
def handle_call_tool(_conn, "analyze", params) do
  results = MyAnalyzer.run(params)

  {:ok, %{
    "content" => texts([
      "Analysis Results:",
      "Score: #{results.score}",
      "Details: #{results.details}"
    ])
  }}
end

  



  
    
      
    
    
      user(content)


        (macro)


        
          
        

    

  


  

Creates a user role message for prompts.
Example
def handle_get_prompt(_conn, "question", args) do
  {:ok, %{
    "messages" => [
      user("What is #{args["topic"]}?")
    ]
  }}
end

  


        

      


  

    
ConduitMcp.DSL.SchemaBuilder 
    



      
Builds JSON Schema and NimbleOptions schemas from DSL parameter definitions.
This module converts the accumulated parameter definitions from the DSL
into both JSON Schema format (for MCP client validation) and NimbleOptions
schemas (for runtime server-side validation).
Dual Schema Generation
The module now generates two types of schemas:
	JSON Schema - Used by MCP clients for input validation and introspection
	NimbleOptions Schema - Used for runtime server-side parameter validation

Both schemas are generated from the same DSL parameter definitions but serve
different purposes in the validation pipeline.

      


      
        Summary


  
    Functions
  


    
      
        build_dual_prompt_schemas(prompt_def)

      


        Builds dual schemas for prompt definitions.



    


    
      
        build_dual_schemas(tool_def)

      


        Builds both JSON Schema and NimbleOptions validation schema from tool definition.



    


    
      
        build_input_schema(params)

      


        Builds a JSON Schema input schema from parameter definitions.



    


    
      
        build_nimble_options_prompt_schema(map)

      


        Builds a NimbleOptions validation schema for prompt arguments.



    


    
      
        build_nimble_options_schema(map)

      


        Builds a NimbleOptions validation schema from tool definition.



    


    
      
        build_prompt_schema(map)

      


        Builds a prompt schema from DSL definition.



    


    
      
        build_resource_schema(map)

      


        Builds a resource schema from DSL definition.



    


    
      
        build_resource_template_schema(map)

      


        Builds a resource-template schema from a templated DSL definition.



    


    
      
        build_tool_schema(tool)

      


        Builds a complete tool schema from DSL definition.



    


    
      
        compile_prompt_validation_schemas(prompts)

      


        Compiles validation schemas for all prompts in a server module.



    


    
      
        compile_tool_validation_schemas(tools)

      


        Compiles validation schemas for all tools in a server module.



    


    
      
        generate_validation_lookup_functions(tools, prompts)

      


        Generates compile-time validation schema lookup functions.



    


    
      
        templated?(arg1)

      


        Returns true when the given resource definition's URI contains a {param}
template placeholder.



    


    
      
        to_resource_template_schema(schema)

      


        Converts a static resource JSON schema (with "uri") into a resource-template
schema (with "uriTemplate"). Other keys are preserved.



    


    
      
        validate_all_schemas(tools, prompts)

      


        Validates all schemas in a tool/prompt definition list.



    


    
      
        validate_nimble_options_schema(schema)

      


        Validates that a NimbleOptions schema is properly formed.



    





      


      
        Functions


        


  
    
      
    
    
      build_dual_prompt_schemas(prompt_def)



        
          
        

    

  


  

Builds dual schemas for prompt definitions.

  



  
    
      
    
    
      build_dual_schemas(tool_def)



        
          
        

    

  


  

Builds both JSON Schema and NimbleOptions validation schema from tool definition.
Returns a map containing both schema types for comprehensive validation.
Examples
iex> tool_def = %{name: "greet", params: [...]}
iex> ConduitMcp.DSL.SchemaBuilder.build_dual_schemas(tool_def)
%{
  json_schema: %{"name" => "greet", "inputSchema" => %{...}},
  nimble_options_schema: [name: [type: :string, required: true], ...]
}

  



  
    
      
    
    
      build_input_schema(params)



        
          
        

    

  


  

Builds a JSON Schema input schema from parameter definitions.

  



  
    
      
    
    
      build_nimble_options_prompt_schema(map)



        
          
        

    

  


  

Builds a NimbleOptions validation schema for prompt arguments.

  



  
    
      
    
    
      build_nimble_options_schema(map)



        
          
        

    

  


  

Builds a NimbleOptions validation schema from tool definition.
Converts DSL parameter definitions into a NimbleOptions schema format
that can be used for runtime parameter validation with type coercion
and advanced constraints.
Examples
iex> tool_def = %{
...>   name: "calculate",
...>   params: [
...>     %{name: :a, type: :integer, opts: [required: true, min: 0]},
...>     %{name: :b, type: :integer, opts: [required: true, min: 0]}
...>   ]
...> }
iex> ConduitMcp.DSL.SchemaBuilder.build_nimble_options_schema(tool_def)
[
  a: [type: :integer, required: true, min: 0],
  b: [type: :integer, required: true, min: 0]
]

  



  
    
      
    
    
      build_prompt_schema(map)



        
          
        

    

  


  

Builds a prompt schema from DSL definition.

  



  
    
      
    
    
      build_resource_schema(map)



        
          
        

    

  


  

Builds a resource schema from DSL definition.
Used for resources/list (static URIs only).

  



  
    
      
    
    
      build_resource_template_schema(map)



        
          
        

    

  


  

Builds a resource-template schema from a templated DSL definition.
Used for resources/templates/list (URIs with {param} placeholders).
Emits uriTemplate instead of uri per MCP spec.

  



  
    
      
    
    
      build_tool_schema(tool)



        
          
        

    

  


  

Builds a complete tool schema from DSL definition.
Example
iex> tool_def = %{
...>   name: "greet",
...>   description: "Greets someone",
...>   params: [
...>     %{name: :name, type: :string, description: "Name", opts: [required: true]},
...>     %{name: :age, type: :number, description: "Age", opts: []}
...>   ],
...>   handler: {:fn, fn _conn, p -> {:ok, p} end}
...> }
iex> ConduitMcp.DSL.SchemaBuilder.build_tool_schema(tool_def)
%{
  "name" => "greet",
  "description" => "Greets someone",
  "inputSchema" => %{
    "type" => "object",
    "properties" => %{
      "name" => %{"type" => "string", "description" => "Name"},
      "age" => %{"type" => "number", "description" => "Age"}
    },
    "required" => ["name"]
  }
}

  



  
    
      
    
    
      compile_prompt_validation_schemas(prompts)



        
          
        

    

  


  

Compiles validation schemas for all prompts in a server module.

  



  
    
      
    
    
      compile_tool_validation_schemas(tools)



        
          
        

    

  


  

Compiles validation schemas for all tools in a server module.
This function is used during the @before_compile hook to generate
validation schemas for all tools defined in the DSL.
Examples
iex> tools = [
...>   %{name: "greet", params: [...]},
...>   %{name: "calc", params: [...]}
...> ]
iex> ConduitMcp.DSL.SchemaBuilder.compile_tool_validation_schemas(tools)
%{
  "greet" => [name: [type: :string, required: true], ...],
  "calc" => [a: [type: :integer, min: 0], ...]
}

  



  
    
      
    
    
      generate_validation_lookup_functions(tools, prompts)



        
          
        

    

  


  

Generates compile-time validation schema lookup functions.
This creates the AST for functions that will be injected into the
server module to provide fast schema lookups at runtime.
Returns quoted AST that defines:
	__validation_schema_for_tool__/1
	__validation_schema_for_prompt__/1


  



  
    
      
    
    
      templated?(arg1)



        
          
        

    

  


  

Returns true when the given resource definition's URI contains a {param}
template placeholder.

  



  
    
      
    
    
      to_resource_template_schema(schema)



        
          
        

    

  


  

Converts a static resource JSON schema (with "uri") into a resource-template
schema (with "uriTemplate"). Other keys are preserved.

  



  
    
      
    
    
      validate_all_schemas(tools, prompts)



        
          
        

    

  


  

Validates all schemas in a tool/prompt definition list.
Used during compile time to catch schema generation errors early.
Returns :ok if all schemas are valid, or {:error, details} if any are invalid.

  



  
    
      
    
    
      validate_nimble_options_schema(schema)



        
          
        

    

  


  

Validates that a NimbleOptions schema is properly formed.
This is used during compile time to ensure the generated schema
is valid for NimbleOptions validation.

  


        

      


  

    
ConduitMcp.Server behaviour
    



      
Behaviour for implementing stateless MCP servers.
An MCP server provides tools, resources, and prompts to LLM clients.
Servers implement callbacks to handle client requests concurrently.
Architecture
Server modules are stateless — just pure compiled functions:
	No GenServer, no Agent, no process overhead
	No supervision tree required
	Callbacks receive the Plug.Conn for request context
	Each HTTP request runs in parallel (limited only by Bandit's process pool)

Example (Using DSL - Recommended)
defmodule MyApp.MCPServer do
  use ConduitMcp.Server

  tool "echo", "Echo back the input" do
    param :message, :string, "Message to echo", required: true

    handle fn _conn, %{"message" => msg} ->
      text(msg)
    end
  end

  tool "calculate", "Perform calculations" do
    param :operation, :string, "Math operation", enum: ~w(add sub mul div), required: true
    param :a, :number, "First number", required: true
    param :b, :number, "Second number", required: true

    handle MyMath, :calculate
  end
end
Example (Manual - Advanced)
defmodule MyApp.MCPServer do
  use ConduitMcp.Server, dsl: false  # Disable DSL

  @tools [
    %{
      "name" => "echo",
      "description" => "Echo back the input",
      "inputSchema" => %{
        "type" => "object",
        "properties" => %{
          "message" => %{"type" => "string", "description" => "Message to echo"}
        },
        "required" => ["message"]
      }
    }
  ]

  @impl true
  def handle_list_tools(_conn) do
    {:ok, %{"tools" => @tools}}
  end

  @impl true
  def handle_call_tool(_conn, "echo", %{"message" => msg}) do
    {:ok, %{"content" => [%{"type" => "text", "text" => msg}]}}
  end
end
Then in your supervision tree, just pass the module:
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP, server_module: MyApp.MCPServer},
 port: 4001}
Using Connection Context
The conn parameter allows access to request metadata:
def handle_call_tool(conn, "private_data", _params) do
  # Check authentication
  user_id = conn.assigns[:user_id]

  # Access headers
  auth_header = Plug.Conn.get_req_header(conn, "authorization")

  {:ok, %{"content" => [%{"type" => "text", "text" => "Data for #{user_id}"}]}}
end
Mutable State
If you need mutable state, use external mechanisms:
# Option 1: ETS
def handle_call_tool(_conn, "increment", _params) do
  :ets.update_counter(:my_counter, :count, 1)
  count = :ets.lookup_element(:my_counter, :count, 2)
  {:ok, %{"content" => [%{"type" => "text", "text" => "Count: #{count}"}]}}
end

# Option 2: Agent/GenServer
def handle_call_tool(_conn, "get_cache", %{"key" => key}) do
  value = MyApp.Cache.get(key)
  {:ok, %{"content" => [%{"type" => "text", "text" => value}]}}
end

      


      
        Summary


  
    Types
  


    
      
        conn()

      


    


    
      
        prompt_args()

      


    


    
      
        prompt_name()

      


    


    
      
        tool_name()

      


    


    
      
        tool_params()

      


    


    
      
        uri()

      


    





  
    Callbacks
  


    
      
        handle_call_tool(conn, tool_name, tool_params)

      


        Handle tool execution.



    


    
      
        handle_complete(conn, ref, argument)

      


        Handle autocompletion for prompt arguments or resource template parameters.



    


    
      
        handle_get_prompt(conn, prompt_name, prompt_args)

      


        Handle getting a prompt.



    


    
      
        handle_list_prompts(conn)

      


        Handle listing available prompts.



    


    
      
        handle_list_prompts(conn, params)

      


    


    
      
        handle_list_resource_templates(conn)

      


        Handle listing resource templates (resources with {param} placeholders).



    


    
      
        handle_list_resources(conn)

      


        Handle listing available resources.



    


    
      
        handle_list_resources(conn, params)

      


    


    
      
        handle_list_tools(conn)

      


        Handle listing available tools.



    


    
      
        handle_list_tools(conn, params)

      


    


    
      
        handle_read_resource(conn, uri)

      


        Handle reading a resource.



    


    
      
        handle_set_log_level(conn, level)

      


        Handle setting the log level for server-to-client logging.



    


    
      
        handle_subscribe_resource(conn, uri)

      


        Handle subscribing to resource changes.



    


    
      
        handle_unsubscribe_resource(conn, uri)

      


        Handle unsubscribing from resource changes.



    





      


      
        Types


        


  
    
      
    
    
      conn()



        
          
        

    

  


  

      

          @type conn() :: Plug.Conn.t()


      



  



  
    
      
    
    
      prompt_args()



        
          
        

    

  


  

      

          @type prompt_args() :: map()


      



  



  
    
      
    
    
      prompt_name()



        
          
        

    

  


  

      

          @type prompt_name() :: String.t()


      



  



  
    
      
    
    
      tool_name()



        
          
        

    

  


  

      

          @type tool_name() :: String.t()


      



  



  
    
      
    
    
      tool_params()



        
          
        

    

  


  

      

          @type tool_params() :: map()


      



  



  
    
      
    
    
      uri()



        
          
        

    

  


  

      

          @type uri() :: String.t()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      handle_call_tool(conn, tool_name, tool_params)


        (optional)


        
          
        

    

  


  

      

          @callback handle_call_tool(conn(), tool_name(), tool_params()) ::
  {:ok, result :: map()} | {:error, error :: map()}


      


Handle tool execution.

  



  
    
      
    
    
      handle_complete(conn, ref, argument)


        (optional)


        
          
        

    

  


  

      

          @callback handle_complete(conn(), ref :: map(), argument :: map()) ::
  {:ok, map()} | {:error, map()}


      


Handle autocompletion for prompt arguments or resource template parameters.
Receives the reference type (:prompt or :resource), the reference name,
the argument/parameter name, and the partial value typed so far.
Should return {:ok, %{"completion" => %{"values" => [...], "hasMore" => false}}}.

  



  
    
      
    
    
      handle_get_prompt(conn, prompt_name, prompt_args)


        (optional)


        
          
        

    

  


  

      

          @callback handle_get_prompt(conn(), prompt_name(), prompt_args()) ::
  {:ok, messages :: map()} | {:error, error :: map()}


      


Handle getting a prompt.

  



  
    
      
    
    
      handle_list_prompts(conn)


        (optional)


        
          
        

    

  


  

      

          @callback handle_list_prompts(conn()) ::
  {:ok, %{optional(String.t()) => any()}} | {:error, map()}


      


Handle listing available prompts.
The arity-2 variant receives request params for pagination support.

  



  
    
      
    
    
      handle_list_prompts(conn, params)


        (optional)


        
          
        

    

  


  

      

          @callback handle_list_prompts(conn(), params :: map()) ::
  {:ok, %{optional(String.t()) => any()}} | {:error, map()}


      



  



  
    
      
    
    
      handle_list_resource_templates(conn)


        (optional)


        
          
        

    

  


  

      

          @callback handle_list_resource_templates(conn()) ::
  {:ok, %{required(String.t()) => [map()]}} | {:error, map()}


      


Handle listing resource templates (resources with {param} placeholders).
Returns a map with "resourceTemplates" key containing a list of template
descriptors, each with at least "uriTemplate".
Implemented automatically by DSL and Endpoint modes; manual-mode servers
can implement this to advertise URI templates to clients.

  



  
    
      
    
    
      handle_list_resources(conn)


        (optional)


        
          
        

    

  


  

      

          @callback handle_list_resources(conn()) ::
  {:ok, %{optional(String.t()) => any()}} | {:error, map()}


      


Handle listing available resources.
The arity-2 variant receives request params for pagination support.

  



  
    
      
    
    
      handle_list_resources(conn, params)


        (optional)


        
          
        

    

  


  

      

          @callback handle_list_resources(conn(), params :: map()) ::
  {:ok, %{optional(String.t()) => any()}} | {:error, map()}


      



  



  
    
      
    
    
      handle_list_tools(conn)


        (optional)


        
          
        

    

  


  

      

          @callback handle_list_tools(conn()) ::
  {:ok, %{optional(String.t()) => any()}} | {:error, map()}


      


Handle listing available tools.
The arity-2 variant receives request params (e.g., %{"cursor" => "..."})
for pagination support. Implement arity-2 to support cursor-based pagination.

  



  
    
      
    
    
      handle_list_tools(conn, params)


        (optional)


        
          
        

    

  


  

      

          @callback handle_list_tools(conn(), params :: map()) ::
  {:ok, %{optional(String.t()) => any()}} | {:error, map()}


      



  



  
    
      
    
    
      handle_read_resource(conn, uri)


        (optional)


        
          
        

    

  


  

      

          @callback handle_read_resource(conn(), uri()) ::
  {:ok, content :: map()} | {:error, error :: map()}


      


Handle reading a resource.

  



  
    
      
    
    
      handle_set_log_level(conn, level)


        (optional)


        
          
        

    

  


  

      

          @callback handle_set_log_level(conn(), level :: String.t()) ::
  {:ok, map()} | {:error, map()}


      


Handle setting the log level for server-to-client logging.
Receives the desired log level as a string (e.g., "debug", "info", "warning", "error").

  



  
    
      
    
    
      handle_subscribe_resource(conn, uri)


        (optional)


        
          
        

    

  


  

      

          @callback handle_subscribe_resource(conn(), uri()) :: {:ok, map()} | {:error, map()}


      


Handle subscribing to resource changes.
Receives the resource URI to subscribe to.

  



  
    
      
    
    
      handle_unsubscribe_resource(conn, uri)


        (optional)


        
          
        

    

  


  

      

          @callback handle_unsubscribe_resource(conn(), uri()) :: {:ok, map()} | {:error, map()}


      


Handle unsubscribing from resource changes.
Receives the resource URI to unsubscribe from.

  


        

      


  

    
ConduitMcp.Component behaviour
    



      
Behaviour for defining individual MCP tools, resources, and prompts as separate modules.
Each component is a standalone module with its own schema and execution logic.
Components are registered with a ConduitMcp.Endpoint which aggregates them
into a full MCP server.
Component Types
	:tool — An MCP tool with input parameters and execution logic
	:resource — An MCP resource identified by a URI template
	:prompt — An MCP prompt with arguments that returns messages

Tool Example
defmodule MyApp.Echo do
  use ConduitMcp.Component, type: :tool, description: "Echoes text back"

  schema do
    field :text, :string, "The text to echo", required: true, max_length: 150
  end

  @impl true
  def execute(%{text: text}, _conn) do
    text(text)
  end
end
Resource Example
defmodule MyApp.ReadUser do
  use ConduitMcp.Component,
    type: :resource,
    uri: "user://{id}",
    description: "Reads a user by ID",
    mime_type: "application/json"

  @impl true
  def execute(%{id: id}, _conn) do
    user = MyApp.Users.get!(id)
    {:ok, %{"contents" => [%{
      "uri" => "user://#{id}",
      "mimeType" => "application/json",
      "text" => JSON.encode!(user)
    }]}}
  end
end
Prompt Example
defmodule MyApp.CodeReview do
  use ConduitMcp.Component, type: :prompt, description: "Code review assistant"

  schema do
    field :code, :string, "Code to review", required: true
    field :language, :string, "Programming language", default: "elixir"
  end

  @impl true
  def execute(%{code: code, language: language}, _conn) do
    {:ok, %{"messages" => [
      system("You are a code reviewer for #{language}"),
      user("Review this code:\n#{code}")
    ]}}
  end
end
Options
	:type — Required. One of :tool, :resource, :prompt
	:name — Optional. Defaults to last module segment, snake_cased
	:description — Required for tools and prompts
	:uri — Required for resources. URI template with {param} placeholders
	:mime_type — Optional for resources
	:scope — Optional OAuth scope string
	:annotations — Optional keyword list of tool annotations (e.g., destructive: true)

Generated Functions
After compilation, each component module exports:
	__component_type__/0 — Returns :tool, :resource, or :prompt
	__component_name__/0 — Returns the string name
	__component_description__/0 — Returns the description
	__component_schema__/0 — Returns the JSON Schema map for MCP clients
	__validation_schema__/0 — Returns the NimbleOptions schema for runtime validation
	__component_opts__/0 — Returns raw component options


      


      
        Summary


  
    Callbacks
  


    
      
        execute(params, conn)

      


        Called to execute the component's logic.



    





      


      
        Callbacks


        


  
    
      
    
    
      execute(params, conn)



        
          
        

    

  


  

      

          @callback execute(params :: map(), conn :: Plug.Conn.t()) ::
  {:ok, map()} | {:error, map()}


      


Called to execute the component's logic.
For tools: receives validated params (atom-keyed) and the Plug.Conn.
For resources: receives URI params (atom-keyed) extracted from the template and the Plug.Conn.
For prompts: receives validated args (atom-keyed) and the Plug.Conn.
Must return {:ok, map()} or {:error, map()}.

  


        

      


  

    
ConduitMcp.Component.Schema 
    



      
Schema DSL for defining parameters in Component modules.
Provides a simple schema do ... end block with field declarations
that generate both JSON Schema (for MCP client introspection) and
NimbleOptions schemas (for server-side runtime validation).
Example
defmodule MyApp.Echo do
  use ConduitMcp.Component, type: :tool, description: "Echoes text"

  schema do
    field :text, :string, "The text to echo", required: true, max_length: 150
    field :count, :integer, "Repeat count", default: 1, min: 1, max: 10
  end

  @impl true
  def execute(%{text: text, count: count}, _conn) do
    text(String.duplicate(text, count))
  end
end
Supported Types
	:string — String values
	:integer — Integer values
	:number — Numeric values (float)
	:boolean — Boolean values
	:object — Nested objects (block form with nested field calls; the
blockless form declares an open object with no constrained keys)
	:array / {:array, item_type} — Arrays. Use the block form with
items/1,2 to constrain the item type

Field Options
	required: true — Mark as required (default: false)
	default: value — Default value
	enum: [...] — Allowed values
	min: n / max: n — Numeric constraints
	min_length: n / max_length: n — String length constraints
	validator: fn — Custom validator function
	additional_properties: bool — For :object: whether keys the block did
not declare are accepted. Defaults to false when the field declares
nested fields and true when it does not, and drives
"additionalProperties" in the generated JSON Schema so the published
schema matches what is enforced.

Nested Objects and Array Items
Nested fields are enforced at runtime to any depth — required, types, and
every option above — and undeclared keys are rejected. Array item schemas are
published for clients but not enforced server-side; see
ConduitMcp.Validation.SchemaConverter for why.
Handlers receive string keys at every depth below the top level.

      


      
        Summary


  
    Functions
  


    
      
        field(name, type, description, opts \\ [], do_block \\ nil)

      


        Defines a field in the component schema.



    


    
      
        items(type)

      


        Declares the item type of the enclosing :array field.



    


    
      
        items(type, list)

      


    


    
      
        schema(list)

      


        Defines the parameter schema for a component.



    





      


      
        Functions


        


    

    

  
    
      
    
    
      field(name, type, description, opts \\ [], do_block \\ nil)


        (macro)


        
          
        

    

  


  

Defines a field in the component schema.
Examples
# Simple field
field :name, :string, "User's name", required: true

# Field with options
field :age, :integer, "User's age", min: 0, max: 150

# Field without description (uses opts keyword)
field :tags, {:array, :string}, "Tag list"

# Nested object field
field :address, :object, "Mailing address", required: true do
  field :street, :string, "Street", required: true
  field :city, :string, "City", required: true
end

# Open object field — any keys accepted
field :metadata, :object, "Arbitrary metadata"

# Array of objects
field :rows, :array, "Rows" do
  items :object do
    field :id, :integer, "Row id", required: true
  end
end

  



  
    
      
    
    
      items(type)


        (macro)


        
          
        

    

  


  

Declares the item type of the enclosing :array field.
Item schemas are published to clients in the JSON Schema but are not
enforced server-side — NimbleOptions cannot attach a nested schema to a list
element type. Validate item contents in your execute/2.
Examples
field :tags, :array, "Tags" do
  items :string
end

field :users, :array, "Users" do
  items :object do
    field :name, :string, "Name", required: true
  end
end

  



  
    
      
    
    
      items(type, list)


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      schema(list)


        (macro)


        
          
        

    

  


  

Defines the parameter schema for a component.
Wraps field declarations and accumulates them into @component_fields.

  


        

      


  

    
ConduitMcp.Endpoint 
    



      
Aggregates ConduitMcp.Component modules into a full MCP server.
The Endpoint implements the ConduitMcp.Server behaviour by generating
all required callbacks at compile time from registered components.
It also carries declarative configuration for rate limiting, message
limiting, and authentication that transports auto-extract.
Example
defmodule MyApp.MCPServer do
  use ConduitMcp.Endpoint,
    name: "My Server",
    version: "1.0.0",
    rate_limit: [backend: MyApp.RateLimiter, limit: 60, scale: 60_000],
    message_rate_limit: [backend: MyApp.RateLimiter, limit: 50, scale: 300_000]

  component MyApp.Echo
  component MyApp.ReadUser
  component MyApp.CodeReviewPrompt
end
Then wire it up with a transport — the Endpoint config is auto-extracted:
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP, server_module: MyApp.MCPServer},
 port: 4001}
Options
	:name — Server name for the MCP initialize response
	:version — Server version for the MCP initialize response
	:rate_limit — HTTP rate limiting config (same format as transport opts)
	:message_rate_limit — Message-level rate limiting config
	:auth — Authentication config (same format as transport opts)

How It Works
At compile time, the @before_compile hook:
	Validates all registered components (existence, uniqueness, types)
	Groups components by type (tool, resource, prompt)
	Generates all ConduitMcp.Server callbacks:	handle_list_tools/1, handle_call_tool/3
	handle_list_resources/1, handle_read_resource/2
	handle_list_prompts/1, handle_get_prompt/3


	Generates validation schema lookups for the existing validation pipeline
	Generates __endpoint_config__/0 for transport auto-extraction
	Generates __capabilities__/0 for selective capability advertisement

Because the Endpoint implements ConduitMcp.Server, it works with the
existing ConduitMcp.Handler and all transports without modification.
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    Functions
  


    
      
        component(module)

      


        Registers a component module with the endpoint.



    





      


      
        Functions


        


  
    
      
    
    
      component(module)


        (macro)


        
          
        

    

  


  

Registers a component module with the endpoint.
The component must use ConduitMcp.Component and implement execute/2.
Examples
component MyApp.Echo
component MyApp.ReadUser
component MyApp.CodeReviewPrompt

  


        

      


  

    
ConduitMcp.Cancellation 
    



      
Cooperative request cancellation for long-running tools.
MCP clients can abort an in-flight request by sending
notifications/cancelled with the original request's id. Because
ConduitMCP is stateless and each HTTP request runs in its own Bandit
process, the notification (which arrives on a different request)
cannot directly preempt the in-flight handler. Instead, the handler
records the cancellation in a shared ETS table and tool code polls
this module to decide whether to abort.
Tool integration
Inside a long-running tool, periodically check the conn's request id:
def my_long_tool(conn, params) do
  ConduitMcp.Cancellation.cancelled?(conn)
  |> case do
    true -> {:error, %{"code" => ConduitMcp.Errors.request_cancelled(), "message" => "Request cancelled"}}
    false -> continue_work(...)
  end
end
Or use the Process.exit/2 pattern for hard abort. Tools that complete
in tens of milliseconds typically do not need cancellation at all — the
client's notification will arrive after the response has already been
sent.
Lifecycle
	The handler stashes the request id into conn.assigns[:mcp_request_id]
before dispatching to the server callback.
	On notifications/cancelled arrival, the cancellation flag is set
with cancel/2.
	When a request completes (success or error), the handler calls
clear/1 to release the flag so the entry does not linger.
	For pathological cases (cancel arrives after completion has already
cleared the entry, or the server crashes before clear runs),
cleanup/1 can be called periodically to prune stale entries by
age. There is no janitor wired by default — cancellation entries
are bounded by the rate of in-flight cancellations.

Emits [:conduit_mcp, :request, :cancelled] telemetry on cancellation
with metadata %{request_id: id, reason: reason}, and
[:conduit_mcp, :cancellation, :cleanup] with measurement
%{removed: count} on each cleanup/1 pass.

      


      
        Summary


  
    Functions
  


    
      
        cancel(request_id, reason \\ nil)

      


        Marks a request id as cancelled with an optional reason.



    


    
      
        cancelled?(request_id)

      


        Returns true when the given request has been cancelled.



    


    
      
        cleanup(ttl_ms)

      


        Removes cancellation entries older than ttl_ms milliseconds. Defensive —
the handler clears entries inline when a request completes; this is for
the rare case where a cancel arrived after a crash or after the response
was already sent.



    


    
      
        clear(request_id)

      


        Clears a request id from the cancellation set. Idempotent.



    


    
      
        reason(request_id)

      


        Returns the cancellation reason recorded for the request, or nil.



    





      


      
        Functions


        


    

  
    
      
    
    
      cancel(request_id, reason \\ nil)



        
          
        

    

  


  

Marks a request id as cancelled with an optional reason.

  



  
    
      
    
    
      cancelled?(request_id)



        
          
        

    

  


  

Returns true when the given request has been cancelled.
Accepts a request id directly, or a Plug.Conn whose assigns contains
:mcp_request_id (set by ConduitMcp.Handler before dispatch).

  



  
    
      
    
    
      cleanup(ttl_ms)



        
          
        

    

  


  

Removes cancellation entries older than ttl_ms milliseconds. Defensive —
the handler clears entries inline when a request completes; this is for
the rare case where a cancel arrived after a crash or after the response
was already sent.
Returns the number of entries removed.
Emits [:conduit_mcp, :cancellation, :cleanup] telemetry with measurement
%{removed: count} so eviction is observable (mirrors the session janitor).

  



  
    
      
    
    
      clear(request_id)



        
          
        

    

  


  

Clears a request id from the cancellation set. Idempotent.

  



  
    
      
    
    
      reason(request_id)



        
          
        

    

  


  

Returns the cancellation reason recorded for the request, or nil.

  


        

      


  

    
ConduitMcp.Errors 
    



      
Standard error codes for MCP and JSON-RPC 2.0 responses.
These constants can be used with the error/2 response helper or when
building error maps manually. All codes follow the JSON-RPC 2.0 specification
and MCP protocol extensions.
Usage
With response helpers (DSL and Endpoint modes):
import ConduitMcp.Errors

error("User not found", method_not_found())
error("Bad input", invalid_params())
Building error maps manually:
alias ConduitMcp.Errors

{:error, %{"code" => Errors.invalid_params(), "message" => "Missing required field"}}
JSON-RPC 2.0 Error Codes
	Code	Constant	Meaning
	-32700	parse_error/0	Invalid JSON received by the server
	-32600	invalid_request/0	The JSON sent is not a valid Request object
	-32601	method_not_found/0	The method does not exist or is not available
	-32602	invalid_params/0	Invalid method parameters
	-32603	internal_error/0	Internal JSON-RPC error

MCP Error Codes
	Code	Constant	Meaning
	-32000	server_error/0	Generic tool/server error (default for error/1)
	-32002	resource_not_found/0	The requested resource URI was not found
	-32004	task_not_ready/0	A tasks/result was requested before the task finished
	-32800	request_cancelled/0	The request was cancelled (notifications/cancelled)


      


      
        Summary


  
    Functions
  


    
      
        internal_error()

      


        Internal error — unexpected server-side failure (-32603)



    


    
      
        invalid_params()

      


        Invalid params — parameter validation failed (-32602)



    


    
      
        invalid_request()

      


        Invalid request — not a valid JSON-RPC 2.0 request (-32600)



    


    
      
        method_not_found()

      


        Method not found — tool, prompt, or resource does not exist (-32601)



    


    
      
        parse_error()

      


        Parse error — invalid JSON received (-32700)



    


    
      
        request_cancelled()

      


        Request cancelled — client sent notifications/cancelled for this request (-32800)



    


    
      
        resource_not_found()

      


        Resource not found — the requested URI did not match any resource (-32002)



    


    
      
        server_error()

      


        Server error — generic tool/server error, default for error/1 (-32000)



    


    
      
        task_not_ready()

      


        Task not ready — tasks/result requested before the task finished (-32004)
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      internal_error()



        
          
        

    

  


  

Internal error — unexpected server-side failure (-32603)

  



  
    
      
    
    
      invalid_params()



        
          
        

    

  


  

Invalid params — parameter validation failed (-32602)

  



  
    
      
    
    
      invalid_request()



        
          
        

    

  


  

Invalid request — not a valid JSON-RPC 2.0 request (-32600)

  



  
    
      
    
    
      method_not_found()



        
          
        

    

  


  

Method not found — tool, prompt, or resource does not exist (-32601)

  



  
    
      
    
    
      parse_error()



        
          
        

    

  


  

Parse error — invalid JSON received (-32700)

  



  
    
      
    
    
      request_cancelled()



        
          
        

    

  


  

Request cancelled — client sent notifications/cancelled for this request (-32800)

  



  
    
      
    
    
      resource_not_found()



        
          
        

    

  


  

Resource not found — the requested URI did not match any resource (-32002)

  



  
    
      
    
    
      server_error()



        
          
        

    

  


  

Server error — generic tool/server error, default for error/1 (-32000)

  



  
    
      
    
    
      task_not_ready()



        
          
        

    

  


  

Task not ready — tasks/result requested before the task finished (-32004)

  


        

      


  

    
ConduitMcp.Handler 
    



      
Routes JSON-RPC 2.0 MCP requests to a server module's behaviour callbacks.
handle_request/3 is the single entry point: transports decode the
request body, hand the resulting map to this module, and serialize the
returned map back out. The handler itself is stateless — it does not own
the server module, the connection, or any process state. Each request
is independent and can run concurrently in its own Bandit process.
Routed methods
	initialize — version negotiation and capability advertisement
	ping — round-trip liveness check
	tools/list, tools/call
	resources/list, resources/templates/list, resources/read
	resources/subscribe, resources/unsubscribe
	prompts/list, prompts/get
	completion/complete
	logging/setLevel
	tasks/get, tasks/cancel, tasks/result, tasks/list
	notifications/initialized, notifications/cancelled

Unknown methods return -32601 Method not found. Unknown notifications
are logged and dropped (per JSON-RPC notification semantics).
Capability detection
When the server module defines __capabilities__/0 (typically generated
by ConduitMcp.Endpoint), it is consulted for the initialize reply.
Otherwise the base tools/resources/prompts set is used.
Capability flags for optional features (completions, logging,
resources.subscribe) are overlaid at runtime based on which callbacks
the server exports, via ConduitMcp.ServerMeta.
Telemetry
Emits these events:
	[:conduit_mcp, :request, :stop] — every request, with
%{duration: <native>} and metadata %{method, server_module, status}.
	[:conduit_mcp, :tool, :execute] — per tools/call.
	[:conduit_mcp, :resource, :read] — per resources/read.
	[:conduit_mcp, :prompt, :get] — per prompts/get.
	[:conduit_mcp, :request, :cancelled] — when
notifications/cancelled is received.

Cancellation
The handler stashes the request id into conn.assigns[:mcp_request_id]
before dispatch and uses try/after to clear any cancellation flag
after the response is produced. Tools poll
ConduitMcp.Cancellation.cancelled?(conn) for cooperative aborts.

      


      
        Summary


  
    Functions
  


    
      
        handle_request(request, server_module, conn \\ %Plug.Conn{})

      


        Handles an MCP request and returns a JSON-RPC response.
Emits telemetry events for monitoring and metrics.
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      handle_request(request, server_module, conn \\ %Plug.Conn{})



        
          
        

    

  


  

Handles an MCP request and returns a JSON-RPC response.
Emits telemetry events for monitoring and metrics.

  


        

      


  

    
ConduitMcp.Protocol 
    



      
JSON-RPC 2.0 message construction and MCP protocol version negotiation.
ConduitMCP targets MCP spec 2025-11-25 as the primary version and
also accepts clients on 2025-06-18 for backward compatibility.
protocol_version/0 returns the preferred version; negotiate_version/1
resolves a client's requested version to one the server supports.
Building responses
Helpers success_response/2, error_response/3,4, and notification/2
produce the right wire shape — string-keyed maps with "jsonrpc",
"id", and either "result" or "error". validate_request/1
performs lightweight shape checking on incoming messages.
Error codes
Standard JSON-RPC 2.0 codes and MCP-specific codes are exposed as
delegating functions to ConduitMcp.Errors:
	parse_error/0         → -32700
	invalid_request/0     → -32600
	method_not_found/0    → -32601
	invalid_params/0      → -32602
	internal_error/0      → -32603
	server_error/0        → -32000 (generic server-defined)
	resource_not_found/0  → -32002
	task_not_ready/0      → -32004 (tasks/result before completion)
	request_cancelled/0   → -32800 (notifications/cancelled)

Use these instead of hardcoded integers so error code constants stay
in one place.
Examples
iex> ConduitMcp.Protocol.success_response(1, %{"value" => 42})
%{"jsonrpc" => "2.0", "id" => 1, "result" => %{"value" => 42}}

iex> ConduitMcp.Protocol.error_response(1, -32601, "no such method")
%{"jsonrpc" => "2.0", "id" => 1, "error" => %{"code" => -32601, "message" => "no such method"}}
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        error_object()

      


    


    
      
        error_response()

      


    


    
      
        json_rpc_id()

      


    


    
      
        method()

      


    


    
      
        notification()

      


    


    
      
        request()

      


    


    
      
        response()

      


    


    
      
        success_response()

      


    





  
    Functions
  


    
      
        error_response(id, code, message, data \\ nil)

      


        Creates an error response.



    


    
      
        internal_error()

      


        See ConduitMcp.Errors.internal_error/0.



    


    
      
        invalid_params()

      


        See ConduitMcp.Errors.invalid_params/0.



    


    
      
        invalid_request()

      


        See ConduitMcp.Errors.invalid_request/0.



    


    
      
        method_not_found()

      


        See ConduitMcp.Errors.method_not_found/0.



    


    
      
        methods()

      


        Core MCP methods as defined in the specification.



    


    
      
        negotiate_version(client_version)

      


        Returns the best matching protocol version for the given client version.
Returns nil if no compatible version is found.



    


    
      
        notification(method, params \\ nil)

      


        Creates a notification message.



    


    
      
        parse_error()

      


        See ConduitMcp.Errors.parse_error/0.



    


    
      
        protocol_version()

      


    


    
      
        request_cancelled()

      


        See ConduitMcp.Errors.request_cancelled/0.



    


    
      
        resource_not_found()

      


        See ConduitMcp.Errors.resource_not_found/0.



    


    
      
        success_response(id, result)

      


        Creates a success response.



    


    
      
        supported_versions()

      


    


    
      
        task_not_ready()

      


        See ConduitMcp.Errors.task_not_ready/0.



    


    
      
        valid_notification?(message)

      


        Validates if a message is a valid JSON-RPC 2.0 notification.



    


    
      
        valid_request?(message)

      


        Validates if a message is a valid JSON-RPC 2.0 request.
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          @type error_object() :: %{code: integer(), message: String.t(), data: any() | nil}


      



  



  
    
      
    
    
      error_response()



        
          
        

    

  


  

      

          @type error_response() :: %{
  jsonrpc: String.t(),
  id: json_rpc_id(),
  error: error_object()
}


      



  



  
    
      
    
    
      json_rpc_id()



        
          
        

    

  


  

      

          @type json_rpc_id() :: String.t() | integer()


      



  



  
    
      
    
    
      method()



        
          
        

    

  


  

      

          @type method() :: String.t()


      



  



  
    
      
    
    
      notification()



        
          
        

    

  


  

      

          @type notification() :: %{jsonrpc: String.t(), method: method(), params: map() | nil}


      



  



  
    
      
    
    
      request()



        
          
        

    

  


  

      

          @type request() :: %{
  jsonrpc: String.t(),
  id: json_rpc_id(),
  method: method(),
  params: map() | nil
}


      



  



  
    
      
    
    
      response()



        
          
        

    

  


  

      

          @type response() :: success_response() | error_response()
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          @type success_response() :: %{jsonrpc: String.t(), id: json_rpc_id(), result: any()}
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      error_response(id, code, message, data \\ nil)



        
          
        

    

  


  

Creates an error response.

  



  
    
      
    
    
      internal_error()



        
          
        

    

  


  

See ConduitMcp.Errors.internal_error/0.

  



  
    
      
    
    
      invalid_params()



        
          
        

    

  


  

See ConduitMcp.Errors.invalid_params/0.

  



  
    
      
    
    
      invalid_request()



        
          
        

    

  


  

See ConduitMcp.Errors.invalid_request/0.

  



  
    
      
    
    
      method_not_found()



        
          
        

    

  


  

See ConduitMcp.Errors.method_not_found/0.
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Core MCP methods as defined in the specification.

  



  
    
      
    
    
      negotiate_version(client_version)



        
          
        

    

  


  

Returns the best matching protocol version for the given client version.
Returns nil if no compatible version is found.

  



    

  
    
      
    
    
      notification(method, params \\ nil)



        
          
        

    

  


  

Creates a notification message.

  



  
    
      
    
    
      parse_error()



        
          
        

    

  


  

See ConduitMcp.Errors.parse_error/0.
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      request_cancelled()



        
          
        

    

  


  

See ConduitMcp.Errors.request_cancelled/0.

  



  
    
      
    
    
      resource_not_found()



        
          
        

    

  


  

See ConduitMcp.Errors.resource_not_found/0.

  



  
    
      
    
    
      success_response(id, result)



        
          
        

    

  


  

Creates a success response.

  



  
    
      
    
    
      supported_versions()



        
          
        

    

  


  


  



  
    
      
    
    
      task_not_ready()



        
          
        

    

  


  

See ConduitMcp.Errors.task_not_ready/0.

  



  
    
      
    
    
      valid_notification?(message)



        
          
        

    

  


  

Validates if a message is a valid JSON-RPC 2.0 notification.

  



  
    
      
    
    
      valid_request?(message)



        
          
        

    

  


  

Validates if a message is a valid JSON-RPC 2.0 request.

  


        

      


  

    
ConduitMcp.Transport.SSE 
    



      
Server-Sent Events (SSE) transport layer for MCP.
Provides two endpoints:
	GET /sse - Server-Sent Events stream for server-to-client messages
	POST /message - HTTP endpoint for client-to-server messages

Options
	:server_module (required) - The MCP server module to route requests to
	:cors_origin - CORS allow-origin header (default: "*")
	:cors_methods - CORS allow-methods header (default: "GET, POST, OPTIONS")
	:cors_headers - CORS allow-headers header (default: "content-type, authorization")
	:auth - Authentication plug configuration (optional)
	:base_url - Public base URL advertised in the SSE endpoint event
(e.g. "https://mcp.example.com"). Defaults to deriving it from the
request's Host header (sanitized). Set this when running behind a proxy.
	:allowed_origins - list of allowed Origin header values. Unset means
no Origin validation (a startup warning is logged) — see
ConduitMcp.Plugs.OriginValidation.

Example
{Bandit,
 plug: {ConduitMcp.Transport.SSE,
        server_module: MyApp.MCPServer,
        cors_origin: "https://myapp.com"},
 port: 4001}
With Authentication
{Bandit,
 plug: {ConduitMcp.Transport.SSE,
        server_module: MyApp.MCPServer,
        auth: [
          strategy: :bearer_token,
          token: "my-secret-token"
        ]},
 port: 4001}

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.
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      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  


        

      


  

    
ConduitMcp.Transport.StreamableHTTP 
    



      
Streamable HTTP transport for MCP (recommended).
Provides a single POST endpoint for bidirectional communication.
This is the modern replacement for SSE transport.
Options
	:server_module (required) — the MCP server module to route requests to
	:server_name — advertised server name in the initialize response (falls
back to the module's __endpoint_config__/0 if defined)
	:server_version — advertised server version (same fallback behavior)
	:auth — authentication plug configuration. See ConduitMcp.Plugs.Auth.
	:rate_limit — HTTP-level rate limit configuration. See ConduitMcp.Plugs.RateLimit.
	:message_rate_limit — per-message rate limit configuration. See
ConduitMcp.Plugs.MessageRateLimit.
	:session — session-store configuration. Enables Mcp-Session-Id
handling. See ConduitMcp.Session. Add require_session: true to reject
non-initialize POSTs that omit the Mcp-Session-Id header (HTTP 400),
per the MCP specification's session requirements.
	:allowed_origins — list of allowed Origin header values (also accepts
"*" and regex). See ConduitMcp.Plugs.OriginValidation. Unset means no
Origin validation (a startup warning is logged): requests without an
Origin header always pass because non-browser MCP clients don't send
one, but browser-originated requests can then reach loopback servers via
DNS rebinding — set an allowlist for any server a browser could reach.
	:cors_origin — CORS allow-origin header (default: "*")
	:cors_methods — CORS allow-methods header (default: "GET, POST, OPTIONS")
	:cors_headers — CORS allow-headers header (default: "content-type, authorization")

When used via ConduitMcp.Endpoint, the :auth, :rate_limit, and
:message_rate_limit options are auto-extracted from the endpoint config
unless overridden here.
Example
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP,
        server_module: MyApp.MCPServer,
        cors_origin: "https://myapp.com",
        cors_methods: "POST, OPTIONS",
        cors_headers: "content-type"},
 port: 4001}
With Authentication
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP,
        server_module: MyApp.MCPServer,
        auth: [
          enabled: true,
          strategy: :bearer_token,
          token: "my-secret-token"
        ]},
 port: 4001}
Or with custom verification:
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP,
        server_module: MyApp.MCPServer,
        auth: [
          strategy: :function,
          verify: &MyApp.Auth.verify_token/1
        ]},
 port: 4001}

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.
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      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  


        

      


  

    
ConduitMcp.OAuth.KeyProvider behaviour
    



      
Behaviour for pluggable JWKS key providers.
Key providers fetch and optionally cache the public keys used to verify
JWT access tokens from OAuth authorization servers.
Built-in Providers
	ConduitMcp.OAuth.KeyProvider.JWKS — Fetches keys from a JWKS endpoint over HTTP with ETS caching
	ConduitMcp.OAuth.KeyProvider.Static — Uses statically configured keys (testing/development)

Custom Providers
Redis Example
defmodule MyApp.RedisKeyProvider do
  @behaviour ConduitMcp.OAuth.KeyProvider

  @impl true
  def fetch_keys(config) do
    case Redix.command(:redix, ["GET", "oauth:jwks"]) do
      {:ok, nil} ->
        # Cache miss — fetch from upstream and cache
        {:ok, keys} = fetch_from_upstream(config)
        Redix.command(:redix, ["SET", "oauth:jwks", JSON.encode!(keys), "EX", "3600"])
        {:ok, keys}

      {:ok, cached} ->
        {:ok, JSON.decode!(cached)}
    end
  end

  @impl true
  def fetch_key(kid, config) do
    {:ok, keys} = fetch_keys(config)
    case Enum.find(keys, &(&1["kid"] == kid)) do
      nil -> {:error, :not_found}
      key -> {:ok, key}
    end
  end
end
Configuration
auth: [
  strategy: :oauth,
  key_provider: {ConduitMcp.OAuth.KeyProvider.JWKS,
    jwks_uri: "https://auth.example.com/.well-known/jwks.json",
    cache_ttl: :timer.hours(1)}
]

      


      
        Summary


  
    Callbacks
  


    
      
        fetch_key(kid, config)

      


        Fetches a specific key by its Key ID (kid).



    


    
      
        fetch_keys(config)

      


        Fetches all available signing keys.
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      fetch_key(kid, config)



        
          
        

    

  


  

      

          @callback fetch_key(kid :: String.t(), config :: keyword()) ::
  {:ok, map()} | {:error, :not_found | term()}


      


Fetches a specific key by its Key ID (kid).

  



  
    
      
    
    
      fetch_keys(config)



        
          
        

    

  


  

      

          @callback fetch_keys(config :: keyword()) :: {:ok, [map()]} | {:error, term()}


      


Fetches all available signing keys.

  


        

      


  

    
ConduitMcp.OAuth.KeyProvider.JWKS 
    



      
JWKS key provider that fetches keys from an HTTP endpoint with ETS caching.
Fetches JSON Web Key Sets from the authorization server's JWKS URI,
caches them in ETS, and auto-refreshes on cache miss or expiration.
Configuration
auth: [
  strategy: :oauth,
  key_provider: {ConduitMcp.OAuth.KeyProvider.JWKS,
    jwks_uri: "https://auth.example.com/.well-known/jwks.json",
    cache_ttl: :timer.hours(1)}    # default: 1 hour
]
The jwks_uri must use https. For local development against a
plain-HTTP authorization server, set allow_insecure_jwks: true in the
provider config.
Fetches use conservative HTTP settings: redirects are not followed,
requests time out (5s connect / 10s receive), and responses are capped
at 1MB. If a refresh fails and previously fetched keys are still cached,
those stale keys are served (with a logged warning) so a transient
authorization-server outage does not hard-fail all authentication —
bounded by :stale_max_age (default 24 hours), after which the provider
fails closed so revoked keys cannot validate tokens indefinitely.
Security considerations
The jwks_uri must be trusted operator config — never client-derived.
Fetches are hardened against SSRF abuse (https-only unless
allow_insecure_jwks, redirects disabled, 1MB body cap), but the URI
itself is not range-checked: a jwks_uri pointing at a private or
link-local address — e.g. the cloud metadata endpoint
http(s)://169.254.169.254/... — is fetched, not rejected. Set
jwks_uri from a configuration source you control. If it must come from a
less-trusted source, restrict outbound egress at the network layer (the
library deliberately does not block private ranges, since for most
deployments the JWKS endpoint is an internal/private host).
Revocation lag during an outage. While the JWKS endpoint is
unreachable, cached keys keep validating tokens until :stale_max_age
(default 24h), then the provider fails closed. The trade-off: a key
revoked during an outage can still validate tokens for up to
:stale_max_age. Lower it if your threat model needs faster revocation;
raise it to tolerate longer authorization-server outages.
Requirements
Requires the req package. Use 0.6.1 or newer: earlier versions carry
advisories this provider can reach, including unbounded decompression driven
by the response's content-type (GHSA — Req < 0.6.1). The 1MB cap below is
applied to the decoded body, so it does not protect against a compression
bomb on its own.
{:req, "~> 0.6"}

      




  

    
ConduitMcp.OAuth.KeyProvider.Static 
    



      
Static key provider for testing and development.
Uses keys directly from configuration — no network calls.
Configuration
auth: [
  strategy: :oauth,
  key_provider: {ConduitMcp.OAuth.KeyProvider.Static,
    keys: [
      %{
        "kty" => "RSA",
        "kid" => "test-key-1",
        "n" => "...",
        "e" => "AQAB"
      }
    ]}
]
You can also pass a single JOSE-compatible key map:
key_provider: {ConduitMcp.OAuth.KeyProvider.Static,
  keys: [JOSE.JWK.to_map(my_jwk) |> elem(1)]}

      




  

    
ConduitMcp.OAuth.ResourceMetadata 
    



      
Generates OAuth 2.0 Protected Resource Metadata (RFC 9728) for MCP servers.
This metadata document tells OAuth clients how to discover the authorization
server and what scopes are available for this MCP resource server.
Endpoint
Served at GET /.well-known/oauth-protected-resource
Response Format
{
  "resource": "https://mcp.example.com",
  "authorization_servers": ["https://auth.example.com"],
  "scopes_supported": ["read", "write", "admin"],
  "bearer_methods_supported": ["header"]
}

      


      
        Summary


  
    Functions
  


    
      
        build(oauth_config)

      


        Builds the Protected Resource Metadata document from OAuth config.
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      build(oauth_config)



        
          
        

    

  


  

Builds the Protected Resource Metadata document from OAuth config.

  


        

      


  

    
ConduitMcp.Plugs.Auth 
    



      
Authentication plug for MCP servers.
Provides flexible authentication strategies for protecting MCP endpoints.
Supports bearer tokens, API keys, custom verification functions, and more.
Options
	:enabled - Enable/disable authentication (default: true)
	:strategy - Authentication strategy: :bearer_token, :api_key, :custom, or :function
	:verify - Verification function/MFA. Signature: (credential :: String.t()) -> {:ok, user} | {:error, reason}

	:token - Static token for :bearer_token strategy (simple auth)
	:api_key - Static API key for :api_key strategy
	:header - Header name for :api_key strategy (default: "x-api-key")
	:assign_as - Key to assign authenticated user in conn.assigns (default: :current_user)

Examples
Disabled (Development)
plug ConduitMcp.Plugs.Auth, enabled: false
Static Bearer Token
plug ConduitMcp.Plugs.Auth,
  strategy: :bearer_token,
  token: "my-secret-token"
Static API Key
plug ConduitMcp.Plugs.Auth,
  strategy: :api_key,
  api_key: "secret-key-123",
  header: "x-api-key"
Custom Function (Anonymous)
plug ConduitMcp.Plugs.Auth,
  strategy: :function,
  verify: fn token ->
    if MyApp.Auth.valid_token?(token) do
      {:ok, MyApp.Auth.get_user_by_token(token)}
    else
      {:error, "Invalid token"}
    end
  end
Custom Function (MFA)
plug ConduitMcp.Plugs.Auth,
  strategy: :function,
  verify: {MyApp.Auth, :verify_token, []}  # Will call MyApp.Auth.verify_token(token)
Database Token Lookup
plug ConduitMcp.Plugs.Auth,
  strategy: :function,
  verify: fn token ->
    case MyApp.Repo.get_by(ApiToken, token: token) do
      %ApiToken{user_id: user_id} ->
        user = MyApp.Repo.get!(User, user_id)
        {:ok, user}
      nil ->
        {:error, "Invalid token"}
    end
  end
JWT Verification
plug ConduitMcp.Plugs.Auth,
  strategy: :function,
  verify: fn token ->
    case MyApp.JWT.verify_and_validate(token) do
      {:ok, claims} ->
        user = MyApp.Accounts.get_user!(claims["sub"])
        {:ok, user}
      {:error, _reason} ->
        {:error, "Invalid JWT"}
    end
  end
OAuth2 Integration
plug ConduitMcp.Plugs.Auth,
  strategy: :function,
  verify: {MyApp.OAuth, :verify_token, []},
  assign_as: :oauth_user

      




  

    
ConduitMcp.Plugs.OAuth 
    



      
OAuth 2.1 authentication plug for MCP servers.
Validates JWT Bearer tokens against a configured authorization server.
Implements the MCP specification's OAuth 2.1 Resource Server requirements.
Features
	JWT signature verification via pluggable key providers
	Issuer and audience validation
	Token expiration checking
	Scope extraction and enforcement
	WWW-Authenticate headers per RFC 9728
	Protected Resource Metadata endpoint support

Configuration
# Basic OAuth with JWKS auto-discovery
{ConduitMcp.Transport.StreamableHTTP,
  server_module: MyServer,
  auth: [
    strategy: :oauth,
    issuer: "https://auth.example.com",
    audience: "https://mcp.example.com",
    scopes_supported: ["read", "write", "admin"],
    key_provider: {ConduitMcp.OAuth.KeyProvider.JWKS,
      jwks_uri: "https://auth.example.com/.well-known/jwks.json"}
  ]}

# Static keys for testing
{ConduitMcp.Transport.StreamableHTTP,
  server_module: MyServer,
  auth: [
    strategy: :oauth,
    issuer: "test-issuer",
    audience: "test-audience",
    key_provider: {ConduitMcp.OAuth.KeyProvider.Static,
      keys: [test_key_map]}
  ]}
Token Claims
After successful validation, the token claims are stored in conn.assigns[:oauth_claims]
and the scopes in conn.assigns[:oauth_scopes].

      


      
        Summary


  
    Functions
  


    
      
        forbidden(conn, opts, required_scopes)

      


        Sends a 403 Forbidden response with insufficient_scope error.
Used by the handler when a tool/resource requires a scope the token doesn't have.



    


    
      
        has_scope?(conn, required_scope)

      


        Checks if the authenticated request has the required scope.
Returns true if the scope is present, false otherwise.



    


    
      
        has_scopes?(conn, required_scopes)

      


        Checks if the authenticated request has all required scopes.
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      forbidden(conn, opts, required_scopes)



        
          
        

    

  


  

Sends a 403 Forbidden response with insufficient_scope error.
Used by the handler when a tool/resource requires a scope the token doesn't have.

  



  
    
      
    
    
      has_scope?(conn, required_scope)



        
          
        

    

  


  

Checks if the authenticated request has the required scope.
Returns true if the scope is present, false otherwise.

  



  
    
      
    
    
      has_scopes?(conn, required_scopes)



        
          
        

    

  


  

Checks if the authenticated request has all required scopes.

  


        

      


  

    
ConduitMcp.Plugs.MessageRateLimit 
    



      
Message-level rate limiting plug for MCP servers.
While the HTTP-level rate limit (ConduitMcp.Plugs.RateLimit) limits raw HTTP
connections, this plug limits the number of MCP message interactions (tool
calls, resource reads, prompt gets) a client can make per time window.
Think of it as: HTTP rate limit = "how fast can you knock on the door",
message rate limit = "how many questions can you ask once inside."
This plug is completely optional. If you don't need message-level rate
limiting, simply omit the :message_rate_limit option from your transport
config — no additional dependencies are required.
Dependencies
Message rate limiting requires the hammer
package. Add it to your mix.exs only if you intend to use this plug:
{:hammer, "~> 7.2"}
How it works
	Only POST requests are counted (GET/OPTIONS pass through)
	JSON-RPC notifications (requests without an id field) are not counted
	Specific methods can be excluded (e.g., "initialize", "ping")
	Keys are prefixed with "msg:" to prevent Hammer counter collision when
both HTTP and message rate limiters share the same backend
	Authenticated users are tracked by user ID; anonymous users by IP

Options
	:backend - Required when enabled. A module that implements hit/3
(e.g., a module defined with use Hammer, backend: :ets). You must supervise
this module in your own application supervision tree.
	:enabled - Enable/disable message rate limiting (default: true)
	:scale - Time window in milliseconds (default: 300_000 / 5 minutes)
	:limit - Maximum messages per window (default: 50)
	:key_func - Function to derive the rate limit key from the connection
(default: user-aware with "msg:" prefix). Signature: (Plug.Conn.t()) -> String.t()
	:excluded_methods - List of MCP method names to skip rate limiting for
(default: []). Example: ["initialize", "ping"]

Setup
1. Define your Hammer module
defmodule MyApp.RateLimiter do
  use Hammer, backend: :ets
end
2. Add to your supervision tree
children = [
  {MyApp.RateLimiter, [clean_period: :timer.minutes(1)]}
]
3. Pass as :message_rate_limit in transport config
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP,
        server_module: MyApp.MCPServer,
        rate_limit: [
          backend: MyApp.RateLimiter,
          scale: :timer.seconds(60),
          limit: 100
        ],
        message_rate_limit: [
          backend: MyApp.RateLimiter,
          scale: :timer.minutes(5),
          limit: 50
        ]},
 port: 4001}
Per-user rate limiting
The default key function already supports per-user rate limiting when the
ConduitMcp.Plugs.Auth plug is in the pipeline. If conn.assigns[:current_user]
is set, it will be used as the key. Otherwise, the client IP is used.
You can also provide a custom key function:
message_rate_limit: [
  backend: MyApp.RateLimiter,
  limit: 50,
  key_func: fn conn ->
    "msg:custom:" <> get_custom_key(conn)
  end
]
Without message rate limiting
Simply omit the :message_rate_limit option from your transport config.

      




  

    
ConduitMcp.Plugs.RateLimit 
    



      
Rate limiting plug for MCP servers.
This plug is completely optional. If you don't need rate limiting, simply
omit the :rate_limit option from your transport config — no additional
dependencies are required.
Dependencies
Rate limiting requires the hammer package.
Add it to your mix.exs only if you intend to use this plug:
{:hammer, "~> 7.2"}
How it works
You define your own Hammer module, supervise it in your application, and pass
it as the :backend option. This gives you full control over the backend
(:ets, :atomic), algorithm (:fix_window, :leaky_bucket, etc.), and
supervision strategy.
Options
	:backend - Required when enabled. A module that implements hit/3
(e.g., a module defined with use Hammer, backend: :ets). You must supervise
this module in your own application supervision tree.
	:enabled - Enable/disable rate limiting (default: true)
	:scale - Time window in milliseconds (default: 60_000)
	:limit - Maximum requests per window (default: 60)
	:key_func - Function to derive the rate limit key from the connection
(default: IP-based). Signature: (Plug.Conn.t()) -> String.t()

Setup
1. Define your Hammer module
defmodule MyApp.RateLimiter do
  use Hammer, backend: :ets
end
2. Add to your supervision tree
children = [
  {MyApp.RateLimiter, [clean_period: :timer.minutes(1)]}
]
3. Pass as :backend in transport config
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP,
        server_module: MyApp.MCPServer,
        rate_limit: [
          backend: MyApp.RateLimiter,
          scale: :timer.seconds(60),
          limit: 100
        ]},
 port: 4001}
Per-user rate limiting
rate_limit: [
  backend: MyApp.RateLimiter,
  limit: 100,
  key_func: fn conn ->
    case conn.assigns[:current_user] do
      %{id: id} -> "user:#{id}"
      _ -> conn.remote_ip |> :inet.ntoa() |> to_string()
    end
  end
]
Without rate limiting
Simply omit the :rate_limit option from your transport config. The hammer
dependency is not required and won't be compiled.

      




  

    
ConduitMcp.Plugs.OriginValidation 
    



      
Plug that validates the Origin request header against an allowlist.
Reads the allowlist from conn.private[:allowed_origins]. Behavior:
	nil or "*" — no restriction, all origins allowed
	A list of strings — only those origins are allowed
	OPTIONS requests always pass (CORS preflight)
	Requests without an Origin header pass (browser-less clients don't send it)
	Disallowed origins receive a 403 JSON error response

Why missing Origin passes
Native MCP clients (Claude Desktop, IDEs, CLIs) are not browsers and do not
send an Origin header. The attack this plug defends against — DNS
rebinding — requires a browser, and browsers always attach Origin to
cross-origin requests. Rejecting header-less requests would therefore break
every legitimate non-browser client without adding protection.
The MCP specification recommends Origin validation for any server a browser
could reach (especially servers bound to loopback on developer machines).
Transports log a startup warning when :allowed_origins is unset; pass
allowed_origins: "*" to acknowledge and silence it.

      




  

    
ConduitMcp.Plugs.SecurityHeaders 
    



      
Plug that adds standard security response headers to all responses.
Sets the following headers:
	X-Content-Type-Options: nosniff — prevents MIME-type sniffing
	X-Frame-Options: DENY — prevents clickjacking via iframes
	Cache-Control: no-store — prevents caching of API responses

Strict-Transport-Security is intentionally omitted because this library
may run behind a reverse proxy that handles TLS. Add it in your own plug
pipeline if needed.

      




  

    
ConduitMcp.Session 
    



      
Session management facade for MCP protocol sessions.
MCP sessions track the negotiated protocol version and client state
across requests. The session store is pluggable via the ConduitMcp.Session.Store
behaviour.
Configuration
Session configuration is passed through the transport options:
{ConduitMcp.Transport.StreamableHTTP,
  server_module: MyServer,
  session: [
    store: ConduitMcp.Session.EtsStore,  # default
    ttl: :timer.minutes(30)              # default
  ]}
Set session: false to disable session management entirely.

      


      
        Summary


  
    Functions
  


    
      
        create(session_id, metadata, store \\ ConduitMcp.Session.EtsStore)

      


        Creates a new session.



    


    
      
        delete(session_id, store \\ ConduitMcp.Session.EtsStore)

      


        Deletes a session.



    


    
      
        generate_id()

      


        Generates a unique session ID.



    


    
      
        get(session_id, store \\ ConduitMcp.Session.EtsStore)

      


        Retrieves a session by ID.



    


    
      
        update(session_id, metadata, store \\ ConduitMcp.Session.EtsStore)

      


        Updates session metadata.
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      create(session_id, metadata, store \\ ConduitMcp.Session.EtsStore)



        
          
        

    

  


  

Creates a new session.

  



    

  
    
      
    
    
      delete(session_id, store \\ ConduitMcp.Session.EtsStore)



        
          
        

    

  


  

Deletes a session.

  



  
    
      
    
    
      generate_id()



        
          
        

    

  


  

Generates a unique session ID.

  



    

  
    
      
    
    
      get(session_id, store \\ ConduitMcp.Session.EtsStore)



        
          
        

    

  


  

Retrieves a session by ID.

  



    

  
    
      
    
    
      update(session_id, metadata, store \\ ConduitMcp.Session.EtsStore)



        
          
        

    

  


  

Updates session metadata.

  


        

      


  

    
ConduitMcp.Session.EtsStore 
    



      
Default in-memory session store backed by a public, named ETS table.
Sessions are keyed by session_id (a random URL-safe base64 string
generated by ConduitMcp.Session.generate_id/0 on first initialize)
and store an arbitrary metadata map plus "created_at" (millisecond
Unix timestamp). The table is lazily created on first use via
ensure_table/0 so the store works without explicit application
start-up wiring.
Concurrency
The table is :public, :set, read_concurrency: true. Reads do not
block writes; writers serialize per key. Suitable for production
single-node workloads. For multi-node deployments, implement a
ConduitMcp.Session.Store against your distributed backend — see
guides/multi_node_sessions.md.
TTL & cleanup
This store does not evict sessions on its own. cleanup/1 is
provided so a janitor can prune expired rows; without it, the table
grows unbounded as initialize requests accumulate. Wire
ConduitMcp.Session.Janitor into your supervision tree:
children = [
  {ConduitMcp.Session.Janitor,
   store: ConduitMcp.Session.EtsStore,
   ttl: :timer.minutes(30),
   interval: :timer.minutes(1)}
]
Configuration
Reference the store from a transport's :session option:
{ConduitMcp.Transport.StreamableHTTP,
 server_module: MyServer,
 session: [store: ConduitMcp.Session.EtsStore, ttl: :timer.minutes(60)]}
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        cleanup(ttl_ms)

      


        Removes sessions older than ttl_ms milliseconds.



    


    
      
        ensure_table()

      


        Ensures the ETS table exists. Called automatically on first use.
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Removes sessions older than ttl_ms milliseconds.

  



  
    
      
    
    
      ensure_table()



        
          
        

    

  


  

Ensures the ETS table exists. Called automatically on first use.

  


        

      


  

    
ConduitMcp.Session.Janitor 
    



      
Periodically prunes expired sessions from a ConduitMcp.Session.Store.
ETS-backed stores accumulate session entries indefinitely without an
explicit eviction loop. Without a janitor, every successful initialize
request adds a row to the session table that lives until the BEAM restarts;
for a public-facing MCP server this is an unbounded memory growth surface.
Stores backed by systems with native TTL (Redis with EX, Mnesia with TTL
indices, etc.) do not need this janitor.
Usage
Add the janitor to your application supervision tree:
children = [
  {ConduitMcp.Session.Janitor,
   store: ConduitMcp.Session.EtsStore,
   ttl: :timer.minutes(30),
   interval: :timer.minutes(1)},
  # ...
]
Options
	:store (required) — module implementing ConduitMcp.Session.Store
that defines a cleanup/1 callback.
	:ttl — maximum session age in milliseconds (default: 30 minutes).
Sessions whose created_at exceeds this age are evicted.
	:interval — interval between cleanup runs in milliseconds
(default: 1 minute).
	:name — registered process name (default: module name).

Emits [:conduit_mcp, :session, :cleanup] telemetry on each run with
metadata %{store: store, removed: count}.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  


  


        

      


  

    
ConduitMcp.Session.Store behaviour
    



      
Behaviour for pluggable session storage backends.
ConduitMCP uses sessions to track MCP protocol state per client connection.
The default implementation uses ETS (ConduitMcp.Session.EtsStore), but you
can implement this behaviour for any storage backend.
Implementing a Custom Store
Redis Example
defmodule MyApp.RedisSessionStore do
  @behaviour ConduitMcp.Session.Store

  @impl true
  def create(session_id, metadata) do
    data = JSON.encode!(metadata)
    Redix.command(:redix, ["SET", key(session_id), data, "EX", "3600"])
    :ok
  end

  @impl true
  def get(session_id) do
    case Redix.command(:redix, ["GET", key(session_id)]) do
      {:ok, nil} -> {:error, :not_found}
      {:ok, data} -> {:ok, JSON.decode!(data)}
    end
  end

  @impl true
  def delete(session_id) do
    Redix.command(:redix, ["DEL", key(session_id)])
    :ok
  end

  @impl true
  def update(session_id, metadata) do
    case get(session_id) do
      {:ok, existing} ->
        create(session_id, Map.merge(existing, metadata))
      {:error, :not_found} ->
        {:error, :not_found}
    end
  end

  defp key(session_id), do: "mcp:session:#{session_id}"
end
Mnesia Example (Distributed Erlang)
defmodule MyApp.MnesiaSessionStore do
  @behaviour ConduitMcp.Session.Store
  # Uses Mnesia for distributed session replication across nodes
  # Ideal for clustered deployments
end
Configuration
# Default (ETS, zero config)
{ConduitMcp.Transport.StreamableHTTP,
  server_module: MyServer,
  session: [store: ConduitMcp.Session.EtsStore]}

# Custom store with TTL
{ConduitMcp.Transport.StreamableHTTP,
  server_module: MyServer,
  session: [store: MyApp.RedisSessionStore, ttl: :timer.minutes(60)]}

# Disable sessions entirely
{ConduitMcp.Transport.StreamableHTTP,
  server_module: MyServer,
  session: false}

      


      
        Summary


  
    Callbacks
  


    
      
        cleanup(ttl_ms)

      


        Removes sessions older than ttl_ms milliseconds.



    


    
      
        create(session_id, metadata)

      


        Creates a new session with the given ID and metadata.



    


    
      
        delete(session_id)

      


        Deletes a session by ID.



    


    
      
        get(session_id)

      


        Retrieves session metadata by ID.



    


    
      
        update(session_id, metadata)

      


        Updates an existing session's metadata (merges new metadata into existing).



    





      


      
        Callbacks


        


  
    
      
    
    
      cleanup(ttl_ms)


        (optional)


        
          
        

    

  


  

      

          @callback cleanup(ttl_ms :: non_neg_integer()) :: non_neg_integer() | :ok


      


Removes sessions older than ttl_ms milliseconds.
Optional. Stores that implement this callback can be used with
ConduitMcp.Session.Janitor for periodic background cleanup. Stores
backed by systems with native TTL (e.g., Redis with EX) typically
do not need this and may omit the callback.
Should return the number of sessions removed, or :ok.

  



  
    
      
    
    
      create(session_id, metadata)



        
          
        

    

  


  

      

          @callback create(session_id :: String.t(), metadata :: map()) :: :ok | {:error, term()}


      


Creates a new session with the given ID and metadata.

  



  
    
      
    
    
      delete(session_id)



        
          
        

    

  


  

      

          @callback delete(session_id :: String.t()) :: :ok


      


Deletes a session by ID.

  



  
    
      
    
    
      get(session_id)



        
          
        

    

  


  

      

          @callback get(session_id :: String.t()) :: {:ok, map()} | {:error, :not_found}


      


Retrieves session metadata by ID.

  



  
    
      
    
    
      update(session_id, metadata)



        
          
        

    

  


  

      

          @callback update(session_id :: String.t(), metadata :: map()) ::
  :ok | {:error, :not_found}


      


Updates an existing session's metadata (merges new metadata into existing).

  


        

      


  

    
ConduitMcp.Tasks 
    



      
Task management for long-running MCP operations (experimental).
Tasks provide a durable state machine for operations that may take time to
complete. Clients can poll for status, cancel in-flight operations, and
receive results asynchronously.
Task Lifecycle
working → completed
working → failed
working → cancelled
working → input_required → working (after elicitation)
Storage
Storage is delegated to a pluggable store module implementing
ConduitMcp.Tasks.Store. The default store is
ConduitMcp.Tasks.EtsStore (in-memory, single-node). For durable,
multi-node deployments — or to back tasks with a job queue like Oban —
implement the behaviour and configure it as the application's task store:
config :conduit_mcp, :tasks_store, MyApp.MyTasksStore
The standard tasks/get, tasks/cancel, tasks/result, and
tasks/list JSON-RPC routes dispatch through this module, so swapping
the store requires no handler changes. See
examples/oban_tasks_server/ for an Oban + SQLite implementation and
examples/oban_task_store.ex for a Postgres-flavored reference.
Configuration
Enable tasks in your transport config:
{ConduitMcp.Transport.StreamableHTTP,
  server_module: MyServer,
  tasks: [enabled: true]}

      


      
        Summary


  
    Types
  


    
      
        status()

      


    


    
      
        task_id()

      


    





  
    Functions
  


    
      
        cancel(task_id)

      


        Cancels a task. Dispatches to the configured store's cancel/1 callback;
falls back to update(task_id, %{"status" => "cancelled"}) for stores
that don't implement it.



    


    
      
        cancel(task_id, owner)

      


        Cancels a task, scoped to owner.



    


    
      
        cleanup(ttl_ms)

      


        Prunes terminal-state tasks older than ttl_ms. Dispatches to the
configured store's cleanup/1 callback; returns 0 for stores that
don't implement it (e.g., stores backed by native TTL like Redis).



    


    
      
        create(task_id, metadata \\ %{}, owner \\ nil)

      


        Creates a new task. See ConduitMcp.Tasks.Store.



    


    
      
        delete(task_id)

      


        Deletes a task by ID. See ConduitMcp.Tasks.Store.



    


    
      
        generate_id()

      


        Generates a unique task ID.



    


    
      
        get(task_id)

      


        Gets a task by ID. See ConduitMcp.Tasks.Store.



    


    
      
        get(task_id, owner)

      


        Gets a task by ID, scoped to owner.



    


    
      
        list(opts \\ [])

      


        Lists tasks, optionally filtered by :status. See ConduitMcp.Tasks.Store.



    


    
      
        list(opts, owner)

      


        Lists tasks scoped to owner, optionally filtered by :status.



    


    
      
        owner(conn)

      


        Extracts the owner principal from a Plug.Conn (or conn-like map).



    


    
      
        store()

      


        Returns the configured task store module. Reads from
Application.get_env(:conduit_mcp, :tasks_store), defaulting to
ConduitMcp.Tasks.EtsStore.



    


    
      
        update(task_id, updates)

      


        Updates a task's status and/or metadata. See ConduitMcp.Tasks.Store.



    


    
      
        valid_statuses()

      


        Returns the list of valid task statuses.



    


    
      
        valid_transition?(from, to)

      


        Validates that a status transition is allowed.



    





      


      
        Types


        


  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() :: :working | :input_required | :completed | :failed | :cancelled


      



  



  
    
      
    
    
      task_id()



        
          
        

    

  


  

      

          @type task_id() :: String.t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      cancel(task_id)



        
          
        

    

  


  

Cancels a task. Dispatches to the configured store's cancel/1 callback;
falls back to update(task_id, %{"status" => "cancelled"}) for stores
that don't implement it.

  



  
    
      
    
    
      cancel(task_id, owner)



        
          
        

    

  


  

Cancels a task, scoped to owner.
Returns {:error, :not_found} (without cancelling) when the task is owned by
a different principal. See get/2 for the scoping rules.

  



  
    
      
    
    
      cleanup(ttl_ms)



        
          
        

    

  


  

Prunes terminal-state tasks older than ttl_ms. Dispatches to the
configured store's cleanup/1 callback; returns 0 for stores that
don't implement it (e.g., stores backed by native TTL like Redis).

  



    

    

  
    
      
    
    
      create(task_id, metadata \\ %{}, owner \\ nil)



        
          
        

    

  


  

Creates a new task. See ConduitMcp.Tasks.Store.
Pass owner (typically owner(conn)) to stamp the task with a principal so
it can be owner-scoped via get/2, cancel/2, and list/2. When owner is
nil (the default) the task is left unowned and readable by anyone, which
preserves back-compatibility for apps that don't use scoping.
The owner is stored under the top-level "owner" key of the task metadata —
see the "Owner scoping" section of ConduitMcp.Tasks.Store.

  



  
    
      
    
    
      delete(task_id)



        
          
        

    

  


  

Deletes a task by ID. See ConduitMcp.Tasks.Store.

  



  
    
      
    
    
      generate_id()



        
          
        

    

  


  

Generates a unique task ID.

  



  
    
      
    
    
      get(task_id)



        
          
        

    

  


  

Gets a task by ID. See ConduitMcp.Tasks.Store.

  



  
    
      
    
    
      get(task_id, owner)



        
          
        

    

  


  

Gets a task by ID, scoped to owner.
Returns {:error, :not_found} when the task is owned by a different
principal, so a task's existence is never leaked to a non-owner. A nil
owner (no principal) or an unowned task is always accessible — see the
"Owner scoping" section of ConduitMcp.Tasks.Store.

  



    

  
    
      
    
    
      list(opts \\ [])



        
          
        

    

  


  

Lists tasks, optionally filtered by :status. See ConduitMcp.Tasks.Store.

  



  
    
      
    
    
      list(opts, owner)



        
          
        

    

  


  

Lists tasks scoped to owner, optionally filtered by :status.
Returns only tasks the caller may see: their own (matching "owner") plus
any unowned tasks. A nil owner (no principal) returns everything, matching
list/1. See get/2 for the scoping rules.

  



  
    
      
    
    
      owner(conn)



        
          
        

    

  


  

Extracts the owner principal from a Plug.Conn (or conn-like map).
Applies the configured :task_owner_fun
(config :conduit_mcp, :task_owner_fun), which defaults to
conn.assigns[:current_user]. Returns nil for nil/non-conn input or when
no principal is present — nil means "no scoping" throughout this module.
Return a stable scalar
Ownership is checked by exact match (==), so the extractor should
return a stable, comparable identity — typically the user's sub/id
scalar, not the whole current_user struct. A struct carrying any
per-request volatile field would fail to match its own tasks on a later
request, and an extractor that maps distinct users to equal terms would
leak tasks between them. The default works when current_user is itself a
stable id; map it to one otherwise, e.g.
task_owner_fun: &(&1.assigns[:current_user] && &1.assigns.current_user.id).

  



  
    
      
    
    
      store()



        
          
        

    

  


  

Returns the configured task store module. Reads from
Application.get_env(:conduit_mcp, :tasks_store), defaulting to
ConduitMcp.Tasks.EtsStore.

  



  
    
      
    
    
      update(task_id, updates)



        
          
        

    

  


  

Updates a task's status and/or metadata. See ConduitMcp.Tasks.Store.

  



  
    
      
    
    
      valid_statuses()



        
          
        

    

  


  

Returns the list of valid task statuses.

  



  
    
      
    
    
      valid_transition?(from, to)



        
          
        

    

  


  

Validates that a status transition is allowed.

  


        

      


  

    
ConduitMcp.Tasks.EtsStore 
    



      
ETS-backed task store. Default implementation of ConduitMcp.Tasks.Store.
All state lives in the named ETS table :conduit_mcp_tasks. The table
is owned by a long-lived Agent (ConduitMcp.Tasks.EtsStore.Owner) started
from ConduitMcp.Application so the table outlives short-lived request
processes — without this, a Bandit request handler that creates the
table dies with it, and the next request sees an empty table. The
table is :public so any process can read and write; concurrency is
safe because each task id is the row key and rows are written
atomically.
This store is in-memory only. Terminal-state rows accumulate until the
BEAM restarts; pair it with ConduitMcp.Tasks.Janitor to evict them on
an interval.

      


      
        Summary


  
    Functions
  


    
      
        cancel(task_id)

      


        Cancels a task by setting status to "cancelled".



    


    
      
        cleanup(ttl_ms)

      


        Removes terminal-state tasks (completed, failed, cancelled) older
than ttl_ms. Tasks in working or input_required are never evicted.
Returns the number of rows removed.



    


    
      
        create(task_id, metadata \\ %{})

      


        Creates a new task with the given id and metadata. Returns the stored task,
or {:error, :task_limit_reached} when the configured row cap is hit.



    


    
      
        delete(task_id)

      


        Deletes a task. Returns :ok whether or not it existed.



    


    
      
        get(task_id)

      


        Fetches a task by id.



    


    
      
        list(opts \\ [])

      


        Lists all tasks, optionally filtered by :status.



    


    
      
        update(task_id, updates)

      


        Merges updates into the existing task. Returns the new task or
{:error, :not_found}.



    





      


      
        Functions


        


  
    
      
    
    
      cancel(task_id)



        
          
        

    

  


  

Cancels a task by setting status to "cancelled".

  



  
    
      
    
    
      cleanup(ttl_ms)



        
          
        

    

  


  

Removes terminal-state tasks (completed, failed, cancelled) older
than ttl_ms. Tasks in working or input_required are never evicted.
Returns the number of rows removed.

  



    

  
    
      
    
    
      create(task_id, metadata \\ %{})



        
          
        

    

  


  

Creates a new task with the given id and metadata. Returns the stored task,
or {:error, :task_limit_reached} when the configured row cap is hit.
The cap defaults to 10000 rows and is configurable via
config :conduit_mcp, :tasks_max_rows. Terminal-state rows are reclaimed
by ConduitMcp.Tasks.Janitor; working/input_required rows are not, so
the cap is the backstop against unbounded growth.

  



  
    
      
    
    
      delete(task_id)



        
          
        

    

  


  

Deletes a task. Returns :ok whether or not it existed.

  



  
    
      
    
    
      get(task_id)



        
          
        

    

  


  

Fetches a task by id.

  



    

  
    
      
    
    
      list(opts \\ [])



        
          
        

    

  


  

Lists all tasks, optionally filtered by :status.

  



  
    
      
    
    
      update(task_id, updates)



        
          
        

    

  


  

Merges updates into the existing task. Returns the new task or
{:error, :not_found}.

  


        

      


  

    
ConduitMcp.Tasks.Janitor 
    



      
Periodically prunes terminal-state tasks from ConduitMcp.Tasks.
ConduitMcp.Tasks stores task state in a named ETS table (:conduit_mcp_tasks)
that has no eviction loop of its own — tasks that reach completed, failed,
or cancelled linger in memory until the BEAM restarts. The janitor wakes on
an interval and calls ConduitMcp.Tasks.cleanup/1 to drop terminal-state
entries older than the configured TTL.
Tasks still in working or input_required are never evicted by the janitor
regardless of age — long-running tasks remain available.
Usage
children = [
  {ConduitMcp.Tasks.Janitor,
   ttl: :timer.hours(1),
   interval: :timer.minutes(5)}
]
Options
	:ttl — maximum age in milliseconds for terminal-state tasks
(default: 1 hour).
	:interval — interval between cleanup runs in milliseconds
(default: 5 minutes).
	:name — registered process name (default: module name).

Emits [:conduit_mcp, :tasks, :cleanup] telemetry on each run with
measurements %{removed: count}.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts \\ [])

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  


  


        

      


  

    
ConduitMcp.Tasks.Store behaviour
    



      
Behaviour for pluggable task storage backends.
ConduitMCP uses tasks to model long-running MCP operations (the
tasks/* JSON-RPC routes in the 2025-11-25 spec). The default
implementation, ConduitMcp.Tasks.EtsStore, keeps tasks in-memory and
is ideal for single-node, ephemeral workloads. To survive restarts,
distribute across nodes, or back tasks with a job queue, implement
this behaviour and configure it as the application's task store:
config :conduit_mcp, :tasks_store, MyApp.MyTasksStore
The standard tasks/get, tasks/cancel, tasks/result, and
tasks/list handler routes dispatch through ConduitMcp.Tasks, which
forwards every storage call to the configured store. No handler
changes are required.
Implementing a Custom Store
A custom store must persist whatever map shape the worker writes (the
framework adds "task_id", "status", and "created_at" on create/2
and never reads other keys itself, so any extra fields are preserved
verbatim).
Example: Postgres-backed Store
defmodule MyApp.PostgresTaskStore do
  @behaviour ConduitMcp.Tasks.Store

  alias MyApp.{Repo, McpTask}

  @impl true
  def create(task_id, metadata) do
    task = Map.merge(metadata, %{"task_id" => task_id, "status" => "working",
                                 "created_at" => System.system_time(:millisecond)})
    %McpTask{}
    |> McpTask.changeset(task)
    |> Repo.insert()
    |> case do
      {:ok, row} -> {:ok, McpTask.to_map(row)}
      err        -> err
    end
  end

  @impl true
  def get(task_id) do
    case Repo.get(McpTask, task_id) do
      nil -> {:error, :not_found}
      row -> {:ok, McpTask.to_map(row)}
    end
  end

  # ...update/2, cancel/1, delete/1, list/1, cleanup/1
end
See examples/oban_tasks_server/ for an Oban + SQLite implementation
and examples/oban_task_store.ex for a Postgres-flavored reference.
Owner scoping (BOLA/IDOR protection)
The tasks/* routes key purely on the client-supplied taskId. To stop one
principal from reading or cancelling another's task, ConduitMcp.Tasks
applies owner scoping in the facade — the store behaviour itself stays
unchanged. When a task is created with an owner
(ConduitMcp.Tasks.create/3, typically create(id, meta, owner(conn))), the
facade compares the caller's principal against the task's owner on every
get/2, cancel/2, and list/2, returning {:error, :not_found} on a
mismatch so existence isn't leaked.
For this to work, a store must round-trip the owner at the top-level
"owner" key of the map returned by get/1 and list/1 — the same place
create/2 received it in metadata. The default EtsStore does this for
free because it persists the metadata map verbatim. A store that shreds
metadata into columns (or a nested JSON blob) must promote "owner" back to
the top level in its to_map/read path, e.g. add an owner column and
surface it as "owner".
Scoping is fully opt-in and back-compatible: a nil caller principal
(unauthenticated, or the 2-arg ConduitMcp.Handler.handle_request/2 path) and
an unowned task ("owner" absent/nil) are always accessible. Scoping only
ever denies when the caller has a principal and the task is stamped with a
different one. Apps that never stamp an owner see no behaviour change.
Configuration
# Default — in-memory ETS, zero config
# (equivalent to omitting the key)
config :conduit_mcp, :tasks_store, ConduitMcp.Tasks.EtsStore

# Custom store
config :conduit_mcp, :tasks_store, MyApp.MyTasksStore

      


      
        Summary


  
    Types
  


    
      
        task()

      


        Task state. Worker code is responsible for keeping it consistent with the spec lifecycle.



    


    
      
        task_id()

      


        Opaque task identifier (typically Base.url_encode64/1 of 16 random bytes).



    





  
    Callbacks
  


    
      
        cancel(task_id)

      


        Cancels a task.



    


    
      
        cleanup(ttl_ms)

      


        Removes terminal-state tasks (completed, failed, cancelled) older
than ttl_ms. Tasks still in working or input_required should
never be evicted.



    


    
      
        create(task_id, metadata)

      


        Creates a new task with the given id and initial metadata.



    


    
      
        delete(task_id)

      


        Deletes a task. Returns :ok whether or not the row existed.



    


    
      
        get(task_id)

      


        Fetches a task by id.



    


    
      
        list(opts)

      


        Lists tasks, optionally filtered by :status.



    


    
      
        update(task_id, updates)

      


        Merges updates into the existing task and returns the new task. The
store may also use this hook to emit side effects (e.g., publish a
pub/sub event when a status flips to a terminal state).



    





      


      
        Types


        


  
    
      
    
    
      task()



        
          
        

    

  


  

      

          @type task() :: map()


      


Task state. Worker code is responsible for keeping it consistent with the spec lifecycle.

  



  
    
      
    
    
      task_id()



        
          
        

    

  


  

      

          @type task_id() :: String.t()


      


Opaque task identifier (typically Base.url_encode64/1 of 16 random bytes).

  


        

      

      
        Callbacks


        


  
    
      
    
    
      cancel(task_id)


        (optional)


        
          
        

    

  


  

      

          @callback cancel(task_id()) :: {:ok, task()} | {:error, :not_found}


      


Cancels a task.
Defaults to update(task_id, %{"status" => "cancelled"}) via the facade
when not implemented. Stores backed by a job queue should override this
to also cancel the underlying job (e.g., Oban.cancel_job/1).

  



  
    
      
    
    
      cleanup(ttl_ms)


        (optional)


        
          
        

    

  


  

      

          @callback cleanup(ttl_ms :: non_neg_integer()) :: non_neg_integer() | :ok


      


Removes terminal-state tasks (completed, failed, cancelled) older
than ttl_ms. Tasks still in working or input_required should
never be evicted.
Optional. Stores implementing this callback can be paired with
ConduitMcp.Tasks.Janitor for periodic background eviction. Stores
backed by systems with native TTL (e.g., Redis with EX, or an Oban
pruner) can omit it.
Returns the number of tasks removed, or :ok.

  



  
    
      
    
    
      create(task_id, metadata)



        
          
        

    

  


  

      

          @callback create(task_id(), metadata :: map()) :: {:ok, task()} | {:error, term()}


      


Creates a new task with the given id and initial metadata.
The store is responsible for setting "task_id", "status" => "working",
and "created_at" on the stored row (the default EtsStore does this; a
custom store should mirror that behaviour so the rest of the framework can
rely on those fields).

  



  
    
      
    
    
      delete(task_id)



        
          
        

    

  


  

      

          @callback delete(task_id()) :: :ok


      


Deletes a task. Returns :ok whether or not the row existed.

  



  
    
      
    
    
      get(task_id)



        
          
        

    

  


  

      

          @callback get(task_id()) :: {:ok, task()} | {:error, :not_found}


      


Fetches a task by id.

  



  
    
      
    
    
      list(opts)



        
          
        

    

  


  

      

          @callback list(opts :: keyword()) :: [task()]


      


Lists tasks, optionally filtered by :status.

  



  
    
      
    
    
      update(task_id, updates)



        
          
        

    

  


  

      

          @callback update(task_id(), updates :: map()) :: {:ok, task()} | {:error, :not_found}


      


Merges updates into the existing task and returns the new task. The
store may also use this hook to emit side effects (e.g., publish a
pub/sub event when a status flips to a terminal state).

  


        

      


  

    
ConduitMcp.Client 
    



      
Server-to-client request helpers for bidirectional MCP communication.
These functions allow MCP servers to send requests back to clients for:
	Sampling — request LLM inference from the client
	Elicitation — request user input via forms or URLs
	Roots — query client filesystem boundaries

Important
Server-to-client requests require a bidirectional transport (SSE streaming or
equivalent). The client must declare the corresponding capability during initialization.
These are building blocks for advanced MCP features. They construct the
JSON-RPC request messages that need to be sent to the client via the active
transport connection.

      


      
        Summary


  
    Functions
  


    
      
        create_message_request(messages, opts \\ [])

      


        Builds a sampling/createMessage request to send to the client.



    


    
      
        elicit_request(message, schema)

      


        Builds an elicitation/create request (form mode) to send to the client.



    


    
      
        list_roots_request()

      


        Builds a roots/list request to send to the client.



    


    
      
        log_notification(level, data, opts \\ [])

      


        Builds a log message notification to send to the client.



    


    
      
        progress_notification(progress_token, progress, opts \\ [])

      


        Builds a progress notification to send to the client.



    


    
      
        prompt_list_changed_notification()

      


        Builds a prompt list changed notification.



    


    
      
        resource_list_changed_notification()

      


        Builds a resource list changed notification.



    


    
      
        resource_updated_notification(uri)

      


        Builds a resource updated notification to send to the client.



    


    
      
        tool_list_changed_notification()

      


        Builds a tool list changed notification.



    





      


      
        Functions


        


    

  
    
      
    
    
      create_message_request(messages, opts \\ [])



        
          
        

    

  


  

Builds a sampling/createMessage request to send to the client.
The client will use its LLM to generate a response based on the provided messages.
Options
	:model_preferences - Model selection preferences
	:system_prompt - System prompt for the LLM
	:max_tokens - Maximum tokens in the response
	:tools - Tools available for the LLM to use
	:tool_choice - Tool selection mode ("auto", "required", "none")

Example
request = ConduitMcp.Client.create_message_request(
  [%{"role" => "user", "content" => %{"type" => "text", "text" => "Hello"}}],
  max_tokens: 1000
)

  



  
    
      
    
    
      elicit_request(message, schema)



        
          
        

    

  


  

Builds an elicitation/create request (form mode) to send to the client.
The client will display a form to the user based on the provided JSON schema.
Example
request = ConduitMcp.Client.elicit_request(
  "Please provide your API key",
  %{
    "type" => "object",
    "properties" => %{"api_key" => %{"type" => "string", "title" => "API Key"}},
    "required" => ["api_key"]
  }
)

  



  
    
      
    
    
      list_roots_request()



        
          
        

    

  


  

Builds a roots/list request to send to the client.
The client will respond with its filesystem root boundaries.

  



    

  
    
      
    
    
      log_notification(level, data, opts \\ [])



        
          
        

    

  


  

Builds a log message notification to send to the client.

  



    

  
    
      
    
    
      progress_notification(progress_token, progress, opts \\ [])



        
          
        

    

  


  

Builds a progress notification to send to the client.

  



  
    
      
    
    
      prompt_list_changed_notification()



        
          
        

    

  


  

Builds a prompt list changed notification.

  



  
    
      
    
    
      resource_list_changed_notification()



        
          
        

    

  


  

Builds a resource list changed notification.

  



  
    
      
    
    
      resource_updated_notification(uri)



        
          
        

    

  


  

Builds a resource updated notification to send to the client.

  



  
    
      
    
    
      tool_list_changed_notification()



        
          
        

    

  


  

Builds a tool list changed notification.

  


        

      


  

    
ConduitMcp.Validation 
    



      
Runtime parameter validation using NimbleOptions.
This module provides runtime parameter validation for MCP tools,
prompts, and resources using NimbleOptions schemas. It works alongside
the existing JSON Schema generation to provide both client-side
validation (JSON Schema) and server-side validation (NimbleOptions).
Features
	Runtime parameter validation with detailed error messages
	Type coercion (string "123" -> integer 123)
	Advanced constraints (min/max, length limits)
	Custom validator functions
	Compile-time schema generation for performance

Configuration
Validation behavior can be configured in your application config:
config :conduit_mcp, :validation,
  runtime_validation: true,           # Enable/disable validation
  strict_mode: true,                  # Fail on errors vs. log and continue
  type_coercion: true,                # Automatic type conversion
  log_validation_errors: false        # Log validation failures

      


      
        Summary


  
    Functions
  


    
      
        format_validation_errors(errors)

      


        Formats validation errors into a standardized format for JSON-RPC responses.



    


    
      
        update_validation_config(config)

      


        Updates the validation configuration at runtime.



    


    
      
        validate_prompt_args(server_module, prompt_name, args)

      


        Validates prompt arguments using the compiled NimbleOptions schema.



    


    
      
        validate_tool_params(server_module, tool_name, params)

      


        Validates tool parameters using the compiled NimbleOptions schema.



    





      


      
        Functions


        


  
    
      
    
    
      format_validation_errors(errors)



        
          
        

    

  


  

Formats validation errors into a standardized format for JSON-RPC responses.
Takes NimbleOptions validation errors and converts them to a format
suitable for MCP error responses.
Examples
iex> errors = [%{parameter: "age", value: -5, message: "must be >= 0"}]
iex> ConduitMcp.Validation.format_validation_errors(errors)
[%{"parameter" => "age", "value" => -5, "message" => "must be >= 0"}]

  



  
    
      
    
    
      update_validation_config(config)



        
          
        

    

  


  

Updates the validation configuration at runtime.
Writes to both Application env and persistent_term so that
the change is visible immediately to all concurrent readers.

  



  
    
      
    
    
      validate_prompt_args(server_module, prompt_name, args)



        
          
        

    

  


  

Validates prompt arguments using the compiled NimbleOptions schema.
Similar to validate_tool_params/3 but for prompt arguments.

  



  
    
      
    
    
      validate_tool_params(server_module, tool_name, params)



        
          
        

    

  


  

Validates tool parameters using the compiled NimbleOptions schema.
Returns {:ok, validated_params} with potentially coerced types,
or {:error, validation_errors} with detailed error information.
Examples
iex> ConduitMcp.Validation.validate_tool_params(MyServer, "greet", %{"name" => "Alice"})
{:ok, %{"name" => "Alice"}}

iex> ConduitMcp.Validation.validate_tool_params(MyServer, "calc", %{"age" => "-5"})
{:error, [%{parameter: "age", value: -5, message: "must be greater than or equal to 0"}]}

  


        

      


  

    
ConduitMcp.Validation.SchemaConverter 
    



      
Converts DSL parameter definitions to NimbleOptions validation schemas.
This module takes parameter definitions from the ConduitMCP DSL and
converts them into NimbleOptions schemas for runtime validation.
It handles type mapping, constraint extraction, and validation rule
compilation.
Type Mapping
DSL types are mapped to NimbleOptions types as follows:
	:string -> :string
	:integer -> :integer
	:number -> :number (float)
	:boolean -> :boolean
	:object -> {:map, :any, :any} for an open object (no declared fields);
:map with a nested keys: schema when nested fields are declared
	:array -> {:list, type} where type is the item type
	{:array, item_type} -> {:list, converted_item_type}

Validation Options
DSL options are converted to NimbleOptions validation rules:
	required: true -> required: true
	enum: [...] -> in: [...]
	default: value -> default: value
	min: value -> min: value
	max: value -> max: value
	min_length: value -> min_length: value
	max_length: value -> max_length: value
	validator: function -> validator: function

Nested Objects
An :object param that declares nested fields is converted to
type: :map, keys: [...], built by recursing through this same function, so
nesting works to any depth and NimbleOptions reports errors with a key path
(in options [:bag, :inner]).
Undeclared keys in such an object are rejected unless the param carries
additional_properties: true. An object with no declared fields is an open
bag: {:map, :any, :any}, anything accepted.
Nested keys arrive as strings over JSON-RPC and NimbleOptions' nested
validation is atom-key-only, so ConduitMcp.Validation atomises nested keys
before validating — but only those matching a declared field name, which
are already interned at compile time. Client input never mints an atom.
Enforcement boundary
Nested validation covers :object params and objects nested inside them.
It does not cover objects inside :array items: NimbleOptions has no
way to attach a keys: schema to a list element type. Item schemas declared
with items :object do ... end are published in the JSON Schema for clients
but are not enforced server-side beyond {:list, :any}.

      


      
        Summary


  
    Functions
  


    
      
        compile_validation_schema(map)

      


        Compiles a complete tool definition to a NimbleOptions validation schema.



    


    
      
        dsl_params_to_nimble_options(params)

      


        Converts a list of DSL parameter definitions to a NimbleOptions schema.



    


    
      
        format_detailed_errors(error, original_params)

      


        Enhanced error formatter for NimbleOptions validation errors.



    


    
      
        strip_markers(schema)

      


        Strips custom constraint markers from a schema, recursing through nested
keys: schemas.



    


    
      
        validate_schema(schema)

      


        Validates a NimbleOptions schema definition.



    





      


      
        Functions


        


  
    
      
    
    
      compile_validation_schema(map)



        
          
        

    

  


  

Compiles a complete tool definition to a NimbleOptions validation schema.
Takes a tool definition with parameters and converts it to a schema
that can be used for runtime validation.

  



  
    
      
    
    
      dsl_params_to_nimble_options(params)



        
          
        

    

  


  

Converts a list of DSL parameter definitions to a NimbleOptions schema.
Examples
iex> params = [
...>   %{name: :name, type: :string, opts: [required: true]},
...>   %{name: :age, type: :integer, opts: [min: 0, max: 150]}
...> ]
iex> ConduitMcp.Validation.SchemaConverter.dsl_params_to_nimble_options(params)
[
  name: [type: :string, required: true],
  age: [type: :integer, min: 0, max: 150]
]

  



  
    
      
    
    
      format_detailed_errors(error, original_params)



        
          
        

    

  


  

Enhanced error formatter for NimbleOptions validation errors.
Takes a NimbleOptions.ValidationError and converts it to detailed
error information suitable for MCP responses.

  



  
    
      
    
    
      strip_markers(schema)



        
          
        

    

  


  

Strips custom constraint markers from a schema, recursing through nested
keys: schemas.
The markers carry constraints NimbleOptions has no native option for
(enum, min/max, length limits, custom validators) plus the
additional_properties knob. They ride alongside the real options in the
full schema and must be removed before it reaches NimbleOptions, which
rejects unknown option keys — including inside a nested keys: schema.
Single source of truth. Used by ConduitMcp.Validation,
ConduitMcp.DSL.SchemaBuilder, and ConduitMcp.Endpoint.

  



  
    
      
    
    
      validate_schema(schema)



        
          
        

    

  


  

Validates a NimbleOptions schema definition.
Checks if the generated schema is valid for NimbleOptions.
Used during compile time to catch schema generation errors.

  


        

      


  

    
ConduitMcp.Validation.Validators 
    



      
Common validation functions for use with the ConduitMCP DSL.
This module provides pre-built validator functions that can be used
with the validator: option in DSL parameter definitions. All
validator functions return true for valid values, false for
invalid values, or can return {:error, message} for custom
error messages.
Usage Examples
# Using built-in email validator
param :email, :string, "Email address", validator: &ConduitMcp.Validation.Validators.email/1

# Using URL validator
param :website, :string, "Website URL", validator: &ConduitMcp.Validation.Validators.url/1

# Using positive number validator
param :count, :integer, "Item count", validator: &ConduitMcp.Validation.Validators.positive_number/1
Custom Validators
You can also create custom validators that follow the same pattern:
defmodule MyApp.Validators do
  def custom_id(value) when is_binary(value) do
    String.match?(value, ~r/^[A-Z]{2}�{6}$/)
  end

  def custom_id(_), do: false
end

# Usage in DSL
param :id, :string, "Custom ID", validator: &MyApp.Validators.custom_id/1

      


      
        Summary


  
    Functions
  


    
      
        all(validators)

      


        Creates a composite validator that requires all provided validators to pass.



    


    
      
        alphanumeric(value)

      


        Validates that a string contains only alphanumeric characters.



    


    
      
        any(validators)

      


        Creates a composite validator that requires at least one provided validator to pass.



    


    
      
        email(value)

      


        Validates email addresses using a basic regex pattern.



    


    
      
        iso_date(value)

      


        Validates ISO 8601 date strings.



    


    
      
        list_of(item_validator)

      


        Validates that all items in a list pass a given validator.



    


    
      
        non_empty_string(value)

      


        Validates that a string is non-empty (contains at least one character).



    


    
      
        non_negative_number(value)

      


        Validates that a number is non-negative (greater than or equal to 0).



    


    
      
        one_of(allowed_values)

      


        Validates that a value is one of the specified allowed values.



    


    
      
        positive_number(value)

      


        Validates that a number is positive (greater than 0).



    


    
      
        range(min, max)

      


        Validates that a value is within a specific range (inclusive).



    


    
      
        regex(pattern)

      


        Validates that a string matches a specific regex pattern.



    


    
      
        url(value)

      


        Validates HTTP and HTTPS URLs.



    


    
      
        uuid(value)

      


        Validates UUID strings in various formats.



    





      


      
        Functions


        


  
    
      
    
    
      all(validators)



        
          
        

    

  


  

Creates a composite validator that requires all provided validators to pass.
Returns a validator function that checks if all validators return true.
Examples
iex> strong_password = ConduitMcp.Validation.Validators.all([
...>   &ConduitMcp.Validation.Validators.non_empty_string/1,
...>   ConduitMcp.Validation.Validators.range(8, 50)
...> ])
iex> strong_password.("password123")
true
Usage in DSL:
param :password, :string, "Password",
  validator: ConduitMcp.Validation.Validators.all([
    &ConduitMcp.Validation.Validators.non_empty_string/1,
    ConduitMcp.Validation.Validators.range(8, 128)
  ])

  



  
    
      
    
    
      alphanumeric(value)



        
          
        

    

  


  

Validates that a string contains only alphanumeric characters.
Examples
iex> ConduitMcp.Validation.Validators.alphanumeric("abc123")
true

iex> ConduitMcp.Validation.Validators.alphanumeric("abc-123")
false

iex> ConduitMcp.Validation.Validators.alphanumeric("hello world")
false

  



  
    
      
    
    
      any(validators)



        
          
        

    

  


  

Creates a composite validator that requires at least one provided validator to pass.
Returns a validator function that checks if any validator returns true.
Examples
iex> flexible_id = ConduitMcp.Validation.Validators.any([
...>   &ConduitMcp.Validation.Validators.uuid/1,
...>   &ConduitMcp.Validation.Validators.positive_number/1
...> ])
iex> flexible_id.(123)
true

iex> flexible_id = ConduitMcp.Validation.Validators.any([
...>   &ConduitMcp.Validation.Validators.uuid/1,
...>   &ConduitMcp.Validation.Validators.positive_number/1
...> ])
iex> flexible_id.("550e8400-e29b-41d4-a716-446655440000")
true
Usage in DSL:
param :id, :string, "ID",
  validator: ConduitMcp.Validation.Validators.any([
    &ConduitMcp.Validation.Validators.uuid/1,
    ConduitMcp.Validation.Validators.regex(~r/^[A-Z]{2}�+$/)
  ])

  



  
    
      
    
    
      email(value)



        
          
        

    

  


  

Validates email addresses using a basic regex pattern.
Examples
iex> ConduitMcp.Validation.Validators.email("user@example.com")
true

iex> ConduitMcp.Validation.Validators.email("invalid-email")
false

iex> ConduitMcp.Validation.Validators.email(123)
false

  



  
    
      
    
    
      iso_date(value)



        
          
        

    

  


  

Validates ISO 8601 date strings.
Supports basic YYYY-MM-DD format.
Examples
iex> ConduitMcp.Validation.Validators.iso_date("2024-01-15")
true

iex> ConduitMcp.Validation.Validators.iso_date("2024-13-01")
false

iex> ConduitMcp.Validation.Validators.iso_date("not-a-date")
false

  



  
    
      
    
    
      list_of(item_validator)



        
          
        

    

  


  

Validates that all items in a list pass a given validator.
Returns a validator function that checks each item in a list
against the provided validator function.
Examples
iex> email_list_validator = ConduitMcp.Validation.Validators.list_of(&ConduitMcp.Validation.Validators.email/1)
iex> email_list_validator.(["user1@example.com", "user2@example.com"])
true

iex> email_list_validator = ConduitMcp.Validation.Validators.list_of(&ConduitMcp.Validation.Validators.email/1)
iex> email_list_validator.(["valid@example.com", "invalid-email"])
false
Usage in DSL:
param :emails, {:array, :string}, "Email list",
  validator: ConduitMcp.Validation.Validators.list_of(&ConduitMcp.Validation.Validators.email/1)

  



  
    
      
    
    
      non_empty_string(value)



        
          
        

    

  


  

Validates that a string is non-empty (contains at least one character).
Examples
iex> ConduitMcp.Validation.Validators.non_empty_string("hello")
true

iex> ConduitMcp.Validation.Validators.non_empty_string("   ")
false

iex> ConduitMcp.Validation.Validators.non_empty_string("")
false

  



  
    
      
    
    
      non_negative_number(value)



        
          
        

    

  


  

Validates that a number is non-negative (greater than or equal to 0).
Examples
iex> ConduitMcp.Validation.Validators.non_negative_number(0)
true

iex> ConduitMcp.Validation.Validators.non_negative_number(5)
true

iex> ConduitMcp.Validation.Validators.non_negative_number(-1)
false

  



  
    
      
    
    
      one_of(allowed_values)



        
          
        

    

  


  

Validates that a value is one of the specified allowed values.
Returns a validator function that checks if the value is in
the provided list of allowed values.
Examples
iex> priority_validator = ConduitMcp.Validation.Validators.one_of(["low", "medium", "high"])
iex> priority_validator.("medium")
true

iex> priority_validator = ConduitMcp.Validation.Validators.one_of(["low", "medium", "high"])
iex> priority_validator.("urgent")
false
Note: This is similar to the enum: option in DSL, but can be used
when you need more complex validation logic.
Usage in DSL:
param :priority, :string, "Priority",
  validator: ConduitMcp.Validation.Validators.one_of(~w(low medium high critical))

  



  
    
      
    
    
      positive_number(value)



        
          
        

    

  


  

Validates that a number is positive (greater than 0).
Examples
iex> ConduitMcp.Validation.Validators.positive_number(5)
true

iex> ConduitMcp.Validation.Validators.positive_number(5.5)
true

iex> ConduitMcp.Validation.Validators.positive_number(0)
false

iex> ConduitMcp.Validation.Validators.positive_number(-1)
false

  



  
    
      
    
    
      range(min, max)



        
          
        

    

  


  

Validates that a value is within a specific range (inclusive).
Returns a validator function that checks if the value is between
min and max (inclusive).
Examples
iex> validator = ConduitMcp.Validation.Validators.range(1, 10)
iex> validator.(5)
true

iex> validator = ConduitMcp.Validation.Validators.range(1, 10)
iex> validator.(15)
false
Usage in DSL:
param :score, :integer, "Score", validator: ConduitMcp.Validation.Validators.range(0, 100)

  



  
    
      
    
    
      regex(pattern)



        
          
        

    

  


  

Validates that a string matches a specific regex pattern.
Returns a validator function that checks if the string matches
the provided regex.
Examples
iex> phone_validator = ConduitMcp.Validation.Validators.regex(~r/^�{3}-�{3}-�{4}$/)
iex> phone_validator.("123-456-7890")
true

iex> phone_validator = ConduitMcp.Validation.Validators.regex(~r/^�{3}-�{3}-�{4}$/)
iex> phone_validator.("invalid-phone")
false
Usage in DSL:
param :phone, :string, "Phone", validator: ConduitMcp.Validation.Validators.regex(~r/^�{3}-�{3}-�{4}$/)

  



  
    
      
    
    
      url(value)



        
          
        

    

  


  

Validates HTTP and HTTPS URLs.
Examples
iex> ConduitMcp.Validation.Validators.url("https://example.com")
true

iex> ConduitMcp.Validation.Validators.url("http://localhost:3000")
true

iex> ConduitMcp.Validation.Validators.url("not-a-url")
false

iex> ConduitMcp.Validation.Validators.url("ftp://example.com")
false

  



  
    
      
    
    
      uuid(value)



        
          
        

    

  


  

Validates UUID strings in various formats.
Supports both hyphenated (8-4-4-4-12) and non-hyphenated formats.
Examples
iex> ConduitMcp.Validation.Validators.uuid("550e8400-e29b-41d4-a716-446655440000")
true

iex> ConduitMcp.Validation.Validators.uuid("550e8400e29b41d4a716446655440000")
true

iex> ConduitMcp.Validation.Validators.uuid("invalid-uuid")
false

  


        

      


  

    
ConduitMcp.PromEx 
    



      
A PromEx plugin for monitoring ConduitMCP operations.
This plugin captures metrics from the ConduitMCP library's telemetry events:
	Request metrics (all MCP method calls)
	Tool execution metrics
	Resource read metrics
	Prompt retrieval metrics
	Authentication metrics

Installation
Add :prom_ex to your dependencies:
def deps do
  [
    {:conduit_mcp, "~> 0.9.0"},
    {:prom_ex, "~> 1.11"}
  ]
end
Usage
Add this plugin to your PromEx module's plugins list:
defmodule MyApp.PromEx do
  use PromEx, otp_app: :my_app

  @impl true
  def plugins do
    [
      PromEx.Plugins.Application,
      PromEx.Plugins.Beam,
      {ConduitMcp.PromEx, otp_app: :my_app}
    ]
  end

  @impl true
  def dashboard_assigns do
    [
      datasource_id: "prometheus",
      default_selected_interval: "30s"
    ]
  end
end
Then add your PromEx module to your supervision tree:
def start(_type, _args) do
  children = [
    MyApp.PromEx,
    # ... other children ...
  ]

  Supervisor.start_link(children, strategy: :one_for_one)
end
Configuration Options
	:otp_app (required) - Your application name
	:duration_unit (optional) - Unit for duration metrics (default: :millisecond)

Metrics Exposed
All metrics are prefixed with {otp_app}_conduit_mcp_.
Request Metrics
	{prefix}_request_total - Counter of MCP requests	Tags: method (e.g., "tools/list"), status (:ok | :error)



	{prefix}_request_duration_milliseconds - Distribution of request durations	Tags: method, status
	Buckets: [10, 50, 100, 250, 500, 1_000, 2_500, 5_000, 10_000]



Tool Metrics
	{prefix}_tool_execution_total - Counter of tool executions	Tags: tool_name, status


	{prefix}_tool_duration_milliseconds - Distribution of tool execution durations	Tags: tool_name, status
	Buckets: [10, 50, 100, 500, 1_000, 5_000, 10_000, 30_000]



Resource Metrics
	{prefix}_resource_read_total - Counter of resource reads	Tags: status


	{prefix}_resource_read_duration_milliseconds - Distribution of resource read durations	Tags: status
	Buckets: [10, 50, 100, 500, 1_000, 5_000]



Prompt Metrics
	{prefix}_prompt_get_total - Counter of prompt retrievals	Tags: prompt_name, status


	{prefix}_prompt_get_duration_milliseconds - Distribution of prompt retrieval durations	Tags: prompt_name, status
	Buckets: [10, 50, 100, 500, 1_000]



Message Rate Limit Metrics
	{prefix}_message_rate_limit_check_total - Counter of message rate limit checks	Tags: status (:allow | :deny), method (MCP method name)



	{prefix}_message_rate_limit_check_duration_milliseconds - Distribution of check durations	Tags: status, method
	Buckets: [1, 5, 10, 25, 50, 100, 250]



Authentication Metrics
	{prefix}_auth_verify_total - Counter of authentication attempts	Tags: strategy (:bearer_token | :api_key | :function), status



	{prefix}_auth_verify_duration_milliseconds - Distribution of auth verification durations	Tags: strategy, status
	Buckets: [1, 5, 10, 25, 50, 100, 250]



PromQL Examples
Request Rate by Method
rate({otp_app}_conduit_mcp_request_total[5m])
Error Rate Percentage
100 * (
  rate({otp_app}_conduit_mcp_request_total{status="error"}[5m])
  /
  rate({otp_app}_conduit_mcp_request_total[5m])
)
P95 Request Duration
histogram_quantile(0.95,
  rate({otp_app}_conduit_mcp_request_duration_milliseconds_bucket[5m])
)
Slow Tool Executions (>5s)
histogram_quantile(0.95,
  rate({otp_app}_conduit_mcp_tool_duration_milliseconds_bucket[5m])
) > 5000
Authentication Success Rate
100 * (
  rate({otp_app}_conduit_mcp_auth_verify_total{status="ok"}[5m])
  /
  rate({otp_app}_conduit_mcp_auth_verify_total[5m])
)
Alert Examples
High Error Rate
- alert: ConduitMcpHighErrorRate
  expr: |
    100 * (
      rate(myapp_conduit_mcp_request_total{status="error"}[5m])
      /
      rate(myapp_conduit_mcp_request_total[5m])
    ) > 5
  for: 5m
  annotations:
    summary: "High error rate in ConduitMCP ({{ $value }}%)"
Slow Tool Executions
- alert: ConduitMcpSlowTools
  expr: |
    histogram_quantile(0.95,
      rate(myapp_conduit_mcp_tool_duration_milliseconds_bucket[5m])
    ) > 5000
  for: 10m
  annotations:
    summary: "Tool executions are slow (p95: {{ $value }}ms)"
Authentication Failures
- alert: ConduitMcpAuthFailures
  expr: |
    rate(myapp_conduit_mcp_auth_verify_total{status="error"}[5m]) > 0.1
  for: 5m
  annotations:
    summary: "Authentication failures detected"
Cardinality Considerations
This plugin is designed to minimize metric cardinality:
	✅ LOW: method (limited set of MCP methods)
	✅ LOW: status (only :ok or :error)
	✅ LOW: strategy (only 3 auth strategies)
	✅ LOW: tool_name (user-defined but typically limited)
	✅ LOW: prompt_name (user-defined but typically limited)
	❌ HIGH: uri is NOT included (unbounded)
	❌ HIGH: server_module is NOT included (not useful)

All string values are normalized to prevent cardinality explosion.
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Telemetry integration for ConduitMCP.
ConduitMCP uses the :telemetry library for instrumentation. This module
documents all telemetry events emitted by the library and provides helper
functions for setting up event handlers.
Events
All events are prefixed with [:conduit_mcp].
Request Events
[:conduit_mcp, :request, :stop]
Emitted when an MCP request completes, whether successfully or with an error.
Measurements:
	:duration (integer) - Request processing duration in native time units.
Use System.convert_time_unit/3 to convert to other units.

Metadata:
	:method (String.t) - The MCP method that was called
(e.g., "initialize", "tools/list", "tools/call")
	:server_module (module) - The MCP server module handling the request
	:status (:ok | :error) - Whether the request succeeded or failed


Example:
:telemetry.attach(
  "log-mcp-requests",
  [:conduit_mcp, :request, :stop],
  fn _event, measurements, metadata, _config ->
    duration_ms = System.convert_time_unit(measurements.duration, :native, :millisecond)

    IO.inspect(%{
      method: metadata.method,
      status: metadata.status,
      duration_ms: duration_ms
    }, label: "MCP Request")
  end,
  nil
)
Tool Execution Events
[:conduit_mcp, :tool, :execute]
Emitted when a tool is executed via the tools/call method.
Measurements:
	:duration (integer) - Tool execution duration in native time units

Metadata:
	:tool_name (String.t) - Name of the tool that was executed
	:server_module (module) - The MCP server module
	:status (:ok | :error) - Whether the tool executed successfully


Example:
:telemetry.attach(
  "track-tool-performance",
  [:conduit_mcp, :tool, :execute],
  fn _event, measurements, metadata, _config ->
    duration_ms = System.convert_time_unit(measurements.duration, :native, :millisecond)

    if duration_ms > 1000 do
      Logger.warning("Slow tool execution: #{metadata.tool_name} (#{duration_ms}ms)")
    end
  end,
  nil
)
Resource Events
[:conduit_mcp, :resource, :read]
Emitted when a resource is read via the resources/read method.
Measurements:
	:duration (integer) - Resource read duration in native time units

Metadata:
	:uri (String.t) - URI of the resource that was read
	:server_module (module) - The MCP server module
	:status (:ok | :error) - Whether the read succeeded or failed


Example:
:telemetry.attach(
  "track-resource-reads",
  [:conduit_mcp, :resource, :read],
  fn _event, measurements, metadata, _config ->
    duration_ms = System.convert_time_unit(measurements.duration, :native, :millisecond)
    Logger.info("Resource read: uri=#{metadata.uri} duration=#{duration_ms}ms")
  end,
  nil
)
Prompt Events
[:conduit_mcp, :prompt, :get]
Emitted when a prompt is retrieved via the prompts/get method.
Measurements:
	:duration (integer) - Prompt retrieval duration in native time units

Metadata:
	:prompt_name (String.t) - Name of the prompt that was retrieved
	:server_module (module) - The MCP server module
	:status (:ok | :error) - Whether the prompt retrieval succeeded


Example:
:telemetry.attach(
  "track-prompt-usage",
  [:conduit_mcp, :prompt, :get],
  fn _event, _measurements, metadata, _config ->
    Logger.info("Prompt requested: #{metadata.prompt_name}")
  end,
  nil
)
Rate Limiting Events
[:conduit_mcp, :rate_limit, :check]
Emitted when a rate limit check is performed.
Measurements:
	:duration (integer) - Rate limit check duration in native time units

Metadata:
	:key (String.t) - The rate limit key (e.g., IP address or user ID)
	:status (:allow | :deny) - Whether the request was allowed or denied

	:count (integer) - Current request count (only when status is :allow)
	:retry_after (integer) - Seconds until the limit resets (only when status is :deny)

Example:
:telemetry.attach(
  "track-rate-limits",
  [:conduit_mcp, :rate_limit, :check],
  fn _event, _measurements, metadata, _config ->
    if metadata.status == :deny do
      Logger.warning("Rate limited: key=#{metadata.key}")
    end
  end,
  nil
)
Message Rate Limiting Events
[:conduit_mcp, :message_rate_limit, :check]
Emitted when a message-level rate limit check is performed.
Measurements:
	:duration (integer) - Rate limit check duration in native time units

Metadata:
	:key (String.t) - The rate limit key (e.g., "msg:user:123" or "msg:127.0.0.1")
	:status (:allow | :deny) - Whether the message was allowed or denied

	:method (String.t | nil) - The MCP method being rate limited

	:count (integer) - Current message count (only when status is :allow)
	:retry_after (integer) - Seconds until the limit resets (only when status is :deny)

Example:
:telemetry.attach(
  "track-message-rate-limits",
  [:conduit_mcp, :message_rate_limit, :check],
  fn _event, _measurements, metadata, _config ->
    if metadata.status == :deny do
      Logger.warning("Message rate limited: key=#{metadata.key} method=#{metadata.method}")
    end
  end,
  nil
)
Authentication Events
[:conduit_mcp, :auth, :verify]
Emitted when authentication verification is performed.
Measurements:
	:duration (integer) - Authentication verification duration in native time units

Metadata:
	:strategy (:bearer_token | :api_key | :function) - Auth strategy used

	:status (:ok | :error) - Whether authentication succeeded

	:reason (any) - Failure reason (only present when status is :error)

Example:
:telemetry.attach(
  "track-auth-failures",
  [:conduit_mcp, :auth, :verify],
  fn _event, _measurements, metadata, _config ->
    if metadata.status == :error do
      Logger.warning("Auth failed: strategy=#{metadata.strategy} reason=#{inspect(metadata.reason)}")
    end
  end,
  nil
)
Common Use Cases
Logging All MCP Activity
defmodule MyApp.MCPTelemetry do
  require Logger

  def attach_handlers do
    events = [
      [:conduit_mcp, :request, :stop],
      [:conduit_mcp, :tool, :execute],
      [:conduit_mcp, :resource, :read],
      [:conduit_mcp, :prompt, :get],
      [:conduit_mcp, :rate_limit, :check],
      [:conduit_mcp, :message_rate_limit, :check],
      [:conduit_mcp, :auth, :verify]
    ]

    :telemetry.attach_many(
      "my-app-mcp-logger",
      events,
      &handle_event/4,
      nil
    )
  end

  def handle_event([:conduit_mcp, :request, :stop], measurements, metadata, _config) do
    Logger.info("MCP request",
      method: metadata.method,
      status: metadata.status,
      duration_ms: convert_duration(measurements.duration)
    )
  end

  def handle_event([:conduit_mcp, :tool, :execute], measurements, metadata, _config) do
    Logger.info("Tool executed",
      tool: metadata.tool_name,
      status: metadata.status,
      duration_ms: convert_duration(measurements.duration)
    )
  end

  def handle_event([:conduit_mcp, :resource, :read], measurements, metadata, _config) do
    Logger.info("Resource read",
      uri: metadata.uri,
      status: metadata.status,
      duration_ms: convert_duration(measurements.duration)
    )
  end

  def handle_event([:conduit_mcp, :prompt, :get], measurements, metadata, _config) do
    Logger.info("Prompt retrieved",
      prompt: metadata.prompt_name,
      status: metadata.status,
      duration_ms: convert_duration(measurements.duration)
    )
  end

  def handle_event([:conduit_mcp, :rate_limit, :check], measurements, metadata, _config) do
    Logger.info("Rate limit check",
      key: metadata.key,
      status: metadata.status,
      duration_ms: convert_duration(measurements.duration)
    )
  end

  def handle_event([:conduit_mcp, :message_rate_limit, :check], measurements, metadata, _config) do
    Logger.info("Message rate limit check",
      key: metadata.key,
      method: metadata.method,
      status: metadata.status,
      duration_ms: convert_duration(measurements.duration)
    )
  end

  def handle_event([:conduit_mcp, :auth, :verify], measurements, metadata, _config) do
    Logger.info("Auth verification",
      strategy: metadata.strategy,
      status: metadata.status,
      duration_ms: convert_duration(measurements.duration)
    )
  end

  defp convert_duration(native) do
    System.convert_time_unit(native, :native, :millisecond)
  end
end
Metrics Collection
defmodule MyApp.MCPMetrics do
  use Supervisor
  import Telemetry.Metrics

  def start_link(opts) do
    Supervisor.start_link(__MODULE__, opts, name: __MODULE__)
  end

  def init(_opts) do
    children = [
      {Telemetry.Metrics.ConsoleReporter, metrics: metrics()}
    ]

    Supervisor.init(children, strategy: :one_for_one)
  end

  defp metrics do
    [
      # Total requests by method and status
      counter("conduit_mcp.request.stop.count",
        tags: [:method, :status],
        description: "Total MCP requests"
      ),

      # Request duration distribution
      distribution("conduit_mcp.request.stop.duration",
        unit: {:native, :millisecond},
        tags: [:method],
        description: "MCP request duration"
      ),

      # Tool execution count
      counter("conduit_mcp.tool.execute.count",
        tags: [:tool_name, :status],
        description: "Tool execution count"
      ),

      # Tool duration summary
      summary("conduit_mcp.tool.execute.duration",
        unit: {:native, :millisecond},
        tags: [:tool_name],
        description: "Tool execution duration"
      ),

      # Resource read count
      counter("conduit_mcp.resource.read.count",
        tags: [:status],
        description: "Resource read operations"
      ),

      # Resource read duration
      distribution("conduit_mcp.resource.read.duration",
        unit: {:native, :millisecond},
        description: "Resource read duration"
      ),

      # Prompt retrieval count
      counter("conduit_mcp.prompt.get.count",
        tags: [:prompt_name, :status],
        description: "Prompt retrieval count"
      ),

      # Prompt retrieval duration
      summary("conduit_mcp.prompt.get.duration",
        unit: {:native, :millisecond},
        tags: [:prompt_name],
        description: "Prompt retrieval duration"
      ),

      # Rate limit check count
      counter("conduit_mcp.rate_limit.check.count",
        tags: [:status],
        description: "Rate limit checks"
      ),

      # Rate limit check duration
      distribution("conduit_mcp.rate_limit.check.duration",
        unit: {:native, :millisecond},
        description: "Rate limit check duration"
      ),

      # Message rate limit check count
      counter("conduit_mcp.message_rate_limit.check.count",
        tags: [:status, :method],
        description: "Message rate limit checks"
      ),

      # Message rate limit check duration
      distribution("conduit_mcp.message_rate_limit.check.duration",
        unit: {:native, :millisecond},
        description: "Message rate limit check duration"
      ),

      # Auth verification count
      counter("conduit_mcp.auth.verify.count",
        tags: [:strategy, :status],
        description: "Authentication attempts"
      ),

      # Auth verification duration
      distribution("conduit_mcp.auth.verify.duration",
        unit: {:native, :millisecond},
        tags: [:strategy],
        description: "Authentication verification duration"
      )
    ]
  end
end
Performance Alerts
:telemetry.attach(
  "mcp-performance-alerts",
  [:conduit_mcp, :tool, :execute],
  fn _event, %{duration: duration}, %{tool_name: tool}, _config ->
    duration_ms = System.convert_time_unit(duration, :native, :millisecond)

    cond do
      duration_ms > 5000 ->
        Logger.error("Critical: Tool #{tool} took #{duration_ms}ms")

      duration_ms > 1000 ->
        Logger.warning("Warning: Tool #{tool} took #{duration_ms}ms")

      true ->
        :ok
    end
  end,
  nil
)
See Also
	:telemetry documentation
	Telemetry.Metrics
	Phoenix Telemetry
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        attach_default_handlers()

      


        Attaches default logging handlers for all ConduitMCP telemetry events.



    


    
      
        detach_default_handlers()

      


        Detaches the default telemetry handlers.
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        Returns all telemetry event names emitted by ConduitMCP.
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          @spec attach_default_handlers() :: :ok | {:error, :already_exists}


      


Attaches default logging handlers for all ConduitMCP telemetry events.
This is a convenience function for quick setup during development.
The handlers will log events at the :debug level.
Example
# In your application.ex
def start(_type, _args) do
  ConduitMcp.Telemetry.attach_default_handlers()
  # ... rest of supervision tree
end
To detach later:
ConduitMcp.Telemetry.detach_default_handlers()

  



  
    
      
    
    
      detach_default_handlers()



        
          
        

    

  


  

      

          @spec detach_default_handlers() :: :ok | {:error, :not_found}


      


Detaches the default telemetry handlers.
Example
ConduitMcp.Telemetry.detach_default_handlers()
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          @spec events() :: [[:conduit_mcp, ...]]


      


Returns all telemetry event names emitted by ConduitMCP.
Example
iex> ConduitMcp.Telemetry.events()
[
  [:conduit_mcp, :request, :stop],
  [:conduit_mcp, :tool, :execute],
  [:conduit_mcp, :resource, :read],
  [:conduit_mcp, :prompt, :get],
  [:conduit_mcp, :rate_limit, :check],
  [:conduit_mcp, :message_rate_limit, :check],
  [:conduit_mcp, :auth, :verify]
]

  


        

      


  

    
mix bench 
    



      
Runs ConduitMCP benchmarks.
Usage
mix bench                    # Run all benchmarks
mix bench uri_template       # Run a specific benchmark
mix bench --list             # List available benchmarks
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