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    README
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ConduitMCP
An Elixir implementation of the Model Context Protocol (MCP) specification, serving both protocol eras from one server: modern 2026-07-28 and legacy 2025-11-25 / 2025-06-18. Build MCP servers to expose tools, resources, and prompts to LLM applications like Claude Desktop, VS Code, and Cursor — and connect to MCP servers from Elixir with the built-in client.
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Features
	MCP Apps — Tools can return interactive UI rendered as sandboxed iframes in host clients
	Three Ways to Build — DSL macros, raw callbacks, or component modules — pick your level of control
	Dual-era MCP — One server answers modern 2026-07-28 clients (server/discover, MRTR, subscriptions/listen, streamed responses, cache hints, header validation) and legacy 2025-11-25 / 2025-06-18 clients; the era is chosen per request
	MCP Client — Supervised client for stdio and Streamable HTTP servers in both eras, with a multi-server hub, policy and hooks, LLM provider adapters, and OAuth 2.1
	Runtime Validation — NimbleOptions-powered param validation with type coercion and custom constraints
	Stateless Architecture — Pure functions, no processes, maximum concurrency via Bandit
	Authentication — Bearer tokens, API keys, OAuth 2.1 (RFC 9728), custom verification
	Rate Limiting — HTTP-level and message-level rate limiting with Hammer
	Session Management — Pluggable session stores (ETS, Redis, PostgreSQL, Mnesia)
	Observability — Telemetry events, optional Prometheus metrics via PromEx
	Phoenix Ready — Drop-in integration with Phoenix routers
	CORS & Security — Configurable origins, preflight handling, origin validation

Installation
def deps do
  [
    {:conduit_mcp, "~> 0.11"}
  ]
end
Requires Elixir ~> 1.18.
Optional dependencies
The core library needs nothing beyond the block above. These features are
compiled in only when their dependency is present, so add the ones you
need before you configure the feature:
	Feature	Dependency	Add to deps
	auth: [strategy: :oauth] — JWT bearer validation (guide)	:joken, :jose	{:joken, "~> 2.6"}<br>{:jose, "~> 1.11"}
	ConduitMcp.OAuth.KeyProvider.JWKS — fetch signing keys from a JWKS URI	:req	{:req, "~> 0.6.1 or ~> 0.7"}
	ConduitMcp.Plugs.RateLimit / ConduitMcp.Plugs.MessageRateLimit (guide)	:hammer	{:hammer, "~> 7.2"}
	ConduitMcp.PromEx — Prometheus metrics	:prom_ex	{:prom_ex, "~> 1.11"}
	Client Streamable HTTP transport and client OAuth (guide)	:finch	{:finch, "~> 0.21"}
	Client JSON Schema validation (validate:) (guide)	:jsv	{:jsv, "~> 0.26"}

Adding one of these later requires a forced rebuild. These modules are
guarded by if Code.ensure_loaded?(Dep), which is evaluated once — when
:conduit_mcp is compiled inside your project's _build. Mix does not
recompile an already-built dependency when you add a new one, so run:
mix deps.get
mix deps.compile conduit_mcp --force

Skipping this leaves the feature absent. ConduitMCP detects that at
init/1 and raises ConduitMcp.OptionalDependencyError naming the missing
dependency and this command, rather than failing at request time.

Quick Start
Define a server in one module:
defmodule MyServer do
  use ConduitMcp.Server

  tool "echo", "Echo a message" do
    param :message, :string, "Message to echo", required: true
    handle fn _conn, %{"message" => msg} -> text(msg) end
  end
end
Run it with Bandit:
# lib/my_app/application.ex
children = [
  {Bandit, plug: {ConduitMcp.Transport.StreamableHTTP, server_module: MyServer}, port: 4000}
]
Try it:
curl -s -X POST http://localhost:4000/ -H 'Content-Type: application/json' -d '{
  "jsonrpc": "2.0", "id": 1, "method": "tools/call",
  "params": {"name": "echo", "arguments": {"message": "hello"}}
}'

For multi-tool servers, authentication, sessions, OAuth, MCP Apps, and more, see the guides and examples.
Stability
ConduitMCP is pre-1.0. Most APIs are stable; the following are explicitly experimental and may change before 1.0:
	ConduitMcp.Tasks and ConduitMcp.Tasks.Janitor — legacy (2025-11-25) task lifecycle. Frozen: no new features; modern servers use ConduitMcp.Ext.Tasks.
	ConduitMcp.Ext.Tasks — the io.modelcontextprotocol/tasks extension for 2026-07-28. Off by default and experimental while the extension itself evolves.
	ConduitMcp.Client.Adapters.Gemini — the Gemini function-calling adapter is experimental; the Anthropic and OpenAI adapters are not.
	ConduitMcp.Cancellation — the cooperative cancellation model may grow a more direct preemption path.

Breaking changes between minor versions will be called out in CHANGELOG.md.
Server-to-client input (sampling, elicitation, roots) is built with ConduitMcp.MRTR (elicit/2, sample/2, list_roots/0) and returned as {:input_required, requests, state}; notification payloads come from ConduitMcp.Notifications. ConduitMcp.Client is now the MCP client, not a set of message builders.
Three Ways to Define Servers
ConduitMCP gives you three modes. Each is a complete, independent way to build an MCP server — pick whichever fits your project.
		DSL Mode	Manual Mode	Endpoint Mode
	Style	Declarative macros	Raw callbacks	Component modules
	Schema	Auto-generated	You build the maps	Auto from schema do field ... end
	Params	String-keyed maps	String-keyed maps	Atom-keyed maps
	Rate limiting	Transport option	Transport option	Declarative in use opts
	Best for	Quick setup	Maximum control	Larger servers, team projects


1. DSL Mode
Everything in one module with compile-time macros. Schemas and validation generated automatically.
defmodule MyApp.MCPServer do
  use ConduitMcp.Server

  tool "greet", "Greet someone" do
    param :name, :string, "Person's name", required: true
    param :style, :string, "Greeting style", enum: ["formal", "casual"]

    handle fn _conn, params ->
      name = params["name"]
      style = params["style"] || "casual"
      greeting = if style == "formal", do: "Good day", else: "Hey"
      text("#{greeting}, #{name}!")
    end
  end

  prompt "code_review", "Code review assistant" do
    arg :code, :string, "Code to review", required: true
    arg :language, :string, "Language", default: "elixir"

    get fn _conn, args ->
      [
        system("You are a code reviewer"),
        user("Review this #{args["language"]} code:\n#{args["code"]}")
      ]
    end
  end

  resource "user://{id}" do
    description "User profile"
    mime_type "application/json"

    read fn _conn, params, _opts ->
      user = MyApp.Users.get!(params["id"])
      json(user)
    end
  end
end
Response helpers (auto-imported): text/1, json/1, image/1, audio/2, error/1, raw/1, raw_resource/2, system/1, user/1, assistant/1 — see Responses for details and custom response patterns.

2. Manual Mode
Full control. You implement callbacks directly with raw JSON Schema maps. No compile-time magic.
defmodule MyApp.MCPServer do
  use ConduitMcp.Server, dsl: false

  @tools [
    %{
      "name" => "greet",
      "description" => "Greet someone",
      "inputSchema" => %{
        "type" => "object",
        "properties" => %{"name" => %{"type" => "string"}},
        "required" => ["name"]
      }
    }
  ]

  @impl true
  def handle_list_tools(_conn), do: {:ok, %{"tools" => @tools}}

  @impl true
  def handle_call_tool(_conn, "greet", %{"name" => name}) do
    {:ok, %{"content" => [%{"type" => "text", "text" => "Hello, #{name}!"}]}}
  end
end

3. Endpoint + Component Mode
Each tool, resource, or prompt is its own module. An Endpoint aggregates them with declarative config for rate limiting, auth, and server metadata.
# Each tool is its own module
defmodule MyApp.Echo do
  use ConduitMcp.Component, type: :tool, description: "Echoes text back"

  schema do
    field :text, :string, "The text to echo", required: true, max_length: 500
  end

  @impl true
  def execute(%{text: text}, _conn) do
    text(text)
  end
end

defmodule MyApp.ReadUser do
  use ConduitMcp.Component,
    type: :resource,
    uri: "user://{id}",
    description: "User by ID",
    mime_type: "application/json"

  @impl true
  def execute(%{id: id}, _conn) do
    user = MyApp.Users.get!(id)
    {:ok, %{"contents" => [%{
      "uri" => "user://#{id}",
      "mimeType" => "application/json",
      "text" => JSON.encode!(user)
    }]}}
  end
end

# Endpoint aggregates components
defmodule MyApp.MCPServer do
  use ConduitMcp.Endpoint,
    name: "My App",
    version: "1.0.0",
    rate_limit: [backend: MyApp.RateLimiter, limit: 60, scale: 60_000],
    message_rate_limit: [backend: MyApp.RateLimiter, limit: 50, scale: 300_000]

  component MyApp.Echo
  component MyApp.ReadUser
end
Endpoint config is auto-extracted by transports — no duplication needed:
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP, server_module: MyApp.MCPServer},
 port: 4001}
See the Endpoint Mode Guide for full details on components, schema DSL, and options.

Running Your Server
Standalone with Bandit
# lib/my_app/application.ex
def start(_type, _args) do
  children = [
    {Bandit,
     plug: {ConduitMcp.Transport.StreamableHTTP, server_module: MyApp.MCPServer},
     port: 4001}
  ]

  Supervisor.start_link(children, strategy: :one_for_one)
end
Phoenix Integration
# lib/my_app_web/router.ex
scope "/mcp" do
  forward "/", ConduitMcp.Transport.StreamableHTTP,
    server_module: MyApp.MCPServer,
    auth: [strategy: :bearer_token, token: System.get_env("MCP_AUTH_TOKEN")]
end
Transports
	Transport	Module	Description
	StreamableHTTP	ConduitMcp.Transport.StreamableHTTP	Recommended. Single POST / endpoint for bidirectional communication
	SSE	ConduitMcp.Transport.SSE	Legacy. GET /sse for streaming, POST /message for requests

Both transports support authentication, rate limiting, CORS, and session management.
Responses
All tool/resource/prompt handlers return {:ok, map()} or {:error, map()}. Helper macros are imported automatically in DSL and Endpoint modes.
Tool Response Helpers
	Helper	What it returns	Use case
	text("hello")	{:ok, %{"content" => [%{"type" => "text", "text" => "hello"}]}}	Plain text responses
	json(%{a: 1})	{:ok, %{"content" => [%{"type" => "text", "text" => "{\"a\":1}"}]}}	Structured data (Jason-encoded)
	image(url_or_base64)	{:ok, %{"content" => [%{"type" => "image", ...}]}}	A URL becomes a resource_link; PNG/JPEG/GIF/WebP base64 gets its mimeType
	image(data, "image/png")	{:ok, %{"content" => [%{"type" => "image", "data" => ..., "mimeType" => ...}]}}	Images with an explicit MIME type
	audio(data, "audio/wav")	{:ok, %{"content" => [%{"type" => "audio", "data" => ..., "mimeType" => ...}]}}	Audio clips
	error("fail")	{:error, %{"code" => -32000, "message" => "fail"}}	Error with default code
	error("fail", -32602)	{:error, %{"code" => -32602, "message" => "fail"}}	Error with custom code
	raw(any_map)	{:ok, any_map}	Bypass MCP wrapping entirely
	raw_resource(html, "text/html")	{:ok, %{"contents" => [%{"mimeType" => ..., "text" => ...}]}}	Resource content with MIME type

Prompt Message Helpers
	Helper	Returns
	system("You are a reviewer")	%{"role" => "system", "content" => %{"type" => "text", "text" => ...}}
	user("Review this code")	%{"role" => "user", "content" => %{"type" => "text", "text" => ...}}
	assistant("Here is my review")	%{"role" => "assistant", "content" => %{"type" => "text", "text" => ...}}

Multi-Content Responses
Use texts/1 to return multiple text items in a single response:
{:ok, %{"content" => texts(["Line 1", "Line 2", "Line 3"])}}
# => {:ok, %{"content" => [%{"type" => "text", "text" => "Line 1"}, ...]}}
Raw / Fully Custom Responses
For maximum control, skip the helpers entirely and return the map yourself:
def execute(_params, _conn) do
  {:ok, %{
    "content" => [
      %{"type" => "text", "text" => "Here is the chart:"},
      %{"type" => "image", "data" => base64_png, "mimeType" => "image/png"},
      %{"type" => "text", "text" => "Analysis complete."}
    ]
  }}
end
The raw/1 helper is a shortcut for returning any map without MCP content wrapping — useful for debugging or non-standard responses:
raw(%{"custom_key" => "custom_value", "nested" => %{"data" => [1, 2, 3]}})
# => {:ok, %{"custom_key" => "custom_value", "nested" => %{"data" => [1, 2, 3]}}}
Note: raw/1 bypasses the MCP content structure. Clients expecting standard "content" arrays won't parse it correctly. Use it for debugging or custom integrations.

Error Codes
Standard JSON-RPC 2.0 error codes used by the protocol:
	Code	Meaning
	-32700	Parse error
	-32600	Invalid request
	-32601	Method not found
	-32602	Invalid params
	-32603	Internal error
	-32000	Tool/server error (default for error/1)
	-32002	Resource not found (legacy era; modern 2026-07-28 clients receive -32602)

Return ConduitMcp.Protocol.Legacy.resource_not_found() from handle_read_resource/2; the library rewrites it to -32602 for modern requests. The modern era also uses -32020 (header mismatch), -32021 (missing client capability) and -32022 (unsupported protocol version), from ConduitMcp.Errors.
Parameter Validation
All three modes support runtime validation via NimbleOptions. DSL and Endpoint modes generate validation schemas automatically. Manual mode can opt in via __validation_schema_for_tool__/1.
Constraints
	Constraint	Types	Example
	required: true	All	required: true
	min: N / max: N	number, integer	min: 0, max: 100
	min_length: N / max_length: N	string	min_length: 3, max_length: 255
	enum: [...]	All	enum: ["red", "green", "blue"]
	default: value	All	default: "guest"
	validator: fun	All	validator: &valid_email?/1
	additional_properties: bool	object	additional_properties: true

Object Parameters
An :object param declared with a block validates its nested fields — required,
types, and the constraints above — to any depth, and rejects undeclared keys:
param :user, :object, "User data", required: true do
  field :name, :string, "Full name", required: true
  field :address, :object, "Address" do
    field :city, :string, "City", required: true
  end
end
Declared with no block it is an open bag: any keys accepted, nothing enforced.
additional_properties: true combines the two — declared fields are enforced
and undeclared keys pass through to the handler. The generated JSON Schema
always emits additionalProperties, so it agrees with what the server enforces.
Array item types are declared with items:
param :rows, :array, "Rows" do
  items :object do
    field :id, :integer, "Row id", required: true
  end
end
Item schemas are published for clients but not enforced server-side —
NimbleOptions cannot attach a nested schema to a list element type.
Handlers always receive string keys, at every depth.
Type Coercion
Enabled by default. Automatic conversion: "25" → 25, "true" → true, "85.5" → 85.5.
Configuration
config :conduit_mcp, :validation,
  runtime_validation: true,
  strict_mode: true,
  type_coercion: true,
  log_validation_errors: false
Authentication
Configure in transport options or Endpoint use opts:
# Bearer token
auth: [strategy: :bearer_token, token: "your-secret-token"]

# API key
auth: [strategy: :api_key, api_key: "your-key", header: "x-api-key"]

# Custom verification
auth: [strategy: :function, verify: fn token ->
  case MyApp.Auth.verify(token) do
    {:ok, user} -> {:ok, user}
    _ -> {:error, "Invalid token"}
  end
end]

# OAuth 2.1 (RFC 9728)
auth: [strategy: :oauth, issuer: "https://auth.example.com", audience: "my-app"]
Authenticated user is available via conn.assigns[:current_user] in all callbacks.
Rate Limiting
Two layers using Hammer (optional dependency):
# Setup: add {:hammer, "~> 7.2"} to deps, then:
defmodule MyApp.RateLimiter do
  use Hammer, backend: :ets
end
HTTP rate limiting — limits raw connections:
rate_limit: [backend: MyApp.RateLimiter, limit: 100, scale: 60_000]
Message rate limiting — limits MCP method calls (tool calls, reads, prompts):
message_rate_limit: [
  backend: MyApp.RateLimiter,
  limit: 50,
  scale: 300_000,
  excluded_methods: ["initialize", "ping"]
]
Both support per-user keying via :key_func. Returns HTTP 429 with Retry-After header.
Session Management
StreamableHTTP supports server-side sessions with pluggable stores. Sessions are
off unless you configure them:
session: []                                 # Opt in, using ConduitMcp.Session.EtsStore
session: [store: MyApp.RedisSessionStore]   # Opt in with a custom store
session: false                              # Off — same as omitting :session
Any other :session value (true, a map) raises ArgumentError at the
transport's init/1, so the mistake fails at boot.
See guides: Multi-Node Sessions
Telemetry
Events emitted for monitoring:
	Event	Description
	[:conduit_mcp, :request, :stop]	All MCP requests
	[:conduit_mcp, :tool, :execute]	Tool executions
	[:conduit_mcp, :resource, :read]	Resource reads
	[:conduit_mcp, :prompt, :get]	Prompt retrievals
	[:conduit_mcp, :rate_limit, :check]	HTTP rate limit checks
	[:conduit_mcp, :message_rate_limit, :check]	Message rate limit checks
	[:conduit_mcp, :auth, :verify]	Authentication attempts

Optional Prometheus metrics via ConduitMcp.PromEx — see module docs.
Client Configuration
VS Code / Cursor
{
  "mcpServers": {
    "my-app": {
      "url": "http://localhost:4001/",
      "headers": {
        "Authorization": "Bearer your-token"
      }
    }
  }
}
Claude Desktop
{
  "mcpServers": {
    "my-app": {
      "command": "elixir",
      "args": ["/path/to/your/server.exs"]
    }
  }
}
Building an MCP client
ConduitMcp.Client is one supervised connection to one MCP server. It probes server/discover and falls back to initialize, so it talks to modern and legacy servers alike. The application starts no clients; add them to your own supervision tree.
children = [
  # A local server over stdio (no shell; allowlisted environment)
  {ConduitMcp.Client,
   name: MyApp.Files,
   transport:
     {ConduitMcp.Client.Transport.Stdio,
      command: "npx", args: ["-y", "@modelcontextprotocol/server-filesystem", "/srv/data"]}},

  # A remote server over Streamable HTTP (needs :finch)
  {ConduitMcp.Client,
   name: MyApp.GitHub,
   transport: {ConduitMcp.Client.Transport.StreamableHTTP, url: "https://mcp.example.com/mcp"}}
]

:ok = ConduitMcp.Client.await_ready(MyApp.Files, 10_000)
{:ok, tools} = ConduitMcp.Client.list_all_tools(MyApp.Files)
{:ok, result} = ConduitMcp.Client.call_tool(MyApp.Files, "read_file", %{"path" => "/srv/data/a.txt"})
To give a model the tools of several servers, run a ConduitMcp.Client.Hub. It requires a :policy, names tools server__tool, and routes every call through the governed pipeline (policy, approval, hooks):
{ConduitMcp.Client.Hub,
 name: MyApp.Hub,
 policy: [deny: ["*/delete_*"], allow: ["github/get_*", "fs/read_*"]],
 servers: [
   github: [transport: {ConduitMcp.Client.Transport.StreamableHTTP, url: "https://mcp.example.com/mcp"}],
   fs: [transport: {ConduitMcp.Client.Transport.Stdio, command: "mcp-fs"}]
 ]}

{:ok, toolset} = ConduitMcp.Client.Hub.list_tools(MyApp.Hub)
{:ok, result} = ConduitMcp.Client.Hub.call_tool(MyApp.Hub, "github__get_issue", %{"number" => 1}, toolset: toolset)
Safe defaults, each documented in Client security:
	Secrets. Credentials are ConduitMcp.Client.Secret values that never print and refuse to JSON-encode. Crash reports and telemetry carry no tokens; telemetry carries tool arguments and results only if you opt in with telemetry: [capture_payloads: [redact: fun]], and then only what fun returns, size-capped.
	Tokens. A token must be visible ASCII; a trailing newline from File.read!/1 is refused instead of leaking into an error.
	Address checks. server_url_policy: :public_only connects to the address it checked, so DNS rebinding can't redirect the request.
	Credential-scoped cache. Private results are cached per credential, and ConduitMcp.Client.set_auth/3 switches credentials at runtime.
	Hub limits. A hub restarts a failed server with jittered backoff (at most 30 s) and runs at most 16 stdio servers (max_stdio_servers).

Guides: Client, Permissions and hooks, Hub, LLM adapters (Anthropic, OpenAI, Gemini), OAuth, Security.
MCP Spec Coverage
ConduitMCP implements the MCP specification in both eras. The server picks the era per request; the client negotiates it per connection.
	Feature	Status	Spec Version
	Tools (list, call)	Supported	2025-06-18, 2026-07-28
	Resources (list, read, templates)	Supported	2025-06-18, 2026-07-28
	Prompts (list, get)	Supported	2025-06-18, 2026-07-28
	Completion	Supported	2025-06-18, 2026-07-28
	Logging	Supported	2025-06-18 (logging/setLevel), 2026-07-28 (per-request logLevel)
	Protocol negotiation (initialize)	Supported	2025-11-25, 2025-06-18
	server/discover	Supported	2026-07-28
	Session management	Supported	2025-11-25
	Resource subscriptions (resources/subscribe)	Supported	2025-06-18
	subscriptions/listen (list changes, resource updates, task status)	Supported	2026-07-28
	Multi round-trip requests (MRTR: elicitation, sampling, roots)	Supported	2026-07-28
	Streamed tool responses (progress, log notifications)	Supported	2026-07-28
	Cache hints (ttlMs, cacheScope)	Supported	2026-07-28
	Header validation (Mcp-Method, Mcp-Name, Mcp-Param-*)	Supported	2026-07-28
	Tasks (tasks/*)	Supported (frozen)	2025-11-25
	Tasks extension (io.modelcontextprotocol/tasks)	Experimental	2026-07-28 extension
	OAuth 2.1 (RFC 9728) resource server	Supported	2025-11-25, 2026-07-28
	StreamableHTTP transport	Supported	2025-11-25, 2026-07-28
	SSE transport (legacy)	Supported	2025-06-18
	MCP Apps (ext-apps)	Supported	Extension
	Client: stdio and Streamable HTTP transports	Supported	2025-06-18, 2025-11-25, 2026-07-28
	Client: sampling, elicitation, roots, tasks	Supported	2025-06-18, 2025-11-25, 2026-07-28
	Client: OAuth 2.1 (PKCE, CIMD, DCR, step-up, client credentials)	Supported	2025-11-25, 2026-07-28

Guides
	Choosing a Mode — DSL vs Manual vs Endpoint comparison
	Endpoint Mode — Component modules, schema DSL, full walkthrough
	Authentication — All auth strategies in detail
	Rate Limiting — HTTP and message rate limiting
	Multi-Node Sessions — Redis, PostgreSQL, Mnesia session stores
	Oban Tasks — Long-running tasks with Oban
	MCP Apps — Interactive UI from MCP tools
	Protocol Eras — How one server serves 2026-07-28 and 2025-11-25 / 2025-06-18
	MRTR — Asking the client for input from a tool, resource or prompt
	Subscriptions — subscriptions/listen and ConduitMcp.notify_*
	Tasks Extension — ConduitMcp.Ext.Tasks (experimental)
	Client, Hub, Permissions and Hooks, LLM Adapters, Client OAuth, Client Security

Documentation
	API Documentation
	Changelog
	MCP Specification

Examples
	Simple Server Example
	Phoenix Integration
	MCP Apps Demo

License
Apache License 2.0


  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
0.11.0 - 2026-10-17
Three things ship together in 0.11.0:
	P1 hardening: everything the 2026-08-24 audit classified as broken
today for a consumer.
	A dual-era server. The same server modules now answer MCP
2026-07-28 (stateless, per-request _meta: server/discover, multi
round-trip requests, subscriptions/listen, streamed responses, cache
hints, Mcp-* header validation, the tasks extension) alongside
2025-11-25 and 2025-06-18. The era is classified per request; legacy
clients see the protocol they always did, apart from the conformance
fixes listed below.
	An MCP client. ConduitMcp.Client is now a supervised, dual-era MCP
client with stdio and Streamable HTTP transports, a multi-server
ConduitMcp.Client.Hub, policy/approval/hook governance, Anthropic,
OpenAI and Gemini adapters, and OAuth 2.1. The module name was taken from
the old payload builders, which moved (see Breaking changes).

Breaking changes
Twenty-two behaviour changes, because the old behaviour was unsafe, wrong,
or in the way of the new protocol. Each bullet names its one-line opt-out,
or says why it has none.
	CORS is off by default. :cors_origin no longer defaults to "*", and
no access-control-allow-* header is emitted unless you set it. Previously
every response carried access-control-allow-origin: *, so a page on
https://evil.example could POST to the server and read the reply — the
options _ route answered the preflight 200 and ACAO: * authorised the
read. No DNS rebinding required.
Opt out: cors_origin: "*".
	An unset :allowed_origins now fails closed. A request carrying an
Origin header is rejected with 403 instead of logged-and-allowed. Requests
without an Origin still pass, so non-browser MCP clients are unaffected.
An :allowed_origins of an unsupported shape (anything but a string, "*",
a list of strings or a single %Regex{}) raises ArgumentError at init/1
on both transports. A %Regex{} is matched unanchored, so anchor it:
~r/\Ahttps:\/\/example\.com\z/.
Opt out: allowed_origins: "*".
	Cross-mode error codes are now consistent, and spec-correct. An unknown
tool or prompt returns -32602 with a top-level "Unknown tool: <name>" /
"Unknown prompt: <name>" message in all three authoring modes; a missing
resource returns -32002. Previously DSL and Endpoint mode buried the real
reason inside a -32602 "Parameter validation failed" payload's
data.errors, manual mode returned -32601 "Tool not found", and a DSL
server whose resources were all static raised FunctionClauseError on an
unknown URI and answered -32603 "Internal server error".
No opt-out: this is a spec-conformance fix. -32601 for a missing tool or
resource is a spec deviation, and a switch restoring it would be a permanent
compatibility path for non-spec behaviour.
	tasks/* authorization is no longer default-open, and tasks/list is
bounded. A caller with no principal used to match every task; it now
matches only unowned ones. tasks/list accepts a client "limit" and clamps
it to a server maximum (default 100, :tasks_list_max_limit), where it
previously serialised the whole table into one response.
Opt in to stricter semantics: config :conduit_mcp, :tasks_require_owner, true
makes unowned tasks inaccessible too. No opt-out restores default-open
matching: it is the cross-principal read this change closes.
	An OAuth token with no usable subject claim is now rejected with 401.
sub is optional in a JWT and absent from many client-credentials access
tokens; accepting one produced an authenticated principal that every
consumer reads as anonymous — tasks created unowned and world-readable, rate
limiting on the shared IP bucket. The claims consulted are configurable:
auth: [strategy: :oauth, subject_claims: ["sub", "client_id", ...]]
(default ["sub", "client_id"]). There is no switch to accept a token that
carries none of them, because that principal cannot be told apart from an
anonymous caller; list the claim your tokens do carry.
	:scope on a DSL declaration is now validated at compile time.
scope "" used to compile clean and authorize everyone, because it splits to
[] and Enum.all?([], _) is true. ConduitMcp.Component already rejected
it; both authoring modes now share one validation. No opt-out: scope ""
meant "unscoped", so delete the scope line to get the same behaviour.
	resources/subscribe, resources/unsubscribe and completion/complete
now enforce the referenced resource's or prompt's :scope. Subscribing
delivers a resource's change notifications and completion enumerates its
argument values, so both were readable without the scope that gates reading
it. No opt-out: grant the caller the scope that already gates reading the
resource or prompt.
	A list passed to :cors_origin now raises at init/1 instead of raising
FunctionClauseError inside the pipeline on every request. :allowed_origins
is the option that takes a list. No opt-out: a list never worked; pass one
origin string.
	ConduitMcp.Transport.StreamableHTTP creates no sessions unless :session
is configured. Omitting :session now means the same as session: false:
no mcp-session-id is issued or validated. Previously every initialize,
authenticated or not, added a row to the session table, so the default
configuration let any client fill it.
Opt in: session: [] (ConduitMcp.Session.EtsStore) or
session: [store: MyStore]. Any other :session value (true, a map)
raises ArgumentError at init/1 instead of silently meaning "off".
	A duplicate DSL tool name, prompt name or resource URI fails the build,
as does a duplicate resource URI across Endpoint components (Endpoint already
rejected duplicate tool and prompt names). A duplicate used to compile, and
which declaration served a request depended on how the compiler ordered the
generated clauses — on Elixir 1.20 / OTP 29 the last, while the scope
lookup and parameter validation could follow another, so a caller holding
one declaration's scope could reach the other's handler.
No opt-out: delete or rename one of the declarations.
	Anonymous IPv6 clients are rate-limited per /64, not per address. The
default keys of ConduitMcp.Plugs.RateLimit and
ConduitMcp.Plugs.MessageRateLimit, and ConduitMcp.Principal.rate_limit_key/1,
key an unauthenticated IPv6 caller on its /64 prefix
("2001:db8:1:2::/64"), and an IPv4-mapped IPv6 peer (::ffff:a.b.c.d) on
its IPv4 address. A host is allocated a whole /64 and picks the low 64 bits
itself, so a per-address key let one client rotate addresses to evade the
limit. Hosts sharing a /64 now share a bucket; raise :limit if that
matters. The same bucket is the anonymous cancellation scope.
Opt out: rate_limit: [key_func: &ConduitMcp.Principal.client_ip/1] (and a
remote-capture :key_func for :message_rate_limit that prefixes "msg:").
	An empty or non-string static :token / :api_key raises at init/1.
Plug.Crypto.secure_compare("", "") is true, so api_key: "" (for example
System.get_env("API_KEY", "") with the variable unset) authenticated any
request that sent an empty header.
No opt-out: configure a real secret, or omit the option and use :verify.
	ConduitMcp.Client is the new MCP client; its payload builders moved.
The notification builders now live in ConduitMcp.Notifications with the
same names (progress_notification/3, log_notification/3,
resource_updated_notification/1, *_list_changed_notification/0). The
server-to-client request builders (create_message_request/2,
elicit_request/2, list_roots_request/0) are gone: in 2026-07-28
these are MRTR input requests, not JSON-RPC requests, built with
ConduitMcp.MRTR.elicit/2, sample/2 (deprecated) and list_roots/0
(deprecated). The old builders had no transport that could deliver them.
No opt-out: the module name is reused by the client; rename the
notification calls.
	ConduitMcp.Errors.resource_not_found() is removed. One code cannot be
right for both eras: legacy resource-not-found is -32002, modern is
-32602. Return ConduitMcp.Protocol.Legacy.resource_not_found() from
handle_read_resource/2; ConduitMcp.Protocol.Modern rewrites it to
-32602 for modern clients.
No opt-out: replace the call.
	Notifications and JSON-RPC responses POSTed to Streamable HTTP are
answered 202 Accepted, not 204. The Streamable HTTP spec requires 202,
and strict clients treat 204 as a failure. A POSTed client response no
longer gets an invalid-request error.
No opt-out: spec conformance.
	GET / with Accept: text/event-stream returns 405 with Allow
(Streamable HTTP). Answering 200 with the info JSON told an SSE client
its stream had opened. Other GETs still get the info JSON.
No opt-out: spec conformance.
	Insufficient OAuth scope returns HTTP 403 with
WWW-Authenticate: Bearer error="insufficient_scope", scope="…"
(strategy: :oauth), instead of a -32000 error at 200. This is what
lets a client step up its authorization. The body is still the JSON-RPC
error, which now carries data: {"error": "insufficient_scope", "scope": …}
under every auth strategy.
No opt-out: non-OAuth strategies keep 200.
	The default CORS headers changed. When :cors_origin is set,
access-control-allow-headers now includes mcp-session-id,
mcp-protocol-version, mcp-method and mcp-name,
access-control-expose-headers: mcp-session-id, mcp-protocol-version is
sent, and Streamable HTTP allows DELETE. Without these a browser client
could neither present nor read its session, nor send the modern headers.
Mcp-Param-* names depend on your tools: list them in :cors_headers.
Opt out: set :cors_headers / :cors_methods.
	A legacy request with an unsupported MCP-Protocol-Version header gets
400. The 2025-11-25 transports spec requires it; the header used to be
ignored. A missing header is still allowed, and initialize is exempt.
No opt-out: fix the client's header.
	Legacy tasks/get, tasks/result and tasks/cancel on a missing or
foreign task answer -32602, not -32002. 2025-11-25 tasks specifies
-32602 for an invalid or nonexistent taskId; -32002 means
resource-not-found.
No opt-out: spec conformance.
	DSL complete declarations are now served, and checked at compile
time. A complete naming an argument its prompt or resource block
does not declare is a CompileError. The declarations used to compile
and do nothing (see Fixed), so a typo went unnoticed.
No opt-out: fix or delete the declaration.
	image/1 is spec-conformant and raises on unknown data. A URL becomes
a resource_link content item; base64 PNG, JPEG, GIF or WebP gets its
mimeType; anything else raises ArgumentError instead of producing an
image item with no mimeType, which the spec requires.
Opt out: image(data, mime_type) (new image/2).

Smaller behaviour changes worth knowing about:
	notifications/cancelled is now counted by ConduitMcp.Plugs.MessageRateLimit
(other notifications are still exempt). It mutates server state and is
reachable unauthenticated.
	[:conduit_mcp, :auth, :verify] telemetry reports reason: :invalid_credential
for a failed static-strategy verification instead of the verifier's own
reason, which may embed the credential. ConduitMcp.Plugs.OAuth failures
report one atom from the set documented in its moduledoc (:expired,
:alg_not_allowed, :key_unavailable, …); token-header text and key-provider
error terms go only to the clamped log line. A failure no documented reason
covers reports :verification_failed rather than raising.
	resources/read, resources/subscribe and resources/unsubscribe with a
missing or non-string uri, and completion/complete with a non-string
ref.uri / ref.name, return -32602 with the value clamped. A scoped
server answered -32603 and logged an error; an unscoped server passed the
non-string value to your callback, which no longer receives one. Telemetry
metadata uri, tool_name, prompt_name and method are nil when the
client sent a non-string, and the default telemetry logger renders them
through ConduitMcp.Reflect, so a client value can neither raise and detach
it nor forge a log line.
	ConduitMcp.Validation.validate_tool_params/3 and validate_prompt_args/3
return string-keyed error maps on every path. The non-map-input path returned
atom keys.
	The legacy SSE keep-alive frame changed from ": keepalive\n\n" to
":\r\n", shared with the new response streams. Both are SSE comments
that clients discard.
	ConduitMcp.Supervisor starts four more children:
ConduitMcp.Subscriptions (a Registry),
ConduitMcp.Subscriptions.Admission (serializes listen admission per
principal), ConduitMcp.Client.Registry (a Registry; no process per
client) and ConduitMcp.Transport.SSEStream.Owner, plus the
ConduitMcp.Ext.Tasks table owner and janitor when the tasks extension is
enabled.
	Sessions store a "principal" key, so a modern request carrying a legacy
session id can be checked against the session's principal. Custom
ConduitMcp.Session.Stores store whatever map they are given.
	[:conduit_mcp, :request, :stop] metadata gains era,
protocol_version and trace-context keys; the existing keys are
unchanged.

Security
	plug is pinned to a security floor of 1.20.3 (~> 1.20 and >= 1.20.3).
Plug.Parsers runs before authentication and always decodes the query
string, so ~> 1.19 let a consumer resolve plug 1.19.0–1.19.2 and hand
unauthenticated callers CVE-2026-54892 (quadratic decoding of nested
params). 1.19.x and 1.20.0–1.20.2 also carry CVE-2026-56813 and
CVE-2026-56814; 1.20.3 is the first release clear of all three.
	hpax is floored at 1.0.4 (optional: true, so no new dependency for
consumers). Bandit's HTTP/2 stack depends on it, and Bandit's own
requirement still admits hpax 1.0.0–1.0.3 (CVE-2026-58226, unauthenticated
HPACK decoding DoS).
	Bandit is pinned to a security floor of 1.13.1 (~> 1.13 and >= 1.13.1).
Bandit is a non-optional dependency and is the server both transports run
on. 1.12.5 carries EEF-CVE-2026-105659 (HIGH) — an HTTP/2 blocked-send
deadline that every WINDOW_UPDATE resets, so a trickling peer pins
stream processes indefinitely — and EEF-CVE-2026-105660 (MEDIUM) — an
unvalidated HTTP/1 request-target authority lets the client choose
conn.host/conn.port. Releases the old ~> 1.9 admitted also carry
CVE-2026-74836 (HIGH) —
connection-window starvation pins an unbounded number of Plug processes
indefinitely, and a client RST_STREAM cannot free them because the stream
is blocked inside a synchronous call; and
CVE-2026-75484 (MEDIUM) —
HTTP/2 header values containing CR, LF or NUL reach conn.req_headers
unvalidated, which the HTTP/1 path already rejected.
	mint is floored at 1.11 (optional: true, so no new dependency for
consumers). It is the HTTP stack under the client's optional :finch;
1.10.x carries EEF-CVE-2026-91043 (HIGH, HPACK-indexed cookies bypass
max_header_list_size), EEF-CVE-2026-92103 and EEF-CVE-2026-94194.
	exp is now enforced. Joken.Config.default_claims(default_exp: 3600)
only affects token generation; Joken validates by folding over the claims
the token actually carries, so a token with no exp was accepted forever.
exp is now mandatory and nbf is enforced when present.
	Expired and wrong-issuer tokens now report themselves.
normalize_joken_error/1 matched "expired" against a Joken failure that
renders as "Invalid token", so expiry, wrong issuer and wrong audience all
collapsed into :invalid_signature / "Token verification failed". It now
dispatches on the failed claim, so a client can tell "refresh your token"
from "this token is forged".
	Cancellation rows are also bounded per scope
(:cancellations_max_rows_per_scope, default 256). A global cap alone is a
cross-tenant denial of service: one unauthenticated client filling the table
stops every other client's cancellations from being recorded. The
cancellation table is now an ordered_set, so the per-scope count is a
bounded range scan. The per-scope quota is the only thing that rejects a
cancellation; a refused notifications/cancelled answers -32000 (server
error). Through the handler, a cancellation is recorded only for a request
that is in flight in the caller's scope (MCP lets a receiver ignore unknown
or finished requests), so a client holds no more rows than it has requests
running, and the caps are a backstop. In-flight markers live in a second
table, :conduit_mcp_in_flight, owned by
ConduitMcp.Cancellation.InFlightOwner; markers left by a request process
killed before its cleanup ran are swept by the cancellation janitor
([:conduit_mcp, :cancellation, :cleanup] reports them as
in_flight_removed). The in-flight table is a :duplicate_bag and the
per-request clear only writes when a cancellation row exists, so request
bookkeeping scales across schedulers instead of serialising on one ETS
lock (16 processes: about 3 M ping/s, where a single ordered-set lock
held them to about 0.2 M).
	ConduitMcp.Plugs.OriginValidation's moduledoc no longer claims to stop
DNS rebinding. It does not: after a rebind the attacker's page is
same-origin, and browsers send no Origin on a same-origin GET, so the
header-less path applies and the allowlist never runs. What Origin validation
does cover is the cross-origin case (a cross-origin POST always carries
Origin). The control for rebinding is Host validation, which this library
does not implement — the moduledoc now says so and points at the mitigations.
	Cross-client cancellation abuse fixed (notifications/cancelled). The
cancellation table was keyed on the raw client-chosen JSON-RPC id, so
{"requestId": "1"} aborted every concurrent client's request id 1 and a
1..1000 loop aborted every in-flight tool call on the node. Rows are now
keyed {scope, id}, where scope is "session:<id>", else
"principal:<id>", else "ip:<addr>" — namespaced, so a principal whose id
equals a client IP does not share that IP's rows or quota. The scope
metadata on [:conduit_mcp, :request, :cancelled] carries the prefixed
value. For an anonymous IPv6 caller the "ip:" scope is its /64 prefix, so
rotating addresses does not multiply the per-scope quota. Ids must be a
string or an integer, and a string at most 256 bytes; anything else returns
a -32602 JSON-RPC error instead of a 500 or an unbounded row.
	:scope is now enforced on resources and prompts, not only tools.
use ConduitMcp.Component, type: :resource, scope: "admin:read" compiled
clean and enforced nothing. handle_resource_read/4 and
handle_prompt_get/4 gained the authorization hook, scopes are collected
from all three declaration types (URI templates included), and the DSL's
scope/1 now raises at compile time outside a tool/resource/prompt
block. The resource scope lookup mirrors resources/read dispatch in both
modes, unscoped resources included: a URI served by a static resource, or by
an earlier-declared template, is governed by that resource's scope even when
it declares none, so an unscoped user://me no longer inherits
user://{id}'s scope. Endpoint mode builds each template's parameter keys
at compile time, so every declared template dispatches and is gated,
whatever atoms happen to exist at runtime.
	strategy: :oauth works on ConduitMcp.Transport.SSE. SSE had no
:oauth branch, so it fell through to ConduitMcp.Plugs.Auth's catch-all
and returned a blanket 401 "Server configuration error" plus a
Logger.error on every request, even with a valid token.
	JWKS refreshes are single-flighted and rate-limited. Every cache miss was
an independent outbound fetch: at TTL lapse with 500 rps, 500 requests each
blocked a Bandit process for up to 15 s against an endpoint IdPs rate-limit.
fetch_key/2 also refreshed on any unknown kid, before any signature
check, so an unauthenticated caller could drive one fetch per request. Now:
one fetch per URI at a time, a :refresh_cooldown (default 30 s), and a
lock-age guard so a crashed holder cannot wedge refreshes. The cooldown
gates both kid-triggered refreshes and refetches after :cache_ttl lapses:
with a cached key set, a request inside the window is served the cached keys
(bounded by :stale_max_age) instead of fetching, so a failing IdP sees one
fetch per cooldown, not one per request. The window also applies to a cold
cache after a failed fetch: nothing is cached to serve, so requests inside
it get {:error, :refresh_cooldown} instead of another fetch (the first
fetch for a URI is never delayed). A request that arrives mid-refresh,
whether from a lapsed TTL or an unknown kid, waits for its result. A
refresh skipped by the cooldown logs at :debug, not as a failed refresh,
including when the cached keys are past :stale_max_age and it fails closed.
	The JWKS 1 MB cap is enforced while streaming. It was applied to an
already-buffered, already-decompressed body, so a multi-gigabyte response
exhausted the VM before the guard ran. Responses now stream through a
size-bounded collector with compressed: false, so a compression bomb can
never be expanded in memory. The :req requirement is now
"~> 0.6.1 or ~> 0.7" — the 0.6.1 security floor was previously only prose.
	The SSE keep-alive loop is bounded. It matched only
{:plug_conn, :sent} with an after timeout, so every other message
accumulated forever and was rescanned on every tick — a monotonic leak with
O(n) per-tick cost over a long-lived connection. It now drains foreign
messages, honours :max_connection_lifetime (default 1 h) and rejects past
:max_connections (default 1 000) with 503. Each stream holds one row keyed
by its pid, and rows whose process has died are swept when the cap is
reached: under HTTP/2, a peer close kills Bandit's stream process before its
cleanup runs, so a counter would leak one slot per disconnect. The count is
O(1), and while every slot is live a rejected connect re-sweeps at most once
a second. :max_connections must be a positive integer; anything else
raises at init/1 (a non-integer used to compare greater than any count and
silently disable the cap).
	Reflected client text is bounded and stripped. New ConduitMcp.Reflect
clamps length and removes control characters for every client value echoed
into an error message or log line (method names, protocolVersion, taskId,
cancellation reasons, auth failure reasons). A non-string protocolVersion
now returns invalid_params instead of raising into
"Internal server error".
	mix bench no longer ships to consumers. package.files packaged lib
wholesale and elixirc_paths compiled it in :prod, so Mix.Tasks.Bench
was installed in consumer projects, appeared in their mix help, and created
a stray bench/output/ in their repo root. It now lives in dev/.
	The RFC 9728 protected-resource metadata endpoint is publicly reachable.
It sat behind the auth plug, so the document a client fetches after a 401
to discover the authorization server required already being authenticated.
It is now served by both transports, without auth.
	The client never turns certificate checks off. The Streamable HTTP
transport refuses any verify other than :verify_peer (a duplicate
verify: key included) and any custom verify_fun at client start, and
the OAuth client forces verify_peer on every metadata, registration and
token request. A transport_opts: [verify: :verify_none, ...] used to
reach an untrusted server. Opt out: insecure_skip_tls_verify: true on the
transport, for local development only (it logs a warning).
	No header value ever reaches a client error, a log or an LLM. A bearer
token holding a byte HTTP headers can't carry (a trailing \n from
File.read!/1, a control byte from an authorization server or token
store) made Mint echo the whole Authorization value into
ConduitMcp.Client.Error, its message and the adapters' tool results.
Tokens must now be visible ASCII: a static one raises at start, a
per-request one fails with kind: :auth, reason: :invalid_token, a token
endpoint's with :invalid_token_response, and any HTTP-layer
{:invalid_header_value, name, value} is reduced to
{:invalid_header_value, name}. :headers values must be visible ASCII,
space or tab. Opt out: none; trim the token (String.trim/1) before
returning it.
	server_url_policy: :public_only pins the vetted address. The URL was
checked and then Finch resolved the name again, a DNS-rebinding window.
Each request (listen streams and the legacy session DELETE included) now
connects to the address it vetted, with SNI, certificate verification and
Host bound to the original name, through per-address pools in the
client's (or your finch:) Finch instance. A new :resolver option
replaces DNS for the check, and :public_only with
insecure_skip_tls_verify: true is refused at start. Opt out:
server_url_policy: :any.
	Finch telemetry carries credentials. [:finch, …] event metadata
includes the request headers (Authorization, Mcp-Session-Id);
guides/client_security.md now warns against logging it wholesale.
	Private cached results are keyed by credential. Lists marked
cacheScope: "private" (or unmarked, which covers every legacy result) are
served only while the client sends the credential they were fetched with
(bearer digest, OAuth {principal, issuer, resource}, or a declared
:credential_id), and are dropped when it changes; public lists are
shared. An :auth function without :credential_id never has private
results served from the cache. Opt out: give the function
credential_id: to cache for a fixed identity.
	Hub restart backoff is capped at 30 s. A failed hub server is
restarted after full jitter from 1 s, doubling, capped at 30 s (was
5 minutes). Each client still gives up after 3 restarts in 5 s. Opt out:
restart_backoff: &ConduitMcp.Client.Backoff.full_jitter(&1, base: 1_000, cap: 300_000).
	A hub runs at most 16 stdio servers (max_stdio_servers), so a config
or an add_server/3 caller can't fork without bound. Too many in
servers: raises at start; add_server/3 beyond the cap returns
kind: :overloaded, reason: :max_stdio_servers. Opt out:
max_stdio_servers: :infinity.
	MRTR requestState is bound to the server module that sealed it. The
keyring is application-global, so a token sealed by one endpoint opened at
another endpoint in the same node for the same tool, arguments and
principal. Tokens issued before the upgrade fail with -32602 and clients
restart the round. Opt out: none.
	Modern subscriptions/listen runs handle_subscribe_resource/2. A
modern client could subscribe to a URI the author's hook refused and learn
its update timing. Refused URIs are dropped from the acknowledgment
silently; without the hook, only the scope check applies. Opt out: don't
define handle_subscribe_resource/2.
	Legacy sessions are bound to their principal. A legacy request or
DELETE presenting another principal's Mcp-Session-Id gets the same 404
as an unknown id. It used that session's data, could cancel the owner's
requests and could end the session. Opt out: none (sessions that recorded
no principal bind nothing).
	Listen streams have a mailbox bound. A client that stops reading parks
its stream in the socket send while notifications pile up. publish/2
skips a stream holding 1 000 or more messages and emits
[:conduit_mcp, :subscription, :drop]. Opt out: raise
config :conduit_mcp, :listen_max_queue.
	The x-mcp-header annotation cache no longer depends on the first
caller. A manual server whose tool list varies per user cached whichever
user called first, so header checks were skipped for tools that user
couldn't see. The cache now uses the anonymous view, and other tools are
read from the caller's own list each time; handle_list_tools/1 must cope
with a conn that has no principal. Opt out: none.
	Streamed (SSE) responses send cache-control: no-store. no-cache
still let intermediaries keep a copy of tool output. Opt out: none.
	Client crash reports no longer carry Mcp-Param-* header copies of tool
arguments. The connection's format_status/1 redacts request
:headers (pending and queued), queued per-call :assigns, and a queued
set_auth/3's credentials. Opt out: none.

Fixed
	InProcess serves modern progress and log notifications. A modern
tools/call with :on_progress, or any call after set_log_level/2, was
answered -32601 over ConduitMcp.Client.Transport.InProcess. It now runs
to its response and delivers the tool's progress and log notifications;
only subscriptions/listen still answers -32601.
	Postponed client control calls are bounded and dropped once their caller
gives up. await_ready/2, subscribe/2 and unsubscribe/2 made before
:ready count against :max_queued; one whose caller timed out or exited
is dropped on replay, so a subscribe/2 that returned {:error, :timeout}
is never applied later.
	The client connection never waits on a task it stops. Handler tasks and
in-process requests are killed rather than shut down gracefully, so a task
that traps exits can't stall the connection for 5 s.
	Handler capabilities are computed once, and a bad :backoff can't crash
the connection. ConduitMcp.Client.Config.new!/1 builds the client
capabilities per era, so elicitation_modes/0 is no longer called on every
request. A :backoff that raises or returns anything but a non-negative
integer falls back to ConduitMcp.Client.Backoff.full_jitter/1 with a
warning.
	The client connection's own requests have a deadline. Legacy
resources/(un)subscribe and the dead-caller tasks/cancel time out at
:request_timeout; callers waiting on a subscribe are answered when the
transport closes, and a notification handler process that dies is
restarted with a warning.
	DSL resource reads put contents on the wire. A read handler
answering with text/1, json/1, image/2 or audio/2, as the README and
DSL guide show, sent a tool-shaped "content" list that strict clients
reject (@modelcontextprotocol/client 2.3.1: "Invalid result for
resources/read"). The blocks are now converted to contents for the
requested URI, typed with the resource's mime_type; image and audio
become blob entries. Opt out: return raw_resource/2 or a "contents"
map yourself; those pass through untouched.
	A tool's own result _meta survives a request _meta. tools/call
copied the request's _meta over the result's, so a tool returning _meta
(MCP Apps UI metadata, for one) lost it whenever the client sent a
progressToken. Legacy results still echo the request _meta, merged with
the tool's keys winning; modern results carry only the tool's _meta and
serverInfo. Opt out: none needed.
	Retry-After rounds up. Both rate-limit plugs floored the backend's
wait to whole seconds, so a client told to wait after a 1.5 s window came
back after 1 s and was denied again. Hammer 7.5's token-bucket backend
reports real sub-second waits, which made this common. The header now
rounds up, with a floor of 1 s.
	SSE works over HTTP/2 for strict clients. GET /sse sent
connection: keep-alive, a connection-specific header RFC 9113 §8.2.2
forbids in HTTP/2, so curl and other nghttp2-based clients rejected every
stream. The header is gone; HTTP/1.1 connections are persistent by default,
so nothing changes there.
	ConduitMcp.Plugs.MessageRateLimit no longer crashes on a non-string
method. A denied request whose JSON-RPC method was an object raised
Protocol.UndefinedError in the warning log (a 500 instead of a 429), and a
method containing a newline forged log lines. Telemetry method is nil
for a non-string, as documented, and the log line goes through
ConduitMcp.Reflect.
	notifications/cancelled with a non-object params no longer crashes the
request. null, an array, a string or a number raised BadMapError, and
the transport answered a bare 500. It now returns a JSON-RPC -32602 error
with "id": null (HTTP 200).
	A JSON array in any reflected field no longer crashes the request.
ConduitMcp.Reflect.text/2 rescued only Protocol.UndefinedError, but
to_string/1 on a list raises ArgumentError or UnicodeConversionError.
notifications/cancelled pipes the client's reason through it on a path
with no rescue, so "reason": [1.5] produced a bare 500 with no JSON-RPC
reply on either transport. Arrays are now inspected; [1, 2] renders as
"[1, 2]" rather than being coerced to two control characters and stripped
to "".
	Plug.Router.forward works again with :rate_limit. Resolving plugs in
init/1 put a local function capture in the router's options, and
forward/2 escapes those at compile time — so the Phoenix integration in the
README failed to compile with "cannot escape #Function<…default_key_func>"
whenever rate limiting was configured. Both rate-limit plugs now expose
default_key_func/1 publicly and capture it remotely.
	The global cancellation cap no longer denies callers who are under their
own quota. It was checked first, so one client opening 40 sessions and
filling each scope's 256 rows (10 240 > the 10 000 default) refused every
other client's cancellations — reinstating the cross-tenant denial of
service the per-scope quota exists to prevent. The global cap is now a memory
backstop that evicts instead of rejecting: each reclaim frees a full batch of
max_rows / 20 rows, oldest first from the largest scope, then from the next
largest, so a flood of one-row scopes cannot force a table scan per insert.
	SSE :max_connections fails closed. An unavailable slot table was read
as "no slots taken", silently disabling the cap rather than enforcing it.
	A supervised ETS owner that loses its table now retries. The degrade was
terminal: the process idled forever owning nothing while the table's lifetime
silently became one request's. It also reported invalid :ets.new/2 options
as an ownership race; those now raise.
	:key_provider validation covers fetch_key/2. Only fetch_keys/1 was
checked, but fetch_signing_key/2 dispatches on the token's kid — so a
half-implemented provider passed init/1 and raised
UndefinedFunctionError on the first token from any real JWKS-publishing
authorization server.
	Endpoint mode reflects unknown resource URIs safely. Two of the three
"Resource not found" sites still interpolated the raw URI.
	ConduitMcp.Validation.format_validation_errors/1 accepts what the
validators return. They propagate :tool_not_found / :prompt_not_found
as bare atoms, and the function was guarded when is_list(errors), so the
documented {:error, errs} -> format_validation_errors(errs) raised
FunctionClauseError on a name typo.
	A struct-shaped :current_user is namespaced by its type.
%MyApp.User{id: 42} and %MyApp.ApiClient{id: 42} both derived "42", and
task ownership is an exact string compare — so the service account could read
and cancel the human's tasks. A verifier returning a status value (true,
false, :ok) derives no id, so the principal falls back to the
per-credential digest instead of every caller sharing the id "true".
	A scoped resource with no read handler no longer skews scope
enforcement. It contributed to the templated scan but not to dispatch, so
an overlapping template could enforce one scope and run another's handler.
	Overlapping URI templates run one handler. DSL mode evaluated every
matching template's read handler, side effects included, before picking
the first result. Only the first matching template's handler runs now, and
a handler returning nil no longer falls through to the next template (in
either mode); it is reported as an internal error, like a static handler
returning nil.
	The session table survives. :conduit_mcp_sessions was created lazily by
whichever request touched it first and died with that request, so
Session.get/2 returned {:error, :not_found} for a session id the client
had just been handed. It is now owned by a supervised
ConduitMcp.Session.EtsStore.Owner, capped
(:sessions_max_rows, default 100 000) and swept by a
ConduitMcp.Session.Janitor started for you (disable with
config :conduit_mcp, :session_janitor, false). initialize fails closed
with 503 when the store is at capacity.
	One canonical authenticated principal. ConduitMcp.Plugs.OAuth assigned
a claims map to :current_user, and ownership is an exact-match
comparison — so a task stamped on one request never matched on the next and
the owner's own task 404'd; against static auth every client sharing a
token collapsed into one owner. Both plugs now assign
ConduitMcp.Principal (conn.assigns[:mcp_principal]) carrying a stable
scalar :id, and task ownership, per-user rate limiting and scope checks all
read it. :current_user is unchanged and still yours to shape. The id
formats ("sub:<v>", "client_id:<v>", "<Struct>:<id>",
"static:<digest>") are documented in ConduitMcp.Principal.
ConduitMcp.Principal.id/1 returns only strings: a principal assigned
without put/2 whose :id is not a string is treated as anonymous instead
of raising in the cancellation scope or the rate-limit key.
	Per-user message rate limiting actually works. Its default key read a
shape neither auth plug assigned, so two OAuth subjects behind one proxy
shared a bucket. It now keys on the principal.
	A malformed remote_ip no longer kills the request.
conn.remote_ip |> :inet.ntoa() |> to_string() raises
Protocol.UndefinedError on {:error, :einval}; both rate-limit plugs now
go through ConduitMcp.Principal.client_ip/1.
	tasks/list filters in the C layer. It copied the whole table into the
caller's heap and filtered in Elixir, even when the filter matched nothing.
:owner, :status and :limit are now one :ets.select/3 match spec. The
owner is embedded as a match-spec constant, so a tuple owner (or a map
containing one) lists its own tasks instead of raising ArgumentError, and
ConduitMcp.Tasks.list/2 re-applies :limit after its owner re-check, so a
custom store that ignores :owner or :limit cannot over-return. Owners
compare with =:=, the facade's exact match, so owner 1 does not count
1.0's rows. A custom store that ignores :owner must also ignore
:limit (see ConduitMcp.Tasks.Store).
	A typo'd validation option fails the build.
field(:name, :string, min_lenght: 3) used to warn and validate nothing.
It now raises, with a "did you mean" suggestion. A recognised option with a
badly shaped value (min: "5") is reported as an invalid value, not as a
typo of itself.
	ConduitMcp.Protocol.server_error/0 exists. The moduledoc advertised it
while the defdelegate block omitted it, so calling it raised
UndefinedFunctionError.
	ConduitMcp.Protocol.methods/0 cannot disagree with the router. It was a
second, hand-maintained copy missing six routed methods
(resources/templates/list, all four tasks/*, notifications/cancelled).
It is now derived from ConduitMcp.Handler's dispatch table.
	Optional dependencies fail loudly instead of 401ing. The
if Code.ensure_loaded? guards are conditional compilation, frozen when
:conduit_mcp was built inside your _build — and Mix does not rebuild an
already-built dependency when you later add one. Configuring
strategy: :oauth or a JWKS key_provider without the dependency now raises
ConduitMcp.OptionalDependencyError at init/1, naming the dependency and
mix deps.compile conduit_mcp --force.
	Supervision documentation now matches the actual tree (CLAUDE.md,
ConduitMcp.Server, ConduitMcp.Session.EtsStore), and
ConduitMcp.Application appears in the generated docs.
	mcp-protocol-version echoes the negotiated version. Every legacy
response carried a hardcoded 2025-11-25, so a client that negotiated
2025-06-18 was told another version. The header now comes from the
initialize result, then the session, then a supported request header.
	ConduitMcp.Telemetry.events/0 lists every event the library emits.
request.cancelled, the cancellation.* events, session.cleanup and
tasks.cleanup were emitted but missing from events/0, its docs, the
default log handlers and PromEx, so handlers attached from the list never
saw them. A test now pins the list to the events actually emitted.
	DSL complete declarations work. Completions declared in prompt and
resource blocks were stored but never served: a later complete
overwrote an earlier one, a resource block's complete was filed under
prompts, and no handle_complete/3 was generated, so completion/complete
always answered empty and completions was never advertised. They now
generate handle_complete/3 (at most 100 values, with total and
hasMore; the block's scope applies).
	DSL and Component resources include name, set to the URI. Every MCP
revision requires it, and strict clients rejected the listing.
	param :x, :string, opts (DSL) and field (Component) without a
description keep their options. The options were dropped and the keyword
list sent as the "description", which broke tools/list.
	image/1 returns spec-conformant content (see Breaking changes).

Added
	ConduitMcp.Client.set_auth/3 — replaces a running client's credentials
(any :auth form, plus credential_id:), reconnects, and drops private
cached results. OAuth options without :store keep the current store.
	Streamable HTTP client options :credential_id (names whose tokens an
:auth function returns, so private results can be cached for that
identity) and :resolver (replaces DNS for the :public_only check).
	config :conduit_mcp, :listen_max_queue and the
[:conduit_mcp, :subscription, :drop] telemetry event (with a PromEx
counter).
	ConduitMcp.Principal — the canonical "who is calling", with id/1,
scopes/1, client_ip/1, client_bucket/1 and rate_limit_key/1.
	ConduitMcp.Cancellation.track/2, untrack/2, in_flight?/2 and
valid_request_id?/1 — the in-flight registry the handler uses to decide
whether a notifications/cancelled is recorded.
	ConduitMcp.Reflect — the boundary helper for reflected client text.
	ConduitMcp.Transport.Shared — the single implementation of everything the
two transports share. No function body exists in both transports any more,
and each plug is resolved once in init/1 rather than on every request.
	ConduitMcp.OptionalDeps / ConduitMcp.OptionalDependencyError.
	ConduitMcp.Plugs.OriginValidation now honours the documented %Regex{} and
bare-string :allowed_origins shapes, which previously hit the catch-all and
403'd every Origin-bearing request.
	ConduitMcp.Plugs.Auth gained :principal_id for naming the principal
behind a shared static credential. It requires a configured static secret
(:bearer_token with :token, :api_key with :api_key); init/1 raises
ArgumentError whenever a :verify function authenticates instead —
:function, :custom, or :bearer_token / :api_key configured with
verify: — where one fixed id would merge every user into a single
principal.
	Optional-dependency table in README.md and prerequisites blocks in
guides/authentication.md and guides/rate_limiting.md, both stating the
mix deps.compile conduit_mcp --force requirement.
	A bare-consumer CI job (.github/scripts/bare_consumer_check.sh) that builds
:conduit_mcp inside a project declaring no optional dependencies — the
one configuration the main suite can never cover, since optional: true deps
are fetched for the defining project. publish now gates on it.
	ConduitMcp.EtsOwner — the shared implementation behind all six supervised
ETS table owners. A lost :ets.new/2 race logs and retries every second
instead of raising: an Owner that raised on restart took
ConduitMcp.Supervisor — and with it the consumer's application — down
after three attempts in five seconds, and a janitor tick calling
ensure_table/0 is enough to cause it. Invalid :ets.new/2 options still
raise. The retry interval is EtsOwner.start_link/4's :reclaim_interval
(default 1 000 ms).
	ConduitMcp.Session.Janitor gained :telemetry_event and :noun. The
library reuses this janitor for the cancellation table, so the cancellation
sweep now emits [:conduit_mcp, :cancellation, :janitor] rather than
reporting its evictions to your [:conduit_mcp, :session, :cleanup] handler
once a minute.
	:session_janitor and :cancellation_janitor accept true as the symmetric
spelling of false, and raise a message naming the key for anything else
instead of a CaseClauseError inside Application.start/2.
	ConduitMcp.Tasks.list/1 accepts limit: :infinity — the same "unbounded"
spelling :tasks_max_rows uses. It previously returned [].
	ConduitMcp.Reflect.text/2 also strips U+061C (ALM), U+2060 and U+FEFF —
the invisible format and bidi controls outside the ranges it already covered.
	default_key_func/1 on ConduitMcp.Plugs.RateLimit and
ConduitMcp.Plugs.MessageRateLimit is public
(@doc false) so the resolved plug options survive Plug.Router.forward/2's
compile-time escape. The same constraint applies to your own callbacks in
transport options (e.g. :key_func): pass a remote capture
(&MyApp.RateKeys.msg/1), not an anonymous function. See
ConduitMcp.Transport.Shared.
	A per-parameter type_coercion: boolean validation option overrides the
global :type_coercion setting for that parameter; an object parameter's
fields inherit it.
	The 2026-07-28 (modern) protocol era, served next to the legacy one.
ConduitMcp.Era classifies each request (per-request _meta ⇒ modern;
initialize, sessions ⇒ legacy) right after Plug.Parsers. Modern
requests never create, require or look up a session (a supplied session
id is still checked against its principal), echo their own version, and
get modern errors and statuses: -32020 header mismatch, -32021 missing
client capability (with data.requiredCapabilities), -32022 unsupported
version, 400/404 HTTP statuses (ConduitMcp.Protocol.Modern). Results
carry resultType and _meta["io.modelcontextprotocol/serverInfo"]. Why:
2026-07-28 is the new MCP revision, and clients of both eras exist.
Opt out: none needed; legacy clients are served as before.
	server/discover (ConduitMcp.Discover) advertises
supportedVersions, capabilities (ConduitMcp.Capabilities.build/2) and
instructions. It stays authenticated.
	:instructions option on use ConduitMcp.Server, ConduitMcp.Endpoint
and both transports, returned by initialize and server/discover. Unset
emits nothing.
	Header validation (ConduitMcp.Plugs.HeaderValidation, codec
ConduitMcp.Headers). Modern requests must agree with Mcp-Method,
Mcp-Name (on tools/call, resources/read, prompts/get) and any
Mcp-Param-*; the version header must match _meta. It runs before
:message_rate_limit, so rejected requests aren't counted, and never
echoes a header value. The DSL/Component header: param option publishes
x-mcp-header; an invalid annotation (number type, inside array items,
duplicate name, not an HTTP token) is a CompileError, because conforming
clients drop such tools. Manual mode validates the handle_list_tools
schema at runtime and logs bad annotations.
	Multi round-trip requests (MRTR). Tools, resources and prompts (DSL,
Component, manual) can return {:input_required, input_requests, state},
with requests built by ConduitMcp.MRTR.elicit/2 (and the deprecated
sample/2, list_roots/0). Each request is checked against the client's
capabilities (ConduitMcp.MRTR.missing_capabilities/2); state is sealed
into requestState by ConduitMcp.MRTR.State (AES-256-GCM, bound to the
version, method, salient params and principal, 5-minute expiry), and the
retry finds %{state:, responses:} in conn.assigns[:mcp_input]. A
tampered or foreign token gets a flat -32602. Requires
config :conduit_mcp, :mrtr_keys, [{kid, key32}], validated at boot when
set; the first key seals and the rest still open, which is how rotation
works. A legacy-era request returning {:input_required, …} gets
-32603. Opt out: none needed; opt-in by return value.
	Streamed tools/call responses. A modern request with
_meta.progressToken or logLevel, from a client accepting
text/event-stream, may receive notifications/progress /
notifications/message (ConduitMcp.Progress.report/3,
ConduitMcp.Log.log/4) before its result, with :\r\n keep-alives
(ConduitMcp.Transport.SSEStream, ConduitMcp.StreamSpec). Closing the
stream cancels the request: the server records it with
ConduitMcp.Cancellation.cancel_request/2, keyed to the request itself so
two anonymous clients behind one address cannot clear each other's
cancellation. Bounded by :max_streams (JSON fallback at the cap),
:max_stream_lifetime and :stream_cancel_timeout. Opt out: none needed;
without those _meta keys or the Accept type, responses stay JSON, and
both functions do nothing on legacy requests.
	subscriptions/listen (ConduitMcp.Subscriptions,
ConduitMcp.Subscriptions.Filter). A modern client opens a stream with a
filter (toolsListChanged, promptsListChanged, resourcesListChanged,
resourceSubscriptions, taskIds), is acknowledged with the honoured
subset, and receives the matching notifications tagged with its
subscriptionId. Push them with ConduitMcp.notify_tools_changed/0,
notify_prompts_changed/0, notify_resources_changed/0 and
notify_resource_updated/1 (node-local; broadcast on your own PubSub for a
cluster). Resource URIs are authorized per URI and silently dropped when
unauthorized; the stream closes at token exp or
:max_stream_lifetime; :max_listens_per_principal (4) bounds a
principal's live streams — a further listen replaces that principal's
oldest one (notifications/cancelled, then the closing result; telemetry
reason :superseded), because a client that vanished is only noticed on
the stream's next write — and :listen_idle_timeout ends idle ones; 503
at :max_streams, 406 without the event-stream Accept. Modern
capabilities advertise listChanged: true, resources.subscribe: true
and logging (any modern tool may send notifications/message). New
Notifications.subscriptions_acknowledged_notification/1 and
cancelled_notification/2.
	Cache hints. Cacheable modern results (server/discover, the three
lists, templates and resources/read) carry ttlMs and cacheScope, never on
interim results. Global config :conduit_mcp, cache_ttl_ms:, cache_scope:
(validated at boot), per declaration with the DSL cache ttl_ms:, scope:
macro or the Component cache: option (ConduitMcp.CacheHints). A list
takes the minimum TTL and stays private if any item is private or
scoped; scope plus cache_scope: :public is a compile error. Opt out:
omit cache; the global defaults apply.
	Tasks extension (experimental). ConduitMcp.Ext.Tasks implements
io.modelcontextprotocol/tasks for 2026-07-28: a tools/call returning
{:task, attrs} gets resultType: "task" when the client declared the
extension (else -32021), served by tasks/get, tasks/update and
tasks/cancel (which require Mcp-Name = the task id). Tasks are
owner-scoped, ids are 32-byte bearer tokens, and the store is a behaviour
(Ext.Tasks.Store, default Ext.Tasks.EtsStore). Status changes go to
the owner's listen streams as notifications/tasks
(Ext.Tasks.ListenNotifier, replaceable via Ext.Tasks.Notifier). Opt
out: off by default; config :conduit_mcp, :ext_tasks, true enables it.
The legacy ConduitMcp.Tasks is frozen (legacy era only).
		ConduitMcp.Handler.dispatch/3 returns `{:reply, map}	{:stream,
	StreamSpec.t()}	:noreply`, so manual-mode routers can serve modern

streams; handle_request/3 keeps its contract and answers a stream-only
method with -32601. HeaderValidation.invalidate/1 drops the cached
manual-mode tool schemas.
	DELETE / ends a session (Streamable HTTP, sessions on). 200 on
success, 404 for an unknown id, 400 without one, 405 with sessions off.
	image/2 takes the data and an explicit MIME type.
	The MCP client: ConduitMcp.Client. One supervised connection per
server (Supervisor + a :gen_statem connection) that probes
server/discover and falls back to initialize (protocol: :auto, or pin
:modern, :legacy or a version). Starting never blocks; requests made
before ready wait within their own timeout; a timed-out or abandoned
request is cancelled; nothing that may have executed is retried. Names may
be any term (ConduitMcp.Client.Registry, no atoms). API: tools,
resources, templates, prompts, completion, ping, set_log_level,
subscribe/unsubscribe (both eras, kept across reconnects),
subscribe_notifications, notify_roots_changed, and
call_tool(…, task: :return | :await) with get_task, await_task and
cancel_task. Errors are %ConduitMcp.Client.Error{} with a closed kind
set; a tool's isError is {:ok, %ToolResult{is_error: true}}. Options
are validated at child_spec/1 (ConduitMcp.Client.Config). Why: Elixir
hosts had no way to call MCP servers. Opt out: none needed; the
application starts no client.
	Client cache. Tool, prompt and resource lists are cached per
connection in a :protected table (list_all_*, cached_tools/2,
tool/3), honouring ttlMs (capped by :max_cache_ttl), refreshed on
list_changed (coalesced, at most once a second per list), with
pagination caps. Tool intake drops invalid names, malformed or duplicate
definitions and invalid x-mcp-header annotations with telemetry and a
warning instead of failing the listing. Opt out:
list_all_tools(…, refresh: true) or max_cache_ttl.
	ConduitMcp.Client.Handler: sampling, elicitation and roots in both
eras (legacy server requests run in supervised tasks; modern MRTR inputs
run in the caller), with safety defaults: maxTokens clamp,
sampling: [max_tool_iterations: 5], an input rate limit,
includeContext coercion, idle-sampling denial, never-fetched https-only
elicitation URLs, a form-schema subset check, file:// roots only. A
client with no handler declares no capabilities.
	Client transports. Transport.Stdio runs a local server with no shell
(:spawn_executable, literal arguments), an allowlisted environment, a
junk-output budget, an 8 MiB line cap, and EOF → TERM → KILL shutdown that
reaps the server even if the connection is killed.
Transport.StreamableHTTP (needs :finch) talks to remote servers in
both eras with byte caps, no decompression, separate total and idle
deadlines, no cross-origin redirects, verify_peer TLS, session renewal,
the legacy GET stream and modern listen. Transport.InProcess drives a
server module directly, for tests and development. The Transport
behaviour gains optional validate_options/1, so a bad option raises at
child_spec/1. ConduitMcp.Client.URLPolicy blocks private, loopback
and link-local addresses for server-originated URLs. Secrets travel as
ConduitMcp.Client.Secret, which never inspects, logs or encodes its
value.
	Governed tool calls. Once :policy, :hooks, :tools or :validate
is set, call_tool/4 runs ConduitMcp.Client.Pipeline in the caller:
selection (ToolFilter), pre-hooks, schema validation, policy
(deny > pin > ask > allow > default; loose deny/ask, exact allow, on {server, tool};
untrusted annotations ignored; Policy.Paths; tool fingerprints pin
approved definitions), approval via :on_ask with per-principal,
per-fingerprint 24 h grants (Client.Grants), post/failure hooks, and
optional LLM shaping (provenance, size cap, invisible-character stripping,
MIME allowlist). Hooks fail closed: a raising, timed-out or
contract-breaking pre-hook sends nothing, and a failing post-hook withholds
the result. Optional JSON Schema validation through :jsv
(Client.SchemaValidator.JSV), with size, depth and remote-$ref bounds
checked first. Opt out: leave them unset; post and failure hooks take
on_error: :ignore.
	ConduitMcp.Client.Hub: one supervised client per server, tools listed
as server__tool (Client.Naming, Client.ToolSet; colliding names
exclude every collider) from each client's cache, every call routed
through the governed pipeline. It refuses to start without :policy. A
crash-looping server is restarted with backoff and cannot take the others
down; servers can be added and removed at runtime. taint: plus
Policy.tainted/1 let rules react to other servers' output in the turn.
Servers sharing an authorization server share one in-memory token store.
Opt out: use a single ConduitMcp.Client.
	LLM adapters: Client.Adapters.Anthropic, Client.Adapters.OpenAI
(Chat and Responses; explicit strict, with per-tool fallback and null
stripping) and Client.Adapters.Gemini (experimental) convert tool lists,
parse tool calls and build tool results. Adapters.execute_tool_calls/4
runs a model's calls concurrently through the pipeline and answers them in
order; an approver's halting deny returns {:halt, results}.
ToolCall.call_id carries the provider's id.
	Client OAuth 2.1 (ConduitMcp.Client.OAuth, needs :finch):
protected-resource and authorization-server discovery, client ID metadata
documents, pre-registration and the deprecated dynamic registration,
authorization code with PKCE and RFC 9207 iss checks (host-managed
Pending), refresh with single-flight rotation, 403 step-up with a scope
union, client_credentials (secret or private_key_jwt with :jose), a
one-shot Loopback callback server, and a TokenStore behaviour (default
:protected TokenStore.ETS). Every OAuth request is pinned to an address
URLPolicy vetted. Opt out: leave auth: unset.
	Telemetry: [:conduit_mcp, :mrtr, :input_required],
[:conduit_mcp, :subscription, :start | :stop], and the client's
[:conduit_mcp, :client, …] events (requests, connection lifecycle, tool
intake, governance, hub, adapters, OAuth, input requests, transport
mailbox), all listed in ConduitMcp.Telemetry.events/0 with their
metadata keys. Client metadata comes from an allowlist and never carries
secrets, nor arguments or results unless payload capture is enabled
(below); client-spawned processes set mcp_* Logger metadata.
ConduitMcp.PromEx gains MRTR, subscription, client and OAuth metric
groups.
	Opt-in payload capture in client telemetry (TL-2): telemetry: [capture_payloads: [redact: fun, max_bytes: 4_096]] (client and hub)
adds :arguments to [:conduit_mcp, :client, :tool_call, :start] and
:result to :stop, passed through the required redact in the
caller; an over-size value becomes {:truncated, byte_size}, and a
raising redact or an unencodable return (a Secret included)
:redaction_failed. capture_payloads: true without :redact raises at
start. Off by default: neither key is present.
	Optional dependencies :finch (~> 0.21, the client's HTTP transport
and OAuth) and :jsv (~> 0.26, client schema validation), guarded by
ConduitMcp.OptionalDeps.finch!/0, jsv!/0, oauth_client!/0 and
client_assertion!/0 at init.
	Server log messages reaching the client are bounded. Inbound
notifications/message is sanitized (ConduitMcp.Reflect), level-clamped
to the RFC 5424 set and rate-limited per connection (log_rate_limit: [per_second: 50, burst: 100]); drops emit
[:conduit_mcp, :client, :log, :dropped]. A server could flood a host's
log handler. Opt out: raise log_rate_limit.
	Client trace context. A :traceparent request option (falling back to
Logger.metadata()[:traceparent]) is validated with the now-public
ConduitMcp.Era.traceparent/1 and sent in modern _meta; tracestate and
baggage are never sent.
	Test coverage expanded to 2 357 tests (2 256 tests, 61 doctests, 40
properties; up from 745 in 0.10.1), including real-socket :integration
and child-process :stdio tests that run in the default suite.
	Dependencies updated (lock only; no requirement changed): hammer 7.5.0,
joken 2.7.0, prom_ex 1.12.0, req 0.7.4, credo 1.7.19, dialyxir 1.4.8,
ex_doc 0.40.4, sobelow 0.15.0, stream_data 1.4.0, benchee 1.5.1, plus
transitive updates. peep 5.x is held back by prom_ex's requirement.

0.10.1 - 2026-08-05
Follow-up hardening from a re-review of the 0.9.4–0.9.7 changes (PRs #13–#17).
Security
	Owner-scoped tasks/* routes (IDOR/BOLA). The experimental tasks/get,
tasks/cancel, tasks/result, and tasks/list routes keyed purely on the
client-supplied taskId, so any caller could read or cancel any task (and
tasks/list returned every task system-wide). They now scope to the caller's
principal via a new owner-aware ConduitMcp.Tasks API. Scoping is opt-in and
back-compatible: a request with no principal, or a task created without an
owner, behaves exactly as before; a principal mismatch returns
{:error, :not_found} without leaking the task's existence. Stamp ownership
with ConduitMcp.Tasks.create/3 and configure principal extraction with
:task_owner_fun (default conn.assigns[:current_user] — return a stable
scalar such as sub/id, since ownership is checked by exact match).
	JWKS SSRF posture and stale-key window documented in the
ConduitMcp.OAuth.KeyProvider.JWKS moduledoc: jwks_uri is trusted operator
config (private/link-local addresses are still fetched, not blocked — harden
egress if the URI is less-trusted), and during a JWKS outage cached keys keep
validating until :stale_max_age (default 24h) before failing closed.

Added
	ConduitMcp.Tasks owner-scoped API — create/3, get/2, cancel/2,
list/2, and owner/1, plus the configurable :task_owner_fun. The
ConduitMcp.Tasks.Store @moduledoc documents the top-level "owner"
convention; reference stores promote it in to_map/1.
	Named error codes ConduitMcp.Errors.task_not_ready/0 (-32004) and
request_cancelled/0 (-32800), delegated from ConduitMcp.Protocol,
replacing magic literals.
	[:conduit_mcp, :cancellation, :cleanup] telemetry (measurement
%{removed: count}) emitted by ConduitMcp.Cancellation.cleanup/1, mirroring
the session janitor.

Fixed
	JWKS ETS cache could crash a concurrent request. The cache table was
created by whichever request first fetched keys and destroyed when that
process exited, so a concurrent request could hit an :ets ArgumentError
on the authentication path. The table is now owned by a supervised process
(ConduitMcp.OAuth.KeyProvider.JWKS.Owner, started from
ConduitMcp.Application), which also lets the cache persist across requests
as intended. Complements the 0.10.0 fix that tolerates losing the
check-then-create race.

Changed
	Example app (examples/oban_tasks_server/) and guide hardening — the
Oban exception→telemetry bridge now marks a task "failed" on its final
attempt (the previous job.state guard never fired, since the state is
"executing" at exception time); Tasks.Store.cancel/1 updates the row
before cancelling the Oban job (so a failed write can't strand a "working"
row); client-supplied durations are validated; the Oban dep is pinned to
~> 2.22.0 (raw-SQL coupling to internal tables); a logger note warns that
crash metadata can leak job args; and the guides/oban_tasks.md worker
example is corrected.

0.10.0 - 2026-08-05
Security
	Patched every dependency carrying a published advisory. Verified against
OSV across all 47 locked packages, which now report none.
	Package	From	To	Advisories fixed
	plug	1.19.2	1.20.3	quadratic-time decoding of nested query/body params (high, CVE-2026-54892); multipart :length not charged for part headers, enabling unbounded temp-file creation (medium, CVE-2026-56814); cookie attribute injection in Plug.Conn.Cookies.encode/2 (low, CVE-2026-56813)
	bandit	1.11.1	1.12.4	quadratic CPU blow-up reassembling fragmented WebSocket messages (high, CVE-2026-65623)
	mint	1.7.1	1.9.3	CONTINUATION/HEADERS flood (high); unbounded streams map growth via PUSH_PROMISE (high); request-line CRLF injection (low); Content-Length + prefix (moderate)
	req	0.5.17	0.7.2	unbounded archive/compression extraction driven by response content-type (high); multipart header injection (moderate)

The plug and bandit advisories are the ones that matter for a deployed
server: both are remote denial-of-service reachable through the transports on
any request, with no configuration required. The mint and req ones reach
this library only through the optional JWKS key provider — where the
decompression advisory is genuinely reachable rather than merely present, since
ConduitMcp.OAuth.KeyProvider.JWKS caps the JWKS body at 1MB but Req
decompresses before that cap applies.
No declared constraint changed: ~> 1.19, ~> 1.9 and ~> 0.5 all already
permitted the patched releases, so only mix.lock moved. bandit 1.12 requires
thousand_island ~> 1.5, so that moved too (1.4.3 -> 1.5.0); plug_crypto
(2.1.1 -> 2.2.0), finch (0.20.0 -> 0.23.0), hpax and castore followed as
transitives. The JWKS moduledoc now recommends {:req, "~> 0.6"}.

	JWT algorithm allow-list — ConduitMcp.Plugs.OAuth now validates the
token header alg against an allow-list (new :algorithms option,
default: RS/ES/PS families) before key lookup, and requires the resolved
signing key to match the header algorithm's family. Static oct keys
implicitly allow their HS algorithms, so existing HMAC setups keep working.
Set :algorithms explicitly if you rely on a non-default algorithm.

	JWKS fetch hardening — the JWKS key provider now requires https
(override with allow_insecure_jwks: true for dev), no longer follows
redirects, applies connect/receive timeouts, and caps responses at 1MB.
A failed refresh now serves previously cached keys with a logged warning
instead of failing.

	WWW-Authenticate header hygiene — config-sourced values (resource URI,
scopes) are stripped of CR/LF/quotes before header interpolation. The SSE
endpoint event URL can now be pinned with the new :base_url option;
the Host-header fallback is sanitized.

	Origin-validation startup warning — transports log a warning at init
when :allowed_origins is unset (DNS-rebinding exposure for
browser-reachable servers). Pass allowed_origins: "*" to opt out
explicitly.


Changed
	Validation min_length/max_length now count graphemes
(String.length/1) instead of bytes — multi-byte UTF-8 input is no longer
over-counted. Behavior change for non-ASCII parameter values.
	Custom-constraint validation reports all violations at once instead of
halting at the first failing parameter — clients fixing bad input no longer
need one round-trip per error.

Fixed
	HS (HMAC) token verification crashed — the OAuth plug passed the oct
JWK map to Joken.Signer.create/2, which requires the raw binary secret;
static oct keys now work. Malformed signing keys now yield a 401 instead
of crashing the request process.
	ETS table-creation races in the JWKS cache and session store could
crash a request under concurrent cold start; both now tolerate losing the
check-then-create race (matching the tasks/cancellation stores).
	Unknown JWK key types silently fell back to RS256, masking
misconfiguration with a confusing signature error; they are now rejected
with a logged warning.
	.credo.exs accidentally disabled nearly the whole default check suite
(enabled: replaces the suite; extra: adjusts it). The full suite now
runs locally and in CI.

Deprecated
	Leaving :allowed_origins unset logs a warning; a future major release
will require an explicit Origin policy for browser-reachable transports.

Added
	require_session: true session option for
ConduitMcp.Transport.StreamableHTTP — rejects non-initialize POSTs
without an Mcp-Session-Id header (HTTP 400), per the MCP specification.
	:base_url option for ConduitMcp.Transport.SSE and :algorithms
for ConduitMcp.Plugs.OAuth (see Security).
	resources/templates/list method — MCP-spec-required endpoint for
discovering URI-templated resources. Templated resources (URIs with
{param} placeholders) now appear here instead of in resources/list.
New optional handle_list_resource_templates/1 Server callback.
	notifications/cancelled handling via the new
ConduitMcp.Cancellation module. Tool authors poll
Cancellation.cancelled?(conn) to cooperatively abort long-running
work. Handler stashes the request id in conn.assigns[:mcp_request_id]
and emits [:conduit_mcp, :request, :cancelled] telemetry.
	Capability advertisement for completions, logging, and
resources.subscribe — previously these features were routed but
never declared on initialize, so spec-compliant clients never used
them.
	Tool schema fields title, icons, outputSchema, and
execution.taskSupport (MCP 2025-11-25). New DSL macros: title/1,
icons/1, output_schema/1, task_support/1.
	Tasks JSON-RPC methods — tasks/get, tasks/cancel,
tasks/result, tasks/list routed to ConduitMcp.Tasks.
	task/2 DSL helper for returning a task id from a long-running
tool invocation.
	ConduitMcp.Session.Janitor — opt-in GenServer that periodically
prunes expired sessions from the ETS-backed store. Add to your
supervision tree to bound memory growth on public-facing servers.
	ConduitMcp.Tasks.delete/1, cleanup/1, and Tasks.Janitor —
parallel cleanup for the tasks table, which previously had no
eviction at all.
	ConduitMcp.Tasks.Store behaviour — task storage is now
pluggable, mirroring ConduitMcp.Session.Store. Configure via
config :conduit_mcp, :tasks_store, MyApp.MyTasksStore. The default
remains the in-memory ConduitMcp.Tasks.EtsStore, so existing
servers keep their current behaviour without any changes. Standard
tasks/* JSON-RPC routes dispatch through the configured store, so
swapping in a durable backend (e.g., Oban + SQLite or Postgres)
requires no handler changes.
	examples/async_tasks_server/ — runnable example demonstrating
the MCP 2025-11-25 tasks lifecycle (in-memory, ETS-backed).
	examples/oban_tasks_server/ — runnable example demonstrating
the same lifecycle backed by Oban + SQLite for durability, with the
input_required state exercised via {:snooze, _}.
	Object parameters actually work. :object params (ConduitMcp.DSL) and
:object fields (ConduitMcp.Component.Schema) were dead code: every
declaration form crashed at compile time, and the one shape that compiled was
rejected at runtime by the validator. All forms now compile and validate —
blockless (open) objects, block objects with declared fields, objects nested
in objects, and items :object inside an :array.
	Nested runtime validation. A declared object's nested fields are now
enforced by NimbleOptions to any depth: required fields, types, and the
custom constraints (enum, min/max, length limits, validator). Errors
name the full path (bag.inner.city). Undeclared nested keys are rejected
with an actionable message instead of NimbleOptions' expected atom, got: "zzz". Nested keys are atomised only when they match a declared field
name, so client input can never mint an atom.
	additional_properties: option for :object params and fields —
true enforces the declared fields and passes undeclared keys through to the
handler; false (the default once fields are declared) rejects them. It also
drives "additionalProperties" in the generated JSON Schema, which is now
always emitted for objects so the published schema matches what the server
enforces.
	items/1,2 in ConduitMcp.Component.Schema — component-mode array
fields had no way to declare an item type at all, and a bare field inside
an :array block silently corrupted the parent field list. items is now
the only thing an :array block accepts, at every nesting depth.
	3-arg (and 2-arg) block forms — param :bag, :object, "desc" do ... end
and field :bag, :object do ... end used to bind to the blockless clause
([do: ...] is a keyword list), silently discarding the block; the form the
field/4 docs themselves showed was broken. Both now work in both DSLs. A
block on a type that has no block form raises a CompileError naming the
file and line.
	Type coercion now follows nested objects. A nested :integer field
accepts the same "30" the top level does; previously coercion stopped at
depth 0 while nested type checking did not, so the two disagreed.
	The two DSL front ends now accept the same programs. ConduitMcp.DSL
silently swallowed a bare field inside an :array block, an items outside
one, and a field outside any object block, and raised a bare
FunctionClauseError for items :string do ... end. All four are now
CompileErrors naming the file and line, matching Component.Schema. The
compile-time scope plumbing both DSLs share moved into one place.

Fixed
	DSL empty-map type warning under Elixir 1.20 — __scope_for_tool__/1
in DSL-mode servers without any scoped tools used to expand to
Map.get(%{}, _), which Elixir 1.20's type checker flags as always
returning the default. Same fix as commit 0f05a9f for Endpoint
mode: replace the single-map lookup with per-tool function clauses
plus a catch-all. Servers that never declared OAuth scopes now
compile cleanly under --warnings-as-errors.
	min:/max:/validator: were bypassable by sending a number as a string.
Custom constraints are checked by this library rather than NimbleOptions, and
the checks ran before type coercion — so check_min_value/3 skipped a binary
value, coercion then turned it into a number, and the markers had already been
stripped from the schema NimbleOptions sees. With type_coercion: true (the
default), "5" passed min: 18 and the handler received 5. validator:
was worse: the function was called with the uncoerced binary, and "5" > 18 is
true in Erlang term order. Coercion now runs first, so every constraint sees
the value the handler will see. Note enum: now matches after coercion too —
enum: [1, 2, 3] accepts "1" for an :integer field, where it previously
rejected it.

Changed
	resources/list now returns only static URIs. Templated URIs
move to resources/templates/list per spec. Clients that relied on
templated URIs in resources/list were already non-spec-compliant.
	Session.Store behaviour gained an optional cleanup/1 callback
used by Session.Janitor. Existing stores that don't implement it
continue to work; the janitor logs a warning and idles.
	OAuth scope rejection on tools/call now returns a JSON-RPC
error with the request's id (previously nil, breaking client
correlation).
	Validation errors now always carry a parameter. A type mismatch used to
return parameter: nil and NimbleOptions' raw prose, while a missing required
field returned the field name — so a client author had to special-case the
failure kind to locate the field. Every error now names its parameter, dotted
for nested fields (bag.inner.city). Type-error messages no longer carry
NimbleOptions' internal (in options [:bag]) suffix, because the parameter
says it.
	Undeclared parameters are rejected with a proper error. Previously left to
NimbleOptions, which reported no parameter name and — for a name that did not
already exist as an atom — raised out of validation entirely, so the same
mistake surfaced as either a validation error or an internal error depending
on the VM's atom table. Now always
%{"parameter" => name, "message" => "unknown parameter \"name\""}.

Removed
	Validation telemetry events [:conduit_mcp, :validation, :started],
[:conduit_mcp, :validation, :success], and
[:conduit_mcp, :validation, :failed] are no longer emitted. They
fired on every validated request (three per call, even with no
handler attached) and were redundant with the existing
[:conduit_mcp, :tool, :execute] event. Migrate attached handlers
to [:conduit_mcp, :tool, :execute] whose metadata's :status
field indicates :ok / :error and whose payload includes
validation failures.
	custom_constraint_markers/0 on ConduitMcp.Validation.SchemaConverter —
replaced by strip_markers/1, which does the stripping itself and recurses
into nested keys: schemas. Callers that fetched the marker list to do their
own Keyword.drop/2 should call strip_markers/1 instead; four modules in
this library did exactly that and now share the one implementation.

0.9.7 - 2026-06-18
Fixed
	tools/call errors crashed when the request carried _meta —
Handler.maybe_add_meta/2 unconditionally wrote the request's _meta into
["result", "_meta"], but error responses (%{"error" => ...}) have no
"result" key. With a _meta present (clients such as the Python MCP SDK
send a progressToken on every tools/call), this raised
"could not put/update key \"_meta\" on a nil value", which the handler
masked as a generic "Internal server error" — so every tool that returned
an error surfaced the wrong message. _meta is now only merged into
responses that have a "result"; error responses pass through untouched.

[0.9.3] - 2026-04-18
Fixed
	Empty-map type warnings under Elixir 1.20 — endpoints with no scoped tools and/or no prompts no longer trigger Map.get/2,3 "will always return default" warnings from @before_compile-generated __scope_for_tool__/1 and __convert_to_atom_keys__/2. Replaced single-map lookups with per-component function clauses (__scope_for_tool__(<<name>>) -> scope and __key_map__(<<name>>) -> escaped_map) plus catch-all fallbacks. mix compile --warnings-as-errors is now clean for read-only / tool-only endpoints.

[0.9.1] - 2026-03-24
Performance
	persistent_term validation config — replaced Application.get_env with :persistent_term.get for O(1) lock-free config reads on every validated request (4–10% faster validation, 5–11% less memory)
	Cached server capabilities — new internal ServerMeta module lazily caches all function_exported? results in persistent_term, eliminating 9 repeated BIF calls per request (2–7% faster handler dispatch)
	Pre-computed clean schemas — __validation_schema_for_tool__/1 now returns {full_schema, clean_schema} tuples pre-stripped of constraint markers at compile time, eliminating per-request Keyword.drop
	Static resource URI dispatch — resources with no {param} placeholders now generate direct pattern-match clauses (O(1)) instead of linear regex scan (O(n))

Fixed
	Atom table exhaustion — String.to_atom/1 in validation replaced with String.to_existing_atom/1 to prevent atom table exhaustion from malicious parameter names

Added
	ConduitMcp.Validation.update_validation_config/1 — public API for updating validation config at runtime (writes both Application env and persistent_term)

[0.9.0] - 2026-03-22
Added
	MCP Apps support — first-class support for the MCP Apps extension, enabling tools to return interactive UI components rendered as sandboxed iframes in host clients	meta/1 macro — attach arbitrary _meta metadata to tool definitions (generic, future-proof)
	ui/1 macro — shortcut for declaring _meta.ui.resourceUri on a tool
	app/2 macro — convenience that registers both a tool (with _meta.ui) and its ui:// HTML resource in one declaration
	raw_resource/2 helper — return raw content with a MIME type from resource handlers
	Component mode ui: option — use ConduitMcp.Component, type: :tool, ui: "ui://..."


	MCP Apps guide — new HexDocs guide covering DSL, Component, and app macro usage with client-side build workflow
	MCP Apps example — examples/mcp_apps_demo/ with a server health dashboard demonstrating the full tool → UI resource → iframe pattern

0.8.5 - 2026-03-22
Changed
	Removed Jason dependency — replaced with Elixir 1.18+ built-in JSON module across all lib, test, and transport code (one fewer dependency)

Performance
	Pre-compiled URI template regex — resource URI matching regex is now compiled once at compile time instead of rebuilt on every request (2.4x faster resource reads in DSL mode, 1.7x in Endpoint mode)
	Single-pass constraint validation — merged 4 separate schema traversals (enum, numeric, string length, custom) into a single Enum.reduce_while pass (1.6x faster)
	Optimized marker removal — replaced 11-iteration Enum.reduce with Keyword.drop/2 (2.2x faster)
	Single config fetch — validation reads Application.get_env once per call instead of 3 times (1.3x faster)
	O(1) schema lookup in type coercion — replaced Enum.find per parameter with pre-built Map lookup

Added
	Benchee benchmark suite (mix bench) with 6 benchmark files:	uri_template_bench — dynamic regex vs pre-compiled vs String.split
	validation_bench — full pipeline, key conversion, constraint passes, marker removal, config lookups
	handler_bench — method dispatch, function_exported? overhead, telemetry cost
	json_bench — built-in JSON encode/decode at varying payload sizes
	protocol_bench — request validation and response construction baseline
	full_request_bench — DSL vs Manual vs Endpoint mode comparison


	mix bench task — run all benchmarks, run specific (mix bench validation), or list (mix bench --list)
	HTML benchmark reports generated in bench/output/

0.8.0 - 2026-03-22
Added
	Endpoint + Component mode — third way to define MCP servers alongside DSL and Manual modes	ConduitMcp.Component behaviour for defining tools, resources, and prompts as individual modules
	ConduitMcp.Component.Schema DSL (schema do field ... end) with automatic JSON Schema and NimbleOptions generation
	ConduitMcp.Endpoint aggregator with component macro, declarative rate_limit/message_rate_limit/auth config
	Auto-detected capabilities from registered component types
	Compile-time validation (duplicate names, invalid modules, missing callbacks)
	Atom-keyed params in execute/2 for ergonomic pattern matching


	ConduitMcp.Errors module — centralized JSON-RPC 2.0 and MCP error code constants	parse_error/0, invalid_request/0, method_not_found/0, invalid_params/0, internal_error/0, server_error/0, resource_not_found/0
	Replaces hardcoded magic numbers across the codebase


	Transport auto-extraction — StreamableHTTP and SSE transports auto-read endpoint config (name, version, rate_limit, auth) as fallback defaults
	Handler capability detection — build_capabilities/1 uses __capabilities__/0 when available for selective capability advertisement
	6 new documentation guides — choosing_a_mode, endpoint_mode, dsl_mode, manual_mode, authentication, rate_limiting

Improved
	Test coverage expanded to 503 tests (up from 405)
	README restructured with all 3 server modes, responses reference, MCP spec coverage table
	Error codes refactored — ConduitMcp.Protocol now delegates to ConduitMcp.Errors

0.7.0 - 2026-03-21
Added
	MCP spec 2025-11-25 support with backward compatibility for 2025-06-18	Protocol version negotiation in initialize (supports both versions)
	MCP-Protocol-Version response header on all POST responses
	MCP-Session-Id header with session creation and validation


	Pluggable session store (ConduitMcp.Session.Store behaviour)	Default ETS store included (ConduitMcp.Session.EtsStore)
	Documentation for Redis, PostgreSQL, and Mnesia stores


	Cursor-based pagination via arity-2 list callbacks (backward compatible with arity-1)
	Tool annotations DSL (readOnlyHint, destructiveHint, idempotentHint, openWorldHint)
	_meta field passthrough for progressToken support
	listChanged capability declarations
	Origin header validation for DNS rebinding prevention
	New handler methods: completion/complete, logging/setLevel, resources/subscribe, resources/unsubscribe
	audio/2 helper macro for audio content type
	ConduitMcp.Tasks module for long-running operation state machine
	ConduitMcp.Client module for server-to-client requests (sampling, elicitation, roots)
	OAuth 2.1 authentication (ConduitMcp.Plugs.OAuth) with JWT validation	JWKS key provider with HTTP fetching (ConduitMcp.OAuth.KeyProvider.JWKS)
	Static key provider (ConduitMcp.OAuth.KeyProvider.Static)
	Resource metadata endpoint (ConduitMcp.OAuth.ResourceMetadata)
	Tool-level scope enforcement


	New error code -32002 (resource not found)
	CI/CD pipeline with compile, format, credo, test, dialyzer, and hex publish jobs
	Configurable initialize response (server_name, server_version via conn.private)

Improved
	Test coverage expanded to 405 tests (up from 309)
	Dependencies updated: bandit 1.10.3, credo 1.7.17, ex_doc 0.40.1, telemetry 1.4.1
	Handler refactored to reduce cyclomatic complexity with extracted helper functions

Fixed
	Version mismatch where handler returned hardcoded version instead of app version
	Hardcoded protocol version in transport (now uses ConduitMcp.Protocol.protocol_version/0)
	Flaky telemetry tests caused by async race conditions
	Flaky StreamableHTTP tests caused by shared ETS state in async mode
	Elixir 1.20 compilation warnings

0.6.5 - 2026-02-07
Added
	Message-level rate limiting (ConduitMcp.Plugs.MessageRateLimit)	Second rate limiting layer that limits MCP method calls per time window
	POST-only: GET/OPTIONS pass through automatically
	Skips JSON-RPC notifications (no id field)
	Configurable excluded methods (e.g., ["initialize", "ping"])
	User-aware default key function (uses conn.assigns[:current_user] from Auth plug)
	"msg:" key prefix prevents Hammer counter collision with HTTP rate limiter
	HTTP 429 response with Retry-After header and JSON-RPC error (code -32000)
	Telemetry event: [:conduit_mcp, :message_rate_limit, :check]
	PromEx metrics: message_rate_limit_check_total, message_rate_limit_check_duration_milliseconds
	Configurable via :message_rate_limit transport option
	Works alongside existing HTTP-level rate limiting



Improved
	Test coverage expanded to 309 tests
	README updated with Rate Limiting documentation (HTTP + message-level)
	Telemetry documentation updated with message rate limit events
	PromEx plugin updated with message rate limit metrics
	Applied mix format to all files in the codebase

[0.5.0] - 2025-11-24
Added
	Resource URI parameter extraction - Complete implementation
	Extracts parameters from URI templates (e.g., "user://{id}" → "user://123" → %{"id" => "123"})
	Supports multiple parameters (e.g., "user://{id}/posts/{post_id}")
	Uses proper regex escaping with placeholder tokens
	Returns {:ok, params} on match or :no_match otherwise
	Full implementation in extract_uri_params/2 (internal)
	Resolves TODO from previous versions


	PromEx plugin for Prometheus monitoring
	Optional integration via {:prom_ex, "~> 1.11", optional: true}
	Conditional compilation (only loads if PromEx available)
	10 production-ready metrics (5 counters + 5 histograms)
	Monitors all ConduitMCP operations: requests, tools, resources, prompts, auth
	Optimized histogram buckets per operation type
	Low cardinality design with string normalization
	Comprehensive documentation with PromQL query examples
	Alert rule examples included
	Zero runtime overhead when not enabled



Improved
	Test coverage expanded significantly
	33 new tests added (21 for core features, 12 for PromEx)
	Resource URI parameter extraction: 11 new tests
	Prompt functionality: 4 new tests
	Tool functionality: 6 new tests
	PromEx plugin: 12 new tests
	Total: 229 tests, all passing


	Documentation enhanced
	Added comprehensive Prometheus Metrics section to README
	190+ lines of PromEx plugin documentation
	PromQL query cookbook with examples
	Alert rule templates
	Complete metric reference



Fixed
	Version consistency across all files (updated from 0.4.6 to 0.4.7, now 0.5.0)
	Removed repository artifacts:	Deleted erl_crash.dump (4.9 MB)
	Deleted conduit_mcp-0.4.0.tar and conduit_mcp-0.4.6.tar


	Updated test badge count (193 → 229 passing)

Breaking Changes
None - This release is fully backward compatible.
[0.4.7] - 2025-11-19
Added
	raw/1 helper macro for direct JSON output without MCP content wrapping	Bypasses standard MCP content structure for debugging purposes
	Returns {:ok, data} directly instead of wrapped content array
	Supports maps, strings, lists, and all data types
	Includes comprehensive documentation with MCP compatibility warnings
	Full test coverage with 3 test cases



Documentation
	Updated README.md helper functions list to include raw/1
	Added detailed module documentation with usage examples and warnings

0.4.6 - 2025-01-16
Changed
	Streamlined README and CHANGELOG for clarity
	Focused documentation on essential features
	Reduced README by 53% (634 → 298 lines)
	Reduced CHANGELOG by 48% (190 → 99 lines)

Improved
	README now highlights DSL as primary approach
	Removed outdated migration guides
	Cleaner examples and better organization
	Added version and test badges

0.4.5 - 2025-01-16
Added
	Clean DSL for defining MCP servers	tool, prompt, resource macros for declarative definitions
	Automatic JSON Schema generation from parameters
	Helper functions: text(), json(), error(), system(), user(), assistant()
	Support for inline functions, MFA handlers, and function captures
	Parameter features: enums, defaults, required fields, type validation


	Flexible authentication system	ConduitMcp.Plugs.Auth with 5 strategies
	Bearer token, API key, custom function, MFA, database lookup
	CORS preflight bypass, configurable assign key
	Case-insensitive bearer token support


	Extended telemetry	[:conduit_mcp, :resource, :read] - Resource operations
	[:conduit_mcp, :prompt, :get] - Prompt operations
	[:conduit_mcp, :auth, :verify] - Authentication
	Complete observability for all MCP operations



Changed
	Examples updated to use DSL (simple_tools_server, phoenix_mcp)
	Transport modules support :auth option
	Auth configured per-transport (no separate pipeline needed)
	Documentation streamlined to focus on DSL

Tests
	36 DSL tests (tools, prompts, resources, helpers, schema builder)
	26 auth plug tests (all strategies, error handling, CORS)
	16 telemetry tests
	193 total tests, all passing

0.4.0 - 2025-01-16
Changed (Breaking)
	Pure stateless architecture	Removed GenServer and Agent - zero process overhead
	Server is just a module with pure functions
	No supervision tree required
	Maximum concurrency (limited only by Bandit)


	Simplified callback API	Removed mcp_init/1
	Changed {:reply, result, state} → {:ok, result}
	Callbacks receive conn (Plug.Conn) as first parameter
	No more state passing/returning
	Error maps use string keys


	Handler updates	Calls module functions directly (no GenServer.call)
	Transport layers pass Plug.Conn for request context



Performance
	Zero process overhead - pure function calls
	Full concurrent request processing
	No serialization bottleneck

0.3.0 - 2025-10-28
Added
	Comprehensive test suite (109 tests, 82% coverage)
	Test infrastructure (TestServer, TelemetryTestHelper)
	ExCoveralls integration

Changed
	Simplified and professionalized README

0.2.0 - 2025-10-09
Added
	Telemetry events ([:conduit_mcp, :request, :stop], [:conduit_mcp, :tool, :execute])
	Configurable CORS headers
	Enhanced logging

Fixed
	SSE buffering with nginx proxies

0.1.0 - 2025-10-08
Added
	Initial release
	MCP specification 2025-06-18 implementation
	ConduitMcp.Server behaviour
	StreamableHTTP and SSE transports
	Tools, resources, and prompts support
	Basic authentication
	Phoenix integration example



  

    Choosing a Mode

ConduitMCP offers three ways to build MCP servers. Each mode gives you a different level of abstraction and control.
Comparison
	Feature	DSL Mode	Manual Mode	Endpoint Mode
	Server definition	Single module with macros	Single module with callbacks	Endpoint + separate component modules
	Tool definition	tool "name" do ... end	Raw JSON Schema maps	One module per tool
	Schema generation	Automatic at compile time	Manual (you build the maps)	Automatic from schema do field ... end
	Validation	Automatic	Manual	Automatic
	Response helpers	text/1, json/1, error/1	Build maps yourself	text/1, json/1, error/1
	Rate limiting	Transport option	Transport option	Declarative in use opts
	Params format	String-keyed maps	String-keyed maps	Atom-keyed maps
	Completions	complete in prompt/resource blocks	handle_complete/3	Not supported
	Mcp-Param-* headers	param ..., header: (checked at compile time)	"x-mcp-header" in your schema (invalid ones logged, then skipped)	field ..., header: (checked at compile time)
	Cache hints	cache ttl_ms:, scope:	__cache_hints__/0, else the global default	cache: component option
	Instructions	use ConduitMcp.Server, instructions:	use ConduitMcp.Server, dsl: false, instructions:	use ConduitMcp.Endpoint, instructions:
	MRTR, tasks	Handler return value	Callback return value	execute/2 return value
	Best for	Quick setup, small servers	Maximum control, custom schemas	Larger servers, team projects

When to Use Each
DSL Mode (use ConduitMcp.Server)
Best when you want to get started quickly. Tools, prompts, and resources are defined inline with macros. Schemas and validation are generated automatically.
defmodule MyApp.MCPServer do
  use ConduitMcp.Server

  tool "greet", "Greet someone" do
    param :name, :string, "Name", required: true
    handle fn _conn, %{"name" => name} -> text("Hello, #{name}!") end
  end
end
Choose DSL when: You have a small-to-medium server, want minimal boilerplate, and don't need tools as separate modules.
Manual Mode (use ConduitMcp.Server, dsl: false)
Best when you need full control over JSON Schema definitions and callback implementations. No compile-time magic.
defmodule MyApp.MCPServer do
  use ConduitMcp.Server, dsl: false

  @impl true
  def handle_list_tools(_conn), do: {:ok, %{"tools" => [...]}}

  @impl true
  def handle_call_tool(_conn, "greet", %{"name" => name}), do: ...
end
Choose Manual when: You need custom JSON Schema features not supported by the DSL, or you want explicit control over every callback.
Endpoint Mode (use ConduitMcp.Endpoint)
Best for larger servers where each tool, resource, or prompt is its own module. Rate limiting and auth are declarative. Params arrive as atom-keyed maps.
defmodule MyApp.Echo do
  use ConduitMcp.Component, type: :tool, description: "Echoes text"

  schema do
    field :text, :string, "Text to echo", required: true
  end

  @impl true
  def execute(%{text: text}, _conn), do: text(text)
end

defmodule MyApp.MCPServer do
  use ConduitMcp.Endpoint,
    name: "My Server",
    version: "1.0.0",
    rate_limit: [backend: MyApp.RateLimiter, limit: 60, scale: 60_000]

  component MyApp.Echo
end
Choose Endpoint when: You want each tool as its own module (better for testing, code organization, team collaboration), or you want rate limiting built into the server definition.
Mixing Modes
The three modes are independent alternatives — you pick one per server module. However, you can have multiple server modules in the same application, each using a different mode.
Protocol Eras
Every mode serves both protocol eras from the same module: modern (2026-07-28, per-request _meta, no sessions) and legacy (2025-11-25/2025-06-18, initialize). Callbacks don't change. The modern-only features — MRTR, Subscriptions, the Tasks Extension, cache hints, streamed tool responses — work the same way in each mode. See Protocol Eras.


  

    Endpoint Mode

The Endpoint mode lets you define each MCP tool, resource, and prompt as its own Elixir module, then aggregate them in a central Endpoint.
Defining Components
Tool Component
defmodule MyApp.Echo do
  use ConduitMcp.Component, type: :tool, description: "Echoes text back"

  schema do
    field :text, :string, "The text to echo", required: true, max_length: 500
  end

  @impl true
  def execute(%{text: text}, _conn) do
    text(text)
  end
end
Key points:
	type: :tool marks this as a tool component
	description: is required for tools
	schema do ... end defines input parameters — generates JSON Schema and validation automatically
	execute/2 receives atom-keyed params and a Plug.Conn
	Response helpers (text/1, json/1, error/1, image/1, image/2) are imported automatically

Resource Component
defmodule MyApp.ReadUser do
  use ConduitMcp.Component,
    type: :resource,
    uri: "user://{id}",
    description: "User profile by ID",
    mime_type: "application/json"

  @impl true
  def execute(%{id: id}, _conn) do
    user = MyApp.Users.get!(id)
    {:ok, %{
      "contents" => [%{
        "uri" => "user://#{id}",
        "mimeType" => "application/json",
        "text" => JSON.encode!(user)
      }]
    }}
  end
end
Key points:
	uri: is required — uses {param} placeholders for dynamic segments
	URI params are extracted automatically and passed as atom-keyed map to execute/2
	No schema do ... end needed — params come from the URI template

Prompt Component
defmodule MyApp.CodeReview do
  use ConduitMcp.Component, type: :prompt, description: "Code review assistant"

  schema do
    field :code, :string, "Code to review", required: true
    field :language, :string, "Programming language", default: "elixir"
  end

  @impl true
  def execute(%{code: code, language: language}, _conn) do
    {:ok, %{
      "messages" => [
        system("You are a #{language} code reviewer"),
        user("Review this code:\n#{code}")
      ]
    }}
  end
end
Schema DSL
The schema do ... end block defines parameters with automatic JSON Schema and validation generation.
Field Types
schema do
  field :name, :string, "Name", required: true
  field :age, :integer, "Age", min: 0, max: 150
  field :score, :number, "Score", min: 0.0, max: 100.0
  field :active, :boolean, "Is active", default: true
  field :tags, {:array, :string}, "Tags"
end
Field Options
	Option	Types	Description
	required: true	All	Mark as required
	default: value	All	Default value
	enum: [...]	All	Allowed values
	min: n / max: n	number, integer	Numeric bounds
	min_length: n / max_length: n	string	String length bounds
	validator: fn	All	Custom validator function
	additional_properties: bool	object	Allow keys the block did not declare
	header: "Name"	string, integer, boolean (tools only)	Mirror the argument into an Mcp-Param-Name header on the modern era; checked at compile time (see Protocol Eras)

Nested Objects
schema do
  field :address, :object, "Mailing address", required: true do
    field :street, :string, "Street", required: true
    field :city, :string, "City", required: true
    field :zip, :string, "Zip code"
  end
end
Nested fields are enforced at runtime — required, types, and the constraints
above — to any depth, and undeclared keys are rejected. Declare the field
without a block for an open object (any keys, nothing enforced), or pass
additional_properties: true to enforce the declared fields while letting
everything else through.
Array Items
schema do
  field :tags, :array, "Tags" do
    items :string
  end

  field :rows, :array, "Rows" do
    items :object do
      field :id, :integer, "Row id", required: true
    end
  end
end
items is the only thing an :array block accepts; a bare field there is a
compile error. Item schemas are published for clients but not enforced
server-side.
Defining the Endpoint
defmodule MyApp.MCPServer do
  use ConduitMcp.Endpoint,
    name: "My Application",
    version: "1.0.0",
    rate_limit: [backend: MyApp.RateLimiter, limit: 60, scale: 60_000],
    message_rate_limit: [backend: MyApp.RateLimiter, limit: 50, scale: 300_000],
    auth: [strategy: :bearer_token, token: "secret"]

  component MyApp.Echo
  component MyApp.ReadUser
  component MyApp.CodeReview
end
Endpoint Options
	Option	Description
	:name	Server name (shown in initialize response)
	:version	Server version (shown in initialize response)
	:rate_limit	HTTP rate limiting config
	:message_rate_limit	Message-level rate limiting config
	:auth	Authentication config
	:instructions	Guidance for clients, returned by initialize and server/discover

Component Registration
Use the component macro to register component modules. Components are validated at compile time:
	Must use ConduitMcp.Component
	Must implement execute/2
	No duplicate names within the same type

Transport Wiring
The Endpoint's config is auto-extracted by transports — no need to duplicate rate_limit/auth/name/version:
# Minimal — endpoint config provides name, version, rate_limit, auth
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP, server_module: MyApp.MCPServer},
 port: 4001}
Explicit transport opts always override endpoint config:
# Override server name at the transport level
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP,
        server_module: MyApp.MCPServer,
        server_name: "Overridden Name"},
 port: 4001}
Component Options
Custom Name
By default, the component name is derived from the module name (MyApp.Echo → "echo"). Override with :name:
use ConduitMcp.Component,
  type: :tool,
  name: "my_custom_tool",
  description: "Custom named tool"
OAuth Scopes
use ConduitMcp.Component,
  type: :tool,
  description: "Delete user",
  scope: "users:write"
Tool Annotations
use ConduitMcp.Component,
  type: :tool,
  description: "Fetch data",
  annotations: [readOnlyHint: true, idempotent: true]
Cache Hints
Modern list and read results carry ttlMs and cacheScope. Override the global default per component:
use ConduitMcp.Component,
  type: :tool,
  description: "Public catalog",
  cache: [ttl_ms: 5_000, scope: :public]
The Endpoint collects every component's :cache. scope: :public together with a :scope is a compile error. See Protocol Eras.
Responses
All execute/2 callbacks must return {:ok, map()} or {:error, map()}. Helper macros are imported automatically.
On a modern-era request, execute/2 may also return {:input_required, input_requests, state} to ask the client for input (see MRTR), and a tool may return {:task, attrs} (see Tasks Extension).
Tool Response Helpers
# Plain text
text("Hello!")

# JSON-encoded data
json(%{users: [%{id: 1, name: "Alice"}]})

# Image: base64 data and its MIME type
image(Base.encode64(png_data), "image/png")

# Image: a URL becomes a resource_link; base64 PNG/JPEG/GIF/WebP gets its MIME type detected
image("https://example.com/chart.png")

# Audio
audio(Base.encode64(wav_data), "audio/wav")

# Error
error("Something went wrong")
error("Bad input", -32602)
Prompt Message Helpers
def execute(%{topic: topic}, _conn) do
  {:ok, %{"messages" => [
    system("You are an expert on #{topic}"),
    user("Explain #{topic} in simple terms"),
    assistant("Sure! Let me break it down...")
  ]}}
end
Multi-Content Responses
Return multiple content items (e.g., text + image) by building the map directly:
def execute(%{query: query}, _conn) do
  chart_data = MyApp.Charts.generate(query)
  {:ok, %{
    "content" => [
      %{"type" => "text", "text" => "Here are the results for: #{query}"},
      %{"type" => "image", "data" => chart_data, "mimeType" => "image/png"},
      %{"type" => "text", "text" => "Generated at #{DateTime.utc_now()}"}
    ]
  }}
end
Raw Mode
raw/1 bypasses MCP content wrapping — returns any map directly as {:ok, map}:
raw(%{"custom_key" => "value", "data" => [1, 2, 3]})
# => {:ok, %{"custom_key" => "value", "data" => [1, 2, 3]}}
Warning: Clients expecting the standard MCP "content" array won't parse raw responses. Use for debugging or custom integrations only.

Fully Custom (No Helpers)
You can always skip helpers and return the tuple directly:
def execute(%{id: id}, _conn) do
  case MyApp.Repo.get(User, id) do
    nil ->
      {:error, %{"code" => ConduitMcp.Errors.invalid_params(), "message" => "User #{id} not found"}}

    user ->
      {:ok, %{
        "content" => [
          %{"type" => "text", "text" => JSON.encode!(%{
            id: user.id,
            name: user.name,
            roles: user.roles
          })}
        ],
        "isError" => false
      }}
  end
end
A resource component that can't find its resource returns ConduitMcp.Protocol.Legacy.resource_not_found() (-32002). Legacy clients see -32002; modern clients see -32602, because 2026-07-28 forbids -32002.
Accessing Request Context
The Plug.Conn is passed as the second argument to execute/2:
def execute(_params, conn) do
  user = conn.assigns[:current_user]
  session = conn.private[:mcp_session_data]  # legacy era only; modern requests have no session
  text("Hello #{user}")
end
Capabilities
The Endpoint auto-detects capabilities from registered components. If you only register tools, only tools is advertised in the initialize response and the server/discover result. No manual configuration needed. On the modern era each advertised list also gets listChanged: true (see Subscriptions).
Completions (completion/complete) aren't available in Endpoint mode: components have no completion hook. Use DSL complete or a manual handle_complete/3.


  

    DSL Mode

The DSL mode uses compile-time macros to define tools, resources, and prompts inline in a single server module. Schemas, validation, and handler routing are generated automatically.
Setup
defmodule MyApp.MCPServer do
  use ConduitMcp.Server
  # Everything goes here
end
Defining Tools
tool "create_user", "Create a new user" do
  param :name, :string, "Full name", required: true, min_length: 2, max_length: 50
  param :age, :integer, "Age", min: 0, max: 150
  param :role, :string, "User role", enum: ["admin", "user", "guest"], default: "user"
  param :score, :number, "Score", min: 0.0, max: 100.0, default: 50.0

  handle fn _conn, params ->
    # params is a string-keyed map: %{"name" => "Alice", "age" => 30, ...}
    text("Created user: #{params["name"]}")
  end
end
Handler Styles
# Anonymous function
handle fn _conn, params -> text("ok") end

# Function capture
handle &MyModule.my_function/2

# Module + function reference
handle MyModule, :my_function
Tool Annotations
tool "fetch_data", "Fetch data" do
  annotations destructive: false, idempotent: true, readOnlyHint: true
  param :url, :string, "URL", required: true
  handle fn _conn, params -> text("fetched") end
end
OAuth Scopes
tool "delete_user", "Delete a user" do
  scope "users:delete"
  param :id, :string, "User ID", required: true
  handle fn _conn, %{"id" => id} -> text("deleted #{id}") end
end
Header-mirrored Params
On the modern era (2026-07-28), header: asks clients to copy an argument into an Mcp-Param-{Name} HTTP header so gateways can route on it. ConduitMcp.Plugs.HeaderValidation rejects a request whose header disagrees with the body (-32020, HTTP 400):
tool "get_weather", "Weather by region" do
  param :region, :string, "Region", required: true, header: "Region"
  handle fn _conn, %{"region" => region} -> text("Sunny in #{region}") end
end
The build fails with a CompileError unless the param is :string, :integer or :boolean, isn't inside array items, and the name is an HTTP token unique within the tool (case-insensitively). Browser clients also need the header name in the transport's :cors_headers. See Protocol Eras.
Cache Hints
Modern list and read results carry ttlMs and cacheScope. Override the global default for one tool, prompt or resource with cache:
tool "catalog", "Public catalog" do
  cache ttl_ms: 5_000, scope: :public
  handle fn _conn, _params -> text("...") end
end
A list takes the minimum TTL of its items and is private if any item is private or scoped. scope together with cache scope: :public is a compile error. See Protocol Eras.
Asking the Client for Input
On a modern request, a handle, get or read handler can return {:input_required, input_requests, state}. The retry finds the answers in conn.assigns[:mcp_input]. See MRTR. A tools/call handler can also return {:task, attrs} (see Tasks Extension).
Defining Prompts
prompt "code_review", "Code review assistant" do
  arg :code, :string, "Code to review", required: true
  arg :language, :string, "Language", default: "elixir"

  get fn _conn, args ->
    [
      system("You are a #{args["language"]} code reviewer"),
      user("Review this code:\n#{args["code"]}")
    ]
  end
end
Completions
complete inside a prompt (or resource) block answers completion/complete for one argument (or template parameter):
prompt "code_review", "Code review assistant" do
  arg :language, :string, "Language"
  get fn _conn, args -> [user("Review my #{args["language"]}")] end

  complete :language, fn _conn, prefix ->
    Enum.filter(~w(elixir erlang python), &String.starts_with?(&1, prefix))
  end
end

resource "file:///{path}" do
  read MyFiles, :read
  complete :path, &MyFiles.autocomplete/2
end
The handler gets the conn and the value typed so far ("" when the client sent none), and returns a list of strings. It can be an anonymous function, a capture, or Module, :function.
	Response. The server answers with the first 100 values, total and hasMore.
	Errors. An argument without a completion answers no values; an unknown prompt or resource is -32602.
	Scope. The block's scope also guards its completions.
	Compile errors. The name must be one of the prompt's args or the template's {params}, declared at most once per block. complete outside a prompt or resource block is a compile error too.
	Capability. Declaring any completion generates handle_complete/3, which advertises the completions capability.

Defining Resources
resource "user://{id}" do
  description "User profile by ID"
  mime_type "application/json"

  read fn _conn, params, _opts ->
    user = MyApp.Users.get!(params["id"])
    json(user)
  end
end

resource "static://readme" do
  description "Project README"
  mime_type "text/markdown"

  read fn _conn, _params, _opts ->
    text(File.read!("README.md"))
  end
end
A read handler that answers with text/1, json/1, image/2 or
audio/2 is sent as a ReadResourceResult: each content block becomes a
contents entry for the requested URI. Text is typed with the resource's
mime_type (no mimeType when it declares none), and image and audio
become blob entries with their own MIME type. A result that already has
"contents" (raw_resource/2, app_html/1, or a map you build) is sent
as it is.
Response Helpers
All of these are macros imported automatically:
	Helper	Returns	Example
	text(string)	{:ok, %{"content" => [%{"type" => "text", ...}]}}	text("Hello!")
	json(data)	JSON-encoded text content	json(%{status: "ok"})
	error(msg)	{:error, %{"code" => -32000, ...}}	error("Not found")
	error(msg, code)	Custom error code	error("Bad params", -32602)
	image(data, mime)	Image content	image(base64_png, "image/png")
	image(url_or_data)	URL → resource_link; base64 PNG/JPEG/GIF/WebP → image with detected MIME type; anything else raises	image("https://example.com/chart.png")
	audio(data, mime)	Audio content	audio(data, "audio/wav")
	raw(data)	Bypass MCP wrapping	raw(%{"custom" => true})
	system(text)	System role message	For prompts
	user(text)	User role message	For prompts
	assistant(text)	Assistant role message	For prompts

Validation
Validation is generated automatically from param options. See the README for the full constraints table.
Object and Array Parameters
tool "create_user", "Create a user" do
  param :user, :object, "User data", required: true do
    field :name, :string, "Full name", required: true
    field :address, :object, "Address" do
      field :city, :string, "City", required: true
    end
  end

  param :tags, :array, "Tags" do
    items :string
  end

  handle fn _conn, params ->
    text(params["user"]["address"]["city"])
  end
end
Nested fields are enforced to any depth and undeclared keys are rejected. Drop
the block for an open object (any keys accepted), or pass
additional_properties: true to enforce declared fields and pass the rest
through. Array item schemas are published for clients but not enforced
server-side. Handlers receive string keys at every depth.
Custom Validators
# Function
param :email, :string, "Email", validator: fn email ->
  String.match?(email, ~r/@/)
end

# Built-in
param :email, :string, "Email", validator: &ConduitMcp.Validation.Validators.email/1

# MFA tuple
param :priority, :string, "Priority", validator: {MyApp.Validators, :valid_priority?}


  

    Manual Mode

Manual mode gives you full control over callback implementations and JSON Schema definitions. No compile-time macros — you build everything yourself.
Setup
defmodule MyApp.MCPServer do
  use ConduitMcp.Server, dsl: false

  # You implement callbacks directly
end
This gives you default implementations for all 6 callbacks. The list callbacks return empty lists; handle_call_tool/3 and handle_get_prompt/3 answer -32602 ("Unknown tool"/"Unknown prompt"), and handle_read_resource/2 answers the legacy resource-not-found code -32002. Override the ones you need.
use ConduitMcp.Server, dsl: false, instructions: "..." sets the server's instructions, returned by initialize and server/discover (a transport's :instructions option overrides it):
use ConduitMcp.Server, dsl: false, instructions: "Call search before fetch."
Callbacks
	Callback	Purpose
	handle_list_tools(conn)	Return tool schemas
	handle_call_tool(conn, name, params)	Execute a tool
	handle_list_resources(conn)	Return resource schemas
	handle_read_resource(conn, uri)	Read a resource
	handle_list_prompts(conn)	Return prompt schemas
	handle_get_prompt(conn, name, args)	Get prompt messages

Optional callbacks: handle_complete/3, handle_set_log_level/2, handle_subscribe_resource/2, handle_unsubscribe_resource/2. handle_set_log_level/2 and the subscribe callbacks serve the legacy era only; modern clients send a per-request logLevel and use subscriptions/listen (see Protocol Eras and Subscriptions).
Example
defmodule MyApp.MCPServer do
  use ConduitMcp.Server, dsl: false

  @tools [
    %{
      "name" => "greet",
      "description" => "Greet someone",
      "inputSchema" => %{
        "type" => "object",
        "properties" => %{
          "name" => %{"type" => "string", "description" => "Person's name"},
          "formal" => %{"type" => "boolean", "description" => "Use formal greeting"}
        },
        "required" => ["name"]
      }
    },
    %{
      "name" => "add",
      "description" => "Add two numbers",
      "inputSchema" => %{
        "type" => "object",
        "properties" => %{
          "a" => %{"type" => "number"},
          "b" => %{"type" => "number"}
        },
        "required" => ["a", "b"]
      }
    }
  ]

  @impl true
  def handle_list_tools(_conn), do: {:ok, %{"tools" => @tools}}

  @impl true
  def handle_call_tool(_conn, "greet", %{"name" => name} = params) do
    greeting = if params["formal"], do: "Good day", else: "Hey"
    {:ok, %{"content" => [%{"type" => "text", "text" => "#{greeting}, #{name}!"}]}}
  end

  def handle_call_tool(_conn, "add", %{"a" => a, "b" => b}) do
    {:ok, %{"content" => [%{"type" => "text", "text" => "#{a + b}"}]}}
  end

  def handle_call_tool(_conn, name, _params) do
    {:error, %{"code" => ConduitMcp.Errors.invalid_params(), "message" => "Unknown tool: #{name}"}}
  end
end
An unknown tool is -32602, as the MCP specification prescribes. Don't use -32601: on the modern era it means "method not found" and is answered with HTTP 404.
Return Format
All callbacks must return {:ok, map()} or {:error, map()} with string keys:
# Success
{:ok, %{"content" => [%{"type" => "text", "text" => "Hello!"}]}}

# Error
{:error, %{"code" => ConduitMcp.Errors.invalid_params(), "message" => "Bad input"}}
On a modern-era request, two more returns are accepted:
	Return	From	See
	{:input_required, input_requests, state}	handle_call_tool/3, handle_read_resource/2, handle_get_prompt/3	MRTR
	{:task, attrs}	handle_call_tool/3	Tasks Extension

On a legacy request, and from any other callback, both are answered with -32603.
For a missing resource, return ConduitMcp.Protocol.Legacy.resource_not_found() (-32002). Modern clients get -32602, because ConduitMcp.Protocol.Modern rewrites the code.
Header annotations
To mirror a tool argument into an Mcp-Param-* header, add "x-mcp-header" to its property:
"properties" => %{
  "region" => %{"type" => "string", "x-mcp-header" => "Region"}
}
ConduitMcp.Plugs.HeaderValidation reads the annotations from your handle_list_tools (following nextCursor) on the first tools/call, and caches them per server module in :persistent_term. The cache is built from the list an unauthenticated caller sees: your callback gets a conn with no principal, assigns, headers or session, so it must not crash on one. A tool you list only to some callers (absent from that list) is looked up in the calling user's own list on every call instead, uncached. Keep a tool's inputSchema the same for every caller who can see it. Unlike DSL and Component servers, manual servers aren't checked at compile time. A tool whose annotations are invalid is logged at :error when the cache is built (naming the tool and header, never values) and is left out of header validation.
If your tool list changes at runtime, drop the cache after the change:
ConduitMcp.Plugs.HeaderValidation.invalidate(MyApp.MCPServer)
The next tools/call rebuilds it. :persistent_term updates trigger a global GC pass, so this suits tool lists that change rarely. To tell connected modern clients, call ConduitMcp.notify_tools_changed/0.
Cache hints
Modern tools/list, prompts/list, resources/list, resources/templates/list, resources/read and server/discover results carry ttlMs and cacheScope. A manual server gets the global defaults:
config :conduit_mcp, cache_ttl_ms: 60_000, cache_scope: :private
Scoped items are still kept private. To override per item, define __cache_hints__/0:
def __cache_hints__ do
  %{
    tools: %{"catalog" => %{ttl_ms: 5_000, scope: :public}},
    prompts: %{},
    resources: [{"docs://{page}", %{ttl_ms: 300_000, scope: nil}}]
  }
end
A nil value falls back to the default. Resources are listed in dispatch order, as {uri_or_template, hint}. See ConduitMcp.CacheHints.
Calling the handler directly
Transports call ConduitMcp.Handler.dispatch/3. To drive a server without HTTP (tests, a custom transport), you have two entry points:
		dispatch/3	handle_request/3
	Returns	{:reply, response}, {:stream, %ConduitMcp.StreamSpec{}} or :noreply	a response map, or :ok for a notification or a JSON-RPC response
	Streamed tools/call (progressToken / logLevel)	{:stream, spec}, which you run	run to completion in the calling process; notifications dropped
	subscriptions/listen	{:stream, %StreamSpec{kind: :listen}}	-32601: a map can't hold a stream open

request = %{
  "jsonrpc" => "2.0",
  "id" => 1,
  "method" => "tools/call",
  "params" => %{"name" => "greet", "arguments" => %{"name" => "Ada"}}
}

ConduitMcp.Handler.handle_request(request, MyApp.MCPServer, conn)
#=> %{"jsonrpc" => "2.0", "id" => 1, "result" => %{"content" => [...]}}

case ConduitMcp.Handler.dispatch(request, MyApp.MCPServer, conn) do
  {:reply, response} -> response
  {:stream, %ConduitMcp.StreamSpec{kind: :response} = spec} -> ConduitMcp.StreamSpec.run(spec)
  {:stream, %ConduitMcp.StreamSpec{kind: :listen}} -> :needs_a_streaming_transport
  :noreply -> :ok
end
Both classify the request's era themselves when given a conn. ConduitMcp.Progress.report/3 and ConduitMcp.Log.log/4 do nothing under handle_request/3 or StreamSpec.run/1, so tools can call them unconditionally.
When to Use Manual Mode
	You need JSON Schema features not supported by the DSL (e.g., oneOf, allOf, $ref)
	You want to load tool definitions dynamically at runtime
	You need precise control over every response map
	You're wrapping an existing API and generating schemas programmatically



  

    Authentication

ConduitMCP supports multiple authentication strategies. Configure auth in transport options or in ConduitMcp.Endpoint use opts.
Prerequisites
Bearer token, API key and custom-function strategies need no extra
dependencies. OAuth 2.1 does, and it is compiled in only when those
dependencies were present when :conduit_mcp was built:
	You configure	You need
	strategy: :oauth	{:joken, "~> 2.6"} and {:jose, "~> 1.11"}
	key_provider: {ConduitMcp.OAuth.KeyProvider.JWKS, ...}	additionally {:req, "~> 0.6.1 or ~> 0.7"}

After adding them, force a rebuild of :conduit_mcp:
mix deps.get
mix deps.compile conduit_mcp --force

ConduitMcp.Plugs.OAuth and ConduitMcp.OAuth.KeyProvider.JWKS are wrapped
in if Code.ensure_loaded?(Dep) guards, which are conditional compilation.
Mix does not recompile an already-built dependency when you later add one of
its optional deps, so without the --force rebuild the modules stay absent.
When that happens the transport's init/1 raises
ConduitMcp.OptionalDependencyError naming the missing dependency and this
command.
ConduitMcp.OAuth.KeyProvider.Static also needs :joken/:jose, but not
:req.
Strategies
Bearer Token
Static token comparison against the Authorization: Bearer <token> header.
auth: [
  strategy: :bearer_token,
  token: "your-secret-token"
]
API Key
Static key comparison against a custom header (default: x-api-key).
auth: [
  strategy: :api_key,
  api_key: "your-api-key",
  header: "x-api-key"        # optional, this is the default
]
Custom Function
Your own verification logic. Receives the credential string, must return {:ok, user} or {:error, reason}.
auth: [
  strategy: :function,
  verify: fn token ->
    case MyApp.Auth.verify(token) do
      {:ok, user} -> {:ok, user}
      _ -> {:error, "Invalid token"}
    end
  end
]
Database Lookup
auth: [
  strategy: :function,
  verify: fn token ->
    case MyApp.Repo.get_by(ApiToken, token: token) do
      %ApiToken{user: user} -> {:ok, user}
      nil -> {:error, "Invalid token"}
    end
  end
]
MFA Tuple
auth: [
  strategy: :function,
  verify: {MyApp.Auth, :verify_token, []}
]
OAuth 2.1 (RFC 9728)
JWT-based verification with JWKS key discovery.
auth: [
  strategy: :oauth,
  issuer: "https://auth.example.com",
  audience: "my-mcp-server",
  key_provider: {ConduitMcp.OAuth.KeyProvider.JWKS,
    jwks_uri: "https://auth.example.com/.well-known/jwks.json"}
]
Disable Auth
auth: [enabled: false]
Accessing the Authenticated User
Whatever your :verify function returned is stored in
conn.assigns[:current_user] (configurable with assign_as:). Use it for
application data — display names, roles, your own structs:
# DSL mode
tool "profile", "Get profile" do
  handle fn conn, _params ->
    case conn.assigns[:current_user] do
      nil -> error("Not authenticated")
      user -> json(user)
    end
  end
end

# Endpoint mode
def execute(_params, conn) do
  user = conn.assigns[:current_user]
  text("Hello #{user.name}")
end
The canonical principal
:current_user is shaped by you, so the library cannot use it as an
identity. For anything that compares, stores, or keys on "who is calling" —
task ownership, per-user rate limiting, scope checks — read
ConduitMcp.Principal:
ConduitMcp.Principal.id(conn)      # stable scalar identity, or nil
ConduitMcp.Principal.scopes(conn)  # granted OAuth scopes, or []
ConduitMcp.Principal.get(conn)     # %{id:, scopes:, strategy:, claims:, user:}
id/1 is always a string (or nil). Its exact format depends on the strategy:
	Strategy	id	Example
	:oauth	"<claim>:<value>" for the first of :subject_claims (default ["sub", "client_id"]) holding a non-empty string or an integer	"sub:user-123", "client_id:svc-42", "sub:12345"
	:function / :custom, or :verify with no :token / :api_key	ConduitMcp.Principal.derive_id/1 of the verifier's return; "static:<digest>" when it carries no identity	see below
	:bearer_token with :token / :api_key with :api_key	the configured principal_id:, else "static:<digest>"	"ci-bot", "static:0wRuzI3TJCrfYoAa"

	OAuth ids carry the claim name. Without the prefix, an authorization
server that lets a client pick its own client_id would let it register a
victim's sub as its client_id, obtain a client-credentials token (no
sub, so client_id wins) and become that user's principal. Integer claims
render as decimal strings, so sub: 1 and client_id: "1" would collide
too.

	Verifier returns (:function, and the deprecated :custom, which is
recorded as strategy: :function):
	{:ok, ...} from :verify	id
	%MyApp.User{id: 42} (any struct with :id, else :sub)	"MyApp.User:42"
	%{id: 42} / %{"id" => 42} / %{sub: "alice"} / %{"sub" => "alice"}	"42" / "alice"
	"alice", 42, :svc	"alice", "42", "svc"
	true, false, :ok, or no scalar identity	"static:<digest>" of the presented credential

Structs are namespaced by type so %User{id: 42} and %ApiClient{id: 42}
stay different principals. principal_id: is rejected at init/1 whenever
:verify authenticates — including :bearer_token / :api_key without a
:token / :api_key — since one fixed id would merge every user into one
principal.

	"static:<digest>" is the first 12 bytes of the SHA-256 of the
credential, base64url without padding ("shared-secret" →
"static:0wRuzI3TJCrfYoAa"). Stable across requests and restarts; never
echoes the credential.


nil = no principal: sees only unowned tasks; nothing under
:tasks_require_owner (see ConduitMcp.Tasks.get/2). Rate-limit keys and
cancellation scopes fall back to the client bucket,
ConduitMcp.Principal.client_bucket/1: the IPv4 address, or the IPv6 /64
(see Rate Limiting).
An OAuth token with no usable subject claim is rejected with 401. sub
is optional in a JWT and absent from many client-credentials access tokens.
Accepting one would create an authenticated principal that everything
downstream reads as anonymous — tasks unowned (visible to every caller
unless :tasks_require_owner is set), rate limiting on the shared
client-address bucket. Point :subject_claims at whatever your
authorization server does emit:
auth: [strategy: :oauth, subject_claims: ["sub", "client_id", "tenant_id"], ...]

Never key on :current_user or on the OAuth claims map. The claims map
carries exp, iat and jti, which change on every token — an exact-match
comparison against it never matches the same user twice, so an owner-scoped
task 404s for its own owner.

For a static shared credential, set principal_id: to give it a readable
identity. It requires the secret itself (:token or :api_key):
auth: [strategy: :bearer_token, token: "...", principal_id: "ci-bot"]
OAuth scopes are also mirrored to conn.assigns[:oauth_scopes].
Configuration in Endpoint Mode
In Endpoint mode, auth config is declared in the use opts and auto-extracted by transports:
defmodule MyApp.MCPServer do
  use ConduitMcp.Endpoint,
    name: "My Server",
    version: "1.0.0",
    auth: [strategy: :bearer_token, token: "secret"]

  component MyApp.Echo
end

# Transport auto-extracts auth — no need to repeat it
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP, server_module: MyApp.MCPServer},
 port: 4001}
Insufficient Scope and Step-Up
A tool, resource or prompt can require OAuth scopes (scope "users:delete" in the DSL, scope: on a component). A request whose token lacks them is rejected before the callback runs. How it's rejected depends on the strategy.
Under strategy: :oauth the response is HTTP 403 with a Bearer challenge, so the client can ask its authorization server for a token with more scope and retry:
HTTP/1.1 403 Forbidden
www-authenticate: Bearer error="insufficient_scope", scope="users:delete", resource_metadata="https://mcp.example.com/.well-known/oauth-protected-resource"
content-type: application/json

{"jsonrpc": "2.0", "id": 4,
 "error": {"code": -32000, "message": "Insufficient scope. Required: users:delete",
           "data": {"error": "insufficient_scope", "scope": "users:delete"}}}
The body is still the JSON-RPC error, with the request id, so the client can match it to its request. Both protocol eras get the same challenge.
Every other strategy answers the same JSON-RPC error at HTTP 200. Only OAuth has an authorization server to step up with. The error's data ("error" => "insufficient_scope", "scope") is the same under every strategy.
A request with no principal at all fails a scope check closed.
Modern Era (2026-07-28)
Authentication runs before the protocol era is decided, so both eras authenticate the same way, with the same 401.
	server/discover is authenticated like every other POST, even though it needs no _meta. Capabilities can depend on who is asking. Under strategy: :oauth, the 401 carries WWW-Authenticate: Bearer resource_metadata="…/.well-known/oauth-protected-resource", so a modern client can find the authorization server and authorize first.
	Listen streams end with their token. A subscriptions/listen stream opened with an OAuth bearer token closes at the token's exp, or at :max_stream_lifetime if that comes first. See Subscriptions.
	Ownership follows the principal. MRTR requestState tokens and tasks-extension tasks are bound to ConduitMcp.Principal.id/1. Without authentication they are bound to nil, and MRTR state then expires after 60 seconds instead of 5 minutes.

Client-side OAuth
This library's OAuth support verifies tokens, which is the server's side of the protocol. The client-side concerns — RFC 9207 iss validation, application_type, issuer-bound credentials and Client ID Metadata Documents — belong to the planned ConduitMCP client. They are covered in the upcoming client OAuth guide (client_oauth.md), not here. The server doesn't ignore them; they aren't its job.
Telemetry
Auth events: [:conduit_mcp, :auth, :verify] with metadata %{strategy, status},
plus :reason on failure. :reason is always an atom, never verifier or token
text: :invalid_credential / :invalid_return for ConduitMcp.Plugs.Auth, and
the set in the "Telemetry" section of ConduitMcp.Plugs.OAuth for :oauth.
Behavior
	CORS preflight (OPTIONS) requests skip authentication
	Failed auth returns HTTP 401 with {"error": "Unauthorized", "message": "..."}
	The assign_as: option controls the conn assigns key (default: :current_user)



  

    Rate Limiting

ConduitMCP supports two layers of rate limiting using Hammer. Both are optional.
Setup
Add hammer to your dependencies:
def deps do
  [
    {:conduit_mcp, "~> 0.10"},
    {:hammer, "~> 7.2"}
  ]
end
After adding it, force a rebuild of :conduit_mcp:
mix deps.get
mix deps.compile conduit_mcp --force

ConduitMcp.Plugs.RateLimit resolves its Hammer backend at runtime, but
:hammer must be in your dependency tree for the backend module to exist.
If you add an optional dependency after :conduit_mcp has already been
compiled into _build, Mix will not rebuild it — the --force compile above
is what makes the change take effect.
Define a Hammer module and add it to your supervision tree:
defmodule MyApp.RateLimiter do
  use Hammer, backend: :ets
end

# In application.ex
children = [
  {MyApp.RateLimiter, [clean_period: :timer.minutes(1)]}
]
HTTP Rate Limiting
Limits raw HTTP connections — prevents DDoS and connection flooding.
rate_limit: [
  backend: MyApp.RateLimiter,
  scale: :timer.seconds(60),
  limit: 100
]
	Option	Default	Description
	:backend	required	Hammer module with hit/3
	:enabled	true	Toggle on/off
	:scale	60_000	Time window in ms
	:limit	60	Max requests per window
	:key_func	client bucket	(Plug.Conn.t()) -> String.t(); default is the IPv4 address or IPv6 /64 (see Anonymous clients)

Message Rate Limiting
Limits MCP method calls (tool calls, resource reads, prompt gets) per time window.
Think of it as: HTTP rate limit = "how fast can you knock on the door", message rate limit = "how many questions can you ask once inside."
message_rate_limit: [
  backend: MyApp.RateLimiter,
  scale: :timer.minutes(5),
  limit: 50,
  excluded_methods: ["initialize", "ping"]
]
	Option	Default	Description
	:backend	required	Hammer module with hit/3
	:enabled	true	Toggle on/off
	:scale	300_000	Time window in ms (5 min)
	:limit	50	Max messages per window
	:key_func	principal-aware	Uses ConduitMcp.Principal.id/1 if authenticated, falls back to the client bucket (IPv4 address or IPv6 /64)
	:excluded_methods	[]	Methods to skip (e.g., ["initialize", "ping"])

Behaviors:
	POST only — GET and OPTIONS requests pass through
	Notifications skipped — JSON-RPC notifications (no id field) are not counted
	User-aware — default key uses the canonical ConduitMcp.Principal when an auth plug is in the pipeline
	Key prefix — keys are prefixed with "msg:" to avoid collision with HTTP rate limiter
	HTTP 429 — returns JSON-RPC error with code -32000 and Retry-After header
	Era rejections not counted — a modern (2026-07-28) request rejected for its _meta or its Mcp-* headers, and a legacy request with an unsupported MCP-Protocol-Version header, are answered (HTTP 400) before this plug runs, so they don't use up the client's allowance. Authentication and the HTTP rate limiter still run first.

Per-user Rate Limiting
The message rate limiter already does this out of the box: its default key is
"msg:user:" <> ConduitMcp.Principal.id(conn) for authenticated requests and
"msg:" <> the client bucket otherwise. Two OAuth subjects behind the same
proxy therefore get distinct buckets with no configuration.
The HTTP rate limiter keys on the client bucket by default, because it runs to
bound raw connections — including unauthenticated ones. Key it on the
principal when you want per-user HTTP limits:
rate_limit: [
  backend: MyApp.RateLimiter,
  limit: 100,
  key_func: &ConduitMcp.Principal.rate_limit_key/1
]
rate_limit_key/1 returns "user:" <> id when authenticated and the client
bucket otherwise. Do not hand-roll conn.remote_ip |> :inet.ntoa() |> to_string():
:inet.ntoa/1 returns {:error, :einval} for a malformed address and
to_string/1 then raises, killing the request process instead of returning
429.
Anonymous clients
Unauthenticated callers are keyed on ConduitMcp.Principal.client_bucket/1,
not on their exact address:
	Client address	Bucket
	IPv4 192.0.2.7	"192.0.2.7"
	IPv6 2001:db8:1:2:a:b:c:d	"2001:db8:1:2::/64"
	IPv4-mapped IPv6 ::ffff:192.0.2.1	"192.0.2.1"
	malformed remote_ip	"unknown"

An ISP or hosting provider typically allocates a whole /64 to one subscriber
or host, and the host chooses the low 64 bits itself (privacy extensions rotate
them automatically). Keying on the full IPv6 address would let a single client
take a fresh bucket for every request, so every address in a /64 shares one.
A dual-stack socket reports IPv4 peers as IPv4-mapped IPv6 addresses; those
unwrap to the IPv4 address so one IPv4 client gets one bucket regardless of the
socket family, and IPv4 clients are not all merged under ::ffff:0:0/64.
The same bucket is the cancellation scope of anonymous requests (see
ConduitMcp.Cancellation), so rotating addresses within a /64 cannot
multiply the per-scope quota on recorded cancellations either.
ConduitMcp.Principal.client_ip/1 still returns the precise address for
logging and display. To key the HTTP rate limiter on it instead, pass it as a
remote capture (required by Plug.Router.forward/2, which escapes the options
at compile time):
rate_limit: [
  backend: MyApp.RateLimiter,
  key_func: &ConduitMcp.Principal.client_ip/1
]
For the message rate limiter, keep the "msg:" prefix so the two limiters do
not share buckets:
defmodule MyApp.RateKeys do
  def message(conn) do
    case ConduitMcp.Principal.id(conn) do
      nil -> "msg:" <> ConduitMcp.Principal.client_ip(conn)
      id -> "msg:user:" <> id
    end
  end
end

message_rate_limit: [backend: MyApp.RateLimiter, key_func: &MyApp.RateKeys.message/1]
Listen streams
A modern subscriptions/listen holds a stream open for a long time, so it is capped separately from the Hammer limiters. These caps are always on and need no backend:
	Transport option	Default	Over the limit
	:max_listens_per_principal	4	admitted; the principal's oldest stream is ended gracefully (reason :superseded)
	:max_streams	1_000	HTTP 503, JSON-RPC -32000, no stream (shared with streamed tools/call responses)
	:listen_idle_timeout	30 minutes	the server closes the stream
	:max_stream_lifetime	1 hour	the server closes the stream (or earlier, at the OAuth token's exp)

{ConduitMcp.Transport.StreamableHTTP,
 server_module: MyApp.MCPServer,
 max_listens_per_principal: 2,
 max_streams: 500}
	The per-principal key is ConduitMcp.Principal.rate_limit_key/1: the authenticated id, otherwise the client bucket (see Anonymous clients).
	Over the per-principal cap the new listen wins: the principal's oldest stream is closed gracefully, so the cap is never a 429. 503 means the server as a whole is full.
	A listen without text/event-stream in Accept is answered 406 (-32600).
	The listen POST itself goes through the HTTP and message rate limiters like any other request. A refused listen (406, 503) emits no subscription telemetry.

At the :max_streams cap, a streamed tools/call is not refused: it is answered as plain JSON without its progress or log notifications. See Subscriptions.
Configuration in Endpoint Mode
In Endpoint mode, rate limiting is declarative in the use opts:
defmodule MyApp.MCPServer do
  use ConduitMcp.Endpoint,
    name: "My Server",
    version: "1.0.0",
    rate_limit: [backend: MyApp.RateLimiter, limit: 60, scale: 60_000],
    message_rate_limit: [backend: MyApp.RateLimiter, limit: 50, scale: 300_000]

  component MyApp.Echo
end

# Transport auto-extracts rate_limit config
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP, server_module: MyApp.MCPServer},
 port: 4001}
Explicit transport opts always override Endpoint config.
Telemetry
	[:conduit_mcp, :rate_limit, :check] — HTTP rate limit checks with %{status, count, retry_after}
	[:conduit_mcp, :message_rate_limit, :check] — Message rate limit checks with %{status, key, method}



  

    Multi-Node Session Stores

Legacy era only
Sessions belong to the legacy protocol era (2025-11-25, 2025-06-18).
Modern (2026-07-28) requests never create, require or look up a
session. See Multi-node on the modern era
for how to run modern clients across nodes.
Sessions are off unless the transport is given a :session option. With
session: [], ConduitMCP stores sessions in ETS (ConduitMcp.Session.EtsStore)
— fast but local to each node. For multi-node deployments, implement the
ConduitMcp.Session.Store behaviour with a shared backend and pass it as
session: [store: MyStore].
Pruning expired sessions. Every successful initialize adds a session
row. For ConduitMcp.Session.EtsStore, the :conduit_mcp application
already runs a ConduitMcp.Session.Janitor (as
ConduitMcp.Session.Janitor.Default, 30-minute TTL). Tune or disable it in
config:
config :conduit_mcp, session_janitor: [ttl: :timer.hours(4)]
config :conduit_mcp, session_janitor: false
A custom ETS-backed store needs its own janitor in your supervision tree:
children = [
  {ConduitMcp.Session.Janitor,
   store: MyApp.MyEtsSessionStore,
   ttl: :timer.minutes(30),
   interval: :timer.minutes(1)}
]
Backends with native TTL (Redis EX, etc.) do not need the janitor.

Redis
# Requires {:redix, "~> 1.5"}

defmodule MyApp.RedisSessionStore do
  @behaviour ConduitMcp.Session.Store

  @prefix "mcp:session:"
  @default_ttl 1800  # 30 minutes

  @impl true
  def create(session_id, metadata) do
    data = JSON.encode!(metadata)
    ttl = Map.get(metadata, "ttl", @default_ttl)
    {:ok, "OK"} = Redix.command(:redix, ["SET", key(session_id), data, "EX", to_string(ttl)])
    :ok
  end

  @impl true
  def get(session_id) do
    case Redix.command(:redix, ["GET", key(session_id)]) do
      {:ok, nil} -> {:error, :not_found}
      {:ok, data} -> {:ok, JSON.decode!(data)}
    end
  end

  @impl true
  def delete(session_id) do
    Redix.command(:redix, ["DEL", key(session_id)])
    :ok
  end

  @impl true
  def update(session_id, new_metadata) do
    case get(session_id) do
      {:ok, existing} -> create(session_id, Map.merge(existing, new_metadata))
      error -> error
    end
  end

  defp key(session_id), do: @prefix <> session_id
end
Configuration:
{ConduitMcp.Transport.StreamableHTTP,
  server_module: MyServer,
  session: [store: MyApp.RedisSessionStore]}
PostgreSQL (Ecto)
# Requires {:ecto_sql, "~> 3.0"} and {:postgrex, "~> 0.19"}

# Migration
defmodule MyApp.Repo.Migrations.CreateMcpSessions do
  use Ecto.Migration

  def change do
    create table(:mcp_sessions, primary_key: false) do
      add :id, :string, primary_key: true
      add :protocol_version, :string
      add :metadata, :map, default: %{}
      timestamps()
    end
  end
end

# Schema
defmodule MyApp.McpSession do
  use Ecto.Schema
  import Ecto.Changeset

  @primary_key {:id, :string, autogenerate: false}
  schema "mcp_sessions" do
    field :protocol_version, :string
    field :metadata, :map, default: %{}
    timestamps()
  end

  def changeset(session, attrs) do
    session
    |> cast(attrs, [:id, :protocol_version, :metadata])
    |> validate_required([:id])
  end
end

# Store
defmodule MyApp.PostgresSessionStore do
  @behaviour ConduitMcp.Session.Store
  @repo MyApp.Repo

  @impl true
  def create(session_id, metadata) do
    attrs = %{id: session_id, protocol_version: metadata["protocol_version"], metadata: metadata}
    {:ok, _} = @repo.insert(MyApp.McpSession.changeset(%MyApp.McpSession{}, attrs))
    :ok
  end

  @impl true
  def get(session_id) do
    case @repo.get(MyApp.McpSession, session_id) do
      nil -> {:error, :not_found}
      session -> {:ok, session.metadata}
    end
  end

  @impl true
  def delete(session_id) do
    if session = @repo.get(MyApp.McpSession, session_id), do: @repo.delete(session)
    :ok
  end

  @impl true
  def update(session_id, new_metadata) do
    case @repo.get(MyApp.McpSession, session_id) do
      nil -> {:error, :not_found}
      session ->
        merged = Map.merge(session.metadata, new_metadata)
        {:ok, _} = @repo.update(MyApp.McpSession.changeset(session, %{metadata: merged}))
        :ok
    end
  end
end
Mnesia (Distributed Erlang)
Zero external dependencies — Mnesia replicates across all connected nodes automatically.
defmodule MyApp.MnesiaSessionStore do
  @behaviour ConduitMcp.Session.Store
  @table :mcp_sessions

  def setup_table(nodes \\ [node()]) do
    :mnesia.create_schema(nodes)
    :rpc.multicall(nodes, :mnesia, :start, [])
    :mnesia.create_table(@table,
      attributes: [:session_id, :metadata, :created_at],
      ram_copies: nodes,
      type: :set
    )
    :mnesia.wait_for_tables([@table], 5000)
  end

  @impl true
  def create(session_id, metadata) do
    {:atomic, :ok} = :mnesia.transaction(fn ->
      :mnesia.write({@table, session_id, metadata, System.system_time(:millisecond)})
    end)
    :ok
  end

  @impl true
  def get(session_id) do
    case :mnesia.transaction(fn -> :mnesia.read(@table, session_id) end) do
      {:atomic, [{@table, ^session_id, metadata, _}]} -> {:ok, metadata}
      {:atomic, []} -> {:error, :not_found}
    end
  end

  @impl true
  def delete(session_id) do
    :mnesia.transaction(fn -> :mnesia.delete({@table, session_id}) end)
    :ok
  end

  @impl true
  def update(session_id, new_metadata) do
    :mnesia.transaction(fn ->
      case :mnesia.read(@table, session_id) do
        [{@table, ^session_id, existing, created_at}] ->
          :mnesia.write({@table, session_id, Map.merge(existing, new_metadata), created_at})
        [] ->
          :mnesia.abort(:not_found)
      end
    end)
    |> case do
      {:atomic, :ok} -> :ok
      {:aborted, :not_found} -> {:error, :not_found}
    end
  end
end
Alternatives
	Sticky sessions: Configure your load balancer to route by Mcp-Session-Id header. ETS works fine.
	No sessions: Omit :session (or set session: false) for fully stateless mode.

A session records the principal that created it (ConduitMcp.Principal.id/1).
A legacy request or DELETE that presents it from a different principal is
answered 404, exactly like an unknown session id, so a leaked id can't be
used, used to cancel the owner's requests, or used to end the session.
Multi-node on the modern era
A modern request carries everything the server needs in its own _meta, so
any node can serve any modern request. There is nothing to replicate and
nothing to make sticky. Mcp-Session-Id is ignored, except that a modern
request may not present a live session bound to a different principal
(-32600, HTTP 400).
State across tool calls: opaque handles
Without sessions, a server that needs to remember something between calls
hands the client a handle and takes it back as a tool argument. Mint the
handle server-side, make it unguessable, and bind it to the caller:
tool "open_cart", "Start a shopping cart" do
  handle fn conn, _params ->
    cart = Base.url_encode64(:crypto.strong_rand_bytes(24), padding: false)
    :ok = MyApp.Carts.create(cart, owner: ConduitMcp.Principal.id(conn))
    json(%{cart: cart})
  end
end

tool "add_item", "Add an item to a cart" do
  param :cart, :string, "Cart handle returned by open_cart", required: true
  param :sku, :string, "SKU", required: true

  handle fn conn, %{"cart" => cart, "sku" => sku} ->
    case MyApp.Carts.add(cart, ConduitMcp.Principal.id(conn), sku) do
      :ok -> text("Added #{sku}")
      {:error, :not_found} -> error("Unknown cart", ConduitMcp.Errors.invalid_params())
    end
  end
end
	Shared storage. Keep handle state in storage every node can read:
the database, Redis, Mnesia. The backends above suit it.
	Owner-scoped lookups. Look handles up by owner as well as id
(ConduitMcp.Principal.id/1), and answer a foreign handle exactly like an
unknown one.
	Expiry. Give handles a TTL: nothing tells the server when a client is
done.
	The handle is a credential. Keep it out of logs.

What else to share
	Feature	Across nodes
	MRTR requestState	Travels with the client, so a retry can land on any node. Every node needs the same :mrtr_keys.
	Subscriptions	Node-local. Broadcast changes on your own PubSub and call ConduitMcp.notify_* on every node (below).
	Tasks extension	ConduitMcp.Ext.Tasks.EtsStore is single-node. Configure a shared ConduitMcp.Ext.Tasks.Store. Status notifications are node-local too.
	Streamed tools/call and cancellation	Stay on the node serving the request: closing the stream cancels the tool on that node.

A subscriptions/listen stream only receives what is published on the node
serving it. Fan changes out with PubSub:
# wherever the change happens
Phoenix.PubSub.broadcast(MyApp.PubSub, "mcp", :tools_changed)

# in a GenServer subscribed to "mcp" on every node
def handle_info(:tools_changed, state) do
  ConduitMcp.notify_tools_changed()
  {:noreply, state}
end
The full recipe, including notify_resource_updated/1, is in
Subscriptions.


  

    Using Oban for MCP Tasks

Oban is a natural fit for MCP tasks. Job states map onto task
statuses, PostgreSQL persistence works across nodes, and Oban Pro workflows enable chained
task execution.
ConduitMCP has two task implementations, one per protocol era:
	Era	Module	Status
	Modern (2026-07-28)	ConduitMcp.Ext.Tasks, the io.modelcontextprotocol/tasks extension	experimental
	Legacy (2025-11-25)	ConduitMcp.Tasks	frozen: no new features; goes away with the legacy era

New code should target the modern path. The
legacy section documents the frozen store for servers
that still serve 2025-11-25 clients. A server serving both eras keeps both.
Runnable examples
	SQLite (single-node, dependency-light, both eras): examples/oban_tasks_server/ — full mix project; cd in and iex -S mix. Examples.ObanTasks.ExtStore is a modern ConduitMcp.Ext.Tasks.Store.
	Postgres (multi-node, production shape, legacy store): examples/oban_task_store.ex — drop-in reference.


Modern era: the tasks extension
Enable the extension and, for durability across nodes, point it at your own
ConduitMcp.Ext.Tasks.Store (see Tasks Extension):
config :conduit_mcp, :ext_tasks, store: MyApp.ExtTaskStore
The tool
The tool returns {:task, attrs}. The library stores the task first, then calls :start
with its id; enqueue the job there. The job can never see a missing task.
tool "analyze_dataset", "Run a long-running analysis" do
  param :dataset_id, :string, "Dataset ID", required: true

  handle fn _conn, %{"dataset_id" => dataset_id} ->
    {:task,
     ttl_ms: :timer.hours(1),
     poll_interval_ms: 2_000,
     status_message: "Queued",
     start: fn task_id ->
       {:ok, _job} =
         %{"task_id" => task_id, "dataset_id" => dataset_id}
         |> MyApp.AnalysisWorker.new()
         |> Oban.insert()
     end}
  end
end
The client must declare io.modelcontextprotocol/tasks in the request's client capabilities,
otherwise it gets -32021. It then polls tasks/get, sending Mcp-Name: <taskId>, or
listens for changes (see Status notifications).
The worker
The worker reports through ConduitMcp.Ext.Tasks, addressing the task by id:
defmodule MyApp.AnalysisWorker do
  use Oban.Worker, queue: :mcp_tasks, max_attempts: 3, unique: [period: 300, keys: [:task_id]]

  alias ConduitMcp.Ext.Tasks

  @impl Oban.Worker
  def perform(%Oban.Job{args: %{"task_id" => id, "dataset_id" => dataset_id}}) do
    case Tasks.status(id) do
      {:ok, %{status: "cancelled"}} ->
        {:cancel, "cancelled by client"}

      {:ok, %{status: "working"}} ->
        :ok = Tasks.progress(id, "Analyzing #{dataset_id}")
        report = MyApp.Analysis.run(dataset_id)
        _ = Tasks.complete(id, %{"content" => [%{"type" => "text", "text" => report}]})
        :ok

      {:ok, %{status: "input_required"}} ->
        {:snooze, 5}

      _terminal_or_expired ->
        {:cancel, "task gone"}
    end
  end
end
	Task status	Worker side
	working	the job runs; Tasks.progress/2 updates the status message
	input_required	Tasks.require_input/3, then {:snooze, seconds} until the client's tasks/update answers
	completed	Tasks.complete/2 with the CallToolResult
	failed	Tasks.fail/2 with a JSON-RPC error, e.g. from an [:oban, :job, :exception] handler on the final attempt
	cancelled	the client's tasks/cancel; check Tasks.cancelled?/1 and return {:cancel, _}

Terminal states are final: after cancelled, a late complete/2 returns
{:error, :terminal} instead of overwriting it. Answers to require_input/3 arrive in
Tasks.status/1's input_responses once every outstanding key is answered. Each key is
single-use over the task's life.
Status notifications
Instead of polling, a modern client can name its tasks in the taskIds filter of
subscriptions/listen and receive notifications/tasks (the full task state) on every
change. The default notifier, ConduitMcp.Ext.Tasks.ListenNotifier, delivers them only to
streams whose principal owns the task.
To also wake a snoozed job when the client answers, configure your own notifier and keep
listen delivery by calling the default from it:
config :conduit_mcp, :ext_tasks, store: MyApp.ExtTaskStore, notifier: MyApp.TaskNotifier

defmodule MyApp.TaskNotifier do
  @behaviour ConduitMcp.Ext.Tasks.Notifier

  @impl true
  def task_changed(task) do
    ConduitMcp.Ext.Tasks.ListenNotifier.task_changed(task)
    if task.status == "working", do: MyApp.Jobs.wake(task.task_id)
  end
end
task_changed/1 runs in the process that made the change, and an exception in it is logged
and swallowed. Delivery is node-local; see Subscriptions for
fan-out across a cluster. notifier: nil turns notifications off.
The store
An Oban-backed ConduitMcp.Ext.Tasks.Store keeps the task record next to its job:
	Owner checks. get/2, update/3 and cancel/2 must answer {:error, :not_found} for
another owner, exactly as for a missing id.
	Atomicity. Every read-modify-write must be atomic (a version column with
compare-and-swap, SELECT … FOR UPDATE, a transaction). Otherwise a client's
tasks/update can overwrite the worker's completed.
	No list. There is no tasks/list; task ids are bearer tokens.

Examples.ObanTasks.ExtStore in examples/oban_tasks_server/ implements this over SQLite
with a version column.
Legacy era: ConduitMcp.Tasks (frozen)
Frozen
This store serves 2025-11-25 clients only. It is frozen: no new features, and it goes
away with the legacy era.
ConduitMcp.Tasks makes the storage layer pluggable via the
ConduitMcp.Tasks.Store behaviour — flip the framework from its
default in-memory ETS store to an Oban-backed store with one config line:
config :conduit_mcp, :tasks_store, MyApp.ObanTaskStore
The legacy tasks/get, tasks/cancel, tasks/result, and
tasks/list JSON-RPC routes dispatch through the configured store
without any handler changes.
Status Mapping
	MCP Task Status	Oban Job State
	working	executing / available
	input_required	{:snooze, seconds}
	completed	completed
	failed	discarded
	cancelled	cancelled

Setup
Add to your deps:
{:oban, "~> 2.18"}
Migration
defmodule MyApp.Repo.Migrations.CreateMcpTasks do
  use Ecto.Migration

  def change do
    create table(:mcp_tasks, primary_key: false) do
      add :task_id, :string, primary_key: true
      add :oban_job_id, :integer
      add :status, :string, default: "working"
      add :method, :string
      add :result, :map
      add :metadata, :map, default: %{}
      timestamps()
    end

    create index(:mcp_tasks, [:status])
    create index(:mcp_tasks, [:oban_job_id])
  end
end
Schema
defmodule MyApp.McpTask do
  use Ecto.Schema
  import Ecto.Changeset

  @primary_key {:task_id, :string, autogenerate: false}
  schema "mcp_tasks" do
    field :oban_job_id, :integer
    field :status, :string, default: "working"
    field :method, :string
    field :result, :map
    field :metadata, :map, default: %{}
    timestamps()
  end

  def changeset(task, attrs) do
    task
    |> cast(attrs, [:task_id, :oban_job_id, :status, :method, :result, :metadata])
    |> validate_required([:task_id])
    |> validate_inclusion(:status, ~w(working input_required completed failed cancelled))
  end
end
Worker
defmodule MyApp.McpTaskWorker do
  use Oban.Worker,
    queue: :mcp_tasks,
    max_attempts: 3,
    unique: [period: 300, fields: [:args], keys: [:task_id]]

  # Allowlist of handler names → modules. NEVER resolve a client-supplied
  # string to a module via String.to_existing_atom/1 + apply/3.
  @handlers %{"analysis" => MyApp.AnalysisHandler}

  @impl Oban.Worker
  def perform(%Oban.Job{attempt: attempt, max_attempts: max, args: %{"task_id" => task_id} = args}) do
    update_status(task_id, "working")

    case execute(args) do
      {:ok, result} ->
        update_task(task_id, %{status: "completed", result: result})
        :ok

      {:error, reason} ->
        # Only mark "failed" on the final attempt; let earlier retries stay
        # "working" so the client doesn't see status flicker on each retry.
        if attempt >= max do
          update_task(task_id, %{status: "failed", result: %{"error" => inspect(reason)}})
        end

        {:error, reason}

      {:input_required, schema} ->
        update_task(task_id, %{
          status: "input_required",
          metadata: %{"schema" => schema}
        })
        {:snooze, 300}  # Snooze 5 min, retry after user provides input
    end
  end

  defp execute(%{"handler" => handler} = args) do
    case Map.fetch(@handlers, handler) do
      {:ok, module} -> module.execute(args)
      :error -> {:error, "unknown handler: #{handler}"}
    end
  end

  defp update_status(task_id, status), do: update_task(task_id, %{status: status})

  # Returns {:ok, task} | {:error, changeset} | {:error, :not_found} so callers
  # can react to a failed write instead of silently dropping it.
  defp update_task(task_id, updates) do
    case MyApp.Repo.get(MyApp.McpTask, task_id) do
      nil -> {:error, :not_found}
      task -> MyApp.Repo.update(MyApp.McpTask.changeset(task, updates))
    end
  end
end
Task Store
A ConduitMcp.Tasks.Store implementation. The framework dispatches every
tasks/* route through this module once configured.
defmodule MyApp.ObanTaskStore do
  @behaviour ConduitMcp.Tasks.Store

  import Ecto.Query
  @repo MyApp.Repo

  # Task insert, job insert, and the oban_job_id back-link all commit in one
  # transaction. A crash mid-sequence rolls back — no orphaned task, no
  # unlinked job (which would leave cancel/1 unable to reach the job).
  def create_with_job(task_id, worker_args, opts \\ []) do
    attrs = %{task_id: task_id, status: "working", method: worker_args["method"]}
    job_args = Map.put(worker_args, "task_id", task_id)
    worker = Keyword.get(opts, :worker, MyApp.McpTaskWorker)

    Ecto.Multi.new()
    |> Ecto.Multi.insert(:task, MyApp.McpTask.changeset(%MyApp.McpTask{}, attrs))
    |> Oban.insert(:job, worker.new(job_args))
    |> Ecto.Multi.update(:link, fn %{task: task, job: job} ->
      MyApp.McpTask.changeset(task, %{oban_job_id: job.id})
    end)
    |> @repo.transaction()
    |> case do
      {:ok, %{link: task}} -> {:ok, to_map(task)}
      {:error, _step, reason, _changes} -> {:error, reason}
    end
  end

  def get(task_id) do
    case @repo.get(MyApp.McpTask, task_id) do
      nil -> {:error, :not_found}
      task -> {:ok, to_map(task)}
    end
  end

  def cancel(task_id) do
    case @repo.get(MyApp.McpTask, task_id) do
      nil ->
        {:error, :not_found}

      task ->
        # Don't crash if the job already finished — log a non-:ok return.
        with id when not is_nil(id) <- task.oban_job_id,
             {:error, reason} <- Oban.cancel_job(id) do
          require Logger
          Logger.warning("Oban.cancel_job(#{id}) failed: #{inspect(reason)}")
        end

        # Return the updated task per the Store `cancel/1` contract
        # ({:ok, task} | {:error, :not_found}), not a bare :ok.
        case @repo.update(MyApp.McpTask.changeset(task, %{status: "cancelled"})) do
          {:ok, updated} -> {:ok, to_map(updated)}
          {:error, changeset} -> {:error, changeset}
        end
    end
  end

  def list(opts \\ []) do
    query = from(t in MyApp.McpTask, order_by: [desc: t.inserted_at])
    query = if s = opts[:status], do: where(query, [t], t.status == ^s), else: query
    query = if l = opts[:limit], do: limit(query, ^l), else: query
    @repo.all(query) |> Enum.map(&to_map/1)
  end

  defp to_map(task) do
    %{
      "task_id" => task.task_id,
      "status" => task.status,
      "result" => task.result,
      "metadata" => task.metadata,
      "created_at" => task.inserted_at
    }
  end
end
Usage in MCP Server
Register the store once in config:
# config/config.exs
config :conduit_mcp, :tasks_store, MyApp.ObanTaskStore
Then write tools that use the standard ConduitMcp.Tasks API and the
task/2 helper — the storage layer is transparent:
defmodule MyApp.MCPServer do
  use ConduitMcp.Server

  tool "analyze_dataset", "Run long-running analysis" do
    task_support :supported
    scope "analysis:run"
    param :dataset_id, :string, "Dataset ID", required: true

    handle fn _conn, %{"dataset_id" => dataset_id} ->
      task_id = ConduitMcp.Tasks.generate_id()

      {:ok, _} = MyApp.ObanTaskStore.create_with_job(task_id, %{
        # Must be a key registered in the worker's @handlers allowlist
        # (see above) — never the raw module name from the client.
        "handler" => "analysis",
        "dataset_id" => dataset_id
      })

      # Returns {:ok, %{"content" => [...], "_meta" => %{"task" => %{"id" => task_id}}}}.
      # Clients see the task id in the spec-compliant _meta.task.id shape.
      task(task_id, "Analysis started")
    end
  end
end
Why Oban?
	Multi-node: All nodes share the PostgreSQL-backed job queue
	Retries: Failed tasks retry automatically (configurable)
	Uniqueness: Prevent duplicate tasks with unique option
	Observability: Oban Web dashboard shows task status in real-time
	Cancellation: Oban.cancel_job/1 maps directly to MCP task cancellation
	Snooze: {:snooze, seconds} handles input_required → wait for user input → resume
	Oban Pro Workflows: Chain dependent tasks (e.g., fetch → transform → analyze)



  

    MCP Apps

MCP Apps is the first official MCP extension. It lets your tools return interactive UI that hosts (Claude, VS Code Copilot, Goose, etc.) render as sandboxed iframes right in the conversation.
Today when a tool returns text/JSON, the LLM reads and summarizes it. With MCP Apps, a tool can also point to a live HTML widget — a dashboard, form, chart, map — that the user interacts with directly.
How It Works
	A tool declares _meta.ui.resourceUri linking to a ui:// resource
	The host pre-fetches the resource HTML at connection time
	When the tool is called, the host renders the HTML in a sandboxed iframe
	The iframe runs the ui/initialize handshake, then receives the tool result
	The app can call server tools, update model context, and respond to user interaction

Quick Start
DSL Mode — ui/1 macro
Add ui inside a tool block, then define the matching resource.
defmodule MyApp.MCPServer do
  use ConduitMcp.Server

  # Tool with linked UI
  tool "dashboard", "Server health dashboard" do
    ui "ui://dashboard/app.html"

    handle fn _conn, _params ->
      json(%{cpu: 42, memory: 128, processes: 350})
    end
  end

  # Resource serving the HTML
  resource "ui://dashboard/app.html" do
    description "Dashboard UI"
    mime_type "text/html;profile=mcp-app"

    read fn _conn, _params, _opts ->
      html = File.read!(Application.app_dir(:my_app, "priv/mcp_apps/dashboard.html"))
      app_html(html)
    end
  end

  # A tool the UI can call back into for live data
  tool "get_live_metrics", "Fetch current metrics" do
    handle fn _conn, _params ->
      json(%{cpu: 55, memory: 256, timestamp: DateTime.utc_now()})
    end
  end
end
The ui/1 macro sets _meta.ui.resourceUri on the tool. In the tools/list response:
{
  "name": "dashboard",
  "_meta": {
    "ui": { "resourceUri": "ui://dashboard/app.html" }
  }
}
Resource Helpers
app_html/1 returns HTML content with the required MCP Apps MIME type:
app_html(html_content)
# => {:ok, %{"contents" => [%{"mimeType" => "text/html;profile=mcp-app", "text" => html_content}]}}
The MIME type text/html;profile=mcp-app is required by the spec — hosts use it to identify renderable MCP App content.
For non-HTML resources, raw_resource/2 accepts any MIME type:
raw_resource(xml_content, "application/xml")
Generic Metadata — meta/1 macro
To attach arbitrary _meta fields (not just UI), use meta/1:
tool "analytics", "Analytics with custom metadata" do
  meta %{
    ui: %{resourceUri: "ui://analytics/app.html"},
    custom_field: "any value"
  }

  handle fn _conn, _params -> json(%{ok: true}) end
end
The app/2 Convenience Macro
For quick prototyping, register both tool and resource in one declaration:
app "metrics", "Server metrics view" do
  param :range, :string, "Time range", default: "1h"
  view "priv/mcp_apps/metrics.html"

  handle fn _conn, _params ->
    json(%{cpu: 42, memory: 128})
  end
end
This expands to a tool with _meta.ui.resourceUri and a resource serving the HTML file.
Component Mode — ui: option
In Endpoint/Component mode, pass ui: in the component options:
defmodule MyApp.Dashboard do
  use ConduitMcp.Component,
    type: :tool,
    description: "Health dashboard",
    ui: "ui://dashboard/app.html"

  schema do
    field :format, :string, "Output format"
  end

  @impl true
  def execute(_params, _conn) do
    json(%{status: "ok", cpu: 42})
  end
end

defmodule MyApp.DashboardUI do
  use ConduitMcp.Component,
    type: :resource,
    uri: "ui://dashboard/app.html",
    description: "Dashboard UI",
    mime_type: "text/html;profile=mcp-app"

  @impl true
  def execute(_params, _conn) do
    html = File.read!(Application.app_dir(:my_app, "priv/mcp_apps/dashboard.html"))
    app_html(html)
  end
end
Building Interactive UIs
MCP Apps run inside sandboxed iframes and communicate with the host via JSON-RPC over postMessage. There are two approaches:
Option 1: Inline Protocol (No Dependencies)
For simple apps, implement the protocol directly in your HTML. This is fully self-contained — no npm, no build step.
<!DOCTYPE html>
<html>
<head>
<meta charset="UTF-8">
<style>
  body { font-family: system-ui; padding: 16px; background: #fff; }
  .metric { font-size: 2rem; font-weight: 700; color: #2563eb; }
  button { padding: 8px 16px; border-radius: 6px; border: none;
           background: #3b82f6; color: #fff; cursor: pointer; }
</style>
</head>
<body>
<h2>My Dashboard</h2>
<div class="metric" id="value">—</div>
<button id="refresh">Refresh</button>
<script>
(function() {
  var reqId = 0, pending = {}, notifHandlers = {}, reqHandlers = {};

  function send(msg) { window.parent.postMessage(msg, "*"); }

  function request(method, params) {
    return new Promise(function(resolve, reject) {
      var id = ++reqId;
      pending[id] = { resolve: resolve, reject: reject };
      send({ jsonrpc: "2.0", id: id, method: method, params: params || {} });
    });
  }

  function notification(method, params) {
    send({ jsonrpc: "2.0", method: method, params: params || {} });
  }

  window.addEventListener("message", function(ev) {
    var msg = ev.data;
    if (!msg || msg.jsonrpc !== "2.0") return;
    // Response to our request
    if (msg.id != null && pending[msg.id]) {
      var p = pending[msg.id]; delete pending[msg.id];
      msg.error ? p.reject(new Error(msg.error.message)) : p.resolve(msg.result);
      return;
    }
    // Request from host (respond immediately)
    if (msg.id != null && msg.method) {
      var h = reqHandlers[msg.method];
      send({ jsonrpc: "2.0", id: msg.id, result: h ? h(msg.params) : {} });
      return;
    }
    // Notification from host
    if (msg.method) {
      var nh = notifHandlers[msg.method];
      if (nh) nh(msg.params);
    }
  });

  // Handle ping
  reqHandlers["ping"] = function() { return {}; };

  // --- Your app logic ---

  // Receive tool result from host
  notifHandlers["ui/notifications/tool-result"] = function(params) {
    var text = findText(params);
    if (text) render(JSON.parse(text));
  };

  function findText(params) {
    if (!params || !params.content) return null;
    for (var i = 0; i < params.content.length; i++)
      if (params.content[i].type === "text") return params.content[i].text;
    return null;
  }

  function render(data) {
    document.getElementById("value").textContent = data.cpu + "% CPU";
  }

  // Refresh button calls a server tool
  document.getElementById("refresh").addEventListener("click", function() {
    request("tools/call", { name: "get_live_metrics", arguments: {} })
      .then(function(result) {
        var text = findText(result);
        if (text) render(JSON.parse(text));
      });
  });

  // MCP Apps handshake
  request("ui/initialize", {
    appInfo: { name: "My Dashboard", version: "1.0.0" },
    appCapabilities: {},
    protocolVersion: "2026-01-26"
  }).then(function() {
    notification("ui/notifications/initialized");
  });
})();
</script>
</body>
</html>
Protocol Summary
The iframe communicates with the host via postMessage JSON-RPC:
	Direction	Method	Purpose
	App → Host	ui/initialize	Handshake — app sends appInfo, protocolVersion
	App → Host	ui/notifications/initialized	Confirms handshake complete
	Host → App	ui/notifications/tool-result	Pushes tool result data to app
	Host → App	ui/notifications/tool-input	Streams tool input as it's typed
	App → Host	tools/call	Calls a server tool from the UI
	App → Host	ui/update-model-context	Tells the LLM what the user did
	App → Host	ui/notifications/size-changed	Reports iframe content size
	Host → App	ping	Health check (respond with {})

Option 2: SDK + Vite Build (Production)
For complex apps, use the official SDK with a build step:
mkdir my-mcp-app && cd my-mcp-app
npm init -y
npm install @modelcontextprotocol/ext-apps
npm install -D vite vite-plugin-singlefile typescript

src/app.ts:
import { App } from "@modelcontextprotocol/ext-apps";

const app = new App({ name: "My App", version: "1.0.0" });

app.ontoolresult = (result) => {
  const text = result.content?.find(c => c.type === "text")?.text;
  if (text) renderData(JSON.parse(text));
};

document.getElementById("refresh")?.addEventListener("click", async () => {
  const result = await app.callServerTool({
    name: "get_live_metrics",
    arguments: {}
  });
  const text = result.content?.find(c => c.type === "text")?.text;
  if (text) renderData(JSON.parse(text));

  // Tell the LLM what the user did
  await app.updateModelContext({
    content: [{ type: "text", text: "User refreshed metrics" }]
  });
});

await app.connect();
vite.config.ts:
import { defineConfig } from "vite";
import { viteSingleFile } from "vite-plugin-singlefile";

export default defineConfig({
  plugins: [viteSingleFile()],
  build: { rollupOptions: { input: "app.html" }, outDir: "dist" }
});
Build and copy to your Elixir project:
npx vite build
cp dist/app.html /path/to/priv/mcp_apps/

Example Apps
Metrics Dashboard
A live dashboard showing BEAM metrics with auto-refresh:
Server (Elixir):
tool "server_health", "Live server health dashboard" do
  ui "ui://server-health/dashboard.html"

  handle fn _conn, _params ->
    json(%{
      memory_mb: div(:erlang.memory(:total), 1_048_576),
      processes: :erlang.system_info(:process_count),
      uptime_sec: div(elem(:erlang.statistics(:wall_clock), 0), 1000),
      timestamp: DateTime.utc_now() |> DateTime.to_iso8601()
    })
  end
end

tool "get_live_metrics", "Get current server metrics" do
  handle fn _conn, _params ->
    json(%{
      memory_mb: div(:erlang.memory(:total), 1_048_576),
      processes: :erlang.system_info(:process_count),
      timestamp: DateTime.utc_now() |> DateTime.to_iso8601()
    })
  end
end
See examples/mcp_apps_demo/ for the complete runnable project with HTML dashboard.
Configuration Form
A tool that returns a settings form the user fills out:
Server:
tool "configure_deploy", "Configure deployment settings" do
  ui "ui://deploy/config-form.html"

  handle fn _conn, params ->
    json(%{
      regions: ["us-east-1", "eu-west-1", "ap-southeast-1"],
      instance_types: ["t3.micro", "t3.small", "t3.medium"],
      current: %{region: "us-east-1", instance_type: "t3.small", replicas: 2}
    })
  end
end
HTML (key parts):
<form id="form">
  <select id="region"></select>
  <select id="instance"></select>
  <input type="number" id="replicas" min="1" max="10">
  <button type="submit">Deploy</button>
</form>
<script>
notifHandlers["ui/notifications/tool-result"] = function(params) {
  var data = JSON.parse(findText(params));
  // Populate form dropdowns from data.regions, data.instance_types
  // Set current values from data.current
};

document.getElementById("form").addEventListener("submit", function(e) {
  e.preventDefault();
  // Call deploy tool with form values
  request("tools/call", {
    name: "run_deploy",
    arguments: {
      region: document.getElementById("region").value,
      instance_type: document.getElementById("instance").value,
      replicas: parseInt(document.getElementById("replicas").value)
    }
  });
});
</script>
Data Visualization
A tool that renders a chart from query results:
Server:
tool "sales_chart", "Interactive sales chart" do
  ui "ui://sales/chart.html"
  param :period, :string, "Time period", enum: ["7d", "30d", "90d"], default: "30d"

  handle fn _conn, params ->
    period = params["period"] || "30d"
    data = MyApp.Analytics.sales_by_day(period)
    json(%{period: period, data: data})
  end
end
HTML (using inline Chart.js from CDN via CSP):
<canvas id="chart" width="400" height="200"></canvas>
<script>
notifHandlers["ui/notifications/tool-result"] = function(params) {
  var result = JSON.parse(findText(params));
  // Render chart with result.data
  drawBarChart(result.data);
};
</script>
Note: To load external scripts (Chart.js, D3, etc.), the resource needs _meta.ui.csp configured to allow the CDN origin. See the MCP Apps spec for CSP details.

Host Support
MCP Apps is supported by:
	VS Code (GitHub Copilot) — full support, url key in settings
	Claude (claude.ai) — supported via Custom Connectors
	Claude Desktop — supported (use mcp-remote bridge for HTTP servers)
	Goose — supported
	Postman — supported

See the client matrix for the full list.
Testing Locally
VS Code (Copilot Chat)
	Start your server: mix run --no-halt
	Add to VS Code settings (JSON):{
"mcp": {
 "servers": {
   "my-server": {
     "url": "http://localhost:4001/"
   }
 }
}
}

	Open Copilot Chat and ask to use your tool

Claude (claude.ai)
claude.ai requires an HTTPS URL, so you need a tunnel for local development:
	Start your server: mix run --no-halt
	Start a tunnel (e.g., ngrok or cloudflared):# Option A
ngrok http 4001

# Option B (no account needed)
cloudflared tunnel --url http://localhost:4001


	In claude.ai, go to Settings → Connectors → Add custom connector
	Paste the tunnel HTTPS URL
	Important: In the connector settings, set allowed domains to all (or add your tunnel domain). Without this, the iframe will load but appear blank because the host blocks the content.

Claude Desktop
Claude Desktop uses stdio, not HTTP. Use mcp-remote as a bridge:
	Start your server: mix run --no-halt
	Create a wrapper script (needed for asdf/nvm users whose node isn't in the system PATH):#!/bin/bash
export PATH="/path/to/your/node/bin:$PATH"
exec npx -y mcp-remote http://localhost:4001/


	Add to ~/Library/Application Support/Claude/claude_desktop_config.json:{
"mcpServers": {
 "my-server": {
   "command": "/path/to/wrapper.sh",
   "args": []
 }
}
}

	Restart Claude Desktop

Security
	All UI runs in sandboxed iframes with restricted permissions
	HTML is pre-declared as resources — hosts can inspect before rendering
	UI-to-host communication goes through loggable JSON-RPC
	Hosts can require user consent for UI-initiated tool calls
	Use _meta.ui.csp to control which external origins the app can load from

References
	MCP Apps Docs
	SDK (npm) — @modelcontextprotocol/ext-apps
	Examples — React, Vue, Svelte, vanilla JS starters
	Specification
	Build Guide



  

    Protocol Eras

ConduitMCP serves two generations of MCP on the same endpoint:
	Era	Versions	How the version is chosen
	Modern	2026-07-28	Every request carries its version and client capabilities in params._meta. No handshake, no sessions.
	Legacy	2025-11-25, 2025-06-18	initialize negotiates a version once; later requests may share an Mcp-Session-Id.

Your server module doesn't change. The same callbacks serve both eras, and
the request body decides which era a request belongs to. This guide covers
what differs on the wire and the modern-only features.
ConduitMcp.Protocol.supported_versions()
#=> ["2026-07-28", "2025-11-25", "2025-06-18"]

ConduitMcp.Protocol.modern_versions()  #=> ["2026-07-28"]
ConduitMcp.Protocol.legacy_versions()  #=> ["2025-11-25", "2025-06-18"]
initialize only ever negotiates a legacy version. A modern client never
calls it.
Classifying a request
ConduitMcp.Era.classify/2 looks at two _meta keys:
	pv is params._meta["io.modelcontextprotocol/protocolVersion"]
	caps is params._meta["io.modelcontextprotocol/clientCapabilities"]

	_meta carries	method	result
	pv and caps	any (including initialize)	modern
	only one of pv and caps	any	-32602, HTTP 400
	neither	server/discover	modern (era-exempt, no version)
	neither	anything else	legacy

A request that carries only one of the two keys is rejected rather than
guessed at (-32602, HTTP 400). A modern request is also rejected with
-32602 when:
	pv is not a string;
	caps is not an object;
	io.modelcontextprotocol/clientInfo is present but not an object;
	io.modelcontextprotocol/logLevel is present but not an MCP logging level.

These error messages name the key, never its value.
Callbacks read the result from the conn:
def handle_call_tool(conn, "whoami", _params) do
  case ConduitMcp.Ctx.from_conn(conn) do
    %ConduitMcp.Ctx{era: :modern, version: v, client_info: info} ->
      text("modern #{v}: #{inspect(info)}")

    %ConduitMcp.Ctx{era: :legacy} ->
      text("legacy client")
  end
end
client_info is whatever the client says about itself. Never base a
security decision on it. The other ConduitMcp.Ctx fields are
client_capabilities, extensions, log_level, principal, request_id,
server_info and the W3C trace-context keys (traceparent, tracestate,
baggage). Invalid trace-context values are dropped, not rejected.
Mixed requests
The Mcp-Session-Id header never changes the era. A modern request that
sends one anyway is still modern, and its session is ignored. Cancellation
scoping then falls back to the principal, and after that to the client IP.
There is one exception. If the header names a live session that recorded a
principal, the modern request must come from that same principal. Otherwise
it is rejected with -32600 (HTTP 400), so a session id can't be carried
over to a different caller.
server/discover
server/discover tells a client which versions and capabilities a server
has, without a handshake. It is era-exempt: it is served as modern even
with no _meta, because a client may call it to find out which era the
server speaks.
{"jsonrpc": "2.0", "id": 1, "method": "server/discover"}
{
  "jsonrpc": "2.0",
  "id": 1,
  "result": {
    "supportedVersions": ["2026-07-28", "2025-11-25", "2025-06-18"],
    "capabilities": {
      "tools": {"listChanged": true},
      "resources": {"listChanged": true, "subscribe": true},
      "logging": {}
    },
    "instructions": "Use search before fetch.",
    "resultType": "complete",
    "ttlMs": 60000,
    "cacheScope": "private",
    "_meta": {"io.modelcontextprotocol/serverInfo": {"name": "my-server", "version": "1.0.0"}}
  }
}
server/discover is authenticated like every other POST, because
capabilities can depend on who is asking. On the modern era, every
advertised tools, prompts and resources capability gets
listChanged: true, and resources also gets subscribe: true, because
every modern server answers subscriptions/listen (see
Subscriptions). logging is always declared, because
any tool can send log messages (see "Per-request logging"). instructions
is left out when there are none.
Instructions
instructions is free-text guidance for the client. It is returned by both
server/discover and the legacy initialize. Set it in one of three
places; the transport option wins:
use ConduitMcp.Server, instructions: "Use search before fetch."

use ConduitMcp.Endpoint, name: "My Server", version: "1.0.0",
  instructions: "Use search before fetch."

{ConduitMcp.Transport.StreamableHTTP,
 server_module: MyApp.MCPServer,
 instructions: "Use search before fetch."}
The transport raises ArgumentError at init/1 if :instructions is not
a string.
Request headers
Over Streamable HTTP, a modern client copies selected body fields into HTTP
headers, so proxies and gateways can route without parsing JSON.
ConduitMcp.Plugs.HeaderValidation checks them against the body. A header
that disagrees with the body could send a request somewhere its body didn't
intend, so every failure is HTTP 400.
POST / HTTP/1.1
Content-Type: application/json
Accept: application/json, text/event-stream
MCP-Protocol-Version: 2026-07-28
Mcp-Method: tools/call
Mcp-Name: get_weather
Mcp-Param-Region: eu-west

{"jsonrpc": "2.0", "id": 1, "method": "tools/call",
 "params": {"name": "get_weather", "arguments": {"region": "eu-west"},
            "_meta": {"io.modelcontextprotocol/protocolVersion": "2026-07-28",
                      "io.modelcontextprotocol/clientCapabilities": {}}}}
The checks run in this order:
	MCP-Protocol-Version is present, appears once, and equals the _meta
version. Otherwise -32020.
	That version is one this server implements. Otherwise -32022, with
data.supported and data.requested. Check 1 runs first, so a header
that disagrees with the body is -32020 even when neither version is
supported.
	Mcp-Method is present, appears once, and equals the body method.
Otherwise -32020.
	Mcp-Name is required on tools/call and prompts/get (equal to
params.name), on resources/read (equal to params.uri), and on the
tasks extension's tasks/get, tasks/update and tasks/cancel (equal
to params.taskId). Otherwise -32020.
	On tools/call, each Mcp-Param-{Name} header must match its argument.
The header must be present when the argument has a non-null value, and
absent when it doesn't. Otherwise -32020.

Error messages name the header, never its value. Nothing in this plug logs
a header value.
A legacy request skips these checks, with one rule of its own: if it sends
an MCP-Protocol-Version header naming a version this server doesn't
support, it gets HTTP 400 with -32600 and data.supported. initialize
is exempt from that rule, and a request without the header is served.
Value encoding
Strings are sent as they are, integers in decimal, and booleans as
true/false. A string that isn't plain header-safe ASCII is sent as
=?base64?{Base64 of its UTF-8 bytes}?=. That covers bytes outside
0x20..0x7E, a leading or trailing space, and a string that could be
mistaken for that wrapper. ConduitMcp.Headers.encode_value/1 and
decode_value/1 implement the encoding. Integers compare numerically:
body values 42 and 42.0 both match the header "42".
Mcp-Param-*: the header: option
To have a tool argument mirrored into a header, give the param a header:
name. It publishes "x-mcp-header" on the property in tools/list, and
modern clients then send the header.
# DSL
tool "get_weather", "Weather by region" do
  param :region, :string, "Region", required: true, header: "Region"
  handle fn _conn, %{"region" => region} -> text("Sunny in #{region}") end
end

# Component
schema do
  field :region, :string, "Region", required: true, header: "Region"
end
If the annotation is invalid, the build fails with a CompileError. The
param must be :string, :integer or :boolean, and reachable through
object properties only, never inside array items. The name must be an
RFC 9110 token, unique within the tool regardless of case. header: on a
prompt argument, or on a prompt or resource component, is also a compile
error.
Manual-mode servers write "x-mcp-header" into their own inputSchema.
HeaderValidation reads the annotations from the server's tools/list the
first time a tools/call comes in, and caches them per server module. A
tool with invalid annotations is logged at :error and left out of the
header checks. A server whose tool list changes at runtime calls
ConduitMcp.Plugs.HeaderValidation.invalidate/1 (see
Manual Mode).
Browsers and CORS
access-control-allow-headers has no wildcard that works for
credentialed requests. The defaults cover content-type,
authorization, mcp-session-id, mcp-protocol-version, mcp-method
and mcp-name. A browser client of a tool with header: params needs
those names added to :cors_headers:
{ConduitMcp.Transport.StreamableHTTP,
 server_module: MyApp.MCPServer,
 cors_origin: "https://app.example",
 cors_headers:
   "content-type, authorization, mcp-session-id, mcp-protocol-version, " <>
     "mcp-method, mcp-name, mcp-param-region"}
HTTP status codes
A modern response's status depends on the outcome, not always 200:
	Outcome	Status
	Result, or a method error such as an unknown tool's -32602	200
	Notification	202, no body
	Any rejection before the method runs (Era.classify/2, HeaderValidation)	400
	-32020, -32021, -32022	400
	-32601 (unknown method, including every legacy-only method)	404
	Insufficient scope under strategy: :oauth	403 with an insufficient_scope challenge
	subscriptions/listen without text/event-stream in Accept	406
	subscriptions/listen when :max_streams is full	503

ConduitMcp.Protocol.Modern.http_status/1 maps a response to its status.
The modern response echoes the request's version in mcp-protocol-version.
A legacy JSON-RPC response is sent at 200 (202 for a notification), except
for the 403 OAuth challenge. The legacy checks that run before dispatch
answer with their own status: the unsupported-version 400 and the session
400/404.
Authentication and HTTP rate limiting run before era classification, so
their 401 and 429 responses look the same in both eras. A modern request
rejected by classification or header validation is not counted by
:message_rate_limit.
Results and cache hints
Every modern result carries "resultType" ("complete",
"input_required" or "task") and the server's name and version in
_meta["io.modelcontextprotocol/serverInfo"].
A tools/call result's _meta is the tool's own _meta (e.g. MCP Apps UI
metadata) plus serverInfo; the request's _meta (progressToken,
logLevel, your own keys) is not echoed. On the legacy era the request's
_meta is still echoed into the result for backward compatibility, merged
under the tool's own keys, which always win.
Six results also carry cache hints: server/discover, tools/list,
prompts/list, resources/list, resources/templates/list and
resources/read. Each gets "ttlMs" and "cacheScope". The defaults come
from the application environment and are checked at boot:
config :conduit_mcp, cache_ttl_ms: 60_000, cache_scope: :private
A tool, prompt or resource can override them:
# DSL, inside a tool, prompt or resource block
tool "catalog", "Public catalog" do
  cache ttl_ms: 5_000, scope: :public
  handle fn _conn, _params -> text("...") end
end

# Component
use ConduitMcp.Component, type: :tool, description: "Public catalog",
  cache: [ttl_ms: 5_000, scope: :public]
The hints resolve as follows (ConduitMcp.CacheHints):
	A list result takes the minimum TTL across its items. It is private
if any item is private or has a scope. A scoped item is never
cached as public, even when the global default is :public.
	resources/read uses the hint of the resource that serves the URI: its
exact static URI, otherwise the first matching template. It is private
when that resource is scoped.
	server/discover uses the defaults.

Declaring both scope and cache scope: :public on one item is a compile
error. Manual-mode servers get the defaults, with the scoped-means-private
rule still applied, and may define __cache_hints__/0 to declare
overrides. input_required and task results never carry cache hints.
Per-request logging
A modern client asks for log messages on one request at a time, with
_meta["io.modelcontextprotocol/logLevel"]; logging/setLevel belongs to
the legacy era. Without a logLevel, the server must not send
notifications/message for that request. ConduitMcp.Ctx.log?/2 applies
this rule, and ConduitMcp.Log.log/4 checks it for you. Every modern
server/discover declares the logging capability, which the spec requires
of a server that sends log messages; the legacy initialize declares it only
when the server module defines handle_set_log_level/2.
Streamed tool responses
A modern tools/call whose _meta carries a progressToken or a
logLevel may be answered as a Server-Sent Events stream, if the client's
Accept includes text/event-stream. The stream carries
notifications/progress and notifications/message before the result,
with :\r\n keep-alive comments in between.
tool "import", "Import rows" do
  param :rows, :array, "Rows", required: true do
    items :string
  end

  handle fn conn, %{"rows" => rows} ->
    total = length(rows)

    rows
    |> Enum.with_index(1)
    |> Enum.reduce_while(:ok, fn {row, done}, :ok ->
      if ConduitMcp.Cancellation.cancelled?(conn) do
        {:halt, :cancelled}
      else
        MyApp.Importer.import_row(row)
        ConduitMcp.Progress.report(conn, done, total: total, message: "row #{done}")
        {:cont, :ok}
      end
    end)
    |> case do
      :ok ->
        ConduitMcp.Log.log(conn, :info, %{"imported" => total}, logger: "import")
        text("imported #{total} rows")

      :cancelled ->
        error("Cancelled", ConduitMcp.Errors.request_cancelled())
    end
  end
end
	ConduitMcp.Progress.report/3 takes the options :total and :message.
	ConduitMcp.Log.log/4 takes a level as an atom or a string, any
JSON-encodable data, and the option :logger. It sends only when the
level is at least the requested logLevel. The client receives data
as it is, so never log secrets.
	Both return :ok and send nothing when there is no stream to send on:
no progressToken (or no logLevel), a legacy request, a client that
didn't accept text/event-stream, or a call made through
ConduitMcp.Handler.handle_request/3. Tools can call them
unconditionally.

How the stream behaves:
	The tool runs in a linked task. The request process relays its
notifications.
	The stream opens late. It opens on the first notification or
keep-alive tick. A result that arrives first goes out as plain JSON.
	At the cap. Once :max_streams is reached, a response that would
open a stream is sent as plain JSON instead, without its notifications.
The client is never refused.
	Disconnect is cancellation. The modern HTTP transport has no
notifications/cancelled; a client cancels by closing the stream. When
a write fails, the request is marked cancelled and
ConduitMcp.Cancellation.cancelled?/1 turns true for the tool. A tool
that hasn't returned within :stream_cancel_timeout is killed.
	A raising tool produces a -32603 error event, then the stream
closes.

	Transport option	Default	Meaning
	:keep_alive_interval	15_000	ms between :\r\n keep-alive comments
	:max_streams	1_000	concurrent streams, including subscriptions/listen
	:max_stream_lifetime	1 hour	after this, the request is cancelled; the response is -32603 unless the tool returns within :stream_cancel_timeout
	:stream_cancel_timeout	5_000	ms a cancelled tool gets to return before it is killed

These options must be positive integers, or init/1 raises
ArgumentError.
What the modern era leaves out
	Legacy	Modern
	initialize / notifications/initialized	none; server/discover if the client wants it
	ping	none (-32601, HTTP 404)
	logging/setLevel	per-request logLevel
	resources/subscribe / unsubscribe	subscriptions/listen (Subscriptions)
	Mcp-Session-Id sessions	none; never minted, required or looked up
	notifications/cancelled	closing the response stream; every modern notification is dropped
	Server-to-client sampling, elicitation, roots	input_required results (MRTR)
	tasks/result, tasks/list (ConduitMcp.Tasks)	the tasks extension (Tasks Extension)

The modern routing table has server/discover, tools/list, tools/call,
resources/list, resources/templates/list, resources/read,
prompts/list, prompts/get, completion/complete and
subscriptions/listen. tasks/get, tasks/update and tasks/cancel are
added while the tasks extension is enabled. Every other method returns
-32601.
GET and DELETE
GET and DELETE carry no _meta, so they keep their legacy behaviour:
	GET / with Accept: text/event-stream returns 405 with an allow
header, because this server offers no standalone server-to-client stream.
Any other GET / returns a JSON info document.
	DELETE / ends the legacy session named by Mcp-Session-Id (200).
An unknown id is 404 and a missing one is 400. With sessions off it is
405.

The legacy ConduitMcp.Transport.SSE answers modern requests on
POST /message, but GET /sse is legacy-only. Point modern clients at
ConduitMcp.Transport.StreamableHTTP.
Error codes
	Code	Function	Meaning
	-32700	Errors.parse_error/0	Invalid JSON
	-32600	Errors.invalid_request/0	Not a valid request; also a session bound to another principal, an unsupported legacy MCP-Protocol-Version header (400), and a listen without text/event-stream (406)
	-32601	Errors.method_not_found/0	Unknown method; HTTP 404 on the modern era
	-32602	Errors.invalid_params/0	Invalid params; also invalid modern _meta (400), an invalid requestState, and a missing resource on the modern era
	-32603	Errors.internal_error/0	Internal error
	-32000	Errors.server_error/0	Generic server error; also insufficient scope and the listen 503 body
	-32002	Protocol.Legacy.resource_not_found/0	Resource not found, legacy era only
	-32004	Errors.task_not_ready/0	Legacy tasks/result before the task finished
	-32020	Errors.header_mismatch/0	A header is missing, duplicated, malformed or disagrees with the body (400)
	-32021	Errors.missing_required_client_capability/0	The request needs a client capability it didn't declare; data.requiredCapabilities (400)
	-32022	Errors.unsupported_protocol_version/0	Modern _meta version not implemented; data.supported, data.requested (400)
	-32800	Errors.request_cancelled/0	Request cancelled

Errors.modern_task_not_ready/0 (-31004) is the modern counterpart of
-32004.
Resource not found
The two eras use different codes for a missing resource. 2025-11-25 and
earlier use -32002, and 2026-07-28 forbids -32002 and uses -32602.
Callbacks don't need to know which era they're serving. Keep returning the
legacy code:
def handle_read_resource(_conn, uri) do
  {:error,
   %{"code" => ConduitMcp.Protocol.Legacy.resource_not_found(),
     "message" => "Resource not found: #{uri}"}}
end
ConduitMcp.Protocol.Modern rewrites -32002 to -32602 on every modern
response, so a legacy client sees -32002 and a modern client sees
-32602. ConduitMcp.Protocol.Modern.resource_not_found/0 returns
-32602.


  

    Multi Round-Trip Requests (MRTR)

In MCP 2026-07-28 a server no longer sends requests to the client.
To ask for input (an elicitation, or the deprecated sampling and roots), a
tools/call, resources/read or prompts/get answers with an
input_required result. The client gathers the answers and retries the same
request with them.
client                                   server
  │ tools/call deploy                       │
  │────────────────────────────────────────>│ callback → {:input_required, reqs, state}
  │ resultType: input_required              │
  │ inputRequests, requestState             │
  │<────────────────────────────────────────│
  │ tools/call deploy                       │
  │ + inputResponses, requestState          │
  │────────────────────────────────────────>│ callback sees conn.assigns[:mcp_input]
  │ resultType: complete                    │
  │<────────────────────────────────────────│
The server stays stateless. Whatever the callback needs on the retry travels
inside requestState, sealed so the client can neither read nor change it.
Configure the keyring
Sealing needs :mrtr_keys, a list of {kid, key} tuples. Load the key from
a secret at runtime:
# config/runtime.exs
config :conduit_mcp,
  mrtr_keys: [{"2026-10", Base.decode64!(System.fetch_env!("MRTR_KEY"))}]
# generate a key once
:crypto.strong_rand_bytes(32) |> Base.encode64()
	kid is a non-empty binary without ".". key is exactly 32 bytes.

	When :mrtr_keys is set, it is validated at application boot. A
malformed entry or a duplicate kid raises an ArgumentError that names
the config key, never the key bytes.

	Rotation. New tokens are always sealed with the first key; a token
is opened with the key its kid names. To rotate, put the new key first
and keep the old one second until in-flight tokens have expired (5
minutes at most), then remove it. Rotate well before 2³² seals per key.
config :conduit_mcp, mrtr_keys: [{"2026-11", new_key}, {"2026-10", old_key}]

	Without :mrtr_keys, a callback that returns {:input_required, ...}
gets -32603, and the server logs an error naming :mrtr_keys. A retry
that carries a requestState gets -32602 "Invalid requestState".


Asking for input
Return {:input_required, input_requests, state} from the callback:
	input_requests maps keys you choose to input requests built with
ConduitMcp.MRTR.
	state is any JSON-encodable term you want back on the retry.

On the retry, conn.assigns[:mcp_input] is %{state: state, responses: input_responses}. On the first round it is absent (nil).
Manual mode
@approval %{
  "type" => "object",
  "properties" => %{"confirm" => %{"type" => "boolean"}},
  "required" => ["confirm"]
}

def handle_call_tool(conn, "deploy", %{"target" => target}) do
  case conn.assigns[:mcp_input] do
    nil ->
      {:input_required,
       %{"approval" => ConduitMcp.MRTR.elicit("Deploy to #{target}?", @approval)},
       %{target: target}}

    %{responses: %{"approval" => %{"action" => "accept"}}} ->
      {:ok, %{"content" => [%{"type" => "text", "text" => "Deployed #{target}"}]}}

    _declined ->
      {:ok, %{"content" => [%{"type" => "text", "text" => "Cancelled"}]}}
  end
end
handle_read_resource/2 and handle_get_prompt/3 can return the same
tuple.
DSL mode
handle, read and get handlers return the tuple as it is:
tool "deploy", "Deploy a service" do
  param :target, :string, "Target", required: true

  handle fn conn, %{"target" => target} ->
    case conn.assigns[:mcp_input] do
      nil ->
        {:input_required,
         %{"approval" => ConduitMcp.MRTR.elicit("Deploy to #{target}?", @approval)},
         %{step: :awaiting_approval}}

      %{responses: %{"approval" => %{"action" => "accept"}}} ->
        text("Deployed #{target}")

      _declined ->
        text("Cancelled")
    end
  end
end

prompt "summarize", "Summarize a document" do
  get fn conn, _args ->
    case conn.assigns[:mcp_input] do
      nil ->
        {:input_required, %{"doc" => ConduitMcp.MRTR.elicit("Which document?", @document)}, nil}

      %{responses: %{"doc" => %{"action" => "accept", "content" => %{"name" => name}}}} ->
        [user("Summarize #{name}")]

      _declined ->
        [user("Summarize the latest document")]
    end
  end
end
Endpoint mode
execute/2 returns the tuple, and ConduitMcp.Endpoint passes it through:
defmodule MyApp.Deploy do
  use ConduitMcp.Component, type: :tool, description: "Deploy a service"

  @approval %{"type" => "object", "properties" => %{"confirm" => %{"type" => "boolean"}}}

  schema do
    field :target, :string, "Target", required: true
  end

  @impl true
  def execute(%{target: target}, conn) do
    case conn.assigns[:mcp_input] do
      nil ->
        {:input_required,
         %{"approval" => ConduitMcp.MRTR.elicit("Deploy to #{target}?", @approval)},
         %{target: target}}

      %{responses: %{"approval" => %{"action" => "accept"}}} ->
        text("Deployed #{target}")

      _declined ->
        text("Cancelled")
    end
  end
end
Several rounds
A callback may return {:input_required, ...} again on a retry. Each round
seals a fresh requestState. Keys only need to be unique within one round.
Input request builders
	Builder	Request	Status
	ConduitMcp.MRTR.elicit(message, requested_schema)	elicitation/create (form mode)	current
	ConduitMcp.MRTR.sample(messages, max_tokens: n, ...)	sampling/createMessage	@deprecated in 2026-07-28
	ConduitMcp.MRTR.list_roots()	roots/list	@deprecated in 2026-07-28

requested_schema is the restricted JSON Schema the client renders as a
form: a flat "type" => "object" with primitive "properties".
sample/2 requires :max_tokens and raises KeyError without it. It also
accepts :system_prompt, :model_preferences, :temperature,
:stop_sequences, :tools and :tool_choice.
The values in input_requests must be maps with a "method" of
elicitation/create, sampling/createMessage or roots/list. Anything
else is logged and answered with -32603.
The retry: conn.assigns[:mcp_input]
The library opens requestState before the callback runs:
%{
  state: %{"target" => "prod"},  # your state, as decoded JSON
  responses: %{"approval" => %{"action" => "accept", "content" => %{"confirm" => true}}}
}
	state comes back as decoded JSON, so atom keys and atom values become
strings. Tuples, pids, references, functions and non-UTF-8 binaries
can't be sealed; that is a server bug, answered with -32603 and an error
log.
	responses is the request's inputResponses map, or %{} when it is
absent. A non-object inputResponses is -32602. responses is client
input, so validate it like any other argument.
	inputResponses sent without a requestState is ignored, and
:mcp_input stays absent.

Capability gating
Every input request is checked against the capabilities the client declared
in this request's _meta. If one is missing, the request is answered with
-32021 (HTTP 400) instead of an input_required result:
{"code": -32021, "message": "Missing required client capability",
 "data": {"requiredCapabilities": {"elicitation": {"form": {}}}}}
	Input request	Needs
	elicitation/create, form mode	elicitation.form, or an elicitation that declares neither mode
	elicitation/create with "mode" => "url"	elicitation.url
	sampling/createMessage	sampling; also sampling.tools with tools/toolChoice, and sampling.context when includeContext isn't "none"
	roots/list	roots

To check before building the requests, call
ConduitMcp.MRTR.missing_capabilities/2:
ctx = ConduitMcp.Ctx.from_conn(conn)
requests = %{"approval" => ConduitMcp.MRTR.elicit("Approve?", @approval)}

if ConduitMcp.MRTR.missing_capabilities(requests, ctx.client_capabilities) == %{} do
  {:input_required, requests, %{}}
else
  text("This client can't confirm; run it from a client that supports elicitation.")
end
Security properties
The spec says servers must treat requestState as attacker-controlled.
ConduitMcp.MRTR.State seals it as follows:
	Encrypted and authenticated with AES-256-GCM, using a fresh 96-bit IV
per seal.
	Bound to the request. The protocol version, method, the Server or
Endpoint module that handles the request, and kid are authenticated
data, so a token sealed by one endpoint does not open at another endpoint
in the same node (the keyring is application-global). The payload holds the principal
(ConduitMcp.Principal.id/1), an expiry, and a SHA-256 digest of the
method and the request's salient params: everything except _meta,
inputResponses and requestState. A token presented for a different
tool, arguments, URI, prompt, principal or endpoint is rejected.
	Short-lived. Tokens expire after 5 minutes, or 60 seconds when the
request is unauthenticated.
	Bounded. Tokens over 64 KiB are rejected before any decoding. The
payload is JSON; :erlang.binary_to_term/1 is never used.
	Opaque failures. Every failure is the same -32602 "Invalid requestState", so a client learns nothing about which check failed. The
token is never logged, and neither is the state.
	Replay is bounded, not prevented. The same principal can replay a
token on the same request until it expires. Single-use redemption needs
server-side storage.

Telemetry never includes the input requests, the state or the token.
Legacy era
MRTR exists only on 2026-07-28. On a legacy request (2025-11-25,
2025-06-18), a callback that returns {:input_required, ...} is logged,
and the client gets -32603 with the message "MRTR input requests require
protocol 2026-07-28". If a callback can serve both eras, check
ConduitMcp.Ctx.from_conn(conn).era first and fall back on legacy.
Telemetry
[:conduit_mcp, :mrtr, :input_required] is emitted once per
input_required result sent, after gating and sealing succeed. It is not
emitted for a round rejected with -32021 or -32603.
		
	Measurements	%{count: n}, the number of input requests
	Metadata	%{method: "tools/call" | "resources/read" | "prompts/get", server_module: module, round: pos_integer}

round is 1 for a first request and n + 1 for a retry of round n.
It is taken from the sealed state, not from anything the client sent.
Errors
	Code	When
	-32021 (HTTP 400)	An input request needs a capability the client didn't declare
	-32602	requestState failed to open (tampered, expired, foreign, oversized, unknown kid), or inputResponses isn't an object
	-32603	Malformed input_requests; state can't be sealed (no :mrtr_keys, not JSON-encodable); legacy-era request



  

    Subscriptions

On MCP 2026-07-28, change notifications have one delivery path. The client
opens a long-lived subscriptions/listen stream that says what it wants to
hear about, and the server pushes to it. Without sessions, there is no other
channel a notification could travel on.
Every modern server answers subscriptions/listen; there is nothing to
enable. Your code only has to say when something changed:
ConduitMcp.notify_tools_changed()
ConduitMcp.notify_prompts_changed()
ConduitMcp.notify_resources_changed()
ConduitMcp.notify_resource_updated("file:///project/config.json")
Each returns :ok and reaches the matching streams on the local node
(see Multi-node). A server that never calls them simply sends
nothing.
The request
POST / HTTP/1.1
Content-Type: application/json
Accept: text/event-stream
MCP-Protocol-Version: 2026-07-28
Mcp-Method: subscriptions/listen

{"jsonrpc": "2.0", "id": 7, "method": "subscriptions/listen",
 "params": {
   "notifications": {
     "toolsListChanged": true,
     "resourceSubscriptions": ["file:///project/config.json"]
   },
   "_meta": {"io.modelcontextprotocol/protocolVersion": "2026-07-28",
             "io.modelcontextprotocol/clientCapabilities": {}}}}
Accept must include text/event-stream. A listen has no JSON form, so
without it the request is answered with HTTP 406 and -32600.
The filter
	Field	Value	Delivers	Honoured when
	toolsListChanged	boolean	notifications/tools/list_changed	the server advertises tools
	promptsListChanged	boolean	notifications/prompts/list_changed	the server advertises prompts
	resourcesListChanged	boolean	notifications/resources/list_changed	the server advertises resources
	resourceSubscriptions	up to 1 000 URIs	notifications/resources/updated	the server advertises resources
	taskIds	up to 1 000 task ids	notifications/tasks	ConduitMcp.Ext.Tasks is enabled (Tasks Extension)

	false, or a field the server doesn't honour, subscribes to nothing and
is left out of the acknowledgment. For example, an Endpoint without
prompts omits promptsListChanged.
	Unknown fields, such as a newer revision's or an extension's this server
doesn't enable, are ignored and left out of the acknowledgment.
	A field of the wrong type, a notifications value that isn't an object,
or more than 1 000 URIs or task ids is -32602. It comes back as a plain
JSON-RPC error, and no stream is opened.

Resource subscriptions
	Exact match. A resource topic matches its URI exactly:
notify_resource_updated("file:///a/b") does not reach a stream
subscribed to "file:///a".
	Authorized when the stream opens. Each URI is checked against the
resource's scope, the same check resources/read uses. A URI the caller
may not read is dropped from the acknowledgment silently, exactly as if it
had not been requested. The acknowledgment never reveals more than the
caller could read.
	Shared across endpoints. Topics are node-wide, not per endpoint:
notify_resource_updated/1 reaches every stream subscribed to that URI,
whichever Server or Endpoint admitted it. Each endpoint's own scope check
and hook decide which of its callers may subscribe.
	The subscribe hook applies. When the server defines
handle_subscribe_resource/2, each URI that passes the scope check is
also passed to it, exactly as a legacy resources/subscribe is, and only
URIs it answers {:ok, _} for are honoured. A refused URI is dropped
silently, like a scope miss. Use the hook for per-user rules that scope
can't express (for example, user://{id} only for the caller's own id).
	Without the hook, the scope check alone decides. This differs from
legacy, which refuses resources/subscribe outright without the hook:
legacy subscriptions are delivered only by the author's own hook, while
modern subscriptions are delivered by the library from
ConduitMcp.Subscriptions.notify_resource_updated/1, so modern
resources.subscribe is always advertised. Define the hook whenever
update timing of a readable resource must not reach a caller.
	Deduplicated. Duplicate URIs are collapsed. If no URI survives, the
field is left out of the acknowledgment.

On the wire
The response is a Server-Sent Events stream. Each frame is one message
event carrying one JSON-RPC message.
	Acknowledgment first. notifications/subscriptions/acknowledged
lists only the fields honoured, each with the value honoured.
	Notifications as the server publishes them, with :\r\n keep-alive
comments in between.
	Every message is tagged. Each one carries
_meta["io.modelcontextprotocol/subscriptionId"], set to the listen
request's id.

event: message
data: {"jsonrpc":"2.0","method":"notifications/subscriptions/acknowledged","params":{"notifications":{"toolsListChanged":true,"resourceSubscriptions":["file:///project/config.json"]},"_meta":{"io.modelcontextprotocol/subscriptionId":7}}}

:

event: message
data: {"jsonrpc":"2.0","method":"notifications/resources/updated","params":{"uri":"file:///project/config.json","_meta":{"io.modelcontextprotocol/subscriptionId":7}}}
The stream registers its topics before it sends the acknowledgment, so
nothing published after the acknowledgment is missed.
How a stream ends
	Who ends it	Why	What is sent
	Client	disconnects	nothing
	Server	:max_stream_lifetime reached	notifications/cancelled for the listen id, then the closing result
	Server	the OAuth bearer token's exp passed, if that comes before the lifetime	the same
	Server	:listen_idle_timeout with no notification delivered	the same
	Server	a newer listen of the same principal arrived at :max_listens_per_principal; this stream is that principal's oldest	the same

On a server-side close, the order is fixed: first notifications/cancelled
(with requestId set to the listen id and a reason), then the
subscriptions/listen result (resultType: "complete", tagged with the
subscriptionId), and then the stream ends. Clients reconnect with a new
listen.
A stream never outlives the credential that opened it. Only OAuth tokens
carry an exp; for other strategies the lifetime cap applies. Keep-alives
don't count as activity for the idle timeout. The idle timeout is checked on
each keep-alive tick, so it can fire up to :keep_alive_interval late.
When a stream's process ends, it removes its registry entries and its
stream slot. A process that is killed leaks neither.
Limits
	Transport option	Default	Over the limit
	:max_listens_per_principal	4	admitted; the principal's oldest stream is ended gracefully (reason :superseded)
	:max_streams	1_000	HTTP 503, JSON-RPC -32000, no stream
	:listen_idle_timeout	30 minutes	graceful close
	:max_stream_lifetime	1 hour	graceful close
	:keep_alive_interval	15_000 ms	—

{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP,
        server_module: MyApp.MCPServer,
        max_listens_per_principal: 2,
        listen_idle_timeout: :timer.minutes(10)},
 port: 4001}
	Per-principal cap. The principal is
ConduitMcp.Principal.rate_limit_key/1: the authenticated id, otherwise
the client's address bucket. This cap is always on and needs no Hammer
backend. It is never answered 429: a client's dead streams are only noticed
on their next write, so a client that opens a listen per run would lock
itself out. Instead the new listen is admitted and the principal's oldest
stream gets notifications/cancelled, then the closing result, then
closes. Admission is serialized per principal, so even a burst never holds
more than the cap live; another principal's streams are never touched.

	Server-wide cap. :max_streams is shared with streamed tools/call
responses. A full server is a capacity problem, not something the client
did, so it is answered 503 (and supersedes nothing).

	Mailbox bound. A stream writes each notification synchronously, so a
client that stops reading parks its stream in the socket send. Once a
stream holds config :conduit_mcp, :listen_max_queue undelivered
notifications (default 1_000), further notifications skip that stream
(and only that stream) and emit [:conduit_mcp, :subscription, :drop].
The stream is not closed for it; it ends through the bounds above.


These options must be positive integers, or init/1 raises
ArgumentError. See Rate Limiting
for how these caps relate to the Hammer limiters.
Where listen is not served
	Legacy era. subscriptions/listen is not in the legacy routing table,
so a legacy request gets -32601.
	ConduitMcp.Handler.handle_request/3. A map-returning call can't hold
a stream open, so it answers -32601 ("requires a streaming transport").
Only the HTTP transports serve listen; the client's
ConduitMcp.Client.Transport.InProcess answers it -32601 too.
	GET /sse on the legacy SSE transport. Modern clients should use
ConduitMcp.Transport.StreamableHTTP.

Capabilities
On the modern era, server/discover sets listChanged: true on each of
tools, prompts and resources that the server advertises, and
subscribe: true on resources. Legacy initialize capabilities don't
change: there is no legacy delivery path for list-changed notifications, and
legacy resources.subscribe is advertised only when the server defines
handle_subscribe_resource/2.
Telemetry
A listen whose stream opened emits these events instead of
[:conduit_mcp, :request, :stop], because its duration is a lifetime, not
a latency. A listen refused with 406 or 503 emits neither.
	Event	Measurements	Metadata
	[:conduit_mcp, :subscription, :start]	system_time, resource_subscriptions (count)	filters, server_module
	[:conduit_mcp, :subscription, :stop]	duration (native units)	filters, server_module, reason (:client_closed, :max_lifetime, :token_expired, :idle_timeout, :superseded)
	[:conduit_mcp, :subscription, :drop]	message_queue_len	topic (:tools, :prompts, :resources, :resource or :task)

filters is a list of atoms: :tools_list_changed,
:prompts_list_changed, :resources_list_changed,
:resource_subscriptions and :task_ids. reason is :client_closed,
:max_lifetime, :token_expired or :idle_timeout. The events never
include URIs, ids or principals.
Multi-node
The registry behind the streams, ConduitMcp.Subscriptions, is node-local:
a notification reaches only the streams served by the node that published
it. On a cluster, broadcast the change on your own PubSub and call
ConduitMcp.notify_* on every node:
# wherever the change happens
Phoenix.PubSub.broadcast(MyApp.PubSub, "mcp", {:resource_updated, uri})

# a process subscribed to "mcp" on every node
defmodule MyApp.McpRelay do
  use GenServer

  def start_link(_), do: GenServer.start_link(__MODULE__, nil, name: __MODULE__)

  @impl true
  def init(nil) do
    :ok = Phoenix.PubSub.subscribe(MyApp.PubSub, "mcp")
    {:ok, nil}
  end

  @impl true
  def handle_info(:tools_changed, state) do
    ConduitMcp.notify_tools_changed()
    {:noreply, state}
  end

  def handle_info({:resource_updated, uri}, state) do
    ConduitMcp.notify_resource_updated(uri)
    {:noreply, state}
  end
end
Phoenix.PubSub.broadcast/3 also delivers to the local node, so publish
only through PubSub. Don't also call notify_* directly, or local streams
get the notification twice.


  

    Tasks Extension

ConduitMcp.Ext.Tasks implements the MCP Tasks extension
(io.modelcontextprotocol/tasks) for the modern era (2026-07-28). A
tools/call that would take too long answers at once with a task. The
client then polls tasks/get, or listens for notifications/tasks, until
the task finishes.
Experimental and unstable
The extension's own repository calls it experimental. It still tracks
SEP-2663 and already disagrees with the core specification: it documents
-32003 where 2026-07-28 uses -32021, and this library follows the
core specification. This API, its configuration and its wire output may
change in any release. It is off unless you enable it.
For legacy (2025-11-25) tasks, see ConduitMcp.Tasks and
Using Oban for MCP Tasks. The comparison
at the end lists the differences.
Enabling
config :conduit_mcp, :ext_tasks, true

# or, with options:
config :conduit_mcp, :ext_tasks,
  store: MyApp.TaskStore,        # default ConduitMcp.Ext.Tasks.EtsStore
  janitor: [interval: 30_000],   # ConduitMcp.Session.Janitor options, or false
  max_rows: 10_000,              # row cap passed to the store's create/2, or :infinity
  notifier: MyApp.TaskNotifier   # default ConduitMcp.Ext.Tasks.ListenNotifier; nil for none
The value is validated when :conduit_mcp starts. Anything other than
true, false or a keyword list of those four keys raises an
ArgumentError naming :ext_tasks.
When the extension is enabled:
	Supervision. The application starts ConduitMcp.Ext.Tasks.EtsStore.Owner
(only with the default store) and a janitor named
ConduitMcp.Ext.Tasks.Janitor.
	Discovery. server/discover lists the extension under
capabilities.extensions["io.modelcontextprotocol/tasks"].
	Routing. The modern era adds tasks/get, tasks/update and
tasks/cancel.
	Listen filter. subscriptions/listen honours taskIds.

Returning a task
A tools/call callback returns {:task, attrs}:
# Manual mode
def handle_call_tool(_conn, "build", %{"ref" => ref}) do
  {:task,
   ttl_ms: :timer.minutes(30),
   poll_interval_ms: 2_000,
   status_message: "Queued",
   start: fn task_id -> MyApp.Builds.enqueue(task_id, ref) end}
end

# DSL mode
tool "build", "Build a ref" do
  param :ref, :string, "Git ref", required: true

  handle fn _conn, %{"ref" => ref} ->
    {:task, start: fn task_id -> MyApp.Builds.enqueue(task_id, ref) end}
  end
end

# Endpoint mode (a tool component)
@impl true
def execute(%{ref: ref}, _conn) do
  {:task, start: fn task_id -> MyApp.Builds.enqueue(task_id, ref) end}
end
attrs is a keyword list or an atom-keyed map. Every key is optional:
	Key	Meaning
	:ttl_ms	Lifetime from creation, a non-negative integer (default 1 hour); nil means unlimited
	:poll_interval_ms	Suggested polling interval, a positive integer
	:status_message	Initial status message
	:start	fn task_id -> ... end, called once the task is stored

:start is where the work begins. Spawn the work there (a Task under
your supervisor, an Oban job, a message to a GenServer) and return quickly,
because the request is waiting on it. If :start raises, the request still
gets its CreateTaskResult, and the task moves to failed with -32603.
An unknown key or a value of the wrong type in attrs is logged and
answered with -32603; no task is created.
What happens on the request:
	The client must have declared the extension in this request's
_meta["io.modelcontextprotocol/clientCapabilities"].extensions.
Otherwise the answer is -32021 with data.requiredCapabilities (HTTP
400).
	The task is stored before the request is answered, owned by
ConduitMcp.Principal.id(conn).
	:start runs.
	The request is answered with a CreateTaskResult:

{
  "taskId": "0hS1…43 url-safe chars",
  "status": "working",
  "createdAt": "2026-10-17T12:00:00.000Z",
  "lastUpdatedAt": "2026-10-17T12:00:00.000Z",
  "ttlMs": 1800000,
  "statusMessage": "Queued",
  "pollIntervalMs": 2000,
  "resultType": "task",
  "_meta": {"io.modelcontextprotocol/serverInfo": {"name": "my-server", "version": "1.0.0"}}
}
Only tools/call may return a task. From any other callback, on a legacy
request, or while the extension is disabled, {:task, _} is logged and
answered with -32603. A tool that serves both eras can branch on the era:
handle fn conn, params ->
  case ConduitMcp.Ctx.from_conn(conn) do
    %ConduitMcp.Ctx{era: :modern} -> {:task, start: &MyApp.Jobs.start(&1, params)}
    _legacy -> text(MyApp.Jobs.run_now(params))
  end
end
Driving a task from the worker
The worker addresses the task by id alone. The id is the capability, so
keep it out of logs.
	Function	Effect
	status(id)	{:ok, task} or {:error, :not_found} (not owner-scoped)
	cancelled?(id)	true once tasks/cancel ran; false for an unknown id
	progress(id, message)	Updates statusMessage and lastUpdatedAt without changing the status
	complete(id, result, opts)	completed with result: what the tool would have returned synchronously, a CallToolResult map (isError: true included)
	fail(id, error, opts)	failed with a JSON-RPC error, %{"code" => ..., "message" => ...} or {code, message}
	require_input(id, input_requests, opts)	input_required with MRTR input requests

complete/3, fail/3 and require_input/3 accept :status_message.
After a terminal state, complete, fail and progress return
{:error, :terminal}.
defmodule MyApp.BuildWorker do
  use Oban.Worker, queue: :builds

  alias ConduitMcp.Ext.Tasks

  @impl Oban.Worker
  def perform(%Oban.Job{args: %{"task_id" => id, "ref" => ref}}) do
    if Tasks.cancelled?(id) do
      {:cancel, "cancelled by client"}
    else
      :ok = Tasks.progress(id, "Building #{ref}")
      output = MyApp.Builds.run(ref)
      Tasks.complete(id, %{"content" => [%{"type" => "text", "text" => output}]})
      :ok
    end
  end
end
Input mid-flight
require_input/3 moves the task to input_required. The client reads the
requests with tasks/get and answers with tasks/update. Once every
outstanding key is answered, the task returns to working, and the answers
are in status/1's input_responses:
case ConduitMcp.Ext.Tasks.status(id) do
  {:ok, %{input_responses: %{"script" => %{"action" => "accept", "content" => content}}}} ->
    render(content)

  {:ok, %{status: "working"}} ->
    :ok =
      ConduitMcp.Ext.Tasks.require_input(
        id,
        %{"script" => ConduitMcp.MRTR.elicit("What should be rendered?", schema)},
        status_message: "Waiting for a script"
      )

  {:ok, %{status: "input_required"}} ->
    :not_yet
end
	Keys are single-use. Each key must be unique over the task's whole
life; reusing one returns {:error, {:duplicate_keys, keys}}.
	Validated requests. An empty map, or values not built with
ConduitMcp.MRTR, return {:error, :invalid_input_requests}.
	Waiting. Poll status/1, or configure a notifier that wakes the
worker (see Status notifications).

Cancellation
Cancellation is cooperative. tasks/cancel moves a non-terminal task to
cancelled immediately; the worker should check cancelled?/1 and stop.
The terminal states, completed, failed and cancelled, are final.
Routes
	Method	Params	Result
	tasks/get	taskId	The task with resultType, plus inputRequests (when input_required), result (when completed) or error (when failed)
	tasks/update	taskId, inputResponses (object)	{}. Answers for keys that aren't outstanding are ignored.
	tasks/cancel	taskId	{}

Every route:
	requires the extension to be declared in the request's client
capabilities (-32021 otherwise, HTTP 400);
	requires Mcp-Name equal to params.taskId over Streamable HTTP
(-32020 otherwise, HTTP 400; see Protocol Eras);
	is owner-scoped. A task owned by another principal answers exactly
like a missing one: -32602 "Failed to retrieve task: Task not found".
The id is never echoed. A missing taskId is -32602 "Missing taskId".

There is no tasks/list and no tasks/result. A task id is a bearer token,
so tasks are never enumerated.
Ownership
A task belongs to the principal that created it (ConduitMcp.Principal.id/1;
see Authentication). A task
created without authentication is owned by nil, and then its id (32
random bytes) is its only protection. Enable authentication when task
results are sensitive.
Status notifications
Every change is handed to the configured ConduitMcp.Ext.Tasks.Notifier.
The default, ConduitMcp.Ext.Tasks.ListenNotifier, sends it as
notifications/tasks (the full task state, the same as tasks/get) to the
subscriptions/listen streams that named the task in taskIds:
{"jsonrpc": "2.0", "id": 9, "method": "subscriptions/listen",
 "params": {"notifications": {"taskIds": ["0hS1…"]},
            "_meta": {"io.modelcontextprotocol/protocolVersion": "2026-07-28",
                      "io.modelcontextprotocol/clientCapabilities":
                        {"extensions": {"io.modelcontextprotocol/tasks": {}}}}}}
	taskIds is honoured only while the extension is enabled; otherwise it is
an unknown field and left out of the acknowledgment.
	Naming task ids without declaring the extension is -32021. A wrong type,
or more than 1 000 ids, is -32602.
	Each id is kept only if the caller owns the task. Any other id is dropped
from the acknowledgment silently, so a foreign id and an unknown one look
the same.
	Delivery goes only to streams whose principal owns the task. A task
owned by nil reaches only unauthenticated streams. Delivery is
node-local, like the rest of Subscriptions.

A custom notifier replaces the default. To keep listen delivery, call
ListenNotifier.task_changed/1 from it:
defmodule MyApp.TaskNotifier do
  @behaviour ConduitMcp.Ext.Tasks.Notifier

  @impl true
  def task_changed(task) do
    ConduitMcp.Ext.Tasks.ListenNotifier.task_changed(task)
    MyApp.Workers.wake(task.task_id)
  end
end
task_changed/1 runs in the process that made the change, right after the
store write. An exception in it is logged and swallowed, so a notifier can't
fail a request or a worker. Any notifier that delivers to clients must
deliver only to the record's owner. notifier: nil turns notifications
off.
Storage
ConduitMcp.Ext.Tasks.Store is the behaviour; ConduitMcp.Ext.Tasks.EtsStore
is the in-memory, single-node default. For durable or multi-node tasks,
implement the behaviour and configure it with store:.
	Callback	Contract
	create(task, opts)	Store a new record; opts[:max_rows] is the cap. Return only once a get/2 would find it.
	get(task_id, owner | :any)	{:error, :not_found} when owner differs (===), exactly as for a missing id. :any is for server-side callers only.
	update(task_id, owner | :any, fun)	Atomically replace the record with fun.(record). An {:error, _} from fun leaves it unchanged.
	cancel(task_id, owner)	A non-terminal record becomes cancelled; a terminal one is returned unchanged.
	put_status(task_id, status, fields)	Worker side: move a non-terminal record to status, merging fields; {:error, :terminal} otherwise.
	cleanup(default_ttl_ms)	Optional. Evict expired records and return the count.

	No enumeration. There is deliberately no list callback.
	Atomicity. update/3, cancel/2 and put_status/3 are
read-modify-write operations. Apply each atomically (compare-and-swap, a
row lock, a transaction). Otherwise a client's tasks/update can
overwrite a worker's completed with working. EtsStore uses
:ets.select_replace/2 as a compare-and-swap.
	Terminal states are final. put_status/3 and cancel/2 must not
change a completed, failed or cancelled record.
	Row cap. When create/2 hits :max_rows it returns
{:error, :task_limit_reached}, and the tool call gets -32603 "Task limit reached". With the default cap of 10 000, a client looping a
task-creating tool can't grow the table without bound.

examples/oban_tasks_server/ has Examples.ObanTasks.ExtStore, a SQLite
store that does compare-and-swap on a version column.
Janitor
ConduitMcp.Ext.Tasks.Janitor is a ConduitMcp.Session.Janitor that calls
the store's cleanup/1 every minute. A record expires ttl_ms after
created_at. A record with ttl_ms: nil is evicted only once it is
terminal and older than the janitor's ttl (default one hour).
config :conduit_mcp, :ext_tasks, janitor: [interval: :timer.seconds(30), ttl: :timer.hours(4)]
config :conduit_mcp, :ext_tasks, janitor: false
Each sweep emits [:conduit_mcp, :ext_tasks, :cleanup] with %{removed: n}
and %{store: module}.
Errors
	Code	When
	-32021 (HTTP 400)	The request didn't declare io.modelcontextprotocol/tasks (task creation, tasks/*, taskIds)
	-32020 (HTTP 400)	Mcp-Name missing or not equal to taskId on tasks/*
	-32602	Task not found or not yours; missing taskId; inputResponses not an object
	-32603	{:task, _} on the legacy era, from a non-tool callback, or with the extension disabled; invalid attrs; row cap reached

Compared with legacy tasks
		ConduitMcp.Tasks	ConduitMcp.Ext.Tasks
	Era	2025-11-25 (legacy) only	2026-07-28 (modern) only
	Status	frozen; goes away with the legacy era	experimental
	Enabling	always routed; store via config :conduit_mcp, :tasks_store	config :conduit_mcp, :ext_tasks, true
	Tool returns	task(task_id, message) (id in _meta.task)	{:task, attrs} → CreateTaskResult
	Methods	tasks/get, tasks/cancel, tasks/result, tasks/list	tasks/get, tasks/update, tasks/cancel
	Mid-task input	—	require_input/3 + tasks/update
	Change notifications	—	notifications/tasks over subscriptions/listen
	Store behaviour	ConduitMcp.Tasks.Store	ConduitMcp.Ext.Tasks.Store

The two stores are separate. A server that serves both eras configures both,
as examples/oban_tasks_server/ does.


  

    MCP Client

ConduitMcp.Client connects to one MCP server and speaks whichever protocol
era it supports: modern (2026-07-28) or legacy (2025-11-25,
2025-06-18). One client is one supervised connection to one server. To put
many servers behind one tool list, see the Hub guide
(client_hub.md).
children = [
  {ConduitMcp.Client,
   name: MyApp.Files,
   transport:
     {ConduitMcp.Client.Transport.Stdio,
      command: "npx",
      args: ["-y", "@modelcontextprotocol/server-filesystem", "/srv/data"]}}
]

Supervisor.start_link(children, strategy: :one_for_one)

:ok = ConduitMcp.Client.await_ready(MyApp.Files, 10_000)
{:ok, tools} = ConduitMcp.Client.list_all_tools(MyApp.Files)
{:ok, result} = ConduitMcp.Client.call_tool(MyApp.Files, "read_file", %{"path" => "/srv/data/a.txt"})
The rest of this guide covers starting a client, eras, requests and results,
server input (sampling, elicitation, roots), notifications, tasks,
reconnects, caching, the three transports, testing and telemetry. Governing
calls (policy, hooks, approvals) is covered in
client_permissions_and_hooks.md, handing
tools to a model in client_llm_adapters.md, and
the threat model in client_security.md. OAuth is
covered in client_oauth.md.
Starting a client
Add {ConduitMcp.Client, opts} to your own supervision tree. The
application starts no clients; it only runs the registry they register in.
{ConduitMcp.Client,
 name: {MyApp.GitHub, tenant_id},
 server_id: "github",
 transport: {ConduitMcp.Client.Transport.StreamableHTTP, url: "https://mcp.example.com/mcp"},
 handler: MyApp.MCPHandler}
	:name is required and may be any term. It is a key in
ConduitMcp.Client.Registry, never an atom-registered name, so
{MyApp.GitHub, tenant_id} works and no atom is created. Every
ConduitMcp.Client function takes it. The child id is
{ConduitMcp.Client, name}, so one supervisor can hold many clients.
	:server_id is the operator-assigned id stamped on every Tool,
Resource and Prompt the client returns. It defaults to :name when that
is a string, else inspect(name).
	Options are validated when the child spec is built
(ConduitMcp.Client.Config), so a typo raises an ArgumentError naming the
key at boot, never at the first request.

Starting never blocks on the server. The connection is set up in the
background, and requests made before it is ready wait for it within their
own timeout. When you need the handshake to be done first:
:ok = ConduitMcp.Client.await_ready(MyApp.Files, 5_000)
# {:error, %ConduitMcp.Client.Error{kind: :timeout}} after the timeout,
# or the :closed error at once if the connection gave up

{:ok, %{state: :ready, era: :modern, version: "2026-07-28", reason: nil}} =
  ConduitMcp.Client.status(MyApp.Files)

{:ok, :modern} = ConduitMcp.Client.era(MyApp.Files)
status/1 and era/1 read the client's cache table and never message the
connection. The states are :connecting, :discovering, :initializing,
:ready, :reconnecting and :closed. era/1 keeps answering while the
client reconnects. Before the first handshake it returns
{:error, %Error{kind: :unavailable}}.
Other control functions:
	Function	Does
	server_info/1	What the server reported in the handshake: its ServerInfo, capabilities and instructions, with the era and version (kind: :unavailable, reason: :not_ready until ready)
	instructions_for_llm/1	The server's instructions, prepared for a model's context. {:ok, nil} unless the client has include_instructions: true (see client_security.md)
	close/1	Fails pending requests with kind: :closed and stays :closed until reconnect/1
	reconnect/1	Drops the connection (pending requests fail with kind: :transport) and connects again at once. Also revives a :closed client
	set_auth/3	Replaces the credentials (any :auth form) and reconnects; private cached results of other credentials are dropped (see "Private results and credentials")

Protocol negotiation
{ConduitMcp.Client, name: :docs, transport: transport, protocol: :auto}
	protocol:	Behaviour
	:auto (default)	Probe server/discover. Fall back to initialize only on legacy evidence
	:modern	server/discover without probing. Legacy evidence closes the connection; it never falls back
	:legacy	Straight to initialize
	"2026-07-28", "2025-11-25", "2025-06-18"	Pin that exact version (the era follows from it)

What counts as legacy evidence depends on the transport's kind
(ConduitMcp.Client.Negotiation.classify_probe/3):
	Transport	Outcome of the probe	Verdict
	any	a valid DiscoverResult with a mutual modern version	modern
	any	-32022 with a mutual version in data.supported	discover once more with that version (never a fallback)
	any	-32022 without one, -32021, -32020, or an invalid DiscoverResult	error, connection closes
	any	a result that is not DiscoverResult-shaped	legacy
	stdio, in-process	any other JSON-RPC error, or a timeout	legacy
	stdio, in-process	the server exits during the probe	reconnect, and start the next attempt with initialize
	HTTP	401 / 403	the connection closes with an :auth error
	HTTP	408 / 429 / 5xx, a network error, a timeout	reconnect and probe again; never a downgrade
	HTTP	400 / 404 / 405 with a non-modern body, or any status with -32601	legacy

	:probe_timeout bounds the probe. It defaults to 5 000 ms for HTTP and
3 000 ms otherwise.
	prior: :legacy (for example an era you cached from era/1) skips the
probe once and starts with initialize. If that is refused, the next
attempt probes again. prior: :modern changes nothing.
	Once a connection has negotiated modern, later handshakes never fall back
to legacy. A ready modern connection that receives -32022 re-discovers,
and the request that got it is retried once.

The functions below work in both eras, with three exceptions. ping/2
sends server/discover to a modern server. set_log_level/2 is a request
in legacy and a per-request _meta value in modern. notify_roots_changed/1
works in the legacy era only.
Making requests
Every request function runs in the calling process and returns
{:ok, value} or {:error, %ConduitMcp.Client.Error{}}.
:ok = ConduitMcp.Client.ping(:docs, timeout: 1_000)

{:ok, %{tools: tools, next_cursor: cursor}} = ConduitMcp.Client.list_tools(:docs)
{:ok, %{tools: more}} = ConduitMcp.Client.list_tools(:docs, cursor: cursor)

{:ok, %ConduitMcp.Client.ToolResult{content: [%{"text" => "hi"}]}} =
  ConduitMcp.Client.call_tool(:docs, "echo", %{"message" => "hi"})

{:ok, %{"contents" => contents}} = ConduitMcp.Client.read_resource(:docs, "file:///notes.md")
{:ok, %{"messages" => messages}} = ConduitMcp.Client.get_prompt(:docs, "greeting", %{name: "Ada"})

{:ok, %{"completion" => %{"values" => values}}} =
  ConduitMcp.Client.complete(:docs, {:prompt, "greeting"}, {"name", "A"})

:ok = ConduitMcp.Client.set_log_level(:docs, :warning)
	Function	Returns
	list_tools/2, list_resources/2, list_resource_templates/2, list_prompts/2	one page: %{tools: [...], next_cursor: cursor | nil} (and resources:, resource_templates:, prompts:)
	list_all_tools/2, list_all_resources/2, list_all_resource_templates/2, list_all_prompts/2	every page, through the cache (see "Caching")
	cached_tools/2, tool/3	the cached list, or one cached tool, without asking the server
	call_tool/4	%ConduitMcp.Client.ToolResult{} (or a %ConduitMcp.Client.Task{}, see "Tasks")
	async_call_tool/4	a Task running call_tool/4 under the client's Task.Supervisor; a crash in it does not take the caller down
	read_resource/3	the server's ReadResourceResult map
	get_prompt/4	the server's GetPromptResult map. Arguments are converted to strings; nil values are dropped
	complete/4	the server's CompleteResult map. ref is {:prompt, name}, {:resource, uri_template} or a wire map. Takes :context
	ping/2, set_log_level/2	:ok

call_tool/4 sends args as given (string or atom keys). Tools that fail
intake never appear in listings: a name outside [A-Za-z0-9_.-] (1-128
characters), a malformed definition, a repeated name, or (over HTTP) invalid
x-mcp-header annotations. Each dropped tool logs a warning and emits
[:conduit_mcp, :client, :tool, :rejected].
Request options
Every request function accepts these options:
	Option	Meaning
	:timeout	Milliseconds before the request is cancelled. Default: the client's :request_timeout (60 000)
	:on_progress	A one-arity function, or a pid sent {:mcp_progress, name, params}, for notifications/progress. It runs in the caller
	:reset_timeout_on_progress	true restarts :timeout on each progress notification, capped by :max_total_timeout
	:max_total_timeout	The ceiling for the above. It also caps a deadline paused while the handler answers a legacy server request tied to the call. Default: the client's :max_total_timeout (300 000)
	:meta	A map merged into the request's _meta. Reserved keys (progressToken, io.modelcontextprotocol/*) are dropped
	:assigns	A map given to the ConduitMcp.Client.Handler callbacks as ctx.assigns for input requests made for this call. Default: the client's :assigns
	:traceparent	The W3C trace context sent in a modern request's _meta. Default: the caller's Logger.metadata()[:traceparent]. Dropped unless well formed; a traceparent in :meta wins. tracestate and baggage are never propagated

ConduitMcp.Client.call_tool(:docs, "index_repo", %{"repo" => "a/b"},
  timeout: 30_000,
  on_progress: fn %{"progress" => done} = params -> IO.inspect({done, params["total"]}) end,
  reset_timeout_on_progress: true,
  max_total_timeout: 600_000,
  assigns: %{user_id: user.id}
)
When the deadline passes, the connection cancels the request on the wire and
answers kind: :timeout. If the calling process dies, the request is
cancelled too. Cancellation is per transport: stdio writes
notifications/cancelled, modern HTTP closes the response stream, legacy
HTTP POSTs notifications/cancelled and then closes the stream. Nothing that
may have run is retried on its own. On a reconnect, every pending request
fails with kind: :transport.
Limits on the connection: at most :max_in_flight (64) requests sent and
unanswered, and :max_queued (128) waiting for the connection to be ready.
One more fails at once with kind: :overloaded.
Results and errors
A tool that ran and reported failure is not an error:
case ConduitMcp.Client.call_tool(:docs, "deploy", args) do
  {:ok, %ConduitMcp.Client.ToolResult{is_error: false, content: content, structured: data}} ->
    {:ok, content, data}

  {:ok, %ConduitMcp.Client.ToolResult{is_error: true, content: content}} ->
    {:tool_failed, content}

  {:error, %ConduitMcp.Client.Error{kind: :timeout}} ->
    :retry_later

  {:error, %ConduitMcp.Client.Error{} = error} ->
    {:error, Exception.message(error)}
end
%ToolResult{} has content (the string-keyed blocks as sent),
structured (structuredContent or nil), is_error, meta (the
result's _meta), extra (every other wire key) and provenance (set only
for results shaped with shape: :llm).
%ConduitMcp.Client.Error{} has kind, reason (a short machine-readable
detail, such as {:jsonrpc, -32602}) and data (optional context; may hold
server content, so Exception.message/1 never renders it). Match on kind:
	kind	Meaning
	:timeout	The request deadline passed
	:transport	The transport failed (connection refused, bad HTTP status, a redirect)
	:protocol	The peer broke the protocol, or answered with a JSON-RPC error
	:denied	The policy, an approver or a hook refused the call
	:not_found	The tool, resource or prompt is hidden or unknown
	:hook	A pre- or post-hook failed (fail closed)
	:unavailable	The connection or its cache is gone
	:closed	The client was closed
	:overloaded	In-flight or queue limits were reached
	:input_handler	A ConduitMcp.Client.Handler callback failed during a multi-round-trip call
	:auth	Authorization is required or failed (HTTP 401/403)
	:rate_limited	The server (HTTP 429) or a local limiter rejected the request
	:session_expired	A legacy session ended and could not be renewed
	:mrtr_round_limit	A multi-round-trip loop hit a round, input or state cap
	:pagination_cycle	A list cursor repeated, or a pagination cap was hit
	:message_too_large	A message exceeded the configured byte cap
	:connection_down	The connection process exited mid-request

Exception.message/1 renders only the kind and the reason, with binary
reasons truncated and secrets redacted, so it is safe to log.
Answering server input: ConduitMcp.Client.Handler
Servers can ask the client for input: sampling (an LLM completion),
elicitation (a question for the user) and roots (the directories it may use).
The client advertises only what its :handler module implements:
	Callback	Advertises
	handle_sampling/2	sampling
	handle_elicitation/2	elicitation, with the modes from elicitation_modes/0 (default [:form])
	list_roots/1	roots

Without a handler, or with none of these callbacks, clientCapabilities is
{}. An input request for a capability the client did not declare is
refused before any callback runs.
defmodule MyApp.MCPHandler do
  @behaviour ConduitMcp.Client.Handler

  @impl true
  def handle_sampling(%{"messages" => messages, "maxTokens" => max_tokens}, ctx) do
    # This callback is the approval point: show the request to the user first.
    with :ok <- MyApp.Approvals.sampling(ctx.assigns, ctx.server_id, messages),
         {:ok, text} <- MyApp.LLM.complete(messages, max_tokens) do
      {:ok,
       %{
         "role" => "assistant",
         "content" => %{"type" => "text", "text" => text},
         "model" => "my-model",
         "stopReason" => "endTurn"
       }}
    else
      _ -> {:error, %{"code" => -1, "message" => "User rejected sampling request"}}
    end
  end

  @impl true
  def elicitation_modes, do: [:form, :url]

  @impl true
  def handle_elicitation(%{"message" => message} = params, %{mode: :form} = ctx) do
    case MyApp.UI.ask(ctx.assigns.user_id, message, params["requestedSchema"], ctx.fields) do
      {:ok, answers} -> {:ok, %{"action" => "accept", "content" => answers}}
      :declined -> {:ok, %{"action" => "decline"}}
    end
  end

  def handle_elicitation(_params, %{mode: :url, url: url, host: host} = ctx) do
    # The client never opens the URL. Show it, with the warnings, and let the user decide.
    warn? = ctx.idn? or ctx.origin_mismatch?
    MyApp.UI.offer_link(ctx.assigns.user_id, url, host, warn?)
    {:ok, %{"action" => "accept"}}
  end

  @impl true
  def list_roots(_ctx), do: {:ok, %{"roots" => [%{"uri" => "file:///srv/data", "name" => "data"}]}}

  @impl true
  def handle_notification(method, _params, ctx), do: MyApp.Events.mcp(ctx.server_id, method)

  @impl true
  def handle_log(level, params, ctx), do: MyApp.Events.mcp_log(ctx.server_id, level, params)
end
All callbacks are optional. They return string-keyed maps shaped like the
spec's result types. A legacy request can be refused with
{:error, %{"code" => integer, "message" => binary}}. A user who declines an
elicitation is a result, not an error: {:ok, %{"action" => "decline"}}.
Every callback receives a ctx map:
	Key	Value
	:client	The client's :name
	:server_id	The operator-assigned id of the asking server
	:era	:modern or :legacy
	:assigns	The related call's :assigns, or the client's :assigns
	:related_request_id	The in-flight request this input belongs to, or nil (always nil in modern)
	:mode	Elicitation only: :form or :url
	:fields	Form elicitation: %{name => %{sensitive_suspected: boolean}}, flagging secret-looking fields
	:url, :host, :idn?, :origin_mismatch?	URL elicitation (see below)

handle_notification/3 and handle_log/3 get only :client, :server_id
and :era. They run in a process of their own, one notification at a time.
A raise is logged and skipped, and beyond 1 000 waiting notifications new
ones are dropped.
How it runs in each era
	Modern: there are no server-to-client requests. A tools/call,
resources/read or prompts/get may return resultType: "input_required".
The client then calls your handler in the calling process for each
input request and retries the original request with the answers. This
multi-round-trip (MRTR) loop is automatic. A callback that raises or
returns {:error, _} fails the call with kind: :input_handler. The loop
is capped at 8 rounds, 16 input requests per round and a 64 KiB
requestState, each giving kind: :mrtr_round_limit.
	Legacy: the server sends JSON-RPC requests. Each runs in a task under
the client's Task.Supervisor, never in the connection. The task is killed
after :handler_timeout ([sampling: 60_000, elicitation: 300_000, roots: 60_000]) and answered -32603. At most :max_server_requests (8)
run at once; over that the server gets -32000 (busy). A server
notifications/cancelled kills the task. A request tied to an in-flight
call pauses that call's deadline, bounded by its :max_total_timeout.

Safety defaults
The same checks run in both eras, before and after your callback:
	Check	Default	Option
	Input request budget per server	10/s, bursts of 20	input_rate_limit: [per_second: _, burst: _]
	Sampling maxTokens	Must be a positive integer, clamped to 4 096	sampling: [max_tokens: _]
	Sampling includeContext	Coerced to "none"	sampling: [context: true] declares sampling.context and lets it through
	Sampling tools	Not declared	sampling: [tools: true]
	Legacy sampling with no call in flight	Refused	sampling: [allow_idle: true]
	Sampling refusal code (idle, over budget)	-1	sampling: [rejection_code: _]
	Elicitation mode not in elicitation_modes/0	Refused, -32602	
	URL elicitation	The client never fetches or opens the URL. Only absolute https URLs without userinfo pass (javascript:, http:, file: get -32602). idn? is true for a punycode xn-- label; origin_mismatch? is true unless the URL has the server's origin, and always true when that origin is unknown	elicitation: [origin: "https://host"] for transports that report no origin
	Form elicitation schema	Must be the spec's flat primitive subset, else -32602	
	Elicitation answers	"action" must be accept/decline/cancel; a form accept must fit the schema; a URL accept carries no content (else -32603)	
	Roots	Asked per server. Only file:// URIs on the local host are sent, with ./.. resolved	roots: [list_changed: true] (default) declares roots.listChanged to legacy servers

Announce changed roots to a legacy server with
ConduitMcp.Client.notify_roots_changed/1.
Notifications and subscriptions
:ok = ConduitMcp.Client.subscribe_notifications(:docs)

receive do
  {:mcp_notification, :docs, "notifications/tools/list_changed", _params} -> :refresh
  {:mcp_notification, :docs, "notifications/message", %{"level" => level}} -> level
end

:ok = ConduitMcp.Client.unsubscribe_notifications(:docs)
Every server notification except notifications/progress (which goes to
the request's caller) and notifications/cancelled is sent to each
subscriber as {:mcp_notification, name, method, params}, and to the
handler's handle_notification/3 / handle_log/3. Subscribing is
idempotent and ends when the process exits.
Bursts of one notifications/*/list_changed kind are coalesced: the first is
delivered at once, and any more within the next 250 ms arrive as one trailing
notification. Each delivered list_changed marks the matching cached list
stale and, if it was ever fetched, refreshes it.
Server log entries (notifications/message) are limited per connection to
log_rate_limit: [per_second: 50, burst: 100]; the rest are dropped, each
emitting [:conduit_mcp, :client, :log, :dropped]. Delivered entries carry
only level, logger and data, with every string passed through
ConduitMcp.Reflect.text/2 (no control, bidi or line-separator characters;
data strings clamped to 4 096 characters, nesting cut below 16 levels),
and a level outside the RFC 5424 set becomes "info".
Subscribe to one resource's updates, in either era:
:ok = ConduitMcp.Client.subscribe(:docs, "file:///notes.md")
# updates arrive to notification subscribers as
# {:mcp_notification, :docs, "notifications/resources/updated", %{"uri" => "file:///notes.md"}}
:ok = ConduitMcp.Client.unsubscribe(:docs, "file:///notes.md")
	Legacy sends resources/subscribe. The server must declare
resources.subscribe, else kind: :protocol,
reason: :subscriptions_not_supported.
	Modern servers send change notifications only on a
subscriptions/listen stream. The client opens one itself once it has a
consumer (a cached list, a notification subscriber, a handler taking
notifications, or a resource subscription) for something the server
advertises, with the union of those as its filter. A filter change opens a
new listen and closes the old one once the new one is acknowledged. A listen
that ends is reopened after the backoff. At most four listens exist at
once. subscribe/2 returns :ok once the acknowledgment covers uri,
else kind: :protocol, reason: :subscription_not_acknowledged.

Subscriptions survive reconnects and session renewals: they are sent again
each time the connection becomes ready.
Tasks
A long tool call can run as a server task: the modern
io.modelcontextprotocol/tasks extension, or a legacy task-augmented call.
# Return the task at once if the server makes one
{:ok, %ConduitMcp.Client.Task{id: id, status: :working} = task} =
  ConduitMcp.Client.call_tool(:docs, "build", args, task: :return)

{:ok, %ConduitMcp.Client.Task{status: status}} = ConduitMcp.Client.get_task(:docs, task)
{:ok, %ConduitMcp.Client.ToolResult{}} = ConduitMcp.Client.await_task(:docs, task, timeout: 600_000)
:ok = ConduitMcp.Client.cancel_task(:docs, task)

# Or wait for the result transparently
{:ok, %ConduitMcp.Client.ToolResult{}} =
  ConduitMcp.Client.call_tool(:docs, "build", args, task: :await, timeout: 600_000)
	task: :await polls until the task finishes. :timeout bounds the whole
wait; when it passes the task is cancelled (tasks/cancel), as it is if
the caller dies.
	await_task/3 polls at the task's pollIntervalMs, answers its input
requests with your handler (modern) or reads tasks/result (legacy).
	task_ttl: ms sets the legacy task.ttl to request.
	Modern servers decide per call whether to create a task. The client
declares the tasks extension only when :task is given.
	Legacy servers get a task-augmented call only when they declare
tasks.requests.tools.call and the tool's execution.taskSupport allows
it: "required" always (awaited when no :task is given), "optional"
only with :task.
	cancel_task/3 is cooperative: the task may still finish.

Task statuses are :working, :input_required, :completed, :failed,
:cancelled and :unknown. Task ids are bound to the credential that
created them and may act as bearer tokens: never log them.
Reconnects
When the transport fails, the connection fails every pending request with
kind: :transport and reconnects.
	Option	Default	Meaning
	:backoff	&ConduitMcp.Client.Backoff.full_jitter/1	fn attempt -> ms end. The default is a random delay between 1 ms and min(30_000, 500 * 2 ** attempt). Runs in the connection process, so keep it pure and fast; one that raises or returns anything but a non-negative integer falls back to the default, with a warning
	:max_reconnects	:infinity	Consecutive failed attempts before giving up
	:stable_after	30 000	Milliseconds the connection must stay ready before the attempt count resets
	:on_give_up	:stay	:stay keeps the client :closed (so status/1 explains why and reconnect/1 can retry); :stop exits so a supervisor restarts it
	:health_check_interval	nil	When set, a ready connection pings the server this often (legacy ping, modern server/discover); two unanswered checks in a row restart the transport

{ConduitMcp.Client,
 name: :docs,
 transport: transport,
 backoff: &ConduitMcp.Client.Backoff.full_jitter(&1, base: 1_000, cap: 60_000),
 max_reconnects: 10,
 on_give_up: :stop,
 health_check_interval: 30_000}
Caching
list_all_tools/2 (and the resource, template and prompt variants) fetch
every page and keep the result in the client's ConduitMcp.Client.Cache, an
ETS table that callers read directly.
{:ok, tools} = ConduitMcp.Client.list_all_tools(:docs)                 # served from cache while fresh
{:ok, tools} = ConduitMcp.Client.list_all_tools(:docs, refresh: true)  # ignore a fresh list
{:ok, tools} = ConduitMcp.Client.cached_tools(:docs)                   # never asks the server
{:ok, %ConduitMcp.Client.Tool{} = tool} = ConduitMcp.Client.tool(:docs, "echo")
	A list is fresh for the server's ttlMs hint (the minimum over its pages),
clamped to :max_cache_ttl (default 1 hour). A missing, negative or
non-integer ttlMs means 0, so by default a list is never fresh and
list_all_* fetches again.
	One refresh runs at a time, shared by concurrent callers. A refresh the
caller stopped waiting for still completes and fills the cache.
	Nothing polls on TTL. A list is refreshed when a caller asks after it
expired, or when the server sends list_changed. It is marked stale when
the connection is lost.
	Pagination is capped at 100 pages, 10 000 items and 1 KiB cursors; a
repeated cursor or a cap gives kind: :pagination_cycle and nothing is
cached.
	cached_tools/2 returns {:error, %Error{kind: :not_found, reason: :not_cached}} before the first listing.
	Multi-round-trip interim results and retries are never cached.

Private results and credentials
A server's cacheScope: "private" means an answer may differ per
credential; a missing cacheScope (every legacy result) counts as private,
and a list is public only when every page says "public". A private list is
cached together with the identity of the credentials it was fetched with,
and served only while the client still sends those. When they change it is
deleted at once and fetched again under the new ones; public lists stay.
	:auth	Identity
	none	none: private lists are cached as usual
	{:bearer, token}	the SHA-256 of the token; a new token is a new identity
	{:oauth, opts}, {:client_credentials, opts}	the {principal, issuer, resource} key the tokens are stored under, so refreshing the token keeps the cache and another :principal does not
	a function, with :credential_id	the :credential_id you declare: whose tokens the function returns
	a function, no :credential_id	unknown: the function runs before every request and may return anyone's token, so private results are never served from the cache. Every list_all_* asks the server, cached_tools/2 and tool/3 see no private list, a call fetches the tool list it needs, and a hub fetches the server's tools on every listing

The identity is a digest, never a token. Change credentials at runtime with
ConduitMcp.Client.set_auth/3:
:ok = ConduitMcp.Client.set_auth(:docs, {:bearer, new_token})
:ok = ConduitMcp.Client.set_auth(:docs, &MyApp.Tokens.fetch/1, credential_id: {:service, :reporting})
It takes any :auth form (OAuth options without :store keep the
client's store; change :principal to act for another user), reconnects
(requests in flight fail with kind: :transport, listen streams and a
legacy session close) and drops the private lists before it returns. It
lasts as long as the client process: a client restarted by its supervisor
uses its configured credentials again.
Grants and the approval baseline are per client, not per credential: to
serve several users, pass principal: on calls (grants are keyed by it) or
run one client per user, named like {MyApp.GitHub, user_id}.
Streamable HTTP
# mix.exs
{:finch, "~> 0.21"}
{ConduitMcp.Client,
 name: :docs,
 transport:
   {ConduitMcp.Client.Transport.StreamableHTTP,
    url: "https://mcp.example.com/mcp",
    auth: {:bearer, ConduitMcp.Client.Secret.new(System.fetch_env!("DOCS_TOKEN"))},
    headers: [{"x-tenant", "acme"}],
    redirect: :same_origin}}
Without :finch the client raises ConduitMcp.OptionalDependencyError when
it starts.
	Option	Default	Meaning
	:url	required	The MCP endpoint: an absolute http/https URL, no user info, no fragment
	:auth	nil	{:bearer, token} (a string or a ConduitMcp.Client.Secret), or a one-arity function called before each request with %{url: url, method: method}, returning {:ok, token}, {:ok, nil} or {:error, reason} (the request fails with kind: :auth), or {:oauth, opts} / {:client_credentials, opts} (client_oauth.md). A token must be visible ASCII (0x21-0x7E): a static one raises, a function's fails the request with kind: :auth, reason: :invalid_token. Never sent over http to a non-loopback host: that configuration raises. Replace it at runtime with ConduitMcp.Client.set_auth/3
	:credential_id	nil	With an :auth function only: any term naming whose tokens it returns, so private results are cached for that identity (see "Private results and credentials"). Without it they are never served from the cache
	:headers	[]	Extra {name, value} headers; a value may be a Secret, and must be visible ASCII, space and tab. Headers the transport owns (accept, authorization, content-type, mcp-*, last-event-id, hop-by-hop) are refused
	:finch	nil	The name of a Finch pool you started
	:pool_size	100	Connections in the library-started pool. Each open event stream holds one
	:transport_opts	[]	TLS options for the library-started pool, and with :public_only for the pinned pools (Mint :transport_opts, for example cacertfile:). Any verify: other than :verify_peer, and verify_fun:, are refused
	:insecure_skip_tls_verify	false	Skip certificate verification. Local development only: a warning is logged whenever the transport starts. Refused with server_url_policy: :public_only
	:redirect	false	false refuses every redirect. :same_origin follows 307/308 to the same scheme, host and port (at most 5)
	:max_message_bytes	8 MiB	The largest JSON body or event-stream event. More fails with kind: :message_too_large
	:request_timeout	60 000	Total time of a request the connection sends itself (handshake, health check)
	:listen_idle_timeout	120 000	How long a long-lived stream may stay silent (keep-alives count) before it is dropped and reopened
	:server_url_policy	:any	:public_only checks the URL with ConduitMcp.Client.URLPolicy before every request and connects to the vetted address, so DNS rebinding cannot redirect it (see client_security.md)
	:allow_private	[]	CIDRs that :public_only admits anyway
	:resolver	nil	The DNS resolver :public_only uses (fn host -> {:ok, [ip]} end), called in the request's process; default the system resolver

The pool. By default each client starts its own Finch pool under its
supervisor, stopped with it. That pool is named by an atom derived from a
hash of the client's :name, so every distinct client name creates one
atom. When you start many clients with dynamic names (one per user), start
one Finch yourself and pass finch::
children = [
  {Finch, name: MyApp.MCPFinch},
  {DynamicSupervisor, name: MyApp.MCPClients}
]

DynamicSupervisor.start_child(MyApp.MCPClients,
  {ConduitMcp.Client,
   name: {MyApp.GitHub, user.id},
   transport:
     {ConduitMcp.Client.Transport.StreamableHTTP,
      url: "https://mcp.example.com/mcp",
      finch: MyApp.MCPFinch,
      auth: {:bearer, ConduitMcp.Client.Secret.new(token)}}}
)
:pool_size, :transport_opts and :insecure_skip_tls_verify apply only to
the library-started pool. Give that pool to no other code.
Answers.
	Server answer	Client result
	401, 403	kind: :auth, data: %{status: _, challenges: [...]}
	429	kind: :rate_limited, data: %{retry_after: seconds | nil}
	4xx carrying a JSON-RPC error	that error, as kind: :protocol
	legacy 404 to a request that carried a session id	the session expired: the client initializes a new session and sends that request once more, without failing the others
	5xx, a redirect, a network failure	kind: :transport

Legacy session ids must be 1 to 1024 visible ASCII characters and are held
as a Secret. On close, a legacy session gets a DELETE. A legacy stream
that ends early after an event id is resumed with Last-Event-ID up to five
times; a modern stream that ends without a response fails the request and is
never replayed.
For OAuth-protected servers (auth: {:oauth, ...} and
auth: {:client_credentials, ...}), see client_oauth.md.
stdio
{ConduitMcp.Client,
 name: :files,
 transport:
   {ConduitMcp.Client.Transport.Stdio,
    command: "npx",
    args: ["-y", "@modelcontextprotocol/server-filesystem", "/srv/data"],
    env: %{"GITHUB_TOKEN" => ConduitMcp.Client.Secret.new(System.fetch_env!("GITHUB_TOKEN"))},
    cd: "/srv",
    stderr: {:file, "/var/log/mcp-files.log"}}}
The server is spawned directly with Port.open({:spawn_executable, path}, ...), never through a shell. When it exits, the connection reconnects and
starts a new one (with the backoff and :max_reconnects). Requests in flight
fail and are not retried.
	Option	Default	Meaning
	:command	required	An executable name looked up in PATH, or an absolute path. No whitespace: "npx -y server" raises
	:args	[]	Passed as they are. No shell sees them
	:env	[]	A map or {name, value} list; values may be Secrets. The server inherits only HOME LOGNAME PATH SHELL TERM USER (a Windows list on Windows) from this VM; :env wins
	:cd	VM's working directory	An absolute path to an existing directory
	:stderr	:inherit	:inherit, :discard or {:file, absolute_path} (appended). The last two are POSIX only. stderr is never merged into stdout or captured into Logger
	:allow_batch_files	false	Allow a .bat/.cmd executable. On Windows, npx resolves to npx.cmd, so set this there; arguments containing "%^&|<> are still refused
	:max_message_bytes	8 MiB	A longer line closes the transport (:message_too_large) and stops the server
	:max_junk_lines	10	Consecutive non-JSON-RPC stdout lines tolerated; one more closes the transport (:junk_output)
	:stdin_grace	2 000	Milliseconds the server gets to exit after stdin closes, before SIGTERM
	:term_grace	2 000	Milliseconds after SIGTERM before SIGKILL

Stdio configuration is operator configuration: whoever picks :command,
:args and :env runs code as this VM's user. Never build them from model
output, server responses or end-user input. The shutdown sequence and its
limits (launcher grandchildren, a killed port owner) are in
client_security.md.
Testing
ConduitMcp.Client.Transport.InProcess serves a server module from the same
VM. No HTTP stack, socket or optional dependency is involved. Each request
runs ConduitMcp.Handler.dispatch/3 in a task, which classifies the era the
same way the HTTP transports do.
defmodule MyApp.DocsServerTest do
  use ExUnit.Case, async: true

  setup do
    name = {__MODULE__, make_ref()}

    start_supervised!(
      {ConduitMcp.Client,
       name: name,
       transport: {ConduitMcp.Client.Transport.InProcess, server: MyApp.DocsServer}}
    )

    :ok = ConduitMcp.Client.await_ready(name)
    %{client: name}
  end

  test "echo", %{client: client} do
    assert {:ok, %ConduitMcp.Client.ToolResult{content: [%{"text" => "hi"}]}} =
             ConduitMcp.Client.call_tool(client, "echo", %{"message" => "hi"})
  end

  test "legacy era" do
    name = {__MODULE__, make_ref()}

    start_supervised!(
      {ConduitMcp.Client,
       name: name,
       protocol: :legacy,
       transport: {ConduitMcp.Client.Transport.InProcess, server: MyApp.DocsServer}}
    )

    :ok = ConduitMcp.Client.await_ready(name)
    assert {:ok, :legacy} = ConduitMcp.Client.era(name)
  end
end
InProcess options: :server (required; a dsl: false, DSL or
ConduitMcp.Endpoint module), :assigns (conn.assigns for every request),
:principal (a ConduitMcp.Principal map put on every request),
:remote_ip, and :server_name, :server_version, :instructions as for
the server's ConduitMcp.Transport.StreamableHTTP. Plugs (authentication,
rate limiting, header validation) do not run, so give the server an identity
with :principal. The server never sends server-to-client requests over
this transport. A modern tools/call made with :on_progress, or after
set_log_level/2, receives the tool's progress and log notifications as it
runs; subscriptions/listen needs an HTTP transport and is answered
-32601. Cancelling a request kills its task.
To exercise the real stdio transport, write a small .exs script that reads
newline-delimited JSON-RPC from stdin, passes each message to
ConduitMcp.Handler.dispatch/3 for your server module, and writes each reply
as one JSON line to stdout (logs to stderr). Start it with
command: System.find_executable("elixir") and args: ["-pa", ebin, ..., "server.exs"]. Pass PATH (and a UTF-8 locale) in :env if the script
needs more than the inherited allowlist. ConduitMCP's own suite does this in
test/support/fixtures/stdio_server.exs.
Telemetry
Every client event's metadata has :client, :server_id, :transport
(:stdio, :http, :in_process) and :era. Metadata comes from a fixed
allowlist and never carries _meta, tokens or raw error data, nor
arguments or results unless you opt in to payload capture:
	Option	Default	Meaning
	telemetry: [capture_payloads: ...]	false	false: the tool_call span has no :arguments or :result key. [redact: fun, max_bytes: n]: :start adds :arguments and :stop adds :result, each passed through fun (required; true alone raises at start) in the calling process. :max_bytes (default 4 096) caps the JSON size

{ConduitMcp.Client,
 name: :docs,
 transport: transport,
 telemetry: [capture_payloads: [redact: &MyApp.Telemetry.redact/1, max_bytes: 2_048]]}
:arguments are the arguments given to call_tool/4 (before pre-hooks on a
governed client). :result is the returned ToolResult as
%{"content" => ..., "isError" => ..., "structuredContent" => ...} (no
_meta), or nil for an error or a task. Each holds what redact returned,
{:truncated, byte_size} when its JSON is over :max_bytes (never a partial
value), or :redaction_failed when redact raises or returns something that
cannot be JSON-encoded - a ConduitMcp.Client.Secret included. No hash of a
payload is ever emitted. A hub takes the same :telemetry option for every
server, or per server in its client_opts.
	Event	Emitted in	Adds
	[:conduit_mcp, :client, :request, :start | :stop | :exception]	caller	One span per request sent (each MRTR round is one). :method; :stop adds :status, :error_kind, :request_id
	[:conduit_mcp, :client, :tool_call, :start | :stop | :exception]	caller	One span per call_tool/4. :tool_name; :stop adds :status, :error_kind, :is_error and measurement :rounds. With payload capture, :start adds :arguments and :stop adds :result
	[:conduit_mcp, :client, :connection, :transition]	connection	:from, :to, :reason, :attempt
	[:conduit_mcp, :client, :request, :cancel]	connection	:method, :request_id, :reason (:timeout, :caller_down, :caller_timeout)
	[:conduit_mcp, :client, :response, :dropped]	connection	:request_id
	[:conduit_mcp, :client, :notification]	connection	:method
	[:conduit_mcp, :client, :log, :dropped]	connection	nothing (a notifications/message over :log_rate_limit)
	[:conduit_mcp, :client, :cache, :refresh, :start | :stop]	connection	:kind, :trigger (:demand, :list_changed); :stop adds :status, :error_kind and measurements :count, :pages, :rejected
	[:conduit_mcp, :client, :tool, :rejected]	the process that fetched	:tool_name, :reason
	[:conduit_mcp, :client, :tool, :definition_changed]	connection	:tool_name
	[:conduit_mcp, :client, :policy, :decision]	caller	See client_permissions_and_hooks.md
	[:conduit_mcp, :client, :hook, :stop | :exception]	caller	See client_permissions_and_hooks.md
	[:conduit_mcp, :client, :hub, :server_failed | :server_restarted | :collision]	hub	See client_hub.md
	[:conduit_mcp, :client, :adapter, :strict_fallback]	caller	See client_llm_adapters.md

Handlers attached to events emitted in the connection process run there and
must be fast. :tool_name and :method are server-supplied (sanitized):
never use them as metric tags. Full measurement and metadata lists are in
ConduitMcp.Telemetry.


  

    Client Permissions and Hooks

A plain ConduitMcp.Client sends what it is asked to. Before you hand a
client to a model, decide which tools it may see, which calls it may make,
who approves the risky ones, and what host code runs around each call.
{ConduitMcp.Client,
 name: :github,
 server_id: "github",
 transport: {ConduitMcp.Client.Transport.StreamableHTTP, url: "https://mcp.example.com/mcp"},
 tools: [exclude: ["*/delete_*"]],
 policy: [
   deny: ["*/delete_repo", "admin_*"],
   ask: ["github/create_*", "github/merge_*"],
   allow: ["github/get_*", "github/list_*"]
 ],
 on_ask: &MyApp.Approvals.ask/2,
 hooks: [post_tool_call: [{:all, &MyApp.Audit.result/3, id: :audit, on_error: :ignore}]],
 validate: [arguments: true]}
When governance applies
call_tool/4 runs through ConduitMcp.Client.Pipeline when the client is
configured with any of :policy, :hooks, :tools (a filter) or
:validate, or when the call passes shape: :llm. Otherwise the call is
sent as given: a plain client has no policy. A ConduitMcp.Client.Hub
always has one, because it refuses to start without :policy.
The pipeline runs in the calling process. Hooks and approvers run in tasks
under the client's Task.Supervisor, never in the connection.
The pipeline
Every step runs once per logical call, in this order:
	#	Step	What happens
	1	Resolve	Find the tool in the client's cache, listing tools first if nothing is cached. Unknown: {:error, %Error{kind: :not_found, reason: :unknown_tool}}
	2	Select	A tool hidden by the :tools filter fails exactly like an unknown one, so its name cannot be probed
	3	Fingerprint	Gather the approved fingerprints for the policy's pin
	4	Pre-hooks	May rewrite the arguments, deny, halt with a synthetic result, or fail closed
	5	Input validation	With validate: [arguments: true], invalid arguments are never sent
	6	Policy	ConduitMcp.Client.Policy.evaluate/4 on the final arguments: deny > pin > ask > allow > default
	7	Ask	An :ask is settled by a live grant or by the :on_ask approver
	8	Encode	The arguments' digest must still be the one policy and the approver saw (else kind: :hook, reason: :args_changed); meta becomes _meta, with reserved keys winning
	9	Send	Including the modern multi-round-trip loop; each input request goes through the ConduitMcp.Client.Handler safety checks. Nothing above runs again per round
	10	Output validation	With validate: [structured_content: true]
	11	Post-hooks	On a result (including is_error results), or failure hooks on an error from step 3 on
	12	Shaping	With shape: :llm
	13	Telemetry	[:conduit_mcp, :client, :tool_call, :stop]

Pipeline call options, besides the request options in the client guide:
	:principal - who the call is made for (the end user the host acts for).
It is in ctx, and it keys "always allow" grants.
	:shape - :llm to shape the result for a model.
	:taint - the server ids whose output is in the model's context (see
"Taint").

Hooks, the approver, filter functions and policy predicates get ctx with
:client, :server_id (where the call goes), :era, :assigns,
:principal, :taint (a MapSet), :has_approver? and, from step 3,
:approved_fingerprints.
Visibility: the :tools filter
Visibility is separate from authorization. A hidden tool is left out of
every tool list and adapter output, and calling it fails with
kind: :not_found.
tools: [
  include: ["github/*", "fs/read_*"],
  exclude: ["*/delete_*", fn tool, ctx -> MyApp.hidden_for?(ctx.assigns.user, tool) end]
]
:exclude always wins. An empty :include (the default) shows every tool
not excluded. Exclude patterns match loosely and include patterns exactly,
like policy deny and allow rules. A function that raises or returns a
non-boolean counts as matching for :exclude and not matching for
:include. Function patterns see :assigns and :principal, so pass them
to list_all_tools/2, cached_tools/2 and tool/3 too.
Policy rules
policy: [
  deny: ["*/delete_*", "shell/*", {:rule, :no_force_push, {"git", ~r/^push/}}],
  ask: [{:all, [{:annotation, :open_world, true}, ConduitMcp.Client.Policy.tainted()]}],
  allow: [
    "github/get_*",
    {:all, ["fs/*", {:annotation, :read_only, true}]},
    fn tool, ctx -> ctx.assigns[:role] == :admin and tool.server_id == "ops" end
  ],
  default: :ask,
  trusted: ["fs"]
]
:policy takes ConduitMcp.Client.Policy.compile/1 options, a compiled
policy, or {:named, name} to read a policy stored with
ConduitMcp.Client.Policy.update/2 at each call (a missing one denies).
Compiling raises an ArgumentError naming the bad entry.
	Rule	Matches
	"server/tool"	* globs within one segment; a bare "tool" means any server
	{server, ~r/.../}	The regex against the tool name; server is a segment glob
	fn %Tool{}, ctx -> boolean end	Any condition on the tool and the call context
	{:annotation, key, boolean}	key in :read_only, :destructive, :open_world, :idempotent, compared on the tool's effective annotation
	{:args, fun}	fun.(args) or fun.(args, ctx) on the final arguments; see ConduitMcp.Client.Policy.Paths
	{:all, [rule, ...]}	Every member matches
	{:rule, id, rule}	Any rule with an explicit rule_id (an atom or string); otherwise the id is {list, index}

Every rule matches the structured {server_id, tool} pair one segment at a
time, never a namespaced string, so server a_b + tool c and server a +
tool b_c are never confused.
Compile options: :deny, :ask, :allow (rule lists), :default (:ask
or :deny), :scope (a subset of [:tools, :resources, :prompts],
default [:tools]), :pin_tools (default true), :allow_new_tools
(default false) and :trusted.
Precedence
Fixed and not configurable: deny > pin > ask > allow > default. List
order and rule specificity never change the outcome. A narrow allow cannot
carve an exception out of a broad deny. Within one list, order only picks
which rule_id is reported.
Without an approver (:on_ask), evaluation never returns :ask. An ask rule
becomes a deny with reason: :no_approver, and the pin and an :ask default
become denies with their own reasons. With nothing matching, the default is
:ask (a deny with reason: :no_rule when there is no approver) or :deny.
Asymmetric matching
Deny and ask rules match loosely: both segments are lower-cased, with
-, . and _ equivalent, and a regex is tried against the name and that
folded form. Allow rules match exactly.
deny: ["*/delete_repo"]   # also denies Delete_Repo, delete-repo, DELETE.REPO
allow: ["*/delete_repo"]  # does not allow Delete_Repo
Failing predicates
A function, argument or annotation predicate that raises, exits, throws or
returns a non-boolean counts as matching in deny and ask lists
(reason: :predicate_failed) and not matching in the allow list.
Failures never widen access.
Annotations
Tool annotations are server-supplied hints. For an untrusted server, every
annotation rule sees the conservative value whatever the hints say: not
read-only, destructive, open-world, non-idempotent. Trust a server's hints
with the policy's trusted: (a server id list, true, or a map) or the
client's trusted: true. A trusted server's hints are used, with the spec
defaults when absent.
Argument predicates and paths
ConduitMcp.Client.Policy.Paths canonicalizes path arguments (NFC, no NUL,
relative paths joined to the root, ./.. resolved lexically; ~ is not
expanded) before comparing them with a root:
alias ConduitMcp.Client.Policy.Paths

root = "/srv/sandbox"

policy: [
  deny: [{:args, Paths.escapes("path", root)}],
  allow: [{:all, ["fs/write_file", {:args, Paths.inside("path", root)}]}]
]
The selector is a key ("path") or a key/index list (["files", 0, "path"]); list values are checked element by element.
	Paths.inside/3 is for allow rules. It matches only when every path
canonicalizes and lies within the root. A missing argument is no match.
	Paths.escapes/3 is for deny and ask rules. It matches when any path fails
to canonicalize (including a non-string value) or lies outside the root.
A missing argument is no match.
	resolve: fun lets you resolve symlinks yourself. Nothing in Paths
touches the file system on its own.

Argument rules are defence in depth, not a sandbox: the server is the
enforcement point.
Resources and prompts
With :resources or :prompts in :scope, these rules apply to
read_resource/3 and get_prompt/4:
policy: [
  scope: [:tools, :resources],
  deny: ["resource:*/file:///etc/*"],
  allow: ["*/*", "resource:docs/*"]
]
"resource:server/uri" globs the URI (* may span /);
{:resource, server, ~r/.../}, "prompt:server/name" and
{:prompt, server, ~r/.../} work the same way. Tool rules never match
resources or prompts, and the reverse. Reads and gets have no approver, so an
ask rule denies them.
Updating a policy at runtime
:ok = ConduitMcp.Client.Policy.update(:github_policy, deny: ["*/delete_*"], allow: ["github/*"])

{ConduitMcp.Client, name: :github, transport: transport, policy: {:named, :github_policy}}
update/2 stores the compiled policy in :persistent_term; every update
triggers a scan of every process's heap, so update rarely, not per call.
get/1 and delete/1 read and remove it.
Fingerprints and rug pulls
A server can change a tool's description or schema after you approved it.
ConduitMcp.Client.Fingerprint is the SHA-256 of the canonical JSON of the
tool's name, title, description, inputSchema, outputSchema,
annotations, execution and _meta. Reordering keys gives the same
fingerprint; any change in a value, including whitespace in the description,
gives a new one.
	pin_tools: true (default): a tool whose current fingerprint differs from
its approved one is decided by the pin, right after deny rules: :ask (or
:deny without an approver), source: :pin, reason: :definition_changed.
	allow_new_tools: false (default): a tool with no approved fingerprint is
allowed only by exact allow rules ("fs/read", both segments literal,
or an :all containing one). Globs, bare names, regexes, functions and
predicates do not allow it. Deny and ask rules apply as usual.

Where approved fingerprints come from is the client's
:approved_fingerprints option:
	:first_listing (default) records the fingerprints of the first full tool
list a client with a policy reads (with list_all_tools/2,
cached_tools/2, or its first call). A later change asks again, and a tool
first listed later is new. The baseline is recorded again after a restart.
	A map of tool name to fingerprint pins exactly those.

A live grant for the call's principal adds the granted fingerprint. A
refreshed list that changes a known tool emits
[:conduit_mcp, :client, :tool, :definition_changed].
Asking for approval
defmodule MyApp.Approvals do
  def ask(%ConduitMcp.Client.ToolCall{} = call, ctx) do
    case MyApp.UI.confirm(ctx.principal, call.server_id, call.name, call.args, call.args_digest) do
      :once -> {:allow, :once}
      :always -> {:allow, :always}
      :no -> {:deny, :user_declined}
      :stop -> {:deny, :user_stopped, :halt}
    end
  end
end
:on_ask is fun.(%ToolCall{}, ctx) or {Module, :function}. It runs in a
task under :ask_timeout (default 60 s), with the exact arguments that will
be sent and their args_digest. The approver cannot change the arguments;
rewriting belongs in pre-hooks, which run before policy.
	Answer	Result
	{:allow, :once}	Send this call
	{:allow, :always}	Send it, and record a grant for the call's :principal, this tool and its current fingerprint, for :grant_ttl (default 24 h)
	{:deny, reason}	{:error, %Error{kind: :denied, reason: :ask_denied, data: reason}}
	{:deny, reason, :halt}	The same with reason: :ask_halt, telling an agent loop to stop
	anything else, a raise, an exit, a timeout	A deny with reason: {:ask_failed, :bad_return | :raise | :exit | :timeout}

Grants
A grant is keyed {principal, server_id, tool_name, fingerprint}. One
user's grant never applies to another; without principals, grants are per
client. A server that changes the tool's definition gets asked about again.
A grant only settles an :ask: it never overrides a deny rule.
{:ok, grants} = ConduitMcp.Client.Grants.list(:github)
:ok = ConduitMcp.Client.Grants.revoke(:github, user_id)
:ok = ConduitMcp.Client.Grants.clear(:github)
Grants live in the client's governance table (:protected ETS, written by
one process under the client's supervisor) and are lost when the client
restarts, which only means asking again.
Hooks
hooks: [
  pre_tool_call: [
    {:all, &MyApp.Audit.before/2, id: :audit},
    {"fs/write_*", {MyApp.Paths, :normalize}, id: :normalize}
  ],
  post_tool_call: [{"fs/*", &MyApp.Redact.result/3, id: :redact}],
  tool_call_failed: [{:all, &MyApp.Alert.failed/3, id: :alert, on_error: :ignore}]
]
	Event	Called as	Returns
	:pre_tool_call	fun.(%ToolCall{}, ctx)	:cont, {:cont, %ToolCall{}}, {:deny, reason} or {:halt, %ToolResult{}}
	:post_tool_call	fun.(%ToolCall{}, %ToolResult{}, ctx)	:cont or {:cont, %ToolResult{}}
	:tool_call_failed	fun.(%ToolCall{}, %Error{}, ctx)	:cont or {:recover, %ToolResult{}}
	:on_tools_listed	fun.([%Tool{}], ctx)	:cont or {:cont, [%Tool{}]}
	:on_resource_read	fun.(uri, ctx)	:cont or {:deny, reason}
	:on_prompt_get	fun.(name, args, ctx)	:cont, {:cont, args} or {:deny, reason}

	A pre-hook may rewrite only the call's args and meta; the digest is
recomputed and policy sees the result. Changing server_id, name or
call_id is a bad return. {:deny, reason} fails the call with
kind: :denied, reason: {:hook_denied, hook_id}, data: reason.
{:halt, result} answers with a synthetic result and sends nothing (policy
does not run; post-hooks do).
	Post-hooks also see is_error: true results.
	Failure hooks run instead of post-hooks when the call ends in an error.
{:recover, result} turns the error into that result and ends the chain.
	:on_tools_listed hooks may drop or annotate the tools their matcher
selects; a returned tool must be one of those given. This shapes what the
host and its model see; it is not authorization (use :tools or a policy).
	:on_resource_read and :on_prompt_get gate read_resource/3 and
get_prompt/4 the way pre-hooks gate calls.

No hook can allow anything. There is no allow return. Policy is the only
allow authority, and it runs after the pre-hooks, on the final arguments.
ctx has :client, :server_id, :era, :assigns and :principal.
Matchers, options and order
A hook spec is {matcher, fun} or {matcher, fun, opts}; fun has the
event's arity or is {Module, :function}. Matchers:
	:all (or :any, "*") - every call;
	"server/tool" - * globs within one segment; a bare "tool" means any
server (resource hooks glob the URI, prompt hooks the name);
	{server, ~r/.../} - the regex against the tool name (URI, prompt name).

Matchers compare loosely, like deny rules, so a redaction hook on
"fs/read_file" also covers Read-File.
Options: :id (an atom or string, unique; default {event, index}),
:timeout (default the client's :hook_timeout, 5 000 ms) and :on_error
(:fail by default, or :ignore, for post-hooks and failure hooks only).
Hooks run one at a time, each {:cont, value} feeding the next, in onion
order: global (:all), then server ("server/*"), then tool
(any other matcher), in declaration order within a level. Post-hooks and
failure hooks run in the reverse order.
Failures are closed
Every hook runs in a task under the client's Task.Supervisor with its
deadline. A hook that raises, throws, exits (even exit(:kill)), times out
or returns outside its contract:
	Hook	Outcome
	pre-hook, resource or prompt hook	The call fails with kind: :hook, reason: {:hook_failed, hook_id, :raise | :exit | :timeout | :bad_return}. No request is sent
	post-hook	The result is withheld: the caller gets {:ok, %ToolResult{is_error: true}} with a fixed text and the raw result is dropped unlogged. With on_error: :ignore the hook is skipped instead
	failure hook	The original error is returned unchanged
	:on_tools_listed	The listing fails with a :hook error, not an empty list

What a failing hook raised is never logged or put in telemetry: it may quote
the arguments or result.
Schema validation
# mix.exs
{:jsv, "~> 0.26"}
validate: [arguments: true, structured_content: true]
	arguments: true validates the final arguments (after pre-hooks) against
the tool's inputSchema before policy runs. An invalid call is never sent:
kind: :protocol, reason: :invalid_arguments, with the validator's errors
in data.
	structured_content: true validates a successful result's
structuredContent against the tool's outputSchema, when it has one:
kind: :protocol, reason: :invalid_structured_content.

The default validator is ConduitMcp.Client.SchemaValidator.JSV, which needs
the optional :jsv dependency. Asking for validation without it raises
ConduitMcp.OptionalDependencyError when the client's options are validated.
Set another with validate: [validator: MyValidator].
Server schemas are untrusted, so they are bounded before any validator sees
them. A schema is refused when it is not an object or boolean, nests more
than 64 levels (32 of subschemas), has more than 1 000 subschemas, encodes to
more than 256 KiB, or has a $ref/$dynamicRef that is not a local #...
pointer. A tool with a refused schema is left out of tool lists while that
validation is on, and calling it fails with kind: :protocol, reason: {:unsafe_schema, :input | :output, reason}. JSV runs pattern under a
backtracking budget, so a catastrophic regex fails the value instead of
hanging the caller.
Shaping results for a model
shape: :llm (the default in ConduitMcp.Client.Adapters.execute_tool_calls/4)
rewrites a ToolResult for an LLM's context:
	provenance: %{server_id:, truncated:, flags:} says where it came from and
what changed;
	text (including embedded resource text, link names and structuredContent
strings) loses bidi controls, zero-width and Unicode tag characters,
flagged :bidi, :zero_width, :tag_chars;
	images other than JPEG, PNG, GIF and WebP (notably SVG), audio other than
WAV, MP3, Ogg, WebM and FLAC, and non-image blobs become a text placeholder
(:media_dropped); unknown block types too (:unsupported_content);
	resource_link URIs are kept as text and never fetched; nothing else is
fetched either;
	_meta and unknown keys are dropped;
	the whole result is capped at the client's :max_result_bytes_for_llm
(default 100 KiB). The crossing block is cut on a character boundary, later
blocks and an over-size structuredContent are dropped, and a final text
block says so.

{:ok, %ConduitMcp.Client.ToolResult{provenance: %{server_id: "fs", truncated: false, flags: []}}} =
  ConduitMcp.Client.call_tool(:fs, "read_file", %{"path" => "/srv/a.txt"}, shape: :llm)
Server instructions are not part of a tool result. Use
ConduitMcp.Client.instructions_for_llm/1, which returns {:ok, nil} unless
the client has include_instructions: true; then they are capped at 4 KiB,
stripped of invisible characters and, unless the client is trusted: true,
prefixed with a line naming the server.
Taint
A model that read one server's output may be steered by it into calling
another server's tool. The library cannot see the model's context, so the
host passes taint: with the server ids whose output entered the current
turn, and policy rules react:
policy: [
  ask: [{:all, [{:annotation, :open_world, true}, ConduitMcp.Client.Policy.tainted(ignore: ["docs"])]}],
  deny: [{:all, ["mail/send", ConduitMcp.Client.Policy.tainted()]}],
  allow: ["*/*"]
]

ConduitMcp.Client.Hub.call_tool(MyApp.Hub, "mail__send", args, taint: ["web"])
Policy.tainted/1 matches when the taint set holds a server other than the
called tool's own (minus :ignore). A call without :taint is never
tainted. Use it in deny and ask lists; in an allow list it would only widen
access.
Recipes
Audit logging
A post-hook that never blocks the result. on_error: :ignore skips the hook
if the audit sink fails, instead of withholding the result.
defmodule MyApp.Audit do
  require Logger

  def result(%ConduitMcp.Client.ToolCall{} = call, %ConduitMcp.Client.ToolResult{} = result, ctx) do
    Logger.info("mcp call",
      principal: inspect(ctx.principal),
      server: call.server_id,
      tool: call.name,
      args_digest: call.args_digest,
      is_error: result.is_error
    )

    :cont
  end
end

hooks: [post_tool_call: [{:all, &MyApp.Audit.result/3, id: :audit, on_error: :ignore}]]
Log the args_digest, not the arguments: they can hold user data.
Secret redaction
A post-hook that rewrites the result. Leave on_error at :fail: if the
redactor crashes, the result is withheld rather than passed through
unredacted.
defmodule MyApp.Redact do
  @token ~r/\b(ghp|gho|ghs)_[A-Za-z0-9]{36}\b/

  def result(_call, %ConduitMcp.Client.ToolResult{content: content} = result, _ctx) do
    {:cont, %{result | content: Enum.map(content, &redact/1)}}
  end

  defp redact(%{"type" => "text", "text" => text} = block),
    do: %{block | "text" => Regex.replace(@token, text, "[redacted]")}

  defp redact(block), do: block
end

hooks: [post_tool_call: [{"github/*", &MyApp.Redact.result/3, id: :redact}]]
Path sandbox
Deny any filesystem call whose path leaves the sandbox; allow writes only
inside it.
alias ConduitMcp.Client.Policy.Paths

root = "/srv/sandbox"

policy: [
  deny: [{:rule, :sandbox, {:all, ["fs/*", {:args, Paths.escapes("path", root)}]}}],
  ask: ["fs/write_*"],
  allow: [{:all, ["fs/read_file", {:args, Paths.inside("path", root)}]}]
]
Cost guard
A pre-hook that halts a call once a budget is spent. {:halt, result}
answers with a synthetic result and sends nothing.
defmodule MyApp.CostGuard do
  def check(%ConduitMcp.Client.ToolCall{} = _call, ctx) do
    if MyApp.Budget.remaining(ctx.principal) > 0 do
      :cont
    else
      {:halt,
       %ConduitMcp.Client.ToolResult{
         is_error: true,
         content: [%{"type" => "text", "text" => "Tool budget exhausted for today."}]
       }}
    end
  end
end

hooks: [pre_tool_call: [{"search/*", &MyApp.CostGuard.check/2, id: :cost_guard}]]
Return {:deny, :budget_exhausted} instead to fail the call with
kind: :denied.
Telemetry
[:conduit_mcp, :client, :policy, :decision] is emitted per governed tool
call, resource read or prompt get, after any approval. Its metadata adds:
	Key	Value
	:target	:tool, :resource or :prompt
	:tool_name	Sanitized; tools only; never a metric tag
	:decision	:allow, :ask or :deny
	:source	:deny, :ask, :allow, :pin or :default
	:reason	A ConduitMcp.Client.Policy.Decision reason (:deny_rule, :ask_rule, :allow_rule, :predicate_failed, :no_approver, :definition_changed, :no_rule, :out_of_scope), or :no_policy when a {:named, name} policy is not stored
	:rule_id	The deciding rule's id; nil for the pin and the default
	:approval	:grant, :once, :always, :denied, :halted, :failed, or nil when the decision was not :ask
	:principal	The call's :principal, only when given

[:conduit_mcp, :client, :hook, :stop] (:status is :cont, :rewrite,
:deny, :halt or :recover) and [:conduit_mcp, :client, :hook, :exception] (:reason is :raise, :exit, :timeout or :bad_return)
are emitted per hook run, with :hook_id, :kind (the hook event) and, for
tool hooks, :tool_name. Neither event carries arguments or results.


  

    Client Hub

ConduitMcp.Client.Hub puts many MCP servers behind one tool list. It
supervises one ConduitMcp.Client per server, lists their tools under
collision-free names, and routes a model's tool call to the right server
through the governed pipeline.
children = [
  {ConduitMcp.Client.Hub,
   name: MyApp.Hub,
   policy: [
     deny: ["*/delete_*"],
     ask: ["github/*"],
     allow: ["github/get_*", "fs/read_*"]
   ],
   on_ask: &MyApp.Approvals.ask/2,
   hooks: [post_tool_call: [{:all, &MyApp.Audit.result/3, id: :audit, on_error: :ignore}]],
   servers: [
     github: [transport: {ConduitMcp.Client.Transport.StreamableHTTP, url: "https://mcp.example.com/mcp"}],
     fs: [transport: {ConduitMcp.Client.Transport.Stdio, command: "mcp-fs"}, trusted: true]
   ]}
]

{:ok, toolset} = ConduitMcp.Client.Hub.list_tools(MyApp.Hub)
ConduitMcp.Client.ToolSet.names(toolset)
#=> ["github__get_issue", "github__create_issue", "fs__read_file", ...]

{:ok, result} =
  ConduitMcp.Client.Hub.call_tool(MyApp.Hub, "github__get_issue", %{"number" => 1}, toolset: toolset)
The application starts no hub; add one to your own supervision tree. Options
are validated when the child spec is built (ConduitMcp.Client.Hub.Config),
so a typo, a duplicate server id or a missing :policy raises at boot naming
it. To hand the toolset to a model, see
client_llm_adapters.md.
A policy is required
A hub hands tools to a model, so it refuses to start without :policy. To
allow everything, say so:
{ConduitMcp.Client.Hub, name: MyApp.Hub, policy: :allow_all, servers: [...]}
:allow_all is ConduitMcp.Client.Policy.allow_all/0: allow: ["*/*"]
with allow_new_tools: true and pin_tools: false. It is never a default.
:policy also takes ConduitMcp.Client.Policy.compile/1 options, a compiled
policy, or {:named, name}.
Rules match the {server_id, tool} pair ("github/create_*"), never the
exposed name github__create_issue. With no matching rule, a call is asked
about when there is an :on_ask approver and denied otherwise. Rules,
approvals and hooks are covered in
client_permissions_and_hooks.md.
Servers and per-server options
servers: is [{server_id, client_opts}] (or a keyword list with atom ids),
in the order their tools are listed. client_opts are ConduitMcp.Client
options except :name and :server_id, which the hub sets: each server runs
as a client named {:hub_server, hub, server_id}.
client = ConduitMcp.Client.Hub.client(MyApp.Hub, "github")
#=> {:hub_server, MyApp.Hub, "github"}

{:ok, %{"contents" => _}} = ConduitMcp.Client.read_resource(client, "repo://a/b/README.md")
{:ok, %{state: :ready}} = ConduitMcp.Client.status(client)
The hub's governance options (:policy, :on_ask, :ask_timeout,
:grant_ttl, :hooks, :hook_timeout, :tools, :validate,
:max_result_bytes_for_llm, :clock) apply to every server. The same key in
a server's client_opts overrides the hub's for that server, except:
	Option	Merge rule
	:hooks	The hub's hooks of an event run before the server's (both must be keyword lists)
	:tools	The server's :exclude patterns are added to the hub's; its :include patterns, when it has any, replace the hub's
	:policy	May be replaced (:allow_all included) but never removed

servers: [
  web: [
    transport: {ConduitMcp.Client.Transport.StreamableHTTP, url: "https://search.example.com/mcp"},
    tools: [exclude: ["*/fetch_raw"]],
    policy: [allow: ["web/search"], default: :deny]
  ],
  fs: [transport: {ConduitMcp.Client.Transport.Stdio, command: "mcp-fs"}, trusted: true]
]
trusted: true is per server: it lets policy annotation rules believe that
server's tool hints.
Other hub options: :prefix (prepended to every exposed name),
:restart_backoff and :max_stdio_servers (see "Supervision and
restarts"), :refetch_interval and :breaker_threshold (below).
Naming
The model sees one flat list of names. ConduitMcp.Client.Naming.build/2
makes them:
	Spec charset. A tool whose name is not 1-128 characters of
[A-Za-z0-9_.-] is rejected (:invalid_name). This catches homoglyphs,
zero-width and bidi characters, spaces and empty names.
	Mangle. The exposed name is prefix <> server_id <> "__" <> sanitize(tool), where sanitize/1 maps every character outside
[A-Za-z0-9_-] to _.
	Length. A name over 64 bytes becomes prefix <> "trunc_" <> hex8,
where hex8 is the first 8 hex digits of sha256(server_id <> <<0>> <> tool).
	Collisions. When two or more tools map to the same exposed name,
all of them are rejected (:collision).

Every exposed name matches ^[A-Za-z0-9_-]{1,64}$, valid for Anthropic,
OpenAI and Gemini. A model's call is resolved by a table lookup in the
ConduitMcp.Client.ToolSet (ToolSet.resolve/2), never by splitting the
name, so a tool name containing __ cannot reach another server's tool.
ConduitMcp.Client.Naming.sanitize("fs.read-all")       #=> "fs_read-all"
ConduitMcp.Client.Naming.exposed_name("files", "list") #=> "files__list"
Server ids
A server_id is operator configuration, never the server's self-reported
serverInfo.name (display only). It must match ^[a-z][a-z0-9_]{0,31}$,
must not contain __, must not end in _, and must be unique. The last two
rules keep the __ separator unambiguous: otherwise "a_" <> "__" <> "x" and
"a" <> "__" <> "_x" would both be "a___x".
ConduitMcp.Client.Naming.validate_server_id("github")   #=> :ok
ConduitMcp.Client.Naming.validate_server_id("git__hub") #=> {:error, :double_underscore}
ConduitMcp.Client.Naming.validate_server_id("github_")  #=> {:error, :trailing_underscore}
Collisions
Picking a winner would let one server shadow another's tool, so a collision
excludes every tool involved. A warning is logged, and the caller that built
the toolset emits [:conduit_mcp, :client, :hub, :collision] (once per
distinct tool list) plus a [:conduit_mcp, :client, :tool, :rejected] with
reason: :collision per tool. Rename the server id or filter one of the
tools out to resolve it.
Listing tools
list_tools/2 keeps no aggregated index. It reads each server client's
cache and builds a ToolSet:
	only servers whose connection is :ready contribute; a starting,
reconnecting, failed or closed server's tools are left out;
	servers in configuration order (runtime additions after), then each
server's tools in the order it listed them, which keeps the list stable for
prompt caching;
	each server's tools first pass its :tools filter and :on_tools_listed
hooks (with the call's :assigns and :principal), so a hidden tool is
never offered.

{:ok, toolset} = ConduitMcp.Client.Hub.list_tools(MyApp.Hub, principal: user_id, assigns: %{user: user})
{:ok, toolset} = ConduitMcp.Client.Hub.list_tools(MyApp.Hub, refresh: true)
Options: :assigns, :principal, :timeout (per server fetch, default
5 000 ms; a server that does not answer in time is left out) and :refresh
(fetch every ready server's list now).
A server's list is fetched by the hub only when the cache has none, when it
is stale (a list_changed arrived, or the connection was lost) or past a
positive ttlMs, and at most once per :refetch_interval (1 000 ms) per
server. After :breaker_threshold (3) consecutive failed fetches, the
server's tools are left out until a fetch succeeds.
Calling tools
case ConduitMcp.Client.Hub.call_tool(MyApp.Hub, exposed_name, args,
       toolset: toolset,
       principal: user_id,
       taint: ["web"]
     ) do
  {:ok, %ConduitMcp.Client.ToolResult{} = result} -> result
  {:error, %ConduitMcp.Client.Error{kind: :unavailable}} -> :server_down
  {:error, %ConduitMcp.Client.Error{kind: :denied}} -> :denied
end
	Pass the toolset the model saw as toolset:, so the name resolves against
exactly what it was offered. Without it, the current one is built.
	An unknown name is answered {:ok, %ToolResult{is_error: true}}
saying so, and nothing is sent to any server.
	A known name runs ConduitMcp.Client.Pipeline.run/3 on the owning
server's client: selection, hooks, validation, policy and approval, the
request, post-hooks. Multi-round-trip retries always go to that same
server.
	A server that is not running, reconnecting or closed gives
{:error, %Error{kind: :unavailable}} at once.

Every pipeline option works: :principal, :assigns, :taint, :shape,
:meta, :timeout, :task and the progress options.
Taint
Pass taint: with the server ids whose output is in the model's context.
ConduitMcp.Client.Policy.tainted/1 rules can then react to cross-server
data flow, for example asking before an open-world tool once untrusted
output is in context:
policy: [
  ask: [{:all, [{:annotation, :open_world, true}, ConduitMcp.Client.Policy.tainted()]}],
  deny: [{:all, ["mail/send", ConduitMcp.Client.Policy.tainted(ignore: ["docs"])]}],
  allow: ["*/*"]
]
Status and runtime changes
{:ok, ["github", "fs"]} = ConduitMcp.Client.Hub.servers(MyApp.Hub)

{:ok, [%{id: "github", state: :ready, era: :modern, attempts: 0}, _]} =
  ConduitMcp.Client.Hub.status(MyApp.Hub)

:ok =
  ConduitMcp.Client.Hub.add_server(MyApp.Hub, "linear",
    transport: {ConduitMcp.Client.Transport.StreamableHTTP, url: "https://mcp.linear.app/mcp"}
  )

:ok = ConduitMcp.Client.Hub.remove_server(MyApp.Hub, "linear")
status/1 reports each server as :starting, :failed (waiting to be
started again; attempts counts consecutive failures, reason tags the last
exit) or its connection's state.
add_server/3 is idempotent: when the id is present, nothing changes (remove
it first to change its options). It raises ArgumentError on an invalid id
or option. remove_server/2 returns {:error, %Error{kind: :not_found}} for
an unknown id.
Servers added at runtime are not durable. They survive a restart of the
hub's manager but not of the hub. Re-add them from your own store after the
hub starts. A server from servers: that you removed stays removed until the
hub restarts.
Supervision and restarts
The hub is a :rest_for_one supervisor of an OAuth token store, a
Task.Supervisor (for adapter calls and listing fetches), a
DynamicSupervisor holding the server clients, and a manager process.
Starting never blocks: servers start after start_link/1 returns, and each
connects in the background.
Server clients are restart: :temporary. When one exits (a bug, or its own
supervisor giving up after repeated connection crashes), the manager starts
it again after a jittered backoff: :restart_backoff, by default full
jitter from 1 s, doubling, capped at 30 s. attempt counts consecutive
failures and starts over once a server ran for a minute; each failure emits
[:conduit_mcp, :client, :hub, :server_failed] with the :delay and
:attempt. One crash-looping server never exhausts a supervisor's restart
intensity or takes the others down. Each client is itself a :one_for_all
supervisor allowing 3 restarts in 5 s, so a connection that keeps crashing
takes its client down within seconds and the hub's backoff paces the rest.
Within a running client, ordinary connection failures are handled by its
own reconnect loop (see client.md).
A hub runs at most :max_stdio_servers (default 16) servers whose
transport starts a local process (kind/0 :stdio, such as
ConduitMcp.Client.Transport.Stdio), whether running or waiting to
restart. More in servers: raises ArgumentError naming the option when
the hub starts; add_server/3 beyond the cap returns
{:error, %ConduitMcp.Client.Error{kind: :overloaded, reason: :max_stdio_servers}} and starts nothing. max_stdio_servers: :infinity
lifts the cap.
OAuth servers
The hub starts one in-memory ConduitMcp.Client.OAuth.TokenStore.ETS and
gives it to every server whose auth: {:oauth, opts} or
auth: {:client_credentials, opts} names no :store. A server's own
:store is kept. Tokens stay keyed by {principal, issuer, resource}, so a
server never receives another server's token, but:
	servers behind the same authorization server share one dynamic client
registration instead of registering once each;
	a server client the manager restarts, or one you remove and add again,
finds its tokens and needs no new authorization.

The store lives as long as the hub. For tokens that survive a hub restart,
give each server a persistent store; see
client_oauth.md.
Per-user hubs
Each server client sends one set of credentials at a time. Its private
cached results are keyed by them and never served to other credentials
(see "Private results and credentials" in client.md), but its
grants and approval baseline belong to the client. When servers answer
differently per user (private results, per-user OAuth tokens), run one
hub per credential:
DynamicSupervisor.start_child(MyApp.Hubs,
  {ConduitMcp.Client.Hub,
   name: {MyApp.Hub, user.id},
   policy: MyApp.Policy.for(user),
   servers: [
     github: [
       transport:
         {ConduitMcp.Client.Transport.StreamableHTTP,
          url: "https://mcp.example.com/mcp",
          finch: MyApp.MCPFinch,
          auth: {:bearer, ConduitMcp.Client.Secret.new(user.github_token)}}
     ]
   ]}
)
Hub names may be any term. Share one Finch pool with finch: for HTTP
servers, since the default per-client pool creates one atom per distinct
client name. Within one hub, pass principal: on calls so "always allow"
grants stay per user.
Telemetry
	Event	Measurements	Metadata
	[:conduit_mcp, :client, :hub, :server_failed]	:count, :delay (ms until the restart)	:hub, :server_id, :attempt, :reason (a closed-set tag)
	[:conduit_mcp, :client, :hub, :server_restarted]	:count	:hub, :server_id, :attempt
	[:conduit_mcp, :client, :hub, :collision]	:count (colliding tools)	:hub, :exposed_name, :colliders ([{server_id, tool_name}]; never a metric tag)

Each server's client emits the usual client events with
client: {:hub_server, hub, server_id}.


  

    Client LLM Adapters

ConduitMcp.Client.Adapters connects MCP tools to an LLM's tool calling.
It lists a hub's (or one client's) tools in a provider's format, runs the
tool calls the model made through the governed pipeline, and answers them in
the same format. The library makes no LLM HTTP calls: you send the request
with your own HTTP client.
	Provider	provider	Pure module
	Anthropic Messages API	:anthropic	ConduitMcp.Client.Adapters.Anthropic
	OpenAI Chat Completions	:openai, api: :chat	ConduitMcp.Client.Adapters.OpenAI
	OpenAI Responses	:openai, api: :responses	ConduitMcp.Client.Adapters.OpenAI
	Gemini generateContent (experimental)	:gemini	ConduitMcp.Client.Adapters.Gemini

Two calls do the work:
{:ok, %{tools: tools, toolset: toolset, null_paths: null_paths}} =
  ConduitMcp.Client.Adapters.tools(MyApp.Hub, :anthropic)

{:ok, results} =
  ConduitMcp.Client.Adapters.execute_tool_calls(MyApp.Hub, :anthropic, response,
    toolset: toolset,
    principal: user_id
  )
Hub or client
The first argument is a ConduitMcp.Client.Hub name or a ConduitMcp.Client
name:
	Hub: tools are named server__tool (see client_hub.md).
A hub always has a policy.
	Client: tools keep their own sanitized names (a namespace: false
toolset). :prefix adds a prefix. A client without :policy, :hooks,
:tools or :validate has no policy, so the model's calls are sent as
asked. Configure a policy on any client you hand to a model.

A name registered as both is treated as the hub.
{ConduitMcp.Client,
 name: :github,
 server_id: "github",
 transport: {ConduitMcp.Client.Transport.StreamableHTTP, url: "https://mcp.example.com/mcp"},
 policy: [allow: ["github/get_*", "github/list_*"], ask: ["github/*"]],
 on_ask: &MyApp.Approvals.ask/2}

{:ok, listing} = ConduitMcp.Client.Adapters.tools(:github, :anthropic)
# names like "get_issue", "list_pull_requests"
Anthropic Messages
defmodule MyApp.Agent.Anthropic do
  alias ConduitMcp.Client.Adapters

  @url "https://api.anthropic.com/v1/messages"

  def run(source, user_id, prompt) do
    {:ok, listing} = Adapters.tools(source, :anthropic, cache_control: :last, principal: user_id)
    loop(source, user_id, listing, [%{"role" => "user", "content" => prompt}])
  end

  defp loop(source, user_id, listing, messages) do
    response =
      Req.post!(@url,
        headers: [
          {"x-api-key", System.fetch_env!("ANTHROPIC_API_KEY")},
          {"anthropic-version", "2023-06-01"}
        ],
        json: %{
          "model" => model(),
          "max_tokens" => 4096,
          "tools" => listing.tools,
          "messages" => messages
        }
      ).body

    messages = messages ++ [%{"role" => "assistant", "content" => response["content"]}]

    if response["stop_reason"] == "tool_use" do
      case Adapters.execute_tool_calls(source, :anthropic, response,
             toolset: listing.toolset,
             principal: user_id
           ) do
        {:ok, results} ->
          loop(source, user_id, listing, messages ++ [%{"role" => "user", "content" => results}])

        {:halt, _results} ->
          {:halted, messages}
      end
    else
      {:done, messages}
    end
  end

  defp model, do: Application.fetch_env!(:my_app, :anthropic_model)
end
results are tool_result blocks, one per tool_use in the model's order;
they must come first in the next user turn. cache_control: :last marks the
last tool so the whole tool list is cached as a prompt prefix.
Never force tool use on current Claude models. The adapter never builds a
tool_choice of type any or tool; current Claude models reject forced
tool use with HTTP 400. Leave tool_choice unset, or use auto or none.
OpenAI Chat Completions
defmodule MyApp.Agent.OpenAIChat do
  alias ConduitMcp.Client.Adapters

  @url "https://api.openai.com/v1/chat/completions"

  def run(source, user_id, prompt) do
    {:ok, listing} = Adapters.tools(source, :openai, api: :chat, principal: user_id)
    loop(source, user_id, listing, [%{"role" => "user", "content" => prompt}])
  end

  defp loop(source, user_id, listing, messages) do
    response =
      Req.post!(@url,
        auth: {:bearer, System.fetch_env!("OPENAI_API_KEY")},
        json: %{"model" => model(), "tools" => listing.tools, "messages" => messages}
      ).body

    message = hd(response["choices"])["message"]
    messages = messages ++ [message]

    case Adapters.execute_tool_calls(source, :openai, response,
           api: :chat,
           toolset: listing.toolset,
           null_paths: listing.null_paths,
           principal: user_id
         ) do
      {:ok, []} -> {:done, messages}
      {:ok, tool_messages} -> loop(source, user_id, listing, messages ++ tool_messages)
      {:halt, _tool_messages} -> {:halted, messages}
    end
  end

  defp model, do: Application.fetch_env!(:my_app, :openai_model)
end
Each result is a %{"role" => "tool", "tool_call_id" => id, "content" => text}
message. Pass null_paths: from the listing: strict mode made optional
properties nullable, and those nulls are removed before the call is sent.
OpenAI Responses
defmodule MyApp.Agent.OpenAIResponses do
  alias ConduitMcp.Client.Adapters

  @url "https://api.openai.com/v1/responses"

  def run(source, user_id, prompt) do
    {:ok, listing} = Adapters.tools(source, :openai, api: :responses, principal: user_id)
    loop(source, user_id, listing, [%{"role" => "user", "content" => prompt}])
  end

  defp loop(source, user_id, listing, input) do
    response =
      Req.post!(@url,
        auth: {:bearer, System.fetch_env!("OPENAI_API_KEY")},
        json: %{"model" => model(), "tools" => listing.tools, "input" => input}
      ).body

    input = input ++ response["output"]

    case Adapters.execute_tool_calls(source, :openai, response,
           api: :responses,
           toolset: listing.toolset,
           null_paths: listing.null_paths,
           principal: user_id
         ) do
      {:ok, []} -> {:done, input}
      {:ok, outputs} -> loop(source, user_id, listing, input ++ outputs)
      {:halt, _outputs} -> {:halted, input}
    end
  end

  defp model, do: Application.fetch_env!(:my_app, :openai_model)
end
Each result is a %{"type" => "function_call_output", "call_id" => id, "output" => output} item, where output is a string, or a list of
input_text/input_image items when the result carries an image.
Gemini generateContent
Experimental
The Gemini adapter's shapes come from the Gemini API reference, not from
end-to-end runs against the API, and may change in a minor release.
defmodule MyApp.Agent.Gemini do
  alias ConduitMcp.Client.Adapters

  def run(source, user_id, prompt) do
    {:ok, listing} = Adapters.tools(source, :gemini, principal: user_id)
    loop(source, user_id, listing, [%{"role" => "user", "parts" => [%{"text" => prompt}]}])
  end

  defp loop(source, user_id, listing, contents) do
    url = "https://generativelanguage.googleapis.com/v1beta/models/#{model()}:generateContent"

    response =
      Req.post!(url,
        headers: [{"x-goog-api-key", System.fetch_env!("GEMINI_API_KEY")}],
        json: %{
          "contents" => contents,
          "tools" => [%{"functionDeclarations" => listing.tools}]
        }
      ).body

    contents = contents ++ [hd(response["candidates"])["content"]]

    case Adapters.execute_tool_calls(source, :gemini, response,
           toolset: listing.toolset,
           principal: user_id
         ) do
      {:ok, []} -> {:done, contents}
      {:ok, parts} -> loop(source, user_id, listing, contents ++ [%{"role" => "user", "parts" => parts}])
      {:halt, _parts} -> {:halted, contents}
    end
  end

  defp model, do: Application.fetch_env!(:my_app, :gemini_model)
end
Adapters.tools(_, :gemini) returns the functionDeclarations; wrap them in
%{"functionDeclarations" => tools}. Each result is a functionResponse
part with the exposed name, the call's id when Gemini sent one, and the
result under response.output (the structuredContent object when present,
else the content as text) or a failure under response.error.
Results
execute_tool_calls/4 answers every call in the model's order, each in
the provider's shape and keyed by the call's id:
	The call	Its answer
	Names a tool not in the toolset, or has non-object arguments	The provider's error answer. Nothing is sent to any server
	Completes	Its ToolResult (including is_error results), shaped for a model (shape: :llm) unless shape: nil
	Fails (denied, timed out, server unavailable, ...)	An error answer with the ConduitMcp.Client.Error message

Errors are marked per provider: Anthropic sets "is_error": true, OpenAI
prefixes the text with "Error: " (it has no error flag; change it with
:error_prefix), and Gemini puts the text under response.error.
When an approver answered {:deny, reason, :halt} for any call, the return
is {:halt, results}. You may answer the model, but stop the agent loop.
Otherwise it is {:ok, results}.
Options:
	Option	Default	Meaning
	:toolset	built with toolset/2	The toolset the model was offered (from tools/3). Calls resolve against it only
	:api	required for :openai	:chat or :responses
	:null_paths	%{}	OpenAI strict-mode null paths (from tools/3)
	:max_concurrency	System.schedulers_online/0	Calls run at once
	:call_timeout	300 000	Milliseconds one call may take in all, approval and hooks included; over it the call is killed and answered with a :timeout error
	:structured	provider default	How structuredContent is used: :auto, :prefer, :append or :ignore
	:shape	:llm	nil to skip shaping
	any pipeline option		:principal, :assigns, :taint, :timeout, :meta, progress options. :task is not supported

Taint across turns
The calls of one turn run concurrently and see the same :taint. Once their
results are in the model's context, add their servers to the next turn's
taint: so ConduitMcp.Client.Policy.tainted/1 rules can react:
taint = MapSet.new()

{:ok, results} =
  ConduitMcp.Client.Adapters.execute_tool_calls(MyApp.Hub, :anthropic, response,
    toolset: listing.toolset,
    taint: MapSet.to_list(taint)
  )

{calls, _rejected} = ConduitMcp.Client.Adapters.Anthropic.tool_calls(response, listing.toolset)
taint = Enum.into(calls, taint, & &1.server_id)
Tool definitions and provider limits
		Anthropic	OpenAI	Gemini
	Shape	%{"name", "description", "input_schema"}	Chat: %{"type" => "function", "function" => %{"name", "description", "parameters", "strict"}}; Responses: %{"type" => "function", "name", "description", "parameters", "strict"}	%{"name", "description", "parametersJsonSchema"} (the inputSchema unchanged)
	Names	exposed names, ^[A-Za-z0-9_-]{1,64}$ (Anthropic allows 128)	same (OpenAI's limit is 64)	same (Gemini allows a-z A-Z 0-9 _ : . -, 128)
	Descriptions	invisible characters removed, capped at 4 KiB	same	same; a tool without one gets ""

All three emit only tools in the toolset, so tools hidden by a filter, left
out after a collision or belonging to a down server never reach the model.
Every adapter keeps the toolset's order, which keeps the tool list stable
between turns for prompt caching.
OpenAI strict mode
"strict" is always sent: when it is omitted, the Responses API tries strict
mode and silently falls back, so the same list would behave differently per
API.
	strict:	A tool whose schema converts	A tool whose schema cannot
	:auto (default)	"strict": true, converted schema	"strict": false, original schema, listed in the report's fallbacks; Adapters.tools/3 emits [:conduit_mcp, :client, :adapter, :strict_fallback]
	true	"strict": true	left out, listed in excluded (OpenAI would reject the whole request)
	false	"strict": false, original schema	"strict": false, original schema

The conversion (ConduitMcp.Client.Adapters.OpenAI.strict_schema/1):
	The root must be "type": "object" and must not be anyOf.
	Every object gets "additionalProperties": false and lists every property
in required. An optional property becomes nullable ("type": [t, "null"], null in its enum, or anyOf with {"type": "null"}), and its
path goes into null_paths, so the null the model must now send is
stripped before the call.
	Kept: type, properties, required, additionalProperties: false,
items, enum, const, anyOf, local $ref with root
$defs/definitions, description, title, pattern, minLength,
maxLength, multipleOf, minimum, maximum, exclusiveMinimum,
exclusiveMaximum, minItems, maxItems, and format when it is one of
date-time time date duration email hostname ipv4 ipv6 uuid.
	Unsupported (conversion fails): allOf, not, oneOf, if/then/else,
dependentRequired, dependentSchemas, dependencies,
patternProperties, unevaluatedProperties, unevaluatedItems,
propertyNames, prefixItems, contains, minContains, maxContains,
$dynamicRef, $recursiveRef; open maps; arrays without items; untyped
nodes; non-local or unresolvable $ref; recursive $ref with optional
properties.
	Dropped (they only narrow or annotate; the server still validates):
default, examples, uniqueItems, minProperties, contentMediaType,
vendor keywords, other formats.
	Limits: 5 000 properties, 10 levels of object nesting, 120 000 characters
of names and enum values, 1 000 enum values, 15 000 characters for a string
enum over 250 values.

{:ok, strict, null_paths} =
  ConduitMcp.Client.Adapters.OpenAI.strict_schema(%{
    "type" => "object",
    "properties" => %{"q" => %{"type" => "string"}, "limit" => %{"type" => "integer"}},
    "required" => ["q"]
  })

strict["properties"]["limit"]  #=> %{"type" => ["integer", "null"]}
null_paths                     #=> [["limit"]]
Media mapping
What each provider receives for each kind of MCP content in a tool result.
With the default shape: :llm, images other than JPEG, PNG, GIF and WebP
(notably SVG), audio other than WAV, MP3, Ogg, WebM and FLAC, and non-image
blobs have already become text placeholders before the adapter runs.
	MCP content	Anthropic	OpenAI Chat	OpenAI Responses	Gemini
	text	text block	text	a plain string (input_text items when the result also has an inline image)	text in response.output
	image (JPEG/PNG/GIF/WebP)	image block, base64 source	placeholder "[image: image/png, 1024 bytes]"	input_image, data URI	placeholder
	other image, audio	text placeholder	placeholder	input_text placeholder	placeholder
	resource_link	text "[resource] name <uri> (mime)"	same text	same text	same text
	embedded text resource	text with a [resource: uri] header	same text	same text	same text
	embedded blob resource	image block if an accepted image type, else a placeholder	placeholder	input_image if an accepted image type, else a placeholder	placeholder
	structuredContent	JSON text, by default only when content is empty	same	same	the object itself as response.output (default structured: :prefer)

resource_link URIs are never fetched.
Using the pure modules
The provider modules are pure functions over string-keyed maps. Use them
directly when you drive the pipeline yourself:
alias ConduitMcp.Client.Adapters.Anthropic

{:ok, toolset} = ConduitMcp.Client.Hub.list_tools(MyApp.Hub)
tools = Anthropic.tools(toolset, cache_control: :last)

{calls, rejected} = Anthropic.tool_calls(response, toolset)

results =
  Enum.map(calls, fn call ->
    {:ok, tool} = ConduitMcp.Client.ToolSet.exposed_name(toolset, call.server_id, call.name)
    outcome =
      case ConduitMcp.Client.Hub.call_tool(MyApp.Hub, tool, call.args, toolset: toolset, shape: :llm) do
        {:ok, result} -> result
        {:error, error} -> error
      end

    Anthropic.tool_result(call.call_id, outcome)
  end)

next_turn = %{"role" => "user", "content" => rejected ++ results}
rejected holds the error answers for calls to unknown names or with
non-object arguments. OpenAI.tool_calls/3, OpenAI.tool_output/3,
Gemini.function_calls/2 and Gemini.function_response/3 work the same
way.


  

    Client OAuth

MCP servers reached over Streamable HTTP may require OAuth 2.1 (the MCP
authorization spec, both protocol eras). ConduitMcp.Client handles the
protocol side of that: discovery, client registration, PKCE, token requests,
refresh, step-up and attaching the bearer token. Your application handles
the parts that involve a person: sending the user to the authorization
server, receiving the redirect, and storing what has to survive between the
two.
{ConduitMcp.Client,
 name: :docs,
 transport:
   {ConduitMcp.Client.Transport.StreamableHTTP,
    url: "https://mcp.example.com/mcp",
    auth:
      {:oauth,
       redirect_uri: "https://app.example.com/oauth/mcp/callback",
       client_metadata_url: "https://app.example.com/oauth/client.json",
       on_authorization_required: &MyApp.MCPAuth.required/1}}}
The OAuth modules need the optional :finch dependency, which the Streamable
HTTP transport needs anyway. private_key_jwt client authentication also
needs :jose. Each is checked when the options are validated, so a missing
dependency raises at boot. OAuth is not available over stdio, and servers
without Protected Resource Metadata (the 2025-03-26 fallback) are not
supported.
For the client in general see client.md. For the server side
of OAuth (protecting your own MCP server) see
authentication.md.
What the client does on its own
	Sends the bearer token on every request to the MCP server, including
server/discover, and only to it. Metadata, registration and token
requests never carry it. Redirects are refused unless the transport has
redirect: :same_origin, which follows them only to the same origin.
	Refreshes an access token that expires within refresh_skew seconds
before sending it, and again after a 401. Refreshes are single-flight
across every process sharing the token store, and rotated refresh tokens
are stored before the lock is released.
	Discovers the authorization server: Protected Resource Metadata
(RFC 9728) from the challenge's resource_metadata URL or the well-known
URLs, then the authorization server's metadata (RFC 8414 / OpenID Connect
Discovery). See ConduitMcp.Client.OAuth.Discovery.Fetch.
	Chooses a client identity: pre-registered, a Client ID Metadata
Document, or dynamic registration (see "Client registration").
	Steps up on a 403 insufficient_scope (see "Step-up").

The client never opens a browser and never blocks a request waiting for a
person.
Options
auth: {:oauth, opts} on ConduitMcp.Client.Transport.StreamableHTTP.
The options are validated into a ConduitMcp.Client.OAuth.Config when the
client's child spec is built, so a bad option raises an ArgumentError
naming it. The transport fills in :server_url from its :url.
	Option	Default	Meaning
	:redirect_uri	nil	Where the authorization server sends the user back: https, or http on a loopback host (RFC 8252); no fragment. Needed for the interactive flow unless authorize_url/2 or Loopback supplies one
	:client_metadata_url	nil	The https URL, with a path, of your Client ID Metadata Document (CIMD). Used as the client id when the authorization server supports CIMD
	:client_metadata	[]	Sent in a dynamic registration request: :client_name, :application_type (:native or :web; default :native for a loopback or custom-scheme redirect URI, else :web), :client_uri, :logo_uri
	:pre_registered	%{}	Clients registered out of band: %{issuer => [client_id: ..., client_secret: ..., ...]}, keyed by the authorization server's exact issuer
	:store	nil	The token store as {module, opts}. nil: an in-memory ConduitMcp.Client.OAuth.TokenStore.ETS started under the client's supervisor, or a hub's shared one
	:on_authorization_required	nil	fn challenge -> ... end, called in a task with a ConduitMcp.Client.OAuth.Challenge when the user must authorize
	:max_step_up_attempts	2	Step-up authorizations per resource and scope set
	:refresh_skew	30	Seconds before expiry at which an access token is refreshed
	:expected_issuers	nil	An allowlist of authorization-server issuers (exact strings). nil accepts the one the server names
	:principal	nil	The user or tenant this client acts for. Part of every token-store key and of the identity private cached results are keyed by; switch with ConduitMcp.Client.set_auth/3 (see "Private results and credentials" in client.md)
	:scopes	[]	Scopes to request when neither the challenge nor the server's metadata names any
	:allow_insecure_oauth	false	Development and tests: admit plain http metadata and authorization-server URLs on loopback hosts
	:allow_private	[]	CIDRs the URL policy admits for OAuth requests although they are private
	:resolver	nil	The DNS resolver the URL policy uses (tests)
	:transport_opts	[]	TLS options for OAuth requests (Mint :transport_opts, for example cacerts:). Certificates are always verified: verify: other than :verify_peer, and verify_fun:, are refused
	:request_timeout	10_000	Milliseconds for each OAuth HTTP request
	:clock	nil	fn -> unix_seconds end (tests)

The client-credentials options (:client_id, :client_secret,
:private_key, :private_key_alg, :private_key_kid,
:token_endpoint_auth_method) are covered in "Machine to machine".
Interactive authorization
What happens on a 401
When the server answers 401, the connection enters :authorizing
(ConduitMcp.Client.status/1 reports state: :authorizing). A task runs
discovery and looks in the token store for a usable token: a newer one than
the server refused, or one it can refresh. If it finds one, the refused
request is sent again and the caller never sees the 401.
If there is none, the user must authorize:
	The refused request, and any that were waiting, fail with
{:error, %ConduitMcp.Client.Error{kind: :auth, reason: :authorization_required, data: %{challenge: challenge}}}.
	on_authorization_required is called with the challenge, in a task
under the client's Task.Supervisor, once per episode. A callback that
raises is logged and otherwise ignored.
	The connection stays in :authorizing. Every new request fails at once
with :authorization_required; nothing waits for a person.

Every request that arrives in :authorizing first re-reads the store, so
tokens stored by any means are picked up by the next request.
ConduitMcp.Client.authorized/1 triggers that check at once, and
handle_callback/3 with client: calls it for you. Once tokens are found,
the connection finishes its handshake (or returns to :ready) without a
reconnect.
Other OAuth failures end the episode differently. Unreachable metadata,
registration or token endpoints (:no_protected_resource_metadata,
:no_authorization_server_metadata, :registration_failed,
:token_request_failed) make the client reconnect with backoff. Refusals
such as a resource mismatch, a missing S256 or a blocked URL close the
connection with kind: :auth and that reason;
ConduitMcp.Client.reconnect/1 tries again.
The two steps
Interactive authorization is two calls with a redirect in between:
# 1. Start: discovery, registration, PKCE and state.
{:ok, url, pending} = ConduitMcp.Client.OAuth.authorize_url(:docs, challenge: challenge)
# store `pending` server-side, keyed by its state, then send the user to `url`

# 2. The redirect arrives: take `pending` back (and delete it), then finish.
{:ok, tokens} = ConduitMcp.Client.OAuth.handle_callback(pending, params, client: :docs)
authorize_url/2 always runs discovery again, so if the server has moved to
another authorization server since the client last looked, the new one is
used (and pre-registered credentials for the old one are not; see "Client
registration"). Its options:
	:challenge - the challenge the client reported. Its resource_metadata
URL and scope are used.
	:scopes - the scopes to request. Default: the challenge's, else the
server's scopes_supported, else the configured :scopes. When all are
empty, no scope parameter is sent.
	:redirect_uri - overrides the configured one.
	:principal - the identity to bind the flow and its tokens to. Default:
the configured :principal.

handle_callback/3 validates the response before any token request (see
ConduitMcp.Client.OAuth.Callback): state in constant time, the
principal, the expiry, and the RFC 9207 iss parameter. It then redeems
the code with the same redirect_uri, resource and PKCE verifier, stores
the tokens under {principal, issuer, resource}, and with client: tells
the connection. Pass config: (a ConduitMcp.Client.OAuth.Config)
instead of client: to complete a flow without a running client; tokens
then reach a client only through a store they share.
ConduitMcp.Client.OAuth.token_for/2 returns the current tokens for a
principal, refreshed first when they expire within refresh_skew, or
:authorization_required; a client-credentials configuration requests a
token instead. ConduitMcp.Client.OAuth.refresh/2 refreshes now. Both are
single-flight. The first argument of authorize_url/2, token_for/2 and
refresh/2 may be a running client's name (its discovered context is
reused), a ConduitMcp.Client.OAuth.Config, or OAuth options including
:server_url (discovery runs on every call).
Storing the pending authorization
ConduitMcp.Client.OAuth.Pending is plain data: the PKCE verifier,
state, the issuer, resource, redirect URI, scopes, client id, token
endpoint and principal. It expires after 10 minutes. Pending.to_map/1
turns it into a map of strings, integers, booleans and lists (and the
principal as given), and Pending.from_map/1 validates one and restores
the struct.
Two rules:
	The map holds secrets in plain text (state and code_verifier).
Keep it server-side, or encrypt it (Plug.Crypto.encrypt/4). Signing
alone does not hide it.
	state is single use, and enforcing that is your job. Pending is
data, so the library cannot see a second copy being presented. Look the
entry up by state and delete it in the same step, before calling
handle_callback/3, whether the callback then succeeds or fails.

A signed or encrypted cookie session does not give single use: the browser
can present an older cookie again. Prefer a database row or another
server-side store. If you JSON-encode the map, use a string principal.
A Phoenix example
One client per user and server, with the user's id as the principal and a
persistent token store (see "Token stores"):
defmodule MyApp.MCP do
  alias ConduitMcp.Client.Transport.StreamableHTTP

  def client(user_id, server), do: {__MODULE__, user_id, server}

  def start_client(user_id, "github") do
    DynamicSupervisor.start_child(MyApp.MCPClients, {ConduitMcp.Client,
     name: client(user_id, "github"),
     server_id: "github",
     transport:
       {StreamableHTTP,
        url: "https://mcp.github.example/mcp",
        finch: MyApp.MCPFinch,
        auth:
          {:oauth,
           principal: user_id,
           redirect_uri: "https://app.example.com/oauth/mcp/callback",
           client_metadata_url: "https://app.example.com/oauth/client.json",
           store: {MyApp.MCPTokenStore, []},
           on_authorization_required: &MyApp.MCPAuth.required(user_id, "github", &1)}}})
  end
end
on_authorization_required keeps the challenge (it carries step-up scopes)
and tells the user's UI to show a "Connect" link. The pending authorization
goes into a table keyed by a hash of state, encrypted:
defmodule MyApp.MCPAuth do
  import Ecto.Query

  alias ConduitMcp.Client.OAuth.Pending
  alias MyApp.MCPAuth.PendingAuthorization
  alias MyApp.Repo

  @salt "mcp pending authorization"

  def required(user_id, server, challenge) do
    MyApp.MCPAuth.Challenges.put({user_id, server}, challenge)
    Phoenix.PubSub.broadcast(MyApp.PubSub, "user:#{user_id}", {:mcp_authorization_required, server})
  end

  def challenge(user_id, server), do: MyApp.MCPAuth.Challenges.get({user_id, server})

  def put_pending(server, %Pending{} = pending) do
    map = Pending.to_map(pending)

    Repo.insert!(%PendingAuthorization{
      state_hash: :crypto.hash(:sha256, map["state"]),
      server: server,
      data: Plug.Crypto.encrypt(secret(), @salt, map)
    })
  end

  # Delete-on-read: a second callback with the same state finds nothing.
  def take_pending(state) when is_binary(state) do
    hash = :crypto.hash(:sha256, state)
    query = from p in PendingAuthorization, where: p.state_hash == ^hash, select: p

    with {1, [row]} <- Repo.delete_all(query),
         {:ok, map} <- Plug.Crypto.decrypt(secret(), @salt, row.data, max_age: 600),
         {:ok, pending} <- Pending.from_map(map) do
      {:ok, row.server, pending}
    else
      _ -> {:error, :unknown_state}
    end
  end

  def take_pending(_state), do: {:error, :unknown_state}

  defp secret, do: MyAppWeb.Endpoint.config(:secret_key_base)
end
The controller starts the flow and finishes it. Both routes sit behind your
login pipeline, and principal: in the callback makes a response that was
started by another user fail with :principal_mismatch:
defmodule MyAppWeb.MCPAuthController do
  use MyAppWeb, :controller

  alias ConduitMcp.Client.OAuth

  # GET /mcp/connect/:server
  def connect(conn, %{"server" => server}) do
    user_id = conn.assigns.current_user.id
    client = MyApp.MCP.client(user_id, server)

    case OAuth.authorize_url(client, challenge: MyApp.MCPAuth.challenge(user_id, server)) do
      {:ok, url, pending} ->
        MyApp.MCPAuth.put_pending(server, pending)
        redirect(conn, external: url)

      {:error, _error} ->
        conn
        |> put_flash(:error, "Could not start the authorization.")
        |> redirect(to: ~p"/settings/connections")
    end
  end

  # GET /oauth/mcp/callback
  def callback(conn, params) do
    user_id = conn.assigns.current_user.id

    with {:ok, server, pending} <- MyApp.MCPAuth.take_pending(params["state"]),
         {:ok, _tokens} <-
           OAuth.handle_callback(pending, params,
             client: MyApp.MCP.client(user_id, server),
             principal: user_id
           ) do
      conn |> put_flash(:info, "Connected.") |> redirect(to: ~p"/settings/connections")
    else
      _error ->
        conn
        |> put_flash(:error, "The authorization did not complete.")
        |> redirect(to: ~p"/settings/connections")
    end
  end
end
The %ConduitMcp.Client.OAuth.Error{} from handle_callback/3 is safe to
log: its message never contains a token, code, state or verifier. Its
:data may hold the authorization server's error_description, which is
server text; do not render it as trusted.
Serve the Client ID Metadata Document at :client_metadata_url with
ConduitMcp.Client.OAuth.CIMD.document/1. Its client_id must be that URL,
and redirect_uris must list every redirect URI you use:
# GET /oauth/client.json
def client_metadata(conn, _params) do
  json(conn, ConduitMcp.Client.OAuth.CIMD.document(
    client_id: "https://app.example.com/oauth/client.json",
    client_name: "My App",
    redirect_uris: ["https://app.example.com/oauth/mcp/callback"],
    application_type: :web,
    client_uri: "https://app.example.com"
  ))
end
The document always declares grant_types: ["authorization_code", "refresh_token"], response_types: ["code"] and
token_endpoint_auth_method: "none". Other string-valued RFC 7591 fields
(:logo_uri, :tos_uri, :policy_uri, ...) are copied as given.
CLI and desktop apps: Loopback
ConduitMcp.Client.OAuth.Loopback.run/2 runs both steps with a one-shot
callback server on 127.0.0.1 (RFC 8252 loopback redirect). The library
never launches a browser; you pass open:, which receives the URL:
cli = self()

{:ok, _pid} =
  ConduitMcp.Client.start_link(
    name: :docs,
    transport:
      {ConduitMcp.Client.Transport.StreamableHTTP,
       url: "https://mcp.example.com/mcp",
       auth:
         {:oauth,
          client_metadata_url: "https://cli.example.com/oauth/client.json",
          on_authorization_required: &send(cli, {:authorize, &1})}}
  )

receive do
  {:authorize, challenge} ->
    {:ok, _tokens} =
      ConduitMcp.Client.OAuth.Loopback.run(:docs,
        challenge: challenge,
        open: fn url ->
          IO.puts("Opening #{url}")
          System.cmd("open", [url])
        end
      )
after
  5_000 -> :already_authorized
end

:ok = ConduitMcp.Client.await_ready(:docs, 10_000)
run/2 starts Bandit on the loopback address only (port 0, any free
port, unless you give :port; path :path, default "/callback"), builds
the URL with redirect URI http://127.0.0.1:<port><path>, calls open,
waits up to :timeout (5 minutes) for the redirect, answers it with a
short page and stops the server. A second request gets 410 Gone. The
pending authorization never leaves the calling process, so state is used
once by construction. :challenge, :scopes and :principal are passed to
authorize_url/2.
Whether a random port is accepted depends on the authorization server
(RFC 8252 lets it ignore the port for loopback redirect URIs). If yours
matches exactly, pass port: and list that URI in your CIMD document. With
dynamic registration, a stored registration is reused only while its
redirect_uris include the redirect URI, so a new random port registers a
new client each time: give a fixed port: there too.
Loopback.start/1, await/2 and stop/1 are the server's halves, for a
host that runs the flow itself.
Step-up
A 403 with error="insufficient_scope" fails that request with
:authorization_required and a challenge whose scope is the union of
the scopes the current token holds and the challenged ones (MCP 2026-07-28;
applied to both eras). on_authorization_required is called with it; you
authorize again as above, passing the challenge so the union is requested.
The connection stays :ready meanwhile, because other requests may be
within scope.
Step-ups are counted per resource and scope set, order and duplicates
ignored. After max_step_up_attempts (2) for the same set, the request
fails with kind: :auth, reason: :step_up_limit and the host is not asked
again. This stops a server from looping the client through the
authorization server. A client-credentials client steps up by itself: it
requests a token for the union and sends the request again.
Client registration
For each authorization server, the client picks its identity in this order
(ConduitMcp.Client.OAuth.Registration):
	Pre-registered: pre_registered[issuer], matched on the exact
issuer string.
	Client ID Metadata Document: when the authorization server's
metadata has client_id_metadata_document_supported: true and
:client_metadata_url is set, that URL is the client id. Nothing is
registered, and the same id works with every authorization server that
supports CIMD. This is the MCP spec's preferred method.
	Dynamic client registration (RFC 7591; deprecated in MCP 2026-07-28,
kept for older authorization servers): when the metadata has a
registration_endpoint. The request declares application_type,
grant_types: ["authorization_code", "refresh_token"],
response_types: ["code"] and token_endpoint_auth_method: "none", plus
your :client_metadata. The registered client is stored in the token
store under the issuer and reused while its redirect_uris include the
redirect URI.
	Otherwise the flow fails with :no_registration_method.

Credentials are bound to their issuer. When you configured
pre_registered clients but none is for the issuer the server now names,
the flow stops with :authorization_server_changed instead of falling back
to CIMD or registration, which would silently give the client a new
identity. Registered clients are stored by issuer, so a client registered
with one authorization server is never presented to another. Add
expected_issuers to refuse any authorization server you did not list
(:issuer_not_allowed).
auth:
  {:oauth,
   redirect_uri: "https://app.example.com/oauth/mcp/callback",
   pre_registered: %{
     "https://auth.example.com" => [
       client_id: "my-app",
       client_secret: {:system, "MCP_CLIENT_SECRET"}
     ]
   },
   expected_issuers: ["https://auth.example.com"]}
A pre-registered client takes the same credential options as a
client-credentials client (below); with neither a secret nor a key it is a
public client.
Machine to machine
auth: {:client_credentials, opts} uses the OAuth client_credentials
grant (the MCP io.modelcontextprotocol/oauth-client-credentials
extension): no user and no browser.
{ConduitMcp.Client,
 name: :reports,
 transport:
   {ConduitMcp.Client.Transport.StreamableHTTP,
    url: "https://mcp.example.com/mcp",
    auth:
      {:client_credentials,
       client_id: "reporting-service",
       client_secret: {:system, "MCP_CLIENT_SECRET"},
       scopes: ["reports:read"]}}}
	Option	Default	Meaning
	:client_id	required	The client id
	:client_secret	nil	A string, a ConduitMcp.Client.Secret, or {:system, "VAR"}: read from the environment on every token request and never kept. An unset variable fails the request with :client_secret_unavailable
	:private_key	nil	A private JWK (map) or PEM string for private_key_jwt (RFC 7523). Needs :jose
	:private_key_alg	"RS256"	The JWS algorithm of the client assertion
	:private_key_kid	nil	The kid header of the client assertion
	:token_endpoint_auth_method	inferred	:private_key_jwt with a key, :client_secret_basic with a secret; :client_secret_post on request

One of :client_secret and :private_key is required. With a key, the
client signs an assertion whose aud is the token endpoint:
auth:
  {:client_credentials,
   client_id: "reporting-service",
   private_key: File.read!("/run/secrets/mcp_client_key.pem"),
   private_key_alg: "ES256",
   private_key_kid: "2026-10"}
Discovery is the same as for the interactive flow, except that S256 and an
authorization_endpoint are not required. The token request carries
resource and scope (the configured :scopes, else the server's
scopes_supported). Tokens are stored like any other and replaced by a new
token request when they expire, single-flight. The other OAuth options
(:store, :principal, :expected_issuers, :refresh_skew,
:max_step_up_attempts, and the development options) apply as well.
Token stores
Tokens are stored under {principal, issuer, resource}, so a token is never
sent to another server, issued by another authorization server, or used for
another user, even when two servers trust the same authorization server.
Registered clients are stored under the issuer alone.
The default ConduitMcp.Client.OAuth.TokenStore.ETS is in memory. A client
without :store starts one under its own supervisor; it is lost when the
client stops. Its table is :protected: any process may read it, only the
store process writes it. To share one between standalone clients, start it
yourself and name it in each:
children = [
  {ConduitMcp.Client.OAuth.TokenStore.ETS, name: :mcp_tokens},
  {ConduitMcp.Client,
   name: :docs,
   transport:
     {ConduitMcp.Client.Transport.StreamableHTTP,
      url: "https://docs.example.com/mcp",
      auth: {:oauth, store: {ConduitMcp.Client.OAuth.TokenStore.ETS, name: :mcp_tokens}}}}
]
Writing a persistent store
Implement ConduitMcp.Client.OAuth.TokenStore. Each callback gets the
opts from store: {module, opts} as its last argument:
	Callback	Returns
	fetch_tokens(key, opts)	{:ok, %ConduitMcp.Client.OAuth.Tokens{}} or :error
	put_tokens(key, tokens, opts)	:ok or {:error, reason}
	fetch_client(issuer, opts)	{:ok, client_map} or :error
	put_client(issuer, client_map, opts)	:ok or {:error, reason}
	delete(key_or_issuer, :tokens | :client, opts)	:ok
	transaction(key, fun, opts) (optional)	what fun.() returns

ConduitMcp.Client.OAuth.Tokens holds access_token and refresh_token as
ConduitMcp.Client.Secrets, expires_at (Unix seconds or nil), scopes
and token_type; Tokens.new/1 wraps plain strings. A client map is
string-keyed: "client_id", "client_secret" (a Secret or nil),
"token_endpoint_auth_method" and "redirect_uris". Expose secrets with
ConduitMcp.Client.Secret.expose/1 only to encrypt them, and wrap them
again on the way back.
An Ecto sketch, with MyApp.Vault standing for your encryption (Cloak, a
KMS, ...) and string principals:
defmodule MyApp.MCPTokenStore do
  @behaviour ConduitMcp.Client.OAuth.TokenStore

  import Ecto.Query

  alias ConduitMcp.Client.OAuth.Tokens
  alias ConduitMcp.Client.Secret
  alias MyApp.MCP.{OAuthClient, OAuthToken}
  alias MyApp.{Repo, Vault}

  @impl true
  def fetch_tokens({principal, issuer, resource}, _opts) do
    case Repo.get_by(OAuthToken, principal: to_string(principal), issuer: issuer, resource: resource) do
      nil ->
        :error

      row ->
        {:ok,
         Tokens.new(
           access_token: Vault.decrypt!(row.access_token),
           refresh_token: row.refresh_token && Vault.decrypt!(row.refresh_token),
           expires_at: row.expires_at,
           scopes: row.scopes
         )}
    end
  end

  @impl true
  def put_tokens({principal, issuer, resource}, %Tokens{} = tokens, _opts) do
    row = %{
      principal: to_string(principal),
      issuer: issuer,
      resource: resource,
      access_token: Vault.encrypt!(Secret.expose(tokens.access_token)),
      refresh_token: tokens.refresh_token && Vault.encrypt!(Secret.expose(tokens.refresh_token)),
      expires_at: tokens.expires_at,
      scopes: tokens.scopes
    }

    {1, _} =
      Repo.insert_all(OAuthToken, [row],
        on_conflict: {:replace, [:access_token, :refresh_token, :expires_at, :scopes]},
        conflict_target: [:principal, :issuer, :resource]
      )

    :ok
  end

  @impl true
  def fetch_client(issuer, _opts) do
    case Repo.get_by(OAuthClient, issuer: issuer) do
      nil ->
        :error

      row ->
        {:ok,
         %{
           "client_id" => row.client_id,
           "client_secret" => row.client_secret && Secret.new(Vault.decrypt!(row.client_secret)),
           "token_endpoint_auth_method" => row.token_endpoint_auth_method,
           "redirect_uris" => row.redirect_uris
         }}
    end
  end

  @impl true
  def put_client(issuer, client, _opts) do
    secret = client["client_secret"]

    row = %{
      issuer: issuer,
      client_id: client["client_id"],
      client_secret: secret && Vault.encrypt!(Secret.expose(secret)),
      token_endpoint_auth_method: client["token_endpoint_auth_method"],
      redirect_uris: client["redirect_uris"]
    }

    {1, _} =
      Repo.insert_all(OAuthClient, [row],
        on_conflict: {:replace_all_except, [:issuer]},
        conflict_target: [:issuer]
      )

    :ok
  end

  @impl true
  def delete({principal, issuer, resource}, :tokens, _opts) do
    Repo.delete_all(
      from t in OAuthToken,
        where: t.principal == ^to_string(principal) and t.issuer == ^issuer and t.resource == ^resource
    )

    :ok
  end

  def delete(issuer, :client, _opts) do
    Repo.delete_all(from c in OAuthClient, where: c.issuer == ^issuer)
    :ok
  end

  # Single-flight across nodes: a transaction-scoped advisory lock on the key.
  @impl true
  def transaction({principal, issuer, resource}, fun, _opts) do
    lock = Enum.join([to_string(principal), issuer, resource], "\n")

    {:ok, result} =
      Repo.transaction(fn ->
        Repo.query!("SELECT pg_advisory_xact_lock(hashtext($1))", [lock])
        fun.()
      end)

    result
  end
end
Single-flight refresh
When many processes find the same expired token, only one should refresh
it: an authorization server that rotates refresh tokens invalidates the old
one on first use. The client runs every refresh (and every
client-credentials token request) through transaction/3. Inside the lock
it reads the store again, and uses a token another process has just stored
instead of refreshing. A rotated refresh token is written before the lock is
released.
transaction/3 is optional. Without it the lock is a node-local
:global.trans/4 on the key, which is enough for the ETS store and for any
store used from one node. A store shared by several nodes should implement
it with its own lock, like the advisory lock above or
SELECT ... FOR UPDATE. The callback runs in the requesting process, and
fun performs the token request, so the lock is held for one HTTP round
trip.
A refused refresh (invalid_grant) deletes the tokens, and the user must
authorize again. If put_tokens/3 returns an error, a warning is logged and
the new tokens still serve the current request; the next request
re-authorizes.
Using OAuth in a Hub
A ConduitMcp.Client.Hub starts one in-memory token store and gives it to
every server whose OAuth options name no :store. Tokens stay per resource,
but servers behind the same authorization server share one dynamic
registration (when they use the same redirect URI), and a server client the
hub restarts, or one removed and added again, finds its tokens and needs no
new authorization. The store lives as long as the hub; for tokens that
outlive it, give each server a persistent :store.
Each server is a client named {:hub_server, hub, server_id}
(ConduitMcp.Client.Hub.client/2), so the flow is the same:
{ConduitMcp.Client.Hub,
 name: {MyApp.Hub, user_id},
 policy: MyApp.Policy.for(user_id),
 servers: [
   github: [
     transport:
       {ConduitMcp.Client.Transport.StreamableHTTP,
        url: "https://mcp.github.example/mcp",
        auth:
          {:oauth,
           principal: user_id,
           redirect_uri: "https://app.example.com/oauth/mcp/callback",
           client_metadata_url: "https://app.example.com/oauth/client.json",
           on_authorization_required: &MyApp.MCPAuth.required(user_id, "github", &1)}}
   ]
 ]}

client = ConduitMcp.Client.Hub.client({MyApp.Hub, user_id}, "github")
{:ok, url, pending} = ConduitMcp.Client.OAuth.authorize_url(client, challenge: challenge)
While a server awaits authorization, ConduitMcp.Client.Hub.status/1
reports it as :authorizing and its tools are left out of
ConduitMcp.Client.Hub.list_tools/2, which only offers :ready servers.
Run one hub per user, as for any per-user credential (see
client_hub.md).
Development and tests
	allow_insecure_oauth: true admits plain http metadata and
authorization-server URLs on loopback hosts, connected by name without the
address check. https URLs are always checked.
	allow_private: ["10.0.0.0/8"] admits private addresses for OAuth
requests, for an authorization server on your own network.
	resolver: replaces DNS for the URL policy.
	transport_opts: [cacerts: ...] trusts a private CA. The transport's
insecure_skip_tls_verify does not apply to OAuth requests.
	clock: fixes the time for expiry checks.
	The transport refuses auth: over plain http to a non-loopback host at
start.

Security properties
	Area	Behaviour
	PKCE	S256 only, with a 32-byte verifier. An authorization server that does not list S256 in code_challenge_methods_supported is refused before any authorization request (:pkce_unsupported)
	state	32 random bytes, bound to the principal, 10 minute lifetime, compared in constant time. Single use is the host's job (see "Storing the pending authorization")
	Authorization response	RFC 9207 iss checked by exact comparison before any token request; required when the authorization server advertises it. On a state, principal or iss failure nothing from the response is surfaced
	Resource	The canonical server URI is sent as resource (RFC 8707) in authorization and token requests. Protected Resource Metadata must name exactly that resource (:resource_mismatch)
	Issuer	Authorization-server metadata must name exactly the issuer its URL was built from (:issuer_mismatch); expected_issuers limits which issuers are accepted; credentials are bound to their issuer (:authorization_server_changed)
	Endpoints	Every endpoint in the metadata must be https (:insecure_endpoint), which also refuses javascript:, file: and data:
	Metadata and token fetches	Every URL passes ConduitMcp.Client.URLPolicy :public_only: the host is resolved once and refused if any address is internal (:url_blocked), then the request connects to exactly that address, so DNS rebinding cannot redirect it. No redirects, no compressed bodies, 256 KiB body cap, :request_timeout per request
	Bearer token	Sent only to the MCP server's URL, never to metadata, registration or token endpoints, never across a redirect to another origin, never over plain http to a non-loopback host
	Secrets in memory	Tokens, client secrets, private keys, state, the verifier and the code are ConduitMcp.Client.Secrets (#Secret<redacted> in inspect/1). Crash reports of the connection and of the ETS store redact OAuth state
	Token store	The default ETS table is :protected: other processes can read it but not plant or swap tokens
	Errors and telemetry	Never carry a token, code, state, verifier, secret, URL or issuer

Errors
The ConduitMcp.Client.OAuth functions return
{:error, %ConduitMcp.Client.OAuth.Error{reason: reason, data: data}}, or a
ConduitMcp.Client.Error when the named client cannot be reached. Client
requests return %ConduitMcp.Client.Error{kind: :auth, reason: reason}:
:authorization_required and :step_up_limit carry
data: %{challenge: challenge}, other OAuth reasons carry the
OAuth.Error, and ConduitMcp.Client.authorized/1 on a client without
OAuth returns :oauth_not_configured.
ConduitMcp.Client.OAuth.Error.reasons/0 is the closed set:
	Reason	Meaning
	:invalid_challenge	A WWW-Authenticate header is malformed or over a limit
	:invalid_url	A URL does not parse, has no host, carries user info, or an issuer has a query or fragment; also a missing redirect URI
	:insecure_url	A URL that must be https is not
	:resource_mismatch	Protected Resource Metadata names another resource
	:no_authorization_server	Protected Resource Metadata lists no authorization server
	:issuer_not_allowed	The authorization server is not in expected_issuers
	:invalid_metadata	A metadata document is not an object, or a field has the wrong type
	:issuer_mismatch	Authorization-server metadata names another issuer
	:pkce_unsupported	The authorization server does not support S256
	:insecure_endpoint	A metadata endpoint is not https
	:invalid_state	The response's state is missing or wrong
	:principal_mismatch	The callback is completed by another principal than the one that started it
	:state_expired	The pending authorization is older than 10 minutes
	:iss_mismatch	The response's iss is not the issuer
	:iss_missing	The authorization server advertises iss but sent none
	:missing_code	The response has neither code nor error
	:invalid_pending	A stored Pending map could not be restored; :data names the field
	:access_denied, :invalid_request, :unauthorized_client, :unsupported_response_type, :invalid_scope, :server_error, :temporarily_unavailable	The authorization server returned that error
	:authorization_error	The authorization server returned another error code (in :data)
	:authorization_required	The user must authorize
	:no_protected_resource_metadata	No Protected Resource Metadata URL answered
	:no_authorization_server_metadata	No authorization-server metadata URL answered
	:authorization_server_changed	Pre-registered credentials exist, but none for the issuer the server names now
	:no_registration_method	No pre-registered client, CIMD or dynamic registration applies
	:registration_failed	Dynamic registration was refused
	:invalid_grant	The token endpoint rejected the code or refresh token
	:token_request_failed	The token endpoint failed otherwise; data: %{reason: :invalid_token_response} when its answer is malformed, an access token holding anything but visible ASCII (0x21-0x7E) included
	:step_up_limit	max_step_up_attempts reached for this resource and scope set
	:url_blocked	The URL policy refused a server-supplied URL before connecting
	:client_secret_unavailable	A {:system, "VAR"} client secret names an unset variable

Exception.message/1 renders only the reason and a fixed description, so it
is safe to log.
Telemetry
	Event	Measurements	Metadata
	[:conduit_mcp, :client, :oauth, op, :start]	:monotonic_time, :system_time	:client, :server_id, :principal
	[:conduit_mcp, :client, :oauth, op, :stop]	:duration, :monotonic_time	as :start, plus :status (:ok, :error) and :reason (an OAuth.Error reason or nil)
	[:conduit_mcp, :client, :oauth, op, :exception]	:duration, :monotonic_time	as :start, plus :kind
	[:conduit_mcp, :client, :oauth, :authorization_required]	:count	:client, :server_id, :principal, :reason (:unauthorized, :step_up)

op is :discovery, :registration (:stop adds :method:
:pre_registered, :cimd, :dcr or nil), :token_exchange (adds
:grant: :authorization_code or :client_credentials), :refresh or
:step_up. :client is nil for a standalone configuration, and
:principal is whatever you configured, so do not use it as a metric tag
unless it is low-cardinality. Spans run in the process doing the work: a
request process, the connection's authorization task, or your caller;
:step_up and :authorization_required run in the connection, so handlers
must be fast. See ConduitMcp.Telemetry for the full reference.


  

    Client Security

An MCP client connects your application, and often an LLM acting for your
users, to code you do not control. This guide summarizes what the client
assumes, what it does by default, and what remains your job.
Threat model
Treat everything that comes from a server as untrusted input:
	Servers. A server may be malicious, compromised, or simply buggy. Its
self-reported serverInfo.name is display data only; the client identifies
servers by the operator-assigned server_id.
	Tool definitions. Names, descriptions, schemas and annotations are
server-written. A description can carry instructions aimed at the model
("tool poisoning"), a name can imitate another tool, a schema can be
pathological, and a definition can change after you approved it
("rug pull").
	Tool results, resources, prompts and instructions. Anything a server
returns can try to steer the model (prompt injection), including into
calling another server's tool with data it just read (cross-server
exfiltration).
	Server requests. Sampling, elicitation and roots requests let a server
ask for model calls, user input and local paths.

The client's stance on prompt injection is flag, don't solve. Injection
cannot be detected reliably, so the client does not try. It removes the
characters that hide text from humans, caps sizes, never fetches what a
server points at, records what it changed in provenance, and gives the
host the hooks to decide: tool filters, a policy with fixed precedence,
approvals bound to exact arguments, fingerprint pinning, and taint rules.
See client_permissions_and_hooks.md.
Security defaults
Every value below is the default. Each is enforced in code; the module named
is where it lives.
Tools and governance
	Area	Default
	Authorization (ConduitMcp.Client)	A plain client has no policy and sends what it is asked to. A ConduitMcp.Client.Hub refuses to start without :policy; allowing everything must be spelled out (:allow_all)
	Precedence (ConduitMcp.Client.Policy)	deny > pin > ask > allow > default, hard-coded
	Unmatched call	:ask with an approver, else denied (reason: :no_rule)
	Matching	On the {server_id, tool} pair, never a namespaced string. Deny and ask rules match loosely (case, -/./_); allow rules match exactly
	Failing predicates	Count as matching in deny/ask lists and not matching in allow lists
	Annotations	Untrusted (trusted: false): annotation rules see the conservative value
	Rug pulls	pin_tools: true, allow_new_tools: false, approved_fingerprints: :first_listing
	Approvals	:ask_timeout 60 s; the approver sees the exact arguments and their digest, which must be unchanged at send time; grants per principal and fingerprint, :grant_ttl 24 h
	Hooks (ConduitMcp.Client.Hooks)	Run in tasks with a 5 s deadline; fail closed (a failing pre-hook sends nothing, a failing post-hook withholds the result); no hook can allow
	Tool names (intake)	Outside [A-Za-z0-9_.-] (1-128), malformed, duplicate, or with invalid x-mcp-header annotations: dropped, warned, tool.rejected telemetry
	Hidden tools (ConduitMcp.Client.ToolFilter)	Absent from listings and adapter output; calling one fails like an unknown tool
	Hub naming (ConduitMcp.Client.Naming)	Operator server_ids (^[a-z][a-z0-9_]{0,31}$, no __, no trailing _, unique); every colliding tool is excluded; model names resolve by table lookup; an unknown name sends nothing
	Schema validation (ConduitMcp.Client.SchemaValidator)	Off. When on: schemas over 64 levels, 1 000 subschemas or 256 KiB, or with non-local $ref, are refused; refs are never dereferenced over the network

Content for models
	Area	Default
	Server instructions	include_instructions: false: instructions_for_llm/1 returns nil. When on: 4 KiB cap, invisible characters removed, prefixed with the server's name unless trusted: true
	Tool descriptions in adapters	Invisible characters (bidi, zero-width, tag, other controls) removed; 4 KiB cap
	Results shaped for a model (shape: :llm, the adapter default)	100 KiB cap (:max_result_bytes_for_llm); invisible characters removed and flagged; SVG and other non-allowlisted media replaced by placeholders; _meta and unknown keys dropped
	Fetching	Nothing is fetched: not resource_link URIs, icons, embedded URIs or elicitation URLs

Server requests
	Area	Default
	Capabilities (ConduitMcp.Client.Handler)	Nothing advertised without a handler callback; undeclared requests are refused before any callback runs
	Rate limit	10 input requests per second per server, bursts of 20
	Sampling	maxTokens clamped to 4 096; includeContext coerced to "none"; legacy sampling with no call in flight refused
	Elicitation	URLs never opened; only absolute https without userinfo; idn? and origin_mismatch? flags; form schemas limited to the flat primitive subset; answers validated
	Roots	Only local file:// URIs, ./.. resolved, asked per server
	Legacy handlers	Run in tasks, never in the connection; killed after :handler_timeout (60 s, elicitation 5 min); at most 8 at once
	Multi-round-trip (ConduitMcp.Client.Request.MRTR)	8 rounds, 16 input requests per round, 64 KiB requestState; requestState held as a Secret and echoed byte-exact; retries always go to the same server

Connections
	Area	Default
	Limits	64 requests in flight, 128 queued, 4 listen streams; pagination capped at 100 pages, 10 000 items, 1 KiB cursors
	Cache	Fresh only for the server's ttlMs, clamped to 1 hour; private results served only to the credential they were fetched with (HT-11)
	Retries	Nothing that may have run is retried automatically
	Era	Once modern, never downgraded to legacy; HTTP 5xx and network errors are never legacy evidence
	Crash reports	The connection's format_status/1 redacts the transport state and options, queued request params and every assigns; the stdio port owner redacts its state too

stdio
ConduitMcp.Client.Transport.Stdio runs a local process as this VM's user.
	Default	Why
	Port.open({:spawn_executable, path}, ...), never a shell	:args arrive literally; "; rm -rf ~" is one argument
	:command may not contain whitespace	"npx -y server" raises: arguments go in :args
	Environment allowlist (HOME LOGNAME PATH SHELL TERM USER; a Windows list on Windows), minus values starting with ()	Your VM's secrets do not leak into every server
	.bat/.cmd refused unless allow_batch_files: true; then "%^&|<> in arguments refused	cmd.exe re-parses batch-file arguments
	8 MiB per message; 10 consecutive junk lines; 16 MiB unwritten stdin	A server cannot exhaust memory or stall the connection
	stdin close, then SIGTERM after 2 s, SIGKILL after 2 s more	Servers that ignore EOF are still reaped
	stderr never merged into stdout, never captured into Logger	Server stderr cannot corrupt the protocol stream or be logged by the client
	In a hub: at most 16 stdio servers (:max_stdio_servers); a failed server restarted after full jitter from 1 s, doubling, capped at 30 s; each client gives up after 3 restarts in 5 s	A crash-looping or runaway configuration cannot fork without bound (ST-8)

Know the limits:
	Configuration is operator-only. Whoever chooses :command, :args
and :env runs code as your VM's user. Never build them from model output,
server responses or end-user input, and treat imported server configs
(for example from a desktop app's JSON) as code to review.
	The env allowlist is hygiene, not isolation. The server still runs as
your user, with your file system and network.
	No stderr capture. stderr goes to this VM's stderr (:inherit), is
discarded, or appended to a file (:discard and {:file, path} are POSIX
only). It is never parsed or logged by the client.
	Grandchildren may survive. Launchers such as npx and uvx start the
real server as a child. Closing stdin normally ends both, but the signals
reach only the launcher's pid, so a grandchild that ignores EOF can outlive
it.
	A killed port owner only closes stdin. If the port owner itself is
killed (Process.exit(pid, :kill), the VM halting), a server that ignores
EOF keeps running.
	PID reuse. The pid is signalled after the port is closed, so reuse in
that window is possible in theory.

When these matter, run servers under a wrapper that bounds and kills them:
a container, systemd-run --user --scope -p MemoryMax=..., prlimit for
resource limits, or MuonTrap for kill-on-parent-exit.
Streamable HTTP
	Default	Meaning
	max_message_bytes: 8 MiB	Per JSON body, per event-stream event, and per event-stream line; over it the request fails with kind: :message_too_large
	No decompression	Requests send accept-encoding: identity; a response with a content-encoding fails
	redirect: false	Every redirect fails. :same_origin follows only 307/308 to the same scheme, host and port, at most 5
	TLS verified	Peer verification against the system CA store. Any verify: other than :verify_peer (duplicates included) and any verify_fun: in :transport_opts are refused, for the transport and for OAuth requests
	insecure_skip_tls_verify: false	Local development only; a warning is logged every time the transport starts
	No bearer over plain HTTP	:auth with an http URL to a non-loopback host raises at start
	Deadlines	A total deadline per request (bytes arriving slowly never extend it); long-lived streams get listen_idle_timeout (120 s)
	Owned headers	:headers cannot set accept, authorization, content-type, mcp-*, last-event-id or hop-by-hop headers
	Header bytes	A bearer token must be visible ASCII (0x21-0x7E), :headers values visible ASCII, space and tab. A static value outside that raises at start; a token obtained per request (an :auth function's, a token store's) outside it fails the request with kind: :auth, reason: :invalid_token, and a token endpoint's with :invalid_token_response. Neither error, nor any HTTP-layer error ({:invalid_header_value, name}), carries a header value, so a malformed token never reaches an error message, a log line or an LLM adapter's tool result
	Session ids	1 to 1024 visible ASCII characters, else the handshake fails; held as a Secret
	401 / 403	kind: :auth with the parsed challenges

Server URL policy
server_url_policy: :any (default) trusts the URL: right for operator
configuration. When the URL comes from end users, use :public_only:
{ConduitMcp.Client.Transport.StreamableHTTP,
 url: user_supplied_url,
 server_url_policy: :public_only,
 allow_private: ["10.20.0.0/16"]}
:public_only applies ConduitMcp.Client.URLPolicy before every request:
https only, and the host is resolved (A and AAAA) and refused if any
address is private, loopback, link-local, multicast or otherwise internal,
unless it falls inside an :allow_private CIDR. Hosts are parsed, never
string-matched: 127.1, 0x7f.1, 2130706433 and [::ffff:127.0.0.1] are
all loopback. URLs with user info, percent-encoded or non-ASCII hosts, IPv6
zone ids, backslashes or control characters are refused.
ConduitMcp.Client.URLPolicy.check("https://127.1/", :public_only)
#=> {:error, {:blocked_address, {127, 0, 0, 1}}}
The request then connects to the first vetted address, never resolving the
name again, so a DNS answer that changes between the check and the connect
(rebinding) cannot send it elsewhere. TLS SNI, certificate verification and
the Host header all use the URL's host name. Each request (the legacy
GET stream and session DELETE included) is checked and pinned in its own
process; resolver: replaces DNS for the check, and runs there too, never
in the connection. The pinned connections come from pools the transport
starts in the Finch instance, yours with finch: included: one per vetted
address, sized by :pool_size, with :transport_opts as TLS options.
What this guarantees, and what it does not:
	Every byte goes to an address that passed the policy at that request.
A later request resolves and vets the name again, so a pool may hold
connections to every address the host has had.
	The certificate check is the binding to the name. That is why
:public_only together with insecure_skip_tls_verify: true raises at
start: without verification, whoever answers at the vetted address (or on
the path to it) gets the request and its credentials.
	Public addresses are still reachable. The policy keeps requests away
from internal networks; it does not vouch for the public server the user
named.

Secrets
Wrap credentials in ConduitMcp.Client.Secret:
token = ConduitMcp.Client.Secret.new(System.fetch_env!("DOCS_TOKEN"))

inspect(token)                          #=> "#Secret<redacted>"
ConduitMcp.Client.Secret.expose(token)  #=> the value, where it belongs
	Path	Behaviour
	inspect/2, IO.inspect, ExUnit diffs, crash-report translation	#Secret<redacted>
	String interpolation, to_string/1	Raises Protocol.UndefinedError (the message stays redacted)
	Logger metadata	Dropped by the formatter
	JSON.encode!/1	Raises ArgumentError without the value, before any byte reaches the wire

The client holds bearer tokens, legacy session ids, MRTR requestState and
:env/:headers values given as secrets this way. A Secret does not
guard against raw term printing (:sys.get_state/1,
:erlang.term_to_binary/1); client processes that hold one implement
format_status/1 to redact their state.
Elsewhere:
	ConduitMcp.Client.Error messages render only the kind and a truncated
reason; data (which may hold server content) is never rendered.
	Client telemetry metadata comes from a fixed allowlist: no _meta,
tokens or raw error data, and no arguments or results by default. Tool
names and methods are sanitized, and are server-supplied, so never use
them as metric tags.
	Payload capture is opt-in (TL-2). telemetry: [capture_payloads: [redact: fun, max_bytes: n]] adds :arguments to the tool_call span's
:start and :result to its :stop. Redaction is mandatory
(capture_payloads: true raises when the client starts); fun runs in
the calling process before any handler sees the value. A value whose JSON
is over :max_bytes (default 4 096) becomes {:truncated, byte_size},
never a partial value; a redact that raises, or returns something that
cannot be JSON-encoded, gives :redaction_failed, never the raw value. A
ConduitMcp.Client.Secret left in place refuses to encode, so it gives
:redaction_failed too. No hash or digest of the arguments is offered:
low-entropy arguments are brute-forceable from one. With the default
false neither key is present.
	Finch's own telemetry is not the client's. The [:finch, ...]
events carry the request in their metadata, its headers included: the
clear-text Authorization and Mcp-Session-Id. Never log or export
Finch telemetry metadata wholesale; pick the fields you need.
	Server log entries (notifications/message) are rate limited per
connection (:log_rate_limit, 50/s with bursts of 100; drops emit
[:conduit_mcp, :client, :log, :dropped]) and reach subscribers and
handle_log/3 with every string passed through
ConduitMcp.Reflect.text/2 and the level clamped to the RFC 5424 set,
so a server cannot forge your log lines.
	Trace context: only a well-formed W3C traceparent (from the
:traceparent request option or Logger.metadata()[:traceparent]) is
propagated in a modern request's _meta; tracestate and baggage
never are.
	Hooks: what a failing hook raised is never logged or emitted.
	Task ids are bound to the credential that created them and may act as
bearer tokens: never log them.
	Private cached results are keyed by credential (HT-11, enforced): a list
the server marks cacheScope: "private" (or leaves unmarked) is served
only while the client sends the credentials it was fetched with, and is
deleted when they change (ConduitMcp.Client.set_auth/3, OAuth for
another principal). The key is a digest: the token's SHA-256, the OAuth
{principal, issuer, resource}, or an :auth function's
:credential_id. Without a :credential_id an :auth function's
private results are never served from the cache. See "Private results and
credentials" in client.md.
	Grants and the approval baseline belong to one client: pass principal:
on calls, or run one client (or hub) per user when users differ.

ui:// resources
MCP Apps servers return self-contained HTML as ui:// resources (see
mcp_apps.md). The client reads them like any other resource
and does not render, sanitize or execute them. Rendering is the host's job,
and that HTML is server-written: show it only in a sandboxed iframe on an
origin separate from your application, with a restrictive Content Security
Policy, and never give it your session, cookies or tokens.
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The node-local bookkeeping behind :max_listens_per_principal: which
subscriptions/listen streams of each principal are live, oldest first.
Started by ConduitMcp.Application; streams reach it through
ConduitMcp.Subscriptions (admit/3, leave/2, live_listeners/1).
A stream is admitted with one GenServer.call/2. In that one message the
process counts the principal's live streams, supersedes the oldest beyond
the cap - removing them from the live set at once, so they are never
counted or evicted twice, and sending each
{ConduitMcp.Subscriptions, ref, :superseded} with its own ref - and
records the caller. Admissions are answered in arrival order, so even a
burst of concurrent listens of one principal never holds more than the cap
live (SV-10). A stream that ends removes its entry (leave/1, a cast:
under HTTP/1.1 keep-alive the same process goes on to serve the
connection's next request, and its next admission queues behind it); a
stream that dies is dropped on its monitor's :DOWN.
Why a process you call
The library's ETS owners create a table and idle, and must not become
handle_call gateways: their tables are read and written on every
request, so a single process in front of them would serialize the whole
server. Admission is the opposite case. It happens once per listen opened,
not per message; it needs count, evict and record to be one atomic step
per principal; and the state is small (at most the cap per principal).
The alternative - a lock around ETS updates, such as :global.trans/3 -
retries contended acquisitions with random sleeps of up to seconds, so a
burst of listens of one principal waited seconds for what this process
does in microseconds, with no lock and no backoff. The process runs no
user code: each request is a few map updates and message sends.
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        listener()

      


        A live stream: admission order, process, and the ref its messages carry.



    





  
    Functions
  


    
      
        admit(principal_key, max, ref)

      


        Admits the calling process as a stream of principal_key tagged ref,
superseding the principal's oldest live streams so that at most max
are live, this one included.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        leave(principal_key)

      


        Removes the calling process's streams of principal_key. A no-op for a
process that holds none, or when the admission process is not running.



    


    
      
        live_listeners(principal_key)

      


        The live (not superseded) streams of principal_key, oldest first.
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          @type listener() :: {non_neg_integer(), pid(), reference()}


      


A live stream: admission order, process, and the ref its messages carry.

  


        

      

      
        Functions


        


  
    
      
    
    
      admit(principal_key, max, ref)



        
          
        

    

  


  

      

          @spec admit(String.t(), pos_integer(), reference()) :: :ok


      


Admits the calling process as a stream of principal_key tagged ref,
superseding the principal's oldest live streams so that at most max
are live, this one included.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      leave(principal_key)



        
          
        

    

  


  

      

          @spec leave(String.t()) :: :ok


      


Removes the calling process's streams of principal_key. A no-op for a
process that holds none, or when the admission process is not running.

  



  
    
      
    
    
      live_listeners(principal_key)



        
          
        

    

  


  

      

          @spec live_listeners(String.t()) :: [listener()]


      


The live (not superseded) streams of principal_key, oldest first.
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ConduitMCP - Elixir implementation of the Model Context Protocol (MCP).
ConduitMCP provides a framework for building MCP servers that expose tools,
resources, and prompts to LLM applications, and a client for connecting to
MCP servers. Both are dual-era:
	Modern, 2026-07-28 — stateless per-request _meta,
server/discover, multi round-trip requests (ConduitMcp.MRTR),
subscriptions/listen, streamed responses, cache hints and Mcp-*
header validation.
	Legacy, 2025-11-25 and 2025-06-18 — initialize negotiation,
sessions, tasks/*.

A server answers both eras from the same callbacks; the era is classified
per request (ConduitMcp.Era). Transports: Streamable HTTP (both eras) and
the legacy SSE transport. See the "Protocol eras" guide.
Three Ways to Build
DSL Mode — declarative macros, everything in one module:
defmodule MyApp.MCPServer do
  use ConduitMcp.Server

  tool "greet", "Greet someone" do
    param :name, :string, "Name", required: true
    handle fn _conn, %{"name" => name} -> text("Hello, #{name}!") end
  end
end
Manual Mode — raw callbacks with full control:
defmodule MyApp.MCPServer do
  use ConduitMcp.Server, dsl: false

  @impl true
  def handle_list_tools(_conn), do: {:ok, %{"tools" => [...]}}

  @impl true
  def handle_call_tool(_conn, "greet", %{"name" => name}), do: ...
end
Endpoint + Component Mode — each tool as its own module:
defmodule MyApp.Greet do
  use ConduitMcp.Component, type: :tool, description: "Greet someone"

  schema do
    field :name, :string, "Name", required: true
  end

  @impl true
  def execute(%{name: name}, _conn), do: text("Hello, #{name}!")
end

defmodule MyApp.MCPServer do
  use ConduitMcp.Endpoint, name: "My App", version: "1.0.0"
  component MyApp.Greet
end
Core Modules
	ConduitMcp.Server - Behaviour for DSL and manual mode servers
	ConduitMcp.Endpoint - Aggregates component modules into a server
	ConduitMcp.Component - Behaviour for individual tool/resource/prompt modules
	ConduitMcp.Protocol - JSON-RPC 2.0 and MCP message types
	ConduitMcp.Handler - Request routing and method dispatch
	ConduitMcp.Errors - Standard JSON-RPC and MCP error codes
	ConduitMcp.Transport.StreamableHTTP - Modern HTTP transport (recommended)
	ConduitMcp.Transport.SSE - Server-Sent Events transport (legacy)
	ConduitMcp.Subscriptions - subscriptions/listen streams and change
notifications
	ConduitMcp.MRTR / ConduitMcp.Notifications - input-request and
notification payload builders
	ConduitMcp.Client - the MCP client (one server); ConduitMcp.Client.Hub
puts many servers behind one governed tool list

Connecting to a server
children = [
  {ConduitMcp.Client,
   name: MyApp.Files,
   transport: {ConduitMcp.Client.Transport.Stdio, command: "mcp-fs"}}
]

{:ok, result} = ConduitMcp.Client.call_tool(MyApp.Files, "read_file", %{"path" => "a.txt"})
See the client guides for transports, the hub, policy and hooks, LLM
adapters and OAuth.
Change notifications
A 2026-07-28 client receives list-changed and resource-updated
notifications on the subscriptions/listen streams it opens. Push them
from anywhere in your application:
ConduitMcp.notify_tools_changed()
ConduitMcp.notify_resource_updated("file:///project/config.json")
Each reaches only the streams this node serves whose filter asked for
it. On a cluster, broadcast the change on your own PubSub and call the
function on every node (see ConduitMcp.Subscriptions).
Running a Server
children = [
  {Bandit,
   plug: {ConduitMcp.Transport.StreamableHTTP,
          server_module: MyApp.MCPServer},
   port: 4000}
]
Resources
	MCP Specification
	GitHub Repository
	Changelog


      


      
        Summary


  
    Functions
  


    
      
        notify_prompts_changed()

      


        Sends notifications/prompts/list_changed to every subscriptions/listen
stream on this node whose filter set promptsListChanged.



    


    
      
        notify_resource_updated(uri)

      


        Sends notifications/resources/updated for uri to every
subscriptions/listen stream on this node whose resourceSubscriptions
named exactly uri (and that was authorized to read it when it opened).



    


    
      
        notify_resources_changed()

      


        Sends notifications/resources/list_changed to every
subscriptions/listen stream on this node whose filter set
resourcesListChanged.



    


    
      
        notify_tools_changed()

      


        Sends notifications/tools/list_changed to every subscriptions/listen
stream on this node whose filter set toolsListChanged.



    


    
      
        protocol_version()

      


        Returns the preferred legacy protocol version, "2025-11-25": the
mcp-protocol-version a legacy response carries when no version was
negotiated or requested.



    





      


      
        Functions


        


  
    
      
    
    
      notify_prompts_changed()



        
          
        

    

  


  

      

          @spec notify_prompts_changed() :: :ok


      


Sends notifications/prompts/list_changed to every subscriptions/listen
stream on this node whose filter set promptsListChanged.
Node-local: on a cluster, call it on every node (see
ConduitMcp.Subscriptions).

  



  
    
      
    
    
      notify_resource_updated(uri)



        
          
        

    

  


  

      

          @spec notify_resource_updated(String.t()) :: :ok


      


Sends notifications/resources/updated for uri to every
subscriptions/listen stream on this node whose resourceSubscriptions
named exactly uri (and that was authorized to read it when it opened).
Node-local: on a cluster, call it on every node (see
ConduitMcp.Subscriptions).

  



  
    
      
    
    
      notify_resources_changed()



        
          
        

    

  


  

      

          @spec notify_resources_changed() :: :ok


      


Sends notifications/resources/list_changed to every
subscriptions/listen stream on this node whose filter set
resourcesListChanged.
Node-local: on a cluster, call it on every node (see
ConduitMcp.Subscriptions).

  



  
    
      
    
    
      notify_tools_changed()



        
          
        

    

  


  

      

          @spec notify_tools_changed() :: :ok


      


Sends notifications/tools/list_changed to every subscriptions/listen
stream on this node whose filter set toolsListChanged.
Node-local: on a cluster, call it on every node (see
ConduitMcp.Subscriptions).

  



  
    
      
    
    
      protocol_version()



        
          
        

    

  


  

      

          @spec protocol_version() :: String.t()


      


Returns the preferred legacy protocol version, "2025-11-25": the
mcp-protocol-version a legacy response carries when no version was
negotiated or requested.
The library serves more than this one version. Every supported version is
ConduitMcp.Protocol.supported_versions/0 ("2026-07-28", "2025-11-25",
"2025-06-18"), split by era into ConduitMcp.Protocol.modern_versions/0
and ConduitMcp.Protocol.legacy_versions/0.

  


        

      


  

    
ConduitMcp.Application 
    



      
OTP application for ConduitMCP.
Request handling itself is stateless — each HTTP request runs in its own
Bandit process — but ConduitMCP is not a library without processes. It
starts a small supervision tree whose job is to own the long-lived ETS
tables that must outlive short-lived request processes, plus the janitors
that keep them bounded:
	ConduitMcp.Cancellation.Owner — always started.
	ConduitMcp.Cancellation.InFlightOwner — always started; owns the
in-flight table (one row per request being handled) that gates which
cancellations are recorded.
	ConduitMcp.Cancellation.Janitor — always started; sweeps cancellation
rows whose request never cleared them, and in-flight rows whose process
died without untracking. Disable with
config :conduit_mcp, :cancellation_janitor, false.
	ConduitMcp.Session.EtsStore.Owner — always started.
	ConduitMcp.Transport.SSE.Owner — always started; owns the slot table
(one row per live stream) behind Transport.SSE's :max_connections.
	ConduitMcp.Transport.SSEStream.Owner — always started; owns the slot
table (one row per open stream) behind the HTTP transports'
:max_streams cap on streamed POST responses.
	ConduitMcp.Subscriptions — always started; a Registry (duplicate
keys) of the subscriptions/listen streams served by this node, keyed
by the notification topics they deliver. The registry's own processes
only clean up after streams that die; publishing and registering go
straight to its ETS tables from the calling process.
	ConduitMcp.Subscriptions.Admission — always started; the live
subscriptions/listen streams of each principal behind
:max_listens_per_principal. Unlike the table owners it is called:
admitting a stream (once per listen) counts, supersedes and records in
one serialized step. It runs no user code.
	ConduitMcp.Session.Janitor — always started against
ConduitMcp.Session.EtsStore, under the name
ConduitMcp.Session.Janitor.Default so it cannot collide with a janitor
you start yourself. Disable with
config :conduit_mcp, :session_janitor, false, or tune it with
config :conduit_mcp, :session_janitor, ttl: ..., interval: ....
	ConduitMcp.Tasks.EtsStore.Owner — started only when the default
in-memory tasks store is in use (skipped for a custom :tasks_store).
	ConduitMcp.Ext.Tasks.EtsStore.Owner and the Ext.Tasks janitor (a
ConduitMcp.Session.Janitor named ConduitMcp.Ext.Tasks.Janitor) —
only when config :conduit_mcp, :ext_tasks enables the experimental
tasks extension; the owner only for the default store, the janitor
unless janitor: false. See ConduitMcp.Ext.Tasks.
	ConduitMcp.OAuth.KeyProvider.JWKS.Owner — started when the JWKS key
provider is compiled in (i.e. when Req is available).

Every table above is :public; the owners create the table and then idle.
Reads and writes go directly to ETS from the calling process — the owners
are not handle_call gateways and must not become ones.
(ConduitMcp.Subscriptions.Admission owns no table; see its moduledoc for
why a process answering calls is right there.)
It also starts ConduitMcp.Client.Registry, a passive unique Registry
(partitioned by scheduler) in which every ConduitMcp.Client registers
its processes under tuple keys of its :name. The application starts no
client processes: you supervise {ConduitMcp.Client, opts} yourself.
start/2 also seeds the validation config into :persistent_term for O(1)
reads on every request; when config :conduit_mcp, :mrtr_keys is set,
validates that keyring with ConduitMcp.MRTR.State.validate_keys!/1 so a
malformed key fails at boot rather than on the first MRTR request; and
validates :ext_tasks (ConduitMcp.Ext.Tasks.validate_config!/1) and the
:cache_ttl_ms / :cache_scope defaults
(ConduitMcp.CacheHints.validate_config!/0).

      




  

    
ConduitMcp.DSL 
    



      
DSL for defining MCP servers with a clean, declarative syntax.
The DSL provides macros for defining tools, prompts, and resources
without manually building JSON schemas and callback functions.
Example
defmodule MyApp.MCPServer do
  use ConduitMcp.Server

  tool "greet", "Greets a person" do
    param :name, :string, "Name to greet", required: true
    param :style, :string, "Greeting style", enum: ["formal", "casual"]

    handle fn _conn, params ->
      name = params["name"]
      style = params["style"] || "casual"
      greeting = if style == "formal", do: "Good day", else: "Hey"
      text("#{greeting}, #{name}!")
    end
  end

  tool "calculate", "Math operations" do
    param :op, :string, "Operation", enum: ~w(add sub mul div), required: true
    param :a, :number, "First number", required: true
    param :b, :number, "Second number", required: true

    handle MyMath, :calculate  # MFA
  end

  prompt "code_review", "Code review assistant" do
    arg :code, :string, "Code to review", required: true
    arg :language, :string, "Language", default: "elixir"

    get fn _conn, args ->
      [
        system("You are a code reviewer"),
        user("Review this #{args["language"]} code:\n#{args["code"]}")
      ]
    end
  end

  resource "user://{id}" do
    description "User profile"
    mime_type "application/json"

    read fn _conn, params, _opts ->
      user = MyApp.Users.get!(params["id"])
      json(user)
    end
  end
end
The DSL automatically generates:
	Tool/prompt/resource schemas
	Input validation (JSON Schema)
	handlelist* callbacks
	handle_call_tool/handle_get_prompt/handle_read_resource callbacks
	handle_complete, when any block declares complete/2

Completions
complete/2 inside a prompt or resource block makes one prompt
argument or resource template parameter answer completion/complete:
prompt "code_review", "Code review assistant" do
  arg :language, :string, "Language"
  get fn _conn, args -> [user("Review my #{args["language"]}")] end

  complete :language, fn _conn, prefix ->
    Enum.filter(~w(elixir erlang python), &String.starts_with?(&1, prefix))
  end
end

resource "file:///{path}" do
  read MyFiles, :read
  complete :path, MyFiles, :complete_path
end
The client's ref selects the block (ref/prompt by prompt name,
ref/resource by the URI template exactly as declared) and
argument.name the completion; the handler gets the conn and
argument.value and returns a list of strings. The answer carries the
first 100 values, total and hasMore. An argument without a
completion answers no values; an unknown prompt or resource is -32602.
A block's scope/1 also guards its completions. Declaring any completion
generates handle_complete/3, which advertises the completions
capability (ConduitMcp.Capabilities).

      


      
        Summary


  
    Functions
  


    
      
        annotations(opts)

      


        Sets annotations for a tool.



    


    
      
        app(name, description, list)

      


        Defines an MCP App — a tool with a linked UI resource.



    


    
      
        arg(name, type, description \\ nil, opts \\ [])

      


        Defines a prompt argument.



    


    
      
        cache(opts)

      


        Declares cache hints for the enclosing tool, resource or prompt on the
modern (2026-07-28) era: ttl_ms (non-negative integer) and scope
(:private or :public), each falling back to the global
config :conduit_mcp, cache_ttl_ms: ..., cache_scope: ....



    


    
      
        compile_uri_template(template)

      


        Pre-compiles a URI template into a regex and parameter name list.



    


    
      
        complete(arg_name, fun)

      


        Declares the autocompletion of one argument of the enclosing prompt, or
one parameter of the enclosing resource template, for
completion/complete.



    


    
      
        complete(arg_name, module, function)

      


    


    
      
        description(desc)

      


        Sets the description for a resource.



    


    
      
        extract_uri_params_compiled(uri, param_names, regex)

      


        Matches a URI against a pre-compiled template regex.



    


    
      
        field(name, type, description \\ nil, opts \\ [])

      


        Defines a nested field within an object parameter.



    


    
      
        field(name, type, description, opts, list)

      


    


    
      
        get(fun)

      


        Defines the get handler for a prompt.



    


    
      
        get(module, function)

      


    


    
      
        handle(fun)

      


        Defines the handler function for a tool.



    


    
      
        handle(module, function)

      


    


    
      
        icons(icon_list)

      


        Sets icon descriptors for a tool. Added in MCP spec 2025-11-25.



    


    
      
        items(type)

      


        Defines the item type for an array parameter.



    


    
      
        items(type, list)

      


    


    
      
        meta(meta_map)

      


        Attaches arbitrary _meta metadata to a tool definition.



    


    
      
        mime_type(type)

      


        Sets the MIME type for a resource.



    


    
      
        output_schema(schema)

      


        Sets the JSON Schema for the tool's structured output.



    


    
      
        param(name, type, description \\ nil, opts \\ [])

      


        Defines a parameter for a tool.



    


    
      
        param(name, type, description, opts, list)

      


        Defines a parameter with nested fields (for objects) or items (for arrays).



    


    
      
        precompile_template_regex(module, template)

      


        Stores a compiled URI template regex in :persistent_term so that it can
be looked up at request time without paying the per-process
Regex.recompile/1 cost incurred when a Regex struct is embedded via
Macro.escape/1.



    


    
      
        prompt(name, description, list)

      


        Defines an MCP prompt.



    


    
      
        read(fun)

      


        Defines the read handler for a resource.



    


    
      
        read(module, function)

      


    


    
      
        resource(uri, list)

      


        Defines an MCP resource.



    


    
      
        scope(scope_string)

      


        Sets a required OAuth scope for a tool, resource, or prompt.



    


    
      
        task_support(level)

      


        Declares the tool's support for asynchronous task execution.



    


    
      
        template_regex(module, template)

      


        Fetches a {param_names, regex} tuple previously stored by
precompile_template_regex/2, falling back to recompiling on cache miss
(defensive — should not normally happen).



    


    
      
        title(value)

      


        Sets a human-readable display title for a tool.



    


    
      
        tool(name, description, list)

      


        Defines an MCP tool.



    


    
      
        ui(resource_uri)

      


        Shortcut for declaring a UI resource URI on a tool (MCP Apps).



    


    
      
        view(path)

      


        Specifies the HTML file path for an MCP App.



    





      


      
        Functions


        


  
    
      
    
    
      annotations(opts)


        (macro)


        
          
        

    

  


  

Sets annotations for a tool.
Annotations provide hints about tool behavior to clients.
Options
	:read_only - Tool doesn't modify state (default: not set)
	:destructive - Tool may perform destructive operations (default: not set)
	:idempotent - Calling multiple times has same effect (default: not set)
	:open_world - Tool may interact with external systems (default: not set)

Example
tool "delete_user", "Deletes a user" do
  annotations destructive: true, idempotent: true
  param :id, :string, "User ID", required: true
  handle fn _conn, %{"id" => id} -> ... end
end

  



  
    
      
    
    
      app(name, description, list)


        (macro)


        
          
        

    

  


  

Defines an MCP App — a tool with a linked UI resource.
The app macro is a convenience that registers both:
	A tool with _meta.ui.resourceUri pointing to a ui:// resource
	A resource that serves the HTML file at that URI

Use view/1 inside the block to specify the HTML file path.
The ui:// URI is derived automatically from the tool name and filename.
Example
app "dashboard", "Health dashboard" do
  param :format, :string, "Output format", default: "json"
  view "priv/mcp_apps/dashboard.html"

  handle fn _conn, params ->
    json(%{cpu: 42, memory: 128})
  end
end
This is equivalent to:
tool "dashboard", "Health dashboard" do
  ui "ui://dashboard/dashboard.html"
  param :format, :string, "Output format", default: "json"
  handle fn _conn, params -> json(%{cpu: 42, memory: 128}) end
end

resource "ui://dashboard/dashboard.html" do
  description "UI for dashboard"
  mime_type "text/html;profile=mcp-app"
  read fn _conn, _params, _opts ->
    app_html(File.read!("priv/mcp_apps/dashboard.html"))
  end
end
Note: The view path is read with File.read!/1 at runtime. For OTP
releases where the working directory differs, use a manual tool + resource
pair with Application.app_dir/2 instead.


  



    

    

  
    
      
    
    
      arg(name, type, description \\ nil, opts \\ [])


        (macro)


        
          
        

    

  


  

Defines a prompt argument.
Examples
arg :code, :string, "Code to review", required: true
arg :language, :string, "Programming language", default: "elixir"

  



  
    
      
    
    
      cache(opts)


        (macro)


        
          
        

    

  


  

Declares cache hints for the enclosing tool, resource or prompt on the
modern (2026-07-28) era: ttl_ms (non-negative integer) and scope
(:private or :public), each falling back to the global
config :conduit_mcp, cache_ttl_ms: ..., cache_scope: ....
tool "catalog", "Lists the public catalog" do
  cache ttl_ms: 5_000, scope: :public
  handle fn _conn, _params -> text("...") end
end
A list result takes the minimum TTL of its items and is private if any
item is private or scoped; see ConduitMcp.CacheHints. scope: :public
together with scope/1 is a compile error (a scoped response must stay
private).

  



  
    
      
    
    
      compile_uri_template(template)



        
          
        

    

  


  

Pre-compiles a URI template into a regex and parameter name list.
Returns {param_names, compiled_regex} suitable for passing to
extract_uri_params_compiled/3. Call this at compile time and store
the result to avoid re-compiling the regex on every request.

  



  
    
      
    
    
      complete(arg_name, fun)


        (macro)


        
          
        

    

  


  

Declares the autocompletion of one argument of the enclosing prompt, or
one parameter of the enclosing resource template, for
completion/complete.
The handler receives the conn and the value typed so far ("" when the
client sent none) and returns a list of strings; the server answers with
the first 100, total set to the length of the list and hasMore set
when it was longer. Give it as an anonymous function, a capture, or a
module and function name (called as module.function(conn, value)).
Examples
prompt "code_review", "Code review assistant" do
  arg :language, :string, "Language"
  get fn _conn, args -> [user("Review my #{args["language"]}")] end

  complete :language, fn _conn, prefix ->
    ~w(elixir python javascript rust)
    |> Enum.filter(&String.starts_with?(&1, prefix))
  end
end

resource "file:///{path}" do
  read MyFiles, :read
  complete :path, &MyFiles.autocomplete/2
end

resource "user://{id}" do
  read MyUsers, :read
  complete :id, MyUsers, :complete_id
end
The name must be one of the prompt's args or one of the template's
{params} (a compile error otherwise), at most once per block.

  



  
    
      
    
    
      complete(arg_name, module, function)


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      description(desc)


        (macro)


        
          
        

    

  


  

Sets the description for a resource.
Example
resource "user://{id}" do
  description "User profile information"
  read MyUsers, :read
end

  



  
    
      
    
    
      extract_uri_params_compiled(uri, param_names, regex)



        
          
        

    

  


  

Matches a URI against a pre-compiled template regex.
Uses the output of compile_uri_template/1 to avoid runtime regex compilation.

  



    

    

  
    
      
    
    
      field(name, type, description \\ nil, opts \\ [])


        (macro)


        
          
        

    

  


  

Defines a nested field within an object parameter.
Examples
param :user, :object, "User data" do
  field :name, :string, "Name", required: true
  field :email, :string, "Email", required: true
  field :address, :object, "Address" do
    field :city, :string, "City"
    field :zip, :string, "Zip code"
  end
end

  



  
    
      
    
    
      field(name, type, description, opts, list)


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      get(fun)


        (macro)


        
          
        

    

  


  

Defines the get handler for a prompt.
The handler should return a list of message objects. On a modern-era
request it may instead return {:input_required, input_requests, state},
which is passed through unwrapped; see "Multi round-trip requests (MRTR)"
in ConduitMcp.Server.
Examples
get fn _conn, args ->
  [
    system("You are helpful"),
    user("Question: #{args["question"]}")
  ]
end

get MyPrompts, :get_review

  



  
    
      
    
    
      get(module, function)


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      handle(fun)


        (macro)


        
          
        

    

  


  

Defines the handler function for a tool.
Accepts either an anonymous function or an MFA tuple.
Examples
# Anonymous function
handle fn _conn, params ->
  text("Result: #{params["input"]}")
end

# Module, function
handle MyModule, :my_function

# Function capture
handle &MyModule.my_function/2
Asking the client for input (MRTR)
On a modern-era (2026-07-28) request the handler may return
{:input_required, input_requests, state}; the retry finds the restored
state and the client's answers in conn.assigns[:mcp_input]. See
"Multi round-trip requests (MRTR)" in ConduitMcp.Server.
handle fn conn, params ->
  case conn.assigns[:mcp_input] do
    nil ->
      {:input_required,
       %{"approval" => ConduitMcp.MRTR.elicit("Approve deploy?", schema)},
       %{step: :awaiting_approval, target: params["target"]}}

    %{state: %{"target" => target}, responses: %{"approval" => %{"action" => "accept"}}} ->
      text("Deployed #{target}")

    _declined ->
      text("Cancelled")
  end
end

  



  
    
      
    
    
      handle(module, function)


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      icons(icon_list)


        (macro)


        
          
        

    

  


  

Sets icon descriptors for a tool. Added in MCP spec 2025-11-25.
Accepts a list of icon maps, each with src (URL or data URI),
optional mimeType, width, height. Clients use these to render
the tool in their UI.
Example
tool "search", "Search the catalog" do
  icons [%{"src" => "https://example.com/search.svg", "mimeType" => "image/svg+xml"}]
  handle MyCatalog, :search
end

  



  
    
      
    
    
      items(type)


        (macro)


        
          
        

    

  


  

Defines the item type for an array parameter.
Item schemas are published to clients in the JSON Schema but are not
enforced server-side — NimbleOptions cannot attach a nested schema to a list
element type. Validate item contents in your handler.
Examples
param :tags, :array, "Tags" do
  items :string
end

param :users, :array, "Users" do
  items :object do
    field :name, :string, "Name"
    field :email, :string, "Email"
  end
end

  



  
    
      
    
    
      items(type, list)


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      meta(meta_map)


        (macro)


        
          
        

    

  


  

Attaches arbitrary _meta metadata to a tool definition.
The _meta field is an open extension point in the MCP spec. Any map
can be passed — atom keys are automatically converted to string keys
in the JSON output.
Example
tool "dashboard", "Health dashboard" do
  meta %{ui: %{resourceUri: "ui://dashboard/app.html"}}
  handle fn _conn, _params -> json(%{ok: true}) end
end
The tool's tools/list entry will include:
%{
  "name" => "dashboard",
  "_meta" => %{"ui" => %{"resourceUri" => "ui://dashboard/app.html"}}
}

  



  
    
      
    
    
      mime_type(type)


        (macro)


        
          
        

    

  


  

Sets the MIME type for a resource.
Example
resource "file://{path}" do
  mime_type "text/plain"
  read MyFiles, :read
end

  



  
    
      
    
    
      output_schema(schema)


        (macro)


        
          
        

    

  


  

Sets the JSON Schema for the tool's structured output.
When a tool returns a structured payload (via structured/2 helper
or by including "structuredContent" in the result map), this schema
describes its shape so clients can render/validate it. Added in MCP
spec 2025-11-25.
Example
tool "get_user", "Fetch a user" do
  param :id, :string, "User id", required: true
  output_schema %{
    "type" => "object",
    "properties" => %{
      "id" => %{"type" => "string"},
      "email" => %{"type" => "string"}
    },
    "required" => ["id", "email"]
  }
  handle MyUsers, :get
end

  



    

    

  
    
      
    
    
      param(name, type, description \\ nil, opts \\ [])


        (macro)


        
          
        

    

  


  

Defines a parameter for a tool.
Basic Options
	:required - Mark parameter as required (default: false)
	:enum - List of allowed values
	:default - Default value if not provided

Header Option (2026-07-28)
	:header - Mirrors the argument into an Mcp-Param-{Name} HTTP request
header: param :region, :string, "Region", header: "Region" publishes
"x-mcp-header": "Region" on the property. Modern clients then send the
argument as Mcp-Param-Region, so intermediaries can route on it, and
ConduitMcp.Plugs.HeaderValidation rejects a request whose header
disagrees with the body. The build fails (CompileError) unless the
annotation is valid: the param must be a :string, :integer or
:boolean reachable through object properties only (never inside array
items), and the name must be an RFC 9110 token unique
case-insensitively within the tool. Not a validation rule: the argument
is validated as usual. A browser client also needs the header name in
the transport's :cors_headers.

Enhanced Validation Options (NimbleOptions)
	:min - Minimum value for numbers (inclusive)
	:max - Maximum value for numbers (inclusive)
	:min_length - Minimum string length
	:max_length - Maximum string length
	:validator - Custom validation function fn(value) -> boolean()
	:type_coercion - true or false; overrides the global :type_coercion
setting of ConduitMcp.Validation for this param. The fields of an object
param inherit it unless they set their own.

Object Options
	:additional_properties - Whether keys the block did not declare are
accepted. Defaults to false when the object declares fields and true
when it does not. Also drives "additionalProperties" in the generated
JSON Schema, so the published schema always matches what is enforced.

Object and Array Parameters
Pass a block to declare structure. Nested fields are enforced at runtime to
any depth — required, types, and every constraint above — and undeclared keys
are rejected. opts may be omitted; param :bag, :object do ... end and
param :bag, :object, "desc" do ... end both work.
# Nested object, enforced
param :user, :object, "User data", required: true do
  field :name, :string, "Full name", required: true
  field :address, :object, "Address" do
    field :city, :string, "City", required: true
  end
end

# Open object — any keys, nothing enforced
param :metadata, :object, "Arbitrary metadata"

# Declared fields enforced, everything else passed through
param :bag, :object, "Bag", additional_properties: true do
  field :name, :string, "Name", required: true
end

# Array item type
param :rows, :array, "Rows" do
  items :object do
    field :id, :integer, "Row id", required: true
  end
end
Array item schemas are published for clients but not enforced server-side:
NimbleOptions cannot attach a nested schema to a list element type.
Handlers always receive string keys, at every depth.
Examples
# Basic validation
param :name, :string, "User name", required: true
param :role, :string, "User role", enum: ["admin", "user", "guest"]
param :active, :boolean, "Active status", default: true

# Enhanced validation
param :age, :integer, "Age in years", min: 0, max: 150, required: true
param :username, :string, "Username", min_length: 3, max_length: 30
param :score, :number, "Score", min: 0.0, max: 100.0, default: 50.0
param :email, :string, "Email", validator: &ConduitMcp.Validation.Validators.email/1

# Complex validation with multiple constraints
param :priority, :string, "Task priority",
  required: true,
  enum: ["low", "medium", "high", "critical"],
  validator: &MyApp.validate_priority/1

# Array with validation
param :tags, {:array, :string}, "Tags", max_length: 10

  



  
    
      
    
    
      param(name, type, description, opts, list)


        (macro)


        
          
        

    

  


  

Defines a parameter with nested fields (for objects) or items (for arrays).

  



  
    
      
    
    
      precompile_template_regex(module, template)



        
          
        

    

  


  

Stores a compiled URI template regex in :persistent_term so that it can
be looked up at request time without paying the per-process
Regex.recompile/1 cost incurred when a Regex struct is embedded via
Macro.escape/1.
Called at module load time from generated @on_load hooks.

  



  
    
      
    
    
      prompt(name, description, list)


        (macro)


        
          
        

    

  


  

Defines an MCP prompt.
Example
prompt "code_review", "Code review assistant" do
  arg :code, :string, "Code to review", required: true
  arg :language, :string, "Language", default: "elixir"

  get fn _conn, args ->
    [
      system("You are a code reviewer"),
      user("Review this code: #{args["code"]}")
    ]
  end

  complete :language, fn _conn, prefix ->
    ~w(elixir python javascript) |> Enum.filter(&String.starts_with?(&1, prefix))
  end
end

  



  
    
      
    
    
      read(fun)


        (macro)


        
          
        

    

  


  

Defines the read handler for a resource.
Handler signature: (conn, uri_params, opts) -> result. On a modern-era
request result may be {:input_required, input_requests, state}; see
"Multi round-trip requests (MRTR)" in ConduitMcp.Server.
Examples
read fn _conn, %{"id" => id}, _opts ->
  user = MyApp.Users.get!(id)
  json(user)
end

read MyFiles, :read

  



  
    
      
    
    
      read(module, function)


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      resource(uri, list)


        (macro)


        
          
        

    

  


  

Defines an MCP resource.
Examples
resource "user://{id}" do
  description "User profile data"
  mime_type "application/json"

  read fn _conn, params, _opts ->
    user = MyApp.Users.get!(params["id"])
    json(user)
  end
end

resource "file://{path}" do
  mime_type "text/plain"
  read MyFiles, :read
  complete :path, &MyFiles.autocomplete/2
end

  



  
    
      
    
    
      scope(scope_string)


        (macro)


        
          
        

    

  


  

Sets a required OAuth scope for a tool, resource, or prompt.
ConduitMcp.Handler checks the declared scope against
ConduitMcp.Principal.scopes/1 before dispatching. A request with no
principal has no scopes, so a scoped declaration fails closed.
Must be called inside a tool, app, resource or prompt block; calling
it anywhere else raises at compile time rather than silently enforcing
nothing.
Examples
tool "delete_user", "Deletes a user" do
  scope "users:write"
  param :id, :string, "User ID", required: true
  handle fn _conn, %{"id" => id} -> ... end
end

resource "vault://{id}" do
  scope "vault:read"
  read fn _conn, params, _opts -> ... end
end

prompt "code_review", "Reviews code" do
  scope "review:run"
  get fn _conn, args -> ... end
end
A scope declared on a URI template covers every URI that template serves.
A URI served by a static resource, or by a template declared earlier, is
governed by that resource's scope instead, even when it declares none:
resource "user://{id}" do
  scope "admin"
  read fn _conn, params, _opts -> ... end
end

# Served by its own static clause, so it needs no scope.
resource "user://me" do
  read fn _conn, _params, _opts -> ... end
end
Multiple scopes are required by passing a space-separated string; all
of them must be present:
tool "admin_action", "Admin only" do
  scope "admin users:write"
  handle fn _conn, _params -> ... end
end

  



  
    
      
    
    
      task_support(level)


        (macro)


        
          
        

    

  


  

Declares the tool's support for asynchronous task execution.
Values:
	:none (default, not emitted) — tool always returns synchronously
	:supported — tool MAY return a task id for long-running operations;
clients can poll tasks/get and receive results via tasks/result
	:required — tool ALWAYS returns a task id; the immediate response
contains no result, only a task id to poll

Added in MCP spec 2025-11-25.
Example
tool "render_video", "Render a video from a script" do
  task_support :supported
  param :script, :string, "Script source", required: true
  handle MyRenderer, :start
end

  



  
    
      
    
    
      template_regex(module, template)



        
          
        

    

  


  

Fetches a {param_names, regex} tuple previously stored by
precompile_template_regex/2, falling back to recompiling on cache miss
(defensive — should not normally happen).

  



  
    
      
    
    
      title(value)


        (macro)


        
          
        

    

  


  

Sets a human-readable display title for a tool.
Distinct from name (the machine identifier used in tools/call),
title is shown to end users by MCP clients. Added in MCP spec
2025-11-25.
Example
tool "create_user", "Create a user account" do
  title "Create User"
  param :email, :string, "Email address", required: true
  handle MyUsers, :create
end

  



  
    
      
    
    
      tool(name, description, list)


        (macro)


        
          
        

    

  


  

Defines an MCP tool.
Examples
# Simple tool with inline handler
tool "greet", "Greets someone" do
  param :name, :string, "Name", required: true
  handle fn _conn, %{"name" => n} -> text("Hello #{n}!") end
end

# Tool with MFA handler
tool "calculate", "Calculator" do
  param :a, :number, required: true
  param :b, :number, required: true
  handle MyMath, :add
end

# Tool with nested object
tool "create_user", "Creates user" do
  param :user, :object, "User data", required: true do
    field :name, :string, "Full name", required: true
    field :email, :string, "Email", required: true
  end
  handle MyUsers, :create
end

  



  
    
      
    
    
      ui(resource_uri)


        (macro)


        
          
        

    

  


  

Shortcut for declaring a UI resource URI on a tool (MCP Apps).
This is sugar for meta %{ui: %{resourceUri: uri}}. It links the tool
to an interactive HTML resource that MCP Apps-compatible hosts will
render as a sandboxed iframe.
Example
tool "dashboard", "Health dashboard" do
  ui "ui://dashboard/app.html"
  handle fn _conn, _params -> json(%{ok: true}) end
end
See the MCP Apps guide for full details.

  



  
    
      
    
    
      view(path)


        (macro)


        
          
        

    

  


  

Specifies the HTML file path for an MCP App.
Used inside an app block to set the HTML file that will be served
as the ui:// resource.
Example
app "dashboard", "Health dashboard" do
  view "priv/mcp_apps/dashboard.html"
  handle fn _conn, _params -> json(%{ok: true}) end
end

  


        

      


  

    
ConduitMcp.DSL.Helpers 
    



      
Helper macros for building MCP responses in the DSL.
These helpers provide a convenient way to construct properly formatted
MCP responses without manually building the response maps.
Response Helpers
	text/1 - Returns a text content response
	json/1 - Returns JSON-encoded text content
	raw/1 - Returns raw data directly (bypasses MCP content wrapping)
	error/1 or error/2 - Returns an error response
	image/2 - Returns an image content response (base64 data + MIME type)
	image/1 - Returns a link to an image URL, or image content for base64
PNG/JPEG/GIF/WebP data

Prompt Message Helpers
	system/1 - Creates a system role message
	user/1 - Creates a user role message
	assistant/1 - Creates an assistant role message

Examples
# Text response
text("Hello, world!")
# => {:ok, %{"content" => [%{"type" => "text", "text" => "Hello, world!"}]}}

# JSON response
json(%{status: "ok", count: 42})
# => {:ok, %{"content" => [%{"type" => "text", "text" => "{\"status\":\"ok\",\"count\":42}"}]}}

# Raw response (bypasses MCP wrapping)
raw(%{status: "ok", count: 42})
# => {:ok, %{"status" => "ok", "count" => 42}}

# Error response
error("Not found")
# => {:error, %{"code" => -32000, "message" => "Not found"}}

# Custom error code
error("Invalid params", -32602)
# => {:error, %{"code" => -32602, "message" => "Invalid params"}}

# Prompt messages
[
  system("You are a helpful assistant"),
  user("What is 2+2?")
]

      


      
        Summary


  
    Functions
  


    
      
        app_html(content)

      


        Creates a resource content response for MCP Apps UI.



    


    
      
        assistant(content)

      


        Creates an assistant role message for prompts.



    


    
      
        audio(data, mime_type)

      


        Creates an audio content response.



    


    
      
        error(message, code \\ ConduitMcp.Errors.server_error())

      


        Creates an error response.



    


    
      
        execution_error(message)

      


        Reports a tool execution error to the client.



    


    
      
        image(url_or_data)

      


        Creates an image response from either a URL or base64 image data.



    


    
      
        image(data, mime_type)

      


        Creates an image content response from base64-encoded data and its
mime_type, the two fields MCP's ImageContent requires.



    


    
      
        json(data)

      


        Creates a JSON-encoded text content response.



    


    
      
        raw(data)

      


        Returns raw data directly without MCP content wrapping.



    


    
      
        raw_resource(content, mime_type)

      


        Creates a resource content response with a specified MIME type.



    


    
      
        structured(payload, message \\ nil)

      


        Returns a tool response with structured output.



    


    
      
        system(content)

      


        Creates a system role message for prompts.



    


    
      
        task(task_id, message \\ "Task started")

      


        Creates an MCP tools/call response that hands a long-running operation
off to a task.



    


    
      
        text(content)

      


        Creates a text content response.



    


    
      
        texts(string_list)

      


        Creates multiple text content items.



    


    
      
        user(content)

      


        Creates a user role message for prompts.



    





      


      
        Functions


        


  
    
      
    
    
      app_html(content)


        (macro)


        
          
        

    

  


  

Creates a resource content response for MCP Apps UI.
Shortcut for raw_resource(content, "text/html;profile=mcp-app").
The text/html;profile=mcp-app MIME type is required by MCP Apps hosts
to render the HTML as a sandboxed iframe.
Example
resource "ui://dashboard/app.html" do
  mime_type "text/html;profile=mcp-app"

  read fn _conn, _params, _opts ->
    html = File.read!("priv/mcp_apps/dashboard.html")
    app_html(html)
  end
end

  



  
    
      
    
    
      assistant(content)


        (macro)


        
          
        

    

  


  

Creates an assistant role message for prompts.
Example
def handle_get_prompt(_conn, "example", _args) do
  {:ok, %{
    "messages" => [
      user("Show me an example"),
      assistant("Here's an example: ...")
    ]
  }}
end

  



  
    
      
    
    
      audio(data, mime_type)


        (macro)


        
          
        

    

  


  

Creates an audio content response.
Example
handle fn _conn, %{"file" => file} ->
  data = File.read!(file) |> Base.encode64()
  audio(data, "audio/wav")
end

  



    

  
    
      
    
    
      error(message, code \\ ConduitMcp.Errors.server_error())


        (macro)


        
          
        

    

  


  

Creates an error response.
Examples
error("User not found")
# => {:error, %{"code" => -32000, "message" => "User not found"}}

error("Invalid parameters", -32602)
# => {:error, %{"code" => -32602, "message" => "Invalid parameters"}}

  



  
    
      
    
    
      execution_error(message)


        (macro)


        
          
        

    

  


  

Reports a tool execution error to the client.
Per MCP spec, tool execution errors (the operation ran but failed in a way
the LLM can interpret and possibly recover from) are distinct from protocol
errors. They are returned as a successful result with "isError" => true,
not as a JSON-RPC error. Use error/2 for protocol errors (bad params,
internal failures, etc.) and execution_error/1 for "the call ran but
this is what went wrong" so the LLM can self-correct.
Example
tool "fetch_user", "Fetch a user by id" do
  param :id, :string, "User id", required: true

  handle fn _conn, %{"id" => id} ->
    case MyUsers.fetch(id) do
      {:ok, user} -> json(user)
      {:error, :not_found} -> execution_error("User #{id} not found")
    end
  end
end

  



  
    
      
    
    
      image(url_or_data)


        (macro)


        
          
        

    

  


  

Creates an image response from either a URL or base64 image data.
MCP's ImageContent requires base64 data and a mimeType, so:
	a URL (anything with a URI scheme, e.g. "https://...") becomes a
resource_link content block whose uri and name are the URL — a
URL cannot go in data, and a link is how a tool result points at
content it does not embed;
	base64 PNG, JPEG, GIF or WebP data becomes ImageContent, with the
mimeType read from the image's leading bytes;
	anything else raises ArgumentError naming image/2, which takes the
MIME type explicitly.

Example
def handle_call_tool(_conn, "generate_chart", params) do
  image_url = MyCharts.generate(params)
  image(image_url)
end

  



  
    
      
    
    
      image(data, mime_type)


        (macro)


        
          
        

    

  


  

Creates an image content response from base64-encoded data and its
mime_type, the two fields MCP's ImageContent requires.
Example
handle fn _conn, _params ->
  png = MyCharts.render_png() |> Base.encode64()
  image(png, "image/png")
end

  



  
    
      
    
    
      json(data)


        (macro)


        
          
        

    

  


  

Creates a JSON-encoded text content response.
The data will be encoded to JSON using the built-in JSON module.
Example
def handle_call_tool(_conn, "get_user", %{"id" => id}) do
  user = MyApp.Users.get!(id)
  json(%{id: user.id, name: user.name, email: user.email})
end

  



  
    
      
    
    
      raw(data)


        (macro)


        
          
        

    

  


  

Returns raw data directly without MCP content wrapping.
This bypasses the standard MCP content structure and returns the data
as-is. Useful for debugging or special cases where you need direct
JSON output without the content array wrapper.
Warning: This breaks MCP compatibility and should only be used
for debugging or non-MCP endpoints.
Example
def handle_call_tool(_conn, "debug_user", %{"id" => id}) do
  user = MyApp.Users.get!(id)
  raw(%{id: user.id, name: user.name, email: user.email})
end

# Returns: {:ok, %{"id" => 123, "name" => "John", "email" => "john@example.com"}}
# Instead of: {:ok, %{"content" => [%{"type" => "text", "text" => "{\"id\":123,...}"}]}}

  



  
    
      
    
    
      raw_resource(content, mime_type)


        (macro)


        
          
        

    

  


  

Creates a resource content response with a specified MIME type.
Useful for returning raw HTML, XML, or other content types from
resource read handlers. For MCP Apps ui:// resources, prefer
app_html/1 which uses the correct MIME type automatically.
Example
resource "config://settings.xml" do
  mime_type "application/xml"

  read fn _conn, _params, _opts ->
    xml = File.read!("priv/settings.xml")
    raw_resource(xml, "application/xml")
  end
end

  



    

  
    
      
    
    
      structured(payload, message \\ nil)


        (macro)


        
          
        

    

  


  

Returns a tool response with structured output.
Per MCP spec 2025-11-25, tools can declare an outputSchema and return
structured data alongside the human-readable content array. Clients
that understand the schema can render/validate the payload; clients
that don't fall back to the text content.
Accepts the structured payload (any JSON-encodable map) and an optional
human-readable message that becomes the text content. If you omit the
message, the JSON encoding of the payload is used.
Example
tool "get_user", "Fetch a user" do
  param :id, :string, "User id", required: true

  output_schema %{
    "type" => "object",
    "properties" => %{
      "id" => %{"type" => "string"},
      "email" => %{"type" => "string"}
    }
  }

  handle fn _conn, %{"id" => id} ->
    user = MyUsers.get!(id)
    structured(%{"id" => user.id, "email" => user.email}, "Fetched user #{id}")
  end
end

  



  
    
      
    
    
      system(content)


        (macro)


        
          
        

    

  


  

Creates a system role message for prompts.
Example
def handle_get_prompt(_conn, "assistant", _args) do
  {:ok, %{
    "messages" => [
      system("You are a helpful coding assistant")
    ]
  }}
end

  



    

  
    
      
    
    
      task(task_id, message \\ "Task started")


        (macro)


        
          
        

    

  


  

Creates an MCP tools/call response that hands a long-running operation
off to a task.
The tool returns immediately with a task_id; the client polls
tasks/get / tasks/result to retrieve progress and the final result.
The task itself is tracked by ConduitMcp.Tasks — the tool author is
responsible for spawning the actual work (e.g., via Task.Supervisor)
and updating the task's status with ConduitMcp.Tasks.update/2.
Requires the tool's task_support to be :supported or :required.
Example
tool "render_video", "Render a video" do
  task_support :supported
  param :script, :string, "Script", required: true

  handle fn _conn, params ->
    task_id = ConduitMcp.Tasks.generate_id()
    {:ok, _} = ConduitMcp.Tasks.create(task_id, %{"tool" => "render_video"})

    Task.Supervisor.start_child(MyApp.Workers, fn ->
      result = MyRenderer.render(params)
      ConduitMcp.Tasks.update(task_id,
        %{"status" => "completed", "result" => result})
    end)

    task(task_id, "Rendering started")
  end
end

  



  
    
      
    
    
      text(content)


        (macro)


        
          
        

    

  


  

Creates a text content response.
Example
def handle_call_tool(_conn, "greet", %{"name" => name}) do
  text("Hello, #{name}!")
end

  



  
    
      
    
    
      texts(string_list)



        
          
        

    

  


  

Creates multiple text content items.
Useful for returning multiple pieces of content in a single response.
Example
def handle_call_tool(_conn, "analyze", params) do
  results = MyAnalyzer.run(params)

  {:ok, %{
    "content" => texts([
      "Analysis Results:",
      "Score: #{results.score}",
      "Details: #{results.details}"
    ])
  }}
end

  



  
    
      
    
    
      user(content)


        (macro)


        
          
        

    

  


  

Creates a user role message for prompts.
Example
def handle_get_prompt(_conn, "question", args) do
  {:ok, %{
    "messages" => [
      user("What is #{args["topic"]}?")
    ]
  }}
end

  


        

      


  

    
ConduitMcp.DSL.SchemaBuilder 
    



      
Builds JSON Schema and NimbleOptions schemas from DSL parameter definitions.
This module converts the accumulated parameter definitions from the DSL
into both JSON Schema format (for MCP client validation) and NimbleOptions
schemas (for runtime server-side validation).
Dual Schema Generation
The module now generates two types of schemas:
	JSON Schema - Used by MCP clients for input validation and introspection
	NimbleOptions Schema - Used for runtime server-side parameter validation

Both schemas are generated from the same DSL parameter definitions but serve
different purposes in the validation pipeline.

      


      
        Summary


  
    Functions
  


    
      
        build_dual_prompt_schemas(prompt_def)

      


        Builds dual schemas for prompt definitions.



    


    
      
        build_dual_schemas(tool_def)

      


        Builds both JSON Schema and NimbleOptions validation schema from tool definition.



    


    
      
        build_input_schema(params)

      


        Builds a JSON Schema input schema from parameter definitions.



    


    
      
        build_nimble_options_prompt_schema(map)

      


        Builds a NimbleOptions validation schema for prompt arguments.



    


    
      
        build_nimble_options_schema(map)

      


        Builds a NimbleOptions validation schema from tool definition.



    


    
      
        build_prompt_schema(map)

      


        Builds a prompt schema from DSL definition.



    


    
      
        build_resource_schema(map)

      


        Builds a resource schema from DSL definition.



    


    
      
        build_resource_template_schema(map)

      


        Builds a resource-template schema from a templated DSL definition.



    


    
      
        build_tool_schema(tool)

      


        Builds a complete tool schema from DSL definition.



    


    
      
        compile_prompt_validation_schemas(prompts)

      


        Compiles validation schemas for all prompts in a server module.



    


    
      
        compile_tool_validation_schemas(tools)

      


        Compiles validation schemas for all tools in a server module.



    


    
      
        generate_validation_lookup_functions(tools, prompts)

      


        Generates compile-time validation schema lookup functions.



    


    
      
        templated?(arg1)

      


        Returns true when the given resource definition's URI contains a {param}
template placeholder.



    


    
      
        to_resource_template_schema(schema)

      


        Converts a static resource JSON schema (with "uri") into a resource-template
schema (with "uriTemplate"). Other keys are preserved.



    


    
      
        validate_all_schemas(tools, prompts)

      


        Validates all schemas in a tool/prompt definition list.



    


    
      
        validate_nimble_options_schema(schema)

      


        Validates that a NimbleOptions schema is properly formed.



    





      


      
        Functions


        


  
    
      
    
    
      build_dual_prompt_schemas(prompt_def)



        
          
        

    

  


  

Builds dual schemas for prompt definitions.

  



  
    
      
    
    
      build_dual_schemas(tool_def)



        
          
        

    

  


  

Builds both JSON Schema and NimbleOptions validation schema from tool definition.
Returns a map containing both schema types for comprehensive validation.
Examples
iex> tool_def = %{name: "greet", params: [...]}
iex> ConduitMcp.DSL.SchemaBuilder.build_dual_schemas(tool_def)
%{
  json_schema: %{"name" => "greet", "inputSchema" => %{...}},
  nimble_options_schema: [name: [type: :string, required: true], ...]
}

  



  
    
      
    
    
      build_input_schema(params)



        
          
        

    

  


  

Builds a JSON Schema input schema from parameter definitions.

  



  
    
      
    
    
      build_nimble_options_prompt_schema(map)



        
          
        

    

  


  

Builds a NimbleOptions validation schema for prompt arguments.

  



  
    
      
    
    
      build_nimble_options_schema(map)



        
          
        

    

  


  

Builds a NimbleOptions validation schema from tool definition.
Converts DSL parameter definitions into a NimbleOptions schema format
that can be used for runtime parameter validation with type coercion
and advanced constraints.
Examples
iex> tool_def = %{
...>   name: "calculate",
...>   params: [
...>     %{name: :a, type: :integer, opts: [required: true, min: 0]},
...>     %{name: :b, type: :integer, opts: [required: true, min: 0]}
...>   ]
...> }
iex> ConduitMcp.DSL.SchemaBuilder.build_nimble_options_schema(tool_def)
[
  a: [type: :integer, required: true, min: 0],
  b: [type: :integer, required: true, min: 0]
]

  



  
    
      
    
    
      build_prompt_schema(map)



        
          
        

    

  


  

Builds a prompt schema from DSL definition.

  



  
    
      
    
    
      build_resource_schema(map)



        
          
        

    

  


  

Builds a resource schema from DSL definition.
Used for resources/list (static URIs only). name — required by the MCP
Resource schema in every revision — is the URI, since the DSL has no
separate resource name.

  



  
    
      
    
    
      build_resource_template_schema(map)



        
          
        

    

  


  

Builds a resource-template schema from a templated DSL definition.
Used for resources/templates/list (URIs with {param} placeholders).
Emits uriTemplate instead of uri per MCP spec, and the template as the
required name.

  



  
    
      
    
    
      build_tool_schema(tool)



        
          
        

    

  


  

Builds a complete tool schema from DSL definition.
Example
iex> tool_def = %{
...>   name: "greet",
...>   description: "Greets someone",
...>   params: [
...>     %{name: :name, type: :string, description: "Name", opts: [required: true]},
...>     %{name: :age, type: :number, description: "Age", opts: []}
...>   ],
...>   handler: {:fn, fn _conn, p -> {:ok, p} end}
...> }
iex> ConduitMcp.DSL.SchemaBuilder.build_tool_schema(tool_def)
%{
  "name" => "greet",
  "description" => "Greets someone",
  "inputSchema" => %{
    "type" => "object",
    "properties" => %{
      "name" => %{"type" => "string", "description" => "Name"},
      "age" => %{"type" => "number", "description" => "Age"}
    },
    "required" => ["name"]
  }
}

  



  
    
      
    
    
      compile_prompt_validation_schemas(prompts)



        
          
        

    

  


  

Compiles validation schemas for all prompts in a server module.

  



  
    
      
    
    
      compile_tool_validation_schemas(tools)



        
          
        

    

  


  

Compiles validation schemas for all tools in a server module.
This function is used during the @before_compile hook to generate
validation schemas for all tools defined in the DSL.
Examples
iex> tools = [
...>   %{name: "greet", params: [...]},
...>   %{name: "calc", params: [...]}
...> ]
iex> ConduitMcp.DSL.SchemaBuilder.compile_tool_validation_schemas(tools)
%{
  "greet" => [name: [type: :string, required: true], ...],
  "calc" => [a: [type: :integer, min: 0], ...]
}

  



  
    
      
    
    
      generate_validation_lookup_functions(tools, prompts)



        
          
        

    

  


  

Generates compile-time validation schema lookup functions.
This creates the AST for functions that will be injected into the
server module to provide fast schema lookups at runtime.
Returns quoted AST that defines:
	__validation_schema_for_tool__/1
	__validation_schema_for_prompt__/1


  



  
    
      
    
    
      templated?(arg1)



        
          
        

    

  


  

Returns true when the given resource definition's URI contains a {param}
template placeholder.

  



  
    
      
    
    
      to_resource_template_schema(schema)



        
          
        

    

  


  

Converts a static resource JSON schema (with "uri") into a resource-template
schema (with "uriTemplate"). Other keys are preserved.

  



  
    
      
    
    
      validate_all_schemas(tools, prompts)



        
          
        

    

  


  

Validates all schemas in a tool/prompt definition list.
Used during compile time to catch schema generation errors early.
Returns :ok if all schemas are valid, or {:error, details} if any are invalid.

  



  
    
      
    
    
      validate_nimble_options_schema(schema)



        
          
        

    

  


  

Validates that a NimbleOptions schema is properly formed.
This is used during compile time to ensure the generated schema
is valid for NimbleOptions validation.

  


        

      


  

    
ConduitMcp.OptionalDependencyError exception
    



      
Raised when a feature is configured whose optional dependency is not
compiled into the current build of :conduit_mcp.
Several ConduitMCP modules are wrapped in if Code.ensure_loaded?(Dep)
guards, which is conditional compilation: whether the module exists is
decided once, when :conduit_mcp itself is compiled inside the consuming
project's _build. Mix does not recompile an already-built dependency when
the consumer later adds one of its optional deps, so adding :joken to
mix.exs is not by itself enough — mix deps.compile conduit_mcp --force
is required.
The message therefore always names both the missing dependency and the
rebuild command.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.OptionalDependencyError{
  __exception__: true,
  deps: [{atom(), String.t()}],
  feature: String.t(),
  message: String.t(),
  module: module()
}


      



  


        

      


  

    
ConduitMcp.OptionalDeps 
    



      
Runtime availability checks for ConduitMCP's conditionally compiled modules.
ConduitMcp.Plugs.OAuth, ConduitMcp.OAuth.KeyProvider.JWKS and
ConduitMcp.Client.SchemaValidator.JSV only exist when their optional
dependency was present when :conduit_mcp was compiled. Every code path
that can reach one of them crosses an init/1 (a plug's, or a client's
option validation), so availability is validated there — once, at boot or
compile time — rather than degrading into a per-request failure that is
indistinguishable from a configuration mistake.
The client's Streamable HTTP transport
(ConduitMcp.Client.Transport.StreamableHTTP) needs :finch; it calls
finch!/0 when its options are validated and when it starts, so a build
without Finch fails when the client starts, never on a request.
See ConduitMcp.OptionalDependencyError for why adding the dependency to
mix.exs is not sufficient on its own.

      


      
        Summary


  
    Functions
  


    
      
        client_assertion!()

      


        Returns the private_key_jwt client-assertion signer (compiled only with
:jose), raising ConduitMcp.OptionalDependencyError naming
{:jose, "~> 1.11"} when it was not compiled in. Called when an OAuth
configuration with a :private_key is validated.



    


    
      
        finch!()

      


        Returns the client's internal HTTP module (compiled only with :finch),
raising ConduitMcp.OptionalDependencyError naming {:finch, "~> 0.21"}
when it was not compiled in.



    


    
      
        jsv!()

      


        Returns the JSV schema validator module
(ConduitMcp.Client.SchemaValidator.JSV), raising
ConduitMcp.OptionalDependencyError when it was not compiled in.



    


    
      
        jsv_available?()

      


        Returns true when the JSV schema validator is usable in this build.



    


    
      
        oauth_available?()

      


        Returns true when the :oauth auth strategy is usable in this build.



    


    
      
        oauth_client!()

      


        Returns the module that runs the client's OAuth flow for a connection
(an internal module compiled only with :finch), raising
ConduitMcp.OptionalDependencyError naming {:finch, "~> 0.21"} when it
was not compiled in. Called when a client configured with
auth: {:oauth, ...} starts.



    


    
      
        oauth_plug!()

      


        Returns the OAuth plug module, raising ConduitMcp.OptionalDependencyError
when it was not compiled in.



    


    
      
        validate_key_provider!(mod)

      


        Validates that a configured :key_provider module exists and implements
both ConduitMcp.OAuth.KeyProvider.fetch_keys/1 and
ConduitMcp.OAuth.KeyProvider.fetch_key/2.



    





      


      
        Functions


        


  
    
      
    
    
      client_assertion!()



        
          
        

    

  


  

      

          @spec client_assertion!() :: module()


      


Returns the private_key_jwt client-assertion signer (compiled only with
:jose), raising ConduitMcp.OptionalDependencyError naming
{:jose, "~> 1.11"} when it was not compiled in. Called when an OAuth
configuration with a :private_key is validated.

  



  
    
      
    
    
      finch!()



        
          
        

    

  


  

      

          @spec finch!() :: module()


      


Returns the client's internal HTTP module (compiled only with :finch),
raising ConduitMcp.OptionalDependencyError naming {:finch, "~> 0.21"}
when it was not compiled in.

  



  
    
      
    
    
      jsv!()



        
          
        

    

  


  

      

          @spec jsv!() :: module()


      


Returns the JSV schema validator module
(ConduitMcp.Client.SchemaValidator.JSV), raising
ConduitMcp.OptionalDependencyError when it was not compiled in.
ConduitMcp.Client calls it when its options are validated, if :validate
asks for argument or structuredContent validation with the default
validator; it is never called per request.

  



  
    
      
    
    
      jsv_available?()



        
          
        

    

  


  

      

          @spec jsv_available?() :: boolean()


      


Returns true when the JSV schema validator is usable in this build.

  



  
    
      
    
    
      oauth_available?()



        
          
        

    

  


  

      

          @spec oauth_available?() :: boolean()


      


Returns true when the :oauth auth strategy is usable in this build.

  



  
    
      
    
    
      oauth_client!()



        
          
        

    

  


  

      

          @spec oauth_client!() :: module()


      


Returns the module that runs the client's OAuth flow for a connection
(an internal module compiled only with :finch), raising
ConduitMcp.OptionalDependencyError naming {:finch, "~> 0.21"} when it
was not compiled in. Called when a client configured with
auth: {:oauth, ...} starts.

  



  
    
      
    
    
      oauth_plug!()



        
          
        

    

  


  

      

          @spec oauth_plug!() :: module()


      


Returns the OAuth plug module, raising ConduitMcp.OptionalDependencyError
when it was not compiled in.

  



  
    
      
    
    
      validate_key_provider!(mod)



        
          
        

    

  


  

      

          @spec validate_key_provider!(module()) :: :ok


      


Validates that a configured :key_provider module exists and implements
both ConduitMcp.OAuth.KeyProvider.fetch_keys/1 and
ConduitMcp.OAuth.KeyProvider.fetch_key/2.
ConduitMcp.Plugs.OAuth's init/1 accepts any atom as a key provider and
dispatch is unguarded, so without this a missing provider or callback
surfaces as an UndefinedFunctionError on the first authenticated request.

  


        

      


  

    
ConduitMcp.Principal 
    



      
The one canonical representation of "who is calling".
Both authentication plugs (ConduitMcp.Plugs.Auth and
ConduitMcp.Plugs.OAuth) write a principal through put/2, and every
consumer that needs an identity — task ownership, per-user rate limiting,
scope checks — reads it through this module.
Never key on conn.assigns[:current_user]: it is whatever the application
shaped it as, and for ConduitMcp.Plugs.OAuth it carries the claims map,
whose exp, iat and jti change on every token. An exact-match comparison
against it never matches the same user twice.
Shape
The principal is a plain map, always with these keys:
%{
  id: String.t() | nil,     # stable scalar identity, comparable with ==
  scopes: [String.t()],     # granted OAuth scopes ([] for other strategies)
  strategy: atom() | nil,   # :oauth | :bearer_token | :api_key | :function
                            # (the deprecated :custom strategy records :function)
  claims: map() | nil,      # verified JWT claims for :oauth, nil otherwise
  user: term()              # whatever a :function verifier returned
}
Id formats
:id is the only field safe to compare or use as a key. It is always a
string (or nil) and never contains per-request values. Its exact format
depends on the strategy:
	Strategy	:id	Example
	:oauth	"<claim>:<value>" for the first of :subject_claims (default ["sub", "client_id"]) holding a non-empty string or an integer	"sub:user-123", "client_id:svc-42", "sub:12345"
	:function / :custom, or :verify with no :token / :api_key	derive_id/1 of the verifier's return value, or "static:<digest>" when it has no identity	"MyApp.User:42", "42", "alice"
	:bearer_token with :token / :api_key with :api_key	the configured :principal_id, else "static:<digest>"	"ci-bot", "static:0wRuzI3TJCrfYoAa"

	OAuth ids are prefixed by the claim that produced them so sub and
client_id cannot alias. An authorization server that lets a client pick
its own client_id would otherwise let it register a target user's sub
as its client_id, obtain a client-credentials token (no sub, so the
fallback claim wins) and resolve to that user's principal. Integer claims
render as decimal strings, so sub: 1 and client_id: "1" would collide
too without the prefix. A verified token with none of the claims is
rejected with 401.
	Verifier-derived ids follow derive_id/1: a struct is namespaced by
its type ("MyApp.User:42"); a plain map yields its :id, "id", :sub
or "sub" unprefixed; a bare binary, integer or atom is used as-is. The
status markers true, false and :ok carry no identity, so a verifier
returning {:ok, true} gets the credential digest instead.
	"static:<digest>" is the first 12 bytes of the SHA-256 of the
presented credential, base64url-encoded without padding: the credential
"shared-secret" always yields "static:0wRuzI3TJCrfYoAa". It is stable
across requests and restarts and never echoes the credential. A static
shared secret really does identify one principal; set :principal_id
when you need a readable name for it. :principal_id is rejected
whenever :verify authenticates (:function / :custom, or
:bearer_token / :api_key without :token / :api_key), where one
fixed id would merge every user.

nil = no principal: sees only unowned tasks; nothing under
:tasks_require_owner (see ConduitMcp.Tasks.get/2).
Anonymous clients
Without a principal, rate-limit keys (rate_limit_key/1, the default keys
of ConduitMcp.Plugs.RateLimit and ConduitMcp.Plugs.MessageRateLimit) and
cancellation scopes fall back to client_bucket/1: the IPv4 address, or
the IPv6 /64 prefix — one host is typically allocated a whole /64, so a
per-address key would let it rotate addresses to evade limits. IPv4-mapped
IPv6 addresses unwrap to the embedded IPv4 address. client_ip/1 is the
precise address, for display and logging.
To key the HTTP rate limiter on the precise address instead, pass
key_func: &ConduitMcp.Principal.client_ip/1.
Assigns
The principal lives in conn.assigns[:mcp_principal] (assign_key/0) and
scopes are mirrored into conn.assigns[:oauth_scopes]
(scopes_assign_key/0) for backward compatibility with
ConduitMcp.Plugs.OAuth.has_scope?/2 and existing consumer code.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        assign_key()

      


        The conn.assigns key holding the canonical principal.



    


    
      
        client_bucket(conn)

      


        Returns the bucket an anonymous client is keyed on: its address for IPv4,
its /64 prefix for IPv6, or "unknown" for a malformed remote_ip.



    


    
      
        client_ip(arg1)

      


        Returns the client IP as a string, or "unknown".



    


    
      
        derive_id(value)

      


        Derives a stable scalar id from an arbitrary verifier return value.



    


    
      
        get(arg1)

      


        Returns the principal, or nil when the request is unauthenticated.



    


    
      
        id(conn)

      


        Returns the stable scalar identity, or nil.



    


    
      
        put(conn, fields)

      


        Assigns a principal, filling in defaults for any key fields omits, and
mirrors its scopes into scopes_assign_key/0.



    


    
      
        rate_limit_key(conn)

      


        Returns a rate-limit bucket key: "user:" <> id when authenticated,
otherwise client_bucket/1 (the IPv4 address, or the IPv6 /64).



    


    
      
        scopes(arg1)

      


        Returns the granted scopes, or [].



    


    
      
        scopes_assign_key()

      


        The conn.assigns key holding the granted scopes.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %{
  id: String.t() | nil,
  scopes: [String.t()],
  strategy: atom() | nil,
  claims: map() | nil,
  user: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      assign_key()



        
          
        

    

  


  

      

          @spec assign_key() :: atom()


      


The conn.assigns key holding the canonical principal.

  



  
    
      
    
    
      client_bucket(conn)



        
          
        

    

  


  

      

          @spec client_bucket(Plug.Conn.t() | map()) :: String.t()


      


Returns the bucket an anonymous client is keyed on: its address for IPv4,
its /64 prefix for IPv6, or "unknown" for a malformed remote_ip.
An ISP or hosting provider typically allocates a whole /64 to one
subscriber or host, and the host picks its own interface identifier (the low
64 bits) freely — privacy extensions rotate it on their own. Keying on the
full address would let one client mint a fresh bucket per request, so every
address in a /64 shares one bucket, rendered as the prefix with the
interface identifier zeroed: "2001:db8:1:2::/64".
An IPv4-mapped IPv6 address (::ffff:192.0.2.1, what a dual-stack socket
reports for an IPv4 peer) is unwrapped to the embedded IPv4 address, so the
same IPv4 client lands in the same bucket whichever socket family accepted
it — and is not merged with every other IPv4 client under "::ffff:0:0/64".
client_ip/1 remains the precise address, for display and logging.
iex> ConduitMcp.Principal.client_bucket(%{remote_ip: {192, 0, 2, 7}})
"192.0.2.7"
iex> ConduitMcp.Principal.client_bucket(%{remote_ip: {0x2001, 0xDB8, 1, 2, 3, 4, 5, 6}})
"2001:db8:1:2::/64"
iex> ConduitMcp.Principal.client_bucket(%{remote_ip: {0, 0, 0, 0, 0, 0xFFFF, 0xC000, 0x0201}})
"192.0.2.1"

  



  
    
      
    
    
      client_ip(arg1)



        
          
        

    

  


  

      

          @spec client_ip(Plug.Conn.t() | map()) :: String.t()


      


Returns the client IP as a string, or "unknown".
This is the precise address, for display and logging. Rate-limit and
cancellation keys use client_bucket/1 instead, which groups IPv6 clients
by /64.
:inet.ntoa/1 returns {:error, :einval} for a malformed remote_ip, and
piping that straight into to_string/1 raises Protocol.UndefinedError —
killing the request process instead of returning a rate-limit response.

  



  
    
      
    
    
      derive_id(value)



        
          
        

    

  


  

      

          @spec derive_id(term()) :: String.t() | nil


      


Derives a stable scalar id from an arbitrary verifier return value.
Accepted shapes:
	a struct → "<inspect(struct)>:<v>", where <v> is its :id (or
:sub when it has no :id field); e.g. %MyApp.User{id: 42} derives
"MyApp.User:42";
	a map → the value under the first of :id, "id", :sub, "sub"
that it has, unprefixed;
	a bare binary, integer or atom → itself as a string.

A scalar is a binary, an integer, or an atom other than nil, true,
false and :ok. Those four carry no identity — true is what a
"credential is valid" verifier returns for every caller — so they derive
nil, as does any other shape. Callers must then fall back to something
else rather than key on an unstable term; ConduitMcp.Plugs.Auth uses the
credential digest.
iex> ConduitMcp.Principal.derive_id(%{id: 42})
"42"
iex> ConduitMcp.Principal.derive_id(%{"sub" => "alice"})
"alice"
iex> ConduitMcp.Principal.derive_id(:svc)
"svc"
iex> ConduitMcp.Principal.derive_id(true)
nil
iex> ConduitMcp.Principal.derive_id(%{"exp" => 1_700_000_000})
nil
A struct is namespaced by its type because two record types with
independent primary-key sequences would otherwise collapse into one
principal, and task ownership is an exact string compare — a
%MyApp.ApiClient{id: 42} service account would read and cancel
%MyApp.User{id: 42}'s tasks. ConduitMcp.Plugs.OAuth closes the same
hole by prefixing the claim that produced the id.
Plain maps carry no type, so they are not namespaced: an OAuth claims map
and a hand-built %{id: ...} are indistinguishable, and prefixing one shape
and not the other would only move the collision.

  



  
    
      
    
    
      get(arg1)



        
          
        

    

  


  

      

          @spec get(Plug.Conn.t() | map() | nil) :: t() | nil


      


Returns the principal, or nil when the request is unauthenticated.

  



  
    
      
    
    
      id(conn)



        
          
        

    

  


  

      

          @spec id(Plug.Conn.t() | map() | nil) :: String.t() | nil


      


Returns the stable scalar identity, or nil.
This is the only value that may be compared, stored, or used as a key.
A principal assigned without put/2 whose :id is not a string yields
nil, so every consumer (task ownership, rate-limit and cancellation
scopes) treats it as anonymous rather than raising on it.

  



  
    
      
    
    
      put(conn, fields)



        
          
        

    

  


  

      

          @spec put(Plug.Conn.t(), map()) :: Plug.Conn.t()


      


Assigns a principal, filling in defaults for any key fields omits, and
mirrors its scopes into scopes_assign_key/0.
:id is normalised through derive_id/1, so the id/1 @spec holds by
construction no matter what an application passes. put/2 is public and a
non-scalar id would otherwise flow into every keyed surface - task
ownership, the rate-limit bucket, scope checks.

  



  
    
      
    
    
      rate_limit_key(conn)



        
          
        

    

  


  

      

          @spec rate_limit_key(Plug.Conn.t() | map()) :: String.t()


      


Returns a rate-limit bucket key: "user:" <> id when authenticated,
otherwise client_bucket/1 (the IPv4 address, or the IPv6 /64).

  



  
    
      
    
    
      scopes(arg1)



        
          
        

    

  


  

      

          @spec scopes(Plug.Conn.t() | map() | nil) :: [String.t()]


      


Returns the granted scopes, or [].

  



  
    
      
    
    
      scopes_assign_key()



        
          
        

    

  


  

      

          @spec scopes_assign_key() :: atom()


      


The conn.assigns key holding the granted scopes.

  


        

      


  

    
ConduitMcp.Reflect 
    



      
The single boundary helper for client-supplied text that is echoed back to
the client or written to the log.
Three separate hazards, one function:
	Type. Interpolating a non-binary — protocolVersion: {}, a
requestId object — raises inside the handler, and the surrounding
rescue turns a client mistake into a misleading
"Internal server error".
	Size. A 1 MB string sits comfortably inside the transports'
length: 1_000_000 parser cap, and an unclamped echo reflects it in
full into both the error message and the log line.
	Control characters. An unfiltered echo of
"tools/call\x00\x01\x02" reaches the operator's log with terminal
escapes and NULs intact.

text/2 applies to_string/1, strips control characters (C0/C1, DEL,
zero-width and bidi controls, and the Unicode line separators — keeping
nothing, not even tabs or newlines, which is what lets a value forge log
lines), and clamps both the byte length and the grapheme length. Both clamps
are needed: a grapheme cluster is unbounded in size, so one base character
plus 400 000 combining marks is a single grapheme and ~800 KB of output.

      


      
        Summary


  
    Functions
  


    
      
        text(value, max \\ 200)

      


        Renders value as text that is safe to put in an error message or a log
line: coerced to a string, control characters removed, clamped to max
graphemes and to a hard byte ceiling (default 200).



    





      


      
        Functions


        


    

  
    
      
    
    
      text(value, max \\ 200)



        
          
        

    

  


  

      

          @spec text(term(), pos_integer()) :: String.t()


      


Renders value as text that is safe to put in an error message or a log
line: coerced to a string, control characters removed, clamped to max
graphemes and to a hard byte ceiling (default 200).
Examples
iex> ConduitMcp.Reflect.text("tools/call")
"tools/call"

iex> ConduitMcp.Reflect.text("tools/call\x00\x01")
"tools/call"

iex> ConduitMcp.Reflect.text(%{})
"%{}"

iex> ConduitMcp.Reflect.text(String.duplicate("a", 500)) |> String.length()
200

  


        

      


  

    
ConduitMcp.Server behaviour
    



      
Behaviour for implementing stateless MCP servers.
An MCP server provides tools, resources, and prompts to LLM clients.
Servers implement callbacks to handle client requests concurrently.
Architecture
Server modules are stateless — just pure compiled functions:
	No GenServer, no Agent, no process overhead in your module
	Nothing for you to add to your supervision tree for the server itself
	Callbacks receive the Plug.Conn for request context
	Each HTTP request runs in parallel (limited only by Bandit's process pool)

The library does run a small supervision tree of its own
(ConduitMcp.Application). It starts automatically with the :conduit_mcp
application and owns the long-lived ETS tables that must outlive request
processes, plus the janitors that sweep them:
	ConduitMcp.Cancellation.Owner — cancellation flags
	ConduitMcp.Cancellation.InFlightOwner — requests in flight, which gate
the cancellations recorded
	ConduitMcp.Session.EtsStore.Owner — sessions
	ConduitMcp.Transport.SSE.Owner — the SSE slot table (one row per live
stream)
	ConduitMcp.Transport.SSEStream.Owner — the slot table of streamed POST
responses (one row per open stream)
	ConduitMcp.Client.Registry — a passive Registry client processes
register in (it starts no client)
	ConduitMcp.Subscriptions — the Registry of subscriptions/listen
streams by topic
	ConduitMcp.Subscriptions.Admission — the live subscriptions/listen
streams of each principal (:max_listens_per_principal); a process
streams call once per listen, not an ETS owner
	ConduitMcp.Session.Janitor (as ConduitMcp.Session.Janitor.Default) —
sweeps expired sessions; disable with
config :conduit_mcp, :session_janitor, false
	ConduitMcp.Cancellation.Janitor — sweeps stale cancellation rows and
in-flight rows of dead processes; disable with
config :conduit_mcp, :cancellation_janitor, false
	ConduitMcp.Tasks.EtsStore.Owner — tasks, only with the default tasks
store
	ConduitMcp.Ext.Tasks.EtsStore.Owner and the ConduitMcp.Ext.Tasks.Janitor
— only when the experimental tasks extension is enabled
(config :conduit_mcp, :ext_tasks)
	ConduitMcp.OAuth.KeyProvider.JWKS.Owner — the JWKS cache, only when
Req is compiled in

Every owner is a ConduitMcp.EtsOwner process that creates a :public
table and idles; reads and writes go straight to ETS from the calling
process. See ConduitMcp.Application for configuration details.
Example (Using DSL - Recommended)
defmodule MyApp.MCPServer do
  use ConduitMcp.Server

  tool "echo", "Echo back the input" do
    param :message, :string, "Message to echo", required: true

    handle fn _conn, %{"message" => msg} ->
      text(msg)
    end
  end

  tool "calculate", "Perform calculations" do
    param :operation, :string, "Math operation", enum: ~w(add sub mul div), required: true
    param :a, :number, "First number", required: true
    param :b, :number, "Second number", required: true

    handle MyMath, :calculate
  end
end
Example (Manual - Advanced)
defmodule MyApp.MCPServer do
  use ConduitMcp.Server, dsl: false  # Disable DSL

  @tools [
    %{
      "name" => "echo",
      "description" => "Echo back the input",
      "inputSchema" => %{
        "type" => "object",
        "properties" => %{
          "message" => %{"type" => "string", "description" => "Message to echo"}
        },
        "required" => ["message"]
      }
    }
  ]

  @impl true
  def handle_list_tools(_conn) do
    {:ok, %{"tools" => @tools}}
  end

  @impl true
  def handle_call_tool(_conn, "echo", %{"message" => msg}) do
    {:ok, %{"content" => [%{"type" => "text", "text" => msg}]}}
  end
end
Then in your supervision tree, just pass the module:
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP, server_module: MyApp.MCPServer},
 port: 4001}
Using Connection Context
The conn parameter allows access to request metadata:
def handle_call_tool(conn, "private_data", _params) do
  # Check authentication
  user_id = conn.assigns[:user_id]

  # Access headers
  auth_header = Plug.Conn.get_req_header(conn, "authorization")

  {:ok, %{"content" => [%{"type" => "text", "text" => "Data for #{user_id}"}]}}
end
Mutable State
If you need mutable state, use external mechanisms:
# Option 1: ETS
def handle_call_tool(_conn, "increment", _params) do
  :ets.update_counter(:my_counter, :count, 1)
  count = :ets.lookup_element(:my_counter, :count, 2)
  {:ok, %{"content" => [%{"type" => "text", "text" => "Count: #{count}"}]}}
end

# Option 2: Agent/GenServer
def handle_call_tool(_conn, "get_cache", %{"key" => key}) do
  value = MyApp.Cache.get(key)
  {:ok, %{"content" => [%{"type" => "text", "text" => value}]}}
end
Multi round-trip requests (MRTR)
In MCP 2026-07-28 a server asks the client for input — an elicitation,
and the deprecated sampling and roots — by answering tools/call,
resources/read or prompts/get with an InputRequiredResult; the
client retries the same request with the answers. Return
{:input_required, input_requests, state} from handle_call_tool/3,
handle_read_resource/2 or handle_get_prompt/3 (or a DSL handler or
ConduitMcp.Component.execute/2 behind them):
def handle_call_tool(conn, "deploy", args) do
  case conn.assigns[:mcp_input] do
    nil ->
      {:input_required,
       %{"approval" => ConduitMcp.MRTR.elicit("Approve deploy?", schema)},
       %{step: :awaiting_approval, target: args["target"]}}

    %{state: %{"target" => target}, responses: %{"approval" => approval}} ->
      case approval do
        %{"action" => "accept"} -> {:ok, do_deploy(target)}
        _ -> {:ok, %{"content" => [%{"type" => "text", "text" => "Cancelled"}]}}
      end
  end
end
	input_requests maps server-chosen keys to input requests built with
ConduitMcp.MRTR.elicit/2 (or the deprecated sample/2 and
list_roots/0). Every request is checked against the capabilities the
client declared; a missing one is answered with -32021 and
data.requiredCapabilities (HTTP 400) instead.
	state is sealed into the result's requestState with
ConduitMcp.MRTR.State (configure :mrtr_keys; without them the
request fails with -32603 and an error log). It must be JSON-encodable
and comes back as decoded JSON: atom keys and values become strings.

On the retry the library opens requestState (bound to the protocol
version, method, salient params and ConduitMcp.Principal.id/1; any
failure is a flat -32602) before the callback runs, and puts
%{state: restored_state, responses: input_responses} in
conn.assigns[:mcp_input], where input_responses is the request's
inputResponses map (%{} when absent). conn.assigns[:mcp_input] is
absent on a first round. responses is client input: validate it like
any other argument. A callback may return {:input_required, ...} again
for another round.
MRTR exists only in the modern era: on a legacy-era request
(2025-11-25, 2025-06-18) the same return is logged and answered with
-32603 ("MRTR input requests require protocol 2026-07-28"). Telemetry:
[:conduit_mcp, :mrtr, :input_required] (see ConduitMcp.Telemetry).
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        conn()

      


    


    
      
        input_required()

      


        An MRTR request for client input: input requests keyed by server-chosen
ids (values built with ConduitMcp.MRTR), and a JSON-encodable state term
handed back in conn.assigns[:mcp_input] on the retry.



    


    
      
        prompt_args()

      


    


    
      
        prompt_name()

      


    


    
      
        task()

      


        A ConduitMcp.Ext.Tasks task request from handle_call_tool/3: create a
task and answer with a CreateTaskResult (modern era, extension enabled
and declared by the client). See ConduitMcp.Ext.Tasks for attrs.
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        handle_call_tool(conn, tool_name, tool_params)

      


        Handle tool execution.



    


    
      
        handle_complete(conn, ref, argument)

      


        Handle autocompletion for prompt arguments or resource template parameters.



    


    
      
        handle_get_prompt(conn, prompt_name, prompt_args)

      


        Handle getting a prompt.



    


    
      
        handle_list_prompts(conn)

      


        Handle listing available prompts.



    


    
      
        handle_list_prompts(conn, params)

      


    


    
      
        handle_list_resource_templates(conn)

      


        Handle listing resource templates (resources with {param} placeholders).



    


    
      
        handle_list_resources(conn)

      


        Handle listing available resources.



    


    
      
        handle_list_resources(conn, params)

      


    


    
      
        handle_list_tools(conn)

      


        Handle listing available tools.



    


    
      
        handle_list_tools(conn, params)

      


    


    
      
        handle_read_resource(conn, uri)

      


        Handle reading a resource.



    


    
      
        handle_set_log_level(conn, level)

      


        Handle setting the log level for server-to-client logging.



    


    
      
        handle_subscribe_resource(conn, uri)

      


        Handle subscribing to resource changes.



    


    
      
        handle_unsubscribe_resource(conn, uri)

      


        Handle unsubscribing from resource changes.
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        Declares the module a ConduitMcp.Server.



    





      


      
        Types


        


  
    
      
    
    
      conn()



        
          
        

    

  


  

      

          @type conn() :: Plug.Conn.t()
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          @type input_required() ::
  {:input_required, input_requests :: %{optional(String.t()) => map()},
   state :: term()}


      


An MRTR request for client input: input requests keyed by server-chosen
ids (values built with ConduitMcp.MRTR), and a JSON-encodable state term
handed back in conn.assigns[:mcp_input] on the retry.
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          @type prompt_args() :: map()
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          @type prompt_name() :: String.t()
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          @type task() :: {:task, attrs :: keyword() | map()}


      


A ConduitMcp.Ext.Tasks task request from handle_call_tool/3: create a
task and answer with a CreateTaskResult (modern era, extension enabled
and declared by the client). See ConduitMcp.Ext.Tasks for attrs.
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          @type tool_name() :: String.t()
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          @type tool_params() :: map()
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          @type uri() :: String.t()
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      handle_call_tool(conn, tool_name, tool_params)


        (optional)


        
          
        

    

  


  

      

          @callback handle_call_tool(conn(), tool_name(), tool_params()) ::
  {:ok, result :: map()} | {:error, error :: map()} | input_required() | task()


      


Handle tool execution.
May return {:input_required, input_requests, state} on a modern-era
request; see "Multi round-trip requests (MRTR)" in the moduledoc. May
return {:task, attrs} to run as a task (ConduitMcp.Ext.Tasks).

  



  
    
      
    
    
      handle_complete(conn, ref, argument)


        (optional)


        
          
        

    

  


  

      

          @callback handle_complete(conn(), ref :: map(), argument :: map()) ::
  {:ok, map()} | {:error, map()}


      


Handle autocompletion for prompt arguments or resource template parameters.
Receives the reference type (:prompt or :resource), the reference name,
the argument/parameter name, and the partial value typed so far.
Should return {:ok, %{"completion" => %{"values" => [...], "hasMore" => false}}}.

  



  
    
      
    
    
      handle_get_prompt(conn, prompt_name, prompt_args)


        (optional)


        
          
        

    

  


  

      

          @callback handle_get_prompt(conn(), prompt_name(), prompt_args()) ::
  {:ok, messages :: map()} | {:error, error :: map()} | input_required()


      


Handle getting a prompt.
May return {:input_required, input_requests, state} on a modern-era
request; see "Multi round-trip requests (MRTR)" in the moduledoc.

  



  
    
      
    
    
      handle_list_prompts(conn)


        (optional)


        
          
        

    

  


  

      

          @callback handle_list_prompts(conn()) ::
  {:ok, %{optional(String.t()) => any()}} | {:error, map()}


      


Handle listing available prompts.
The arity-2 variant receives request params for pagination support.

  



  
    
      
    
    
      handle_list_prompts(conn, params)
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          @callback handle_list_prompts(conn(), params :: map()) ::
  {:ok, %{optional(String.t()) => any()}} | {:error, map()}


      



  



  
    
      
    
    
      handle_list_resource_templates(conn)


        (optional)


        
          
        

    

  


  

      

          @callback handle_list_resource_templates(conn()) ::
  {:ok, %{required(String.t()) => [map()]}} | {:error, map()}


      


Handle listing resource templates (resources with {param} placeholders).
Returns a map with "resourceTemplates" key containing a list of template
descriptors, each with at least "uriTemplate".
Implemented automatically by DSL and Endpoint modes; manual-mode servers
can implement this to advertise URI templates to clients.
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          @callback handle_list_resources(conn()) ::
  {:ok, %{optional(String.t()) => any()}} | {:error, map()}


      


Handle listing available resources.
The arity-2 variant receives request params for pagination support.

  



  
    
      
    
    
      handle_list_resources(conn, params)


        (optional)


        
          
        

    

  


  

      

          @callback handle_list_resources(conn(), params :: map()) ::
  {:ok, %{optional(String.t()) => any()}} | {:error, map()}


      



  



  
    
      
    
    
      handle_list_tools(conn)


        (optional)


        
          
        

    

  


  

      

          @callback handle_list_tools(conn()) ::
  {:ok, %{optional(String.t()) => any()}} | {:error, map()}


      


Handle listing available tools.
The arity-2 variant receives request params (e.g., %{"cursor" => "..."})
for pagination support. Implement arity-2 to support cursor-based pagination.
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          @callback handle_list_tools(conn(), params :: map()) ::
  {:ok, %{optional(String.t()) => any()}} | {:error, map()}


      



  



  
    
      
    
    
      handle_read_resource(conn, uri)
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          @callback handle_read_resource(conn(), uri()) ::
  {:ok, content :: map()} | {:error, error :: map()} | input_required()


      


Handle reading a resource.
May return {:input_required, input_requests, state} on a modern-era
request; see "Multi round-trip requests (MRTR)" in the moduledoc.

  



  
    
      
    
    
      handle_set_log_level(conn, level)
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          @callback handle_set_log_level(conn(), level :: String.t()) ::
  {:ok, map()} | {:error, map()}


      


Handle setting the log level for server-to-client logging.
Receives the desired log level as a string (e.g., "debug", "info", "warning", "error").

  



  
    
      
    
    
      handle_subscribe_resource(conn, uri)


        (optional)


        
          
        

    

  


  

      

          @callback handle_subscribe_resource(conn(), uri()) :: {:ok, map()} | {:error, map()}


      


Handle subscribing to resource changes.
Receives the resource URI to subscribe to.

  



  
    
      
    
    
      handle_unsubscribe_resource(conn, uri)


        (optional)


        
          
        

    

  


  

      

          @callback handle_unsubscribe_resource(conn(), uri()) :: {:ok, map()} | {:error, map()}


      


Handle unsubscribing from resource changes.
Receives the resource URI to unsubscribe from.
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      __using__(opts)


        (macro)


        
          
        

    

  


  

Declares the module a ConduitMcp.Server.
Options:
	:dsl — true (default) enables the ConduitMcp.DSL macros; false
is manual mode, with default callbacks you override.
	:instructions — natural-language guidance for clients about this
server, returned as instructions by both the legacy initialize
result and the modern server/discover result. Generates
__instructions__/0. A transport's own :instructions option takes
precedence.

Example
use ConduitMcp.Server, instructions: "Use search before fetch."

  


        

      


  

    
ConduitMcp.Cancellation.InFlightOwner 
    



      
Long-lived process that owns the :conduit_mcp_in_flight ETS table: one
row per request ConduitMcp.Handler is dispatching, written by
ConduitMcp.Cancellation.track/2. Started under ConduitMcp.Supervisor
by ConduitMcp.Application, so the table outlives the request processes
that write to it.
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ConduitMcp.Cancellation.Owner 
    



      
Long-lived process that owns the :conduit_mcp_cancellations ETS
table so concurrent Bandit request handlers don't race on
:ets.new/2 when the table doesn't exist yet (each handler calls
Cancellation.clear/2 from a try/after). Started under
ConduitMcp.Supervisor by ConduitMcp.Application.
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ConduitMcp.EtsOwner 
    



      
Shared implementation for ConduitMCP's supervised ETS table owners.
Six subsystems keep state in :public, :named_table ETS tables that must
outlive the short-lived Bandit request process that happens to touch them
first: ConduitMcp.Session.EtsStore, ConduitMcp.Tasks.EtsStore,
ConduitMcp.Ext.Tasks.EtsStore (when the tasks extension is enabled),
ConduitMcp.Cancellation (its cancellation flags and its in-flight
requests, one table each), ConduitMcp.Transport.SSE's slot table (one row
per live stream), and ConduitMcp.OAuth.KeyProvider.JWKS's cache. Each
table has an owner process started by ConduitMcp.Application whose only
job is to create it and then idle, so the table's lifetime is the
application's.
The process holds no state beyond what it needs to re-claim, and answers no
calls - reads and writes go directly to the :public table from the calling
process. Do not turn any of them into a handle_call gateway.
Why the create is not guarded
init/1 calls :ets.new/2 unconditionally. At boot the table does not exist
and owning it is the entire point; a :ets.whereis guard would let an
earlier ensure_table/0 keep the table under a short-lived process while the
Owner stays alive owning nothing, silently defeating the guarantee.
Why losing the race must not raise
:ets.new/2 raises ArgumentError when the name is already taken. That can
happen legitimately: if an Owner exits, its table is destroyed, and any
process calling ensure_table/0 before the supervisor's restart completes
becomes the new owner. The most likely racer is long-lived - a janitor tick
calls cleanup/1, which starts with ensure_table/0 - so the Owner would
raise on every restart. Three restarts in five seconds take down
ConduitMcp.Supervisor, and with it the consumer's application, over a
cosmetic ownership question.
So a lost race logs and retries every second instead (start_link/4's
:reclaim_interval, default 1000 ms). The retry matters: the racer is
usually a request or janitor process that exits within seconds, freeing the
name - a one-shot degrade would idle forever owning nothing while the table's
lifetime silently became one request's.
Why only that ArgumentError is tolerated
:ets.new/2 raises the same exception for invalid options, and the exception
carries no discriminator. Reporting a typo (:naned_table) as an ownership
race would send the operator chasing a race that never happened - in the one
module whose purpose is to make table ownership diagnosable. init/1
therefore re-raises unless the name really is taken.
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        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(owner, table, table_opts, opts \\ [])

      


        Starts a process named owner that creates and then owns table.
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          @type table_opts() :: [atom() | tuple()]
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Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start_link(owner, table, table_opts, opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(module(), atom(), table_opts(), keyword()) :: GenServer.on_start()


      


Starts a process named owner that creates and then owns table.
Options
	:reclaim_interval — milliseconds between claim attempts after a lost
race. Defaults to 1000.


  


        

      


  

    
ConduitMcp.Ext.Tasks.EtsStore.Owner 
    



      
Long-lived ConduitMcp.EtsOwner process owning :conduit_mcp_ext_tasks.
Started by ConduitMcp.Application when :ext_tasks is enabled with
the default ConduitMcp.Ext.Tasks.EtsStore.

      




  

    
ConduitMcp.OAuth.KeyProvider.JWKS.Owner 
    



      
Long-lived process that owns the :conduit_mcp_jwks_cache ETS table so
the JWKS cache survives — and stays stable under concurrency — across
short-lived Bandit request processes. Started under ConduitMcp.Supervisor
by ConduitMcp.Application whenever this provider module is available.
Without a stable owner the table would be created by whichever request
first fetched keys and destroyed when that request ended, both defeating
cross-request caching and risking an :ets.insert/:ets.lookup
ArgumentError in a concurrent request when the owner dies mid-operation.
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ConduitMcp.Session.EtsStore.Owner 
    



      
Long-lived process that owns the :conduit_mcp_sessions ETS table so the
table outlives short-lived request handlers.
Started under ConduitMcp.Supervisor by ConduitMcp.Application. This is
the same pattern used by ConduitMcp.Tasks.EtsStore.Owner,
ConduitMcp.Cancellation.Owner, ConduitMcp.Transport.SSE.Owner,
ConduitMcp.Transport.SSEStream.Owner and
ConduitMcp.OAuth.KeyProvider.JWKS.Owner.
The ConduitMcp.EtsOwner process deliberately holds no state and answers
no calls — reads and writes go directly to the :public table from the
calling process. Do not turn it into a handle_call gateway.
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ConduitMcp.Tasks.EtsStore.Owner 
    



      
Long-lived process that owns the :conduit_mcp_tasks ETS table so
the table outlives short-lived request handlers. Started under
ConduitMcp.Supervisor by ConduitMcp.Application when the
configured tasks store is the default ConduitMcp.Tasks.EtsStore.
Users with a custom :tasks_store don't need this — it isn't
started in that case.
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ConduitMcp.Transport.SSE.Owner 
    



      
Long-lived process that owns the :conduit_mcp_sse_connections ETS table,
the slot table behind ConduitMcp.Transport.SSE's :max_connections:
one row per SSE stream, keyed by the pid serving it.
Started under ConduitMcp.Supervisor by ConduitMcp.Application, so the
table outlives every individual stream. If a stream owned it, closing that
one connection would destroy the slots of every other live stream and let
a client walk straight past :max_connections.
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ConduitMcp.Transport.SSEStream.Owner 
    



      
Long-lived process that owns the :conduit_mcp_sse_streams ETS table,
the slot table behind the HTTP transports' :max_streams cap on
streamed POST responses: one row per open stream, keyed by the pid
serving it.
Started under ConduitMcp.Supervisor by ConduitMcp.Application, so the
table outlives every individual stream.

      




  

    
ConduitMcp.Component behaviour
    



      
Behaviour for defining individual MCP tools, resources, and prompts as separate modules.
Each component is a standalone module with its own schema and execution logic.
Components are registered with a ConduitMcp.Endpoint which aggregates them
into a full MCP server.
Component Types
	:tool — An MCP tool with input parameters and execution logic
	:resource — An MCP resource identified by a URI template
	:prompt — An MCP prompt with arguments that returns messages

Tool Example
defmodule MyApp.Echo do
  use ConduitMcp.Component, type: :tool, description: "Echoes text back"

  schema do
    field :text, :string, "The text to echo", required: true, max_length: 150
  end

  @impl true
  def execute(%{text: text}, _conn) do
    text(text)
  end
end
Resource Example
defmodule MyApp.ReadUser do
  use ConduitMcp.Component,
    type: :resource,
    uri: "user://{id}",
    description: "Reads a user by ID",
    mime_type: "application/json"

  @impl true
  def execute(%{id: id}, _conn) do
    user = MyApp.Users.get!(id)
    {:ok, %{"contents" => [%{
      "uri" => "user://#{id}",
      "mimeType" => "application/json",
      "text" => JSON.encode!(user)
    }]}}
  end
end
Prompt Example
defmodule MyApp.CodeReview do
  use ConduitMcp.Component, type: :prompt, description: "Code review assistant"

  schema do
    field :code, :string, "Code to review", required: true
    field :language, :string, "Programming language", default: "elixir"
  end

  @impl true
  def execute(%{code: code, language: language}, _conn) do
    {:ok, %{"messages" => [
      system("You are a code reviewer for #{language}"),
      user("Review this code:\n#{code}")
    ]}}
  end
end
Options
	:type — Required. One of :tool, :resource, :prompt
	:name — Optional. Defaults to last module segment, snake_cased
	:description — Required for tools and prompts
	:uri — Required for resources. URI template with {param} placeholders
	:mime_type — Optional for resources
	:scope — Optional space-separated OAuth scope string. Enforced by
ConduitMcp.Handler for tools, resources and prompts; a request
lacking the scope is rejected before execute/2 runs, and a request with
no principal fails closed.
	:annotations — Optional keyword list of tool annotations (e.g., destructive: true)
	:cache — Optional modern-era cache hints, [ttl_ms: non_neg_integer, scope: :private | :public]; see ConduitMcp.CacheHints. scope: :public with a
:scope is a compile error.

Generated Functions
After compilation, each component module exports:
	__component_type__/0 — Returns :tool, :resource, or :prompt
	__component_name__/0 — Returns the string name
	__component_description__/0 — Returns the description
	__component_schema__/0 — Returns the JSON Schema map for MCP clients
	__validation_schema__/0 — Returns the NimbleOptions schema for runtime validation
	__component_opts__/0 — Returns raw component options
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        Called to execute the component's logic.
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          @callback execute(params :: map(), conn :: Plug.Conn.t()) ::
  {:ok, map()}
  | {:error, map()}
  | ConduitMcp.Server.input_required()
  | ConduitMcp.Server.task()


      


Called to execute the component's logic.
For tools: receives validated params (atom-keyed) and the Plug.Conn.
For resources: receives URI params (atom-keyed) extracted from the template and the Plug.Conn.
For prompts: receives validated args (atom-keyed) and the Plug.Conn.
Must return {:ok, map()} or {:error, map()}. On a modern-era
(2026-07-28) request it may instead return
{:input_required, input_requests, state} to ask the client for input;
ConduitMcp.Endpoint passes it through, and the retry finds the restored
state and the answers in conn.assigns[:mcp_input]. See "Multi round-trip
requests (MRTR)" in ConduitMcp.Server:
@impl true
def execute(%{target: target}, conn) do
  case conn.assigns[:mcp_input] do
    nil ->
      {:input_required,
       %{"approval" => ConduitMcp.MRTR.elicit("Approve deploy?", @approval_schema)},
       %{target: target}}

    %{responses: %{"approval" => %{"action" => "accept"}}} ->
      text("Deployed #{target}")

    _declined ->
      text("Cancelled")
  end
end

  


        

      


  

    
ConduitMcp.Component.Schema 
    



      
Schema DSL for defining parameters in Component modules.
Provides a simple schema do ... end block with field declarations
that generate both JSON Schema (for MCP client introspection) and
NimbleOptions schemas (for server-side runtime validation).
Example
defmodule MyApp.Echo do
  use ConduitMcp.Component, type: :tool, description: "Echoes text"

  schema do
    field :text, :string, "The text to echo", required: true, max_length: 150
    field :count, :integer, "Repeat count", default: 1, min: 1, max: 10
  end

  @impl true
  def execute(%{text: text, count: count}, _conn) do
    text(String.duplicate(text, count))
  end
end
Supported Types
	:string — String values
	:integer — Integer values
	:number — Numeric values (float)
	:boolean — Boolean values
	:object — Nested objects (block form with nested field calls; the
blockless form declares an open object with no constrained keys)
	:array / {:array, item_type} — Arrays. Use the block form with
items/1,2 to constrain the item type

Field Options
	required: true — Mark as required (default: false)
	default: value — Default value
	enum: [...] — Allowed values
	min: n / max: n — Numeric constraints
	min_length: n / max_length: n — String length constraints
	validator: fn — Custom validator function
	type_coercion: bool — Overrides the global :type_coercion setting of
ConduitMcp.Validation for this field. The nested fields of an :object
inherit it unless they set their own.
	additional_properties: bool — For :object: whether keys the block did
not declare are accepted. Defaults to false when the field declares
nested fields and true when it does not, and drives
"additionalProperties" in the generated JSON Schema so the published
schema matches what is enforced.
	header: "Name" — Tool components only: publishes "x-mcp-header": "Name" on the property, so 2026-07-28 clients mirror the argument
into an Mcp-Param-Name request header (see ConduitMcp.DSL.param/4).
The component fails to compile unless the annotation is valid: a
top-level or nested-object :string, :integer or :boolean field
(never inside array items), with a name that is an RFC 9110 token
unique case-insensitively within the component.

Nested Objects and Array Items
Nested fields are enforced at runtime to any depth — required, types, and
every option above — and undeclared keys are rejected. Array item schemas are
published for clients but not enforced server-side; see
ConduitMcp.Validation.SchemaConverter for why.
Handlers receive string keys at every depth below the top level.

      


      
        Summary


  
    Functions
  


    
      
        field(name, type, description, opts \\ [], do_block \\ nil)

      


        Defines a field in the component schema.



    


    
      
        items(type)

      


        Declares the item type of the enclosing :array field.



    


    
      
        items(type, list)

      


    


    
      
        schema(list)

      


        Defines the parameter schema for a component.



    





      


      
        Functions


        


    

    

  
    
      
    
    
      field(name, type, description, opts \\ [], do_block \\ nil)


        (macro)


        
          
        

    

  


  

Defines a field in the component schema.
Examples
# Simple field
field :name, :string, "User's name", required: true

# Field with options
field :age, :integer, "User's age", min: 0, max: 150

# Field without description (uses opts keyword)
field :tags, {:array, :string}, "Tag list"

# Nested object field
field :address, :object, "Mailing address", required: true do
  field :street, :string, "Street", required: true
  field :city, :string, "City", required: true
end

# Open object field — any keys accepted
field :metadata, :object, "Arbitrary metadata"

# Array of objects
field :rows, :array, "Rows" do
  items :object do
    field :id, :integer, "Row id", required: true
  end
end

  



  
    
      
    
    
      items(type)


        (macro)


        
          
        

    

  


  

Declares the item type of the enclosing :array field.
Item schemas are published to clients in the JSON Schema but are not
enforced server-side — NimbleOptions cannot attach a nested schema to a list
element type. Validate item contents in your execute/2.
Examples
field :tags, :array, "Tags" do
  items :string
end

field :users, :array, "Users" do
  items :object do
    field :name, :string, "Name", required: true
  end
end

  



  
    
      
    
    
      items(type, list)


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      schema(list)


        (macro)


        
          
        

    

  


  

Defines the parameter schema for a component.
Wraps field declarations and accumulates them into @component_fields.

  


        

      


  

    
ConduitMcp.Endpoint 
    



      
Aggregates ConduitMcp.Component modules into a full MCP server.
The Endpoint implements the ConduitMcp.Server behaviour by generating
all required callbacks at compile time from registered components.
It also carries declarative configuration for rate limiting, message
limiting, and authentication that transports auto-extract.
Example
defmodule MyApp.MCPServer do
  use ConduitMcp.Endpoint,
    name: "My Server",
    version: "1.0.0",
    rate_limit: [backend: MyApp.RateLimiter, limit: 60, scale: 60_000],
    message_rate_limit: [backend: MyApp.RateLimiter, limit: 50, scale: 300_000]

  component MyApp.Echo
  component MyApp.ReadUser
  component MyApp.CodeReviewPrompt
end
Then wire it up with a transport — the Endpoint config is auto-extracted:
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP, server_module: MyApp.MCPServer},
 port: 4001}
Options
	:name — Server name reported by initialize and server/discover
	:version — Server version reported by initialize and server/discover
	:instructions — Natural-language guidance for clients, returned by
initialize and server/discover (a transport's :instructions option
takes precedence)
	:rate_limit — HTTP rate limiting config (same format as transport opts)
	:message_rate_limit — Message-level rate limiting config
	:auth — Authentication config (same format as transport opts)

How It Works
At compile time, the @before_compile hook:
	Validates all registered components (existence, uniqueness, types)
	Groups components by type (tool, resource, prompt)
	Generates all ConduitMcp.Server callbacks:	handle_list_tools/1, handle_call_tool/3
	handle_list_resources/1, handle_read_resource/2
	handle_list_prompts/1, handle_get_prompt/3


	Generates validation schema lookups for the existing validation pipeline
	Generates __endpoint_config__/0 for transport auto-extraction (and
__instructions__/0 when :instructions is given)
	Generates __capabilities__/0 for selective capability advertisement

Because the Endpoint implements ConduitMcp.Server, it works with the
existing ConduitMcp.Handler and all transports without modification.

      


      
        Summary


  
    Functions
  


    
      
        component(module)

      


        Registers a component module with the endpoint.



    





      


      
        Functions


        


  
    
      
    
    
      component(module)


        (macro)


        
          
        

    

  


  

Registers a component module with the endpoint.
The component must use ConduitMcp.Component and implement execute/2.
Examples
component MyApp.Echo
component MyApp.ReadUser
component MyApp.CodeReviewPrompt

  


        

      


  

    
ConduitMcp.Cancellation 
    



      
Cooperative request cancellation for long-running tools.
MCP clients can abort an in-flight request by sending
notifications/cancelled with the original request's id. Because
ConduitMCP is stateless and each HTTP request runs in its own Bandit
process, the notification (which arrives on a different request)
cannot directly preempt the in-flight handler. Instead, the handler
records the cancellation in a shared ETS table and tool code polls
this module to decide whether to abort.
The handler also tracks which requests are in flight: track/2 when a
request is dispatched, untrack/2 when it completes. A cancellation is
recorded only for a request in_flight?/2 in the caller's scope; one for
an unknown or already-completed request is ignored, as MCP permits.
cancel/3 itself does not check, so a library caller can still record a
cancellation directly.
Tool integration
Inside a long-running tool, periodically check the conn:
def my_long_tool(conn, params) do
  if ConduitMcp.Cancellation.cancelled?(conn) do
    {:error, %{"code" => ConduitMcp.Errors.request_cancelled(), "message" => "Request cancelled"}}
  else
    continue_work(...)
  end
end
Tools that complete in tens of milliseconds typically do not need
cancellation at all — the client's notification will arrive after the
response has already been sent.
Modern streams: disconnect is cancellation
The modern (2026-07-28) HTTP transport has no client-to-server
notifications; a client cancels by closing the stream. When a streamed
tools/call response (ConduitMcp.StreamSpec) fails to write because
the client is gone, the transport records the cancellation here, under
the request's own scope, so cancelled?/1 turns true for the running
tool. A tool that has not returned within the transport's
:stream_cancel_timeout is killed.
Scoping
JSON-RPC ids are client-chosen and conventionally small integers, so
the table cannot be keyed on the id alone: a single
POST {"method":"notifications/cancelled","params":{"requestId":"1"}}
would abort every concurrent client's request id 1, and looping 1..1000
would abort every in-flight tool call on the node.
Rows are therefore keyed {scope, id}, where scope/1 derives the caller
from the Plug.Conn, most specific first:
	"session:" <> id from conn.private[:mcp_session_id] — set by
ConduitMcp.Transport.StreamableHTTP when sessions are configured.
	"principal:" <> id from ConduitMcp.Principal.id/1 — the
authenticated principal, when its id is a string (as
ConduitMcp.Principal.put/2 guarantees).
	"ip:" <> bucket from ConduitMcp.Principal.client_bucket/1 — the
last resort. That is the address for IPv4, and the /64 prefix for
IPv6 ("ip:2001:db8:1:2::/64"), because a host is routinely handed a
whole /64 and could otherwise rotate addresses to multiply its quota.

The prefix keeps the three namespaces apart: a principal whose id happens
to equal a client's IP string does not share that client's rows or quota.
Enable sessions or auth
With neither sessions nor authentication, the scope falls back to the
client IP, so clients sharing a source address (behind a proxy or NAT)
share a cancellation namespace and can still abort each other's requests.
Configure :session or :auth on the transport to get real isolation.
Bounds
notifications/cancelled is reachable unauthenticated. Through the
handler, a row is written only for a request in flight in the caller's
scope, so a client can hold no more rows than it has requests running.
The table is still bounded two ways, as a backstop for direct cancel/3
callers and for requests that are long-running or leaked:
	Per-scope quota. cancel/3 refuses to insert past
config :conduit_mcp, :cancellations_max_rows_per_scope (default 256)
and returns {:error, :cancellation_limit_reached}. This is the bound
that matters, and the only one that rejects: a global cap alone is a
cross-tenant denial of service, because one unauthenticated client
filling the table stops every other client's cancellations from being
recorded.
	Global cap. A memory backstop at
config :conduit_mcp, :cancellations_max_rows (default 10000;
:infinity disables it). It never rejects — a caller under its own
quota is always served. Reaching it evicts a batch of max_rows / 20
rows, oldest first from the largest scope, then from the next largest,
so a client holding fewer rows than the largest scopes is evicted only
after them. When every scope holds one row they all tie and eviction
falls back to age, so the oldest rows go whoever owns them. The batch is
always full, even then, so a lone writer runs the full-table scan that
picks the rows at most once per batch of inserts; writers that hit the
cap together each scan but evict overlapping rows. The per-scope quota
is checked first: 40 sessions x 256 rows exceeds 10 000 without any
single scope being over quota, and a global check that rejected would
hand exactly that flood a cross-tenant denial of service.

A row is normally removed inline: the handler calls clear/2 in a
try/after once the request completes. clear/2 reads before it writes,
so the common request, which was never cancelled, takes no write lock on
the table. The cap and janitor cover the cases where the inline removal
never happens — a cancel that races the request's completion, or a
request process killed before clear/2 runs.
Ids must be an integer or a string of at most 256 bytes (JSON-RPC
requires a string or number); anything else is rejected with
{:error, :invalid_request_id} rather than crashing the request process.
Reasons are truncated and stripped of control characters via
ConduitMcp.Reflect.
In-flight rows
track/2 writes one row per request process, {{scope, id}, pid}, to a
duplicate_bag, so concurrent requests reusing an id in one scope each hold
their own row and one completing (untrack/2 deletes only its own
{key, pid} object) leaves the other cancellable. A request process killed
before untrack/2 runs (as an HTTP/2 stream can be) leaves its row behind;
cleanup/1 deletes rows whose process is no longer alive.
Emits [:conduit_mcp, :request, :cancelled] telemetry on cancellation
with metadata %{request_id: id, scope: scope, reason: reason}, where
scope is the prefixed value described under Scoping, and
[:conduit_mcp, :cancellation, :cleanup] on each cleanup/1 pass with
measurements %{removed: count, in_flight_removed: count}: expired
cancellation rows and in-flight rows of dead processes respectively.

      


      
        Summary


  
    Types
  


    
      
        request_id()

      


        A JSON-RPC request id: string or integer.



    


    
      
        scope()

      


        The caller a cancellation belongs to. See the Scoping section.



    





  
    Functions
  


    
      
        cancel(request_id, reason \\ nil, scope \\ "global")

      


        Marks a request id as cancelled within scope, with an optional reason.



    


    
      
        cancel_request(conn, reason)

      


        Cancels the one request conn is handling, from the server side.



    


    
      
        cancelled?(conn)

      


        Returns true when the given request has been cancelled.



    


    
      
        cancelled?(request_id, scope)

      


    


    
      
        cleanup(ttl_ms)

      


        Removes cancellation entries older than ttl_ms milliseconds, and the
in-flight rows of processes that are no longer alive.



    


    
      
        clear(request_id, scope \\ "global")

      


        Clears a request id from the cancellation set. Idempotent.



    


    
      
        in_flight?(request_id, scope)

      


        Returns true when some process has track/2ed request_id in scope
and not yet untracked it.



    


    
      
        reason(request_id, scope \\ "global")

      


        Returns the cancellation reason recorded for the request, or nil.



    


    
      
        scope(conn)

      


        Derives the cancellation scope for a connection.



    


    
      
        track(request_id, scope)

      


        Records that the calling process is handling request_id in scope.



    


    
      
        untrack(request_id, scope)

      


        Removes the calling process's track/2 row for request_id in scope.
Another process tracking the same id in the same scope stays in flight.
Idempotent.



    


    
      
        valid_request_id?(request_id)

      


        Returns true for an id this module accepts: an integer, or a string of
at most 256 bytes.



    





      


      
        Types


        


  
    
      
    
    
      request_id()



        
          
        

    

  


  

      

          @type request_id() :: String.t() | integer()


      


A JSON-RPC request id: string or integer.

  



  
    
      
    
    
      scope()



        
          
        

    

  


  

      

          @type scope() :: String.t()


      


The caller a cancellation belongs to. See the Scoping section.

  


        

      

      
        Functions


        


    

    

  
    
      
    
    
      cancel(request_id, reason \\ nil, scope \\ "global")



        
          
        

    

  


  

      

          @spec cancel(request_id() | nil, term(), scope()) ::
  :ok | {:error, :invalid_request_id | :cancellation_limit_reached}


      


Marks a request id as cancelled within scope, with an optional reason.
Returns :ok, {:error, :invalid_request_id} for an id that is neither an
integer nor a string of at most 256 bytes, or
{:error, :cancellation_limit_reached} when scope already holds its
per-scope quota of rows. Only that quota rejects: when the table-wide cap
is reached, rows are evicted from the largest scopes and the insert still
succeeds.
This records the cancellation whether or not the request is in flight.
ConduitMcp.Handler calls it only for a request in_flight?/2 in the
caller's scope.

  



  
    
      
    
    
      cancel_request(conn, reason)



        
          
        

    

  


  

      

          @spec cancel_request(Plug.Conn.t() | map(), term()) :: :ok


      


Cancels the one request conn is handling, from the server side.
For cancellations the server decides on — a modern client closing its
response stream, a stream reaching :max_stream_lifetime — rather than a
client's notifications/cancelled. The row is keyed to the request's
private token (assigned by the handler pipeline when it tracks the request), not
to {scope, id}: two clients behind one address without a session or
principal share a scope, and both number their requests from 1, so a
{scope, id} row would be visible to — and cleared by — the other
client's request.
Returns :ok, and does nothing for a conn that is not in flight.

  



  
    
      
    
    
      cancelled?(conn)



        
          
        

    

  


  

      

          @spec cancelled?(Plug.Conn.t() | request_id() | nil) :: boolean()


      


Returns true when the given request has been cancelled.
Accepts a Plug.Conn whose assigns carries :mcp_request_id (set by
ConduitMcp.Handler before dispatch) — the conn also supplies the scope —
or an explicit id plus scope. For a conn, both the client's cancellation
(notifications/cancelled, keyed by scope and id) and the server's own
(cancel_request/2, keyed to this one request) count.

  



  
    
      
    
    
      cancelled?(request_id, scope)



        
          
        

    

  


  

      

          @spec cancelled?(request_id() | nil, scope()) :: boolean()


      



  



  
    
      
    
    
      cleanup(ttl_ms)



        
          
        

    

  


  

      

          @spec cleanup(non_neg_integer()) :: non_neg_integer()


      


Removes cancellation entries older than ttl_ms milliseconds, and the
in-flight rows of processes that are no longer alive.
Returns the number of cancellation entries removed. Emits
[:conduit_mcp, :cancellation, :cleanup] telemetry with measurements
%{removed: count, in_flight_removed: count} so both are observable.

  



    

  
    
      
    
    
      clear(request_id, scope \\ "global")



        
          
        

    

  


  

      

          @spec clear(request_id() | nil, scope()) :: :ok


      


Clears a request id from the cancellation set. Idempotent.

  



  
    
      
    
    
      in_flight?(request_id, scope)



        
          
        

    

  


  

      

          @spec in_flight?(request_id() | nil, scope()) :: boolean()


      


Returns true when some process has track/2ed request_id in scope
and not yet untracked it.

  



    

  
    
      
    
    
      reason(request_id, scope \\ "global")



        
          
        

    

  


  

      

          @spec reason(request_id(), scope()) :: String.t() | nil


      


Returns the cancellation reason recorded for the request, or nil.

  



  
    
      
    
    
      scope(conn)



        
          
        

    

  


  

      

          @spec scope(Plug.Conn.t() | map() | nil) :: scope()


      


Derives the cancellation scope for a connection.
Returns "session:" <> session_id, "principal:" <> principal_id or
"ip:" <> ConduitMcp.Principal.client_bucket(conn), whichever is
available first (see the Scoping section), and "global" for anything
that is not a Plug.Conn. A principal id that is not a string (assigned
without going through ConduitMcp.Principal.put/2) is ignored, and the IP
scope is used.
The same conn shape must yield the same scope on the request being
cancelled and on the notifications/cancelled that cancels it, which is
why every component of this is per-client and not per-request.

  



  
    
      
    
    
      track(request_id, scope)



        
          
        

    

  


  

      

          @spec track(request_id() | nil, scope()) :: :ok


      


Records that the calling process is handling request_id in scope.
ConduitMcp.Handler calls this before dispatching a request and
untrack/2 once it completes. A nil id and an id valid_request_id?/1
rejects are ignored: such a request cannot be cancelled.

  



  
    
      
    
    
      untrack(request_id, scope)



        
          
        

    

  


  

      

          @spec untrack(request_id() | nil, scope()) :: :ok


      


Removes the calling process's track/2 row for request_id in scope.
Another process tracking the same id in the same scope stays in flight.
Idempotent.

  



  
    
      
    
    
      valid_request_id?(request_id)



        
          
        

    

  


  

      

          @spec valid_request_id?(term()) :: boolean()


      


Returns true for an id this module accepts: an integer, or a string of
at most 256 bytes.

  


        

      


  

    
ConduitMcp.Capabilities 
    



      
Builds the capabilities object a server advertises to MCP clients.
The base set comes from the server module's __capabilities__/0 when it
defines one (typically generated by ConduitMcp.Endpoint); otherwise it is
the plain tools/resources/prompts set with listChanged: false.
Flags for optional features are then overlaid according to which callbacks
the server module exports:
	resources.subscribe: true (legacy) — handle_subscribe_resource/2,
and only when the base set advertises resources at all.
	completions: %{} — handle_complete/3.
	logging: %{} — handle_set_log_level/2 (legacy); always on the modern
era, where any tool can emit notifications/message through
ConduitMcp.Log on a request that sets a logLevel, and the
2026-07-28 spec requires a server that emits them to declare logging.
	extensions: %{"io.modelcontextprotocol/tasks" => %{}} — modern era
only, while ConduitMcp.Ext.Tasks is enabled.

Used for both the legacy initialize reply and the modern
server/discover result (ConduitMcp.Discover). The two eras differ in
change notifications:
	legacy advertises the base set as is: this library has no
legacy delivery path for list-changed notifications, and
resources.subscribe means the server implements
resources/subscribe.
	modern sets listChanged: true on each of tools, prompts and
resources it advertises, and subscribe: true on resources:
every modern server answers subscriptions/listen
(ConduitMcp.Subscriptions, always running), whose
toolsListChanged/promptsListChanged/resourcesListChanged/
resourceSubscriptions filters deliver whatever the server pushes
with ConduitMcp.notify_tools_changed/0 and friends.

The tasks extension is advertised on the modern era only.

      


      
        Summary


  
    Functions
  


    
      
        build(server_module, opts \\ [])

      


        Returns the capabilities map advertised for server_module.



    





      


      
        Functions


        


    

  
    
      
    
    
      build(server_module, opts \\ [])



        
          
        

    

  


  

      

          @spec build(module(), keyword()) :: map()


      


Returns the capabilities map advertised for server_module.
Options:
	:era — :legacy (default) or :modern; see the moduledoc. Modern
may add the tasks extension.

Examples
ConduitMcp.Capabilities.build(MyServer)
#=> %{
#     "tools" => %{"listChanged" => false},
#     "resources" => %{"listChanged" => false},
#     "prompts" => %{"listChanged" => false}
#   }

ConduitMcp.Capabilities.build(MyServer, era: :modern)
#=> %{
#     "tools" => %{"listChanged" => true},
#     "resources" => %{"listChanged" => true, "subscribe" => true},
#     "prompts" => %{"listChanged" => true}
#   }

  


        

      


  

    
ConduitMcp.Errors 
    



      
Standard error codes for MCP and JSON-RPC 2.0 responses.
These constants can be used with the error/2 response helper or when
building error maps manually. All codes follow the JSON-RPC 2.0 specification
and MCP protocol extensions.
Usage
With response helpers (DSL and Endpoint modes):
import ConduitMcp.Errors

error("User not found", method_not_found())
error("Bad input", invalid_params())
Building error maps manually:
alias ConduitMcp.Errors

{:error, %{"code" => Errors.invalid_params(), "message" => "Missing required field"}}
JSON-RPC 2.0 Error Codes
	Code	Constant	Meaning
	-32700	parse_error/0	Invalid JSON received by the server
	-32600	invalid_request/0	The JSON sent is not a valid Request object
	-32601	method_not_found/0	The method does not exist or is not available
	-32602	invalid_params/0	Invalid method parameters
	-32603	internal_error/0	Internal JSON-RPC error

MCP Error Codes
	Code	Constant	Meaning
	-32000	server_error/0	Generic tool/server error (default for error/1)
	-32004	task_not_ready/0	Legacy era only: a tasks/result was requested before the task finished
	-32020	header_mismatch/0	Modern era: an HTTP header disagrees with the request body, or a required header is missing or malformed (HTTP 400)
	-32021	missing_required_client_capability/0	Modern era: the request needs a client capability the request did not declare; data.requiredCapabilities names it (HTTP 400)
	-32022	unsupported_protocol_version/0	Modern era: the _meta protocol version is not implemented; data carries supported and requested (HTTP 400)
	-31004	modern_task_not_ready/0	Modern era replacement for -32004
	-32800	request_cancelled/0	The request was cancelled (notifications/cancelled)

Resource not found is era-dependent
There is no resource_not_found/0: MCP 2025-11-25 and earlier answer a
missing resource with -32002, while 2026-07-28 forbids emitting -32002
and uses -32602 instead. A handle_read_resource/2 callback keeps
returning ConduitMcp.Protocol.Legacy.resource_not_found/0 (-32002);
ConduitMcp.Protocol.Modern rewrites that code to -32602 on the modern
path.
Why -31004
The 2026-07-28 error-code policy says new implementations SHOULD NOT use
the grandfathered -32000..-32019 sub-range, reserves -32020..-32099 for
codes the specification defines, and asks that application-defined codes be
allocated outside the JSON-RPC range -32768..-32000. Neither the core
specification nor the tasks extension (SEP-2663) defines a "task not ready"
code, so the modern code is the legacy -32004 moved just outside that
range.

      


      
        Summary


  
    Functions
  


    
      
        header_mismatch()

      


        Header mismatch — an MCP HTTP header disagrees with the request body, or a
required header is missing or malformed (-32020, HTTP 400).



    


    
      
        internal_error()

      


        Internal error — unexpected server-side failure (-32603)



    


    
      
        invalid_params()

      


        Invalid params — parameter validation failed (-32602)



    


    
      
        invalid_request()

      


        Invalid request — not a valid JSON-RPC 2.0 request (-32600)



    


    
      
        method_not_found()

      


        Method not found — tool, prompt, or resource does not exist (-32601)



    


    
      
        missing_required_client_capability()

      


        Missing required client capability — the request needs a capability the
client did not declare in its per-request _meta (-32021, HTTP 400).



    


    
      
        modern_task_not_ready()

      


        Task not ready on the modern path (-31004), outside the JSON-RPC reserved
range; see "Why -31004" in the moduledoc.



    


    
      
        parse_error()

      


        Parse error — invalid JSON received (-32700)



    


    
      
        request_cancelled()

      


        Request cancelled — client sent notifications/cancelled for this request (-32800)



    


    
      
        server_error()

      


        Server error — generic tool/server error, default for error/1 (-32000)



    


    
      
        task_not_ready()

      


        Task not ready — legacy tasks/result requested before the task finished (-32004)



    


    
      
        unsupported_protocol_version()

      


        Unsupported protocol version — the request's _meta protocol version is
not one this server implements (-32022, HTTP 400).



    





      


      
        Functions


        


  
    
      
    
    
      header_mismatch()



        
          
        

    

  


  

Header mismatch — an MCP HTTP header disagrees with the request body, or a
required header is missing or malformed (-32020, HTTP 400).

  



  
    
      
    
    
      internal_error()



        
          
        

    

  


  

Internal error — unexpected server-side failure (-32603)

  



  
    
      
    
    
      invalid_params()



        
          
        

    

  


  

Invalid params — parameter validation failed (-32602)

  



  
    
      
    
    
      invalid_request()



        
          
        

    

  


  

Invalid request — not a valid JSON-RPC 2.0 request (-32600)

  



  
    
      
    
    
      method_not_found()



        
          
        

    

  


  

Method not found — tool, prompt, or resource does not exist (-32601)

  



  
    
      
    
    
      missing_required_client_capability()



        
          
        

    

  


  

Missing required client capability — the request needs a capability the
client did not declare in its per-request _meta (-32021, HTTP 400).

  



  
    
      
    
    
      modern_task_not_ready()



        
          
        

    

  


  

Task not ready on the modern path (-31004), outside the JSON-RPC reserved
range; see "Why -31004" in the moduledoc.

  



  
    
      
    
    
      parse_error()



        
          
        

    

  


  

Parse error — invalid JSON received (-32700)

  



  
    
      
    
    
      request_cancelled()



        
          
        

    

  


  

Request cancelled — client sent notifications/cancelled for this request (-32800)

  



  
    
      
    
    
      server_error()



        
          
        

    

  


  

Server error — generic tool/server error, default for error/1 (-32000)

  



  
    
      
    
    
      task_not_ready()



        
          
        

    

  


  

Task not ready — legacy tasks/result requested before the task finished (-32004)

  



  
    
      
    
    
      unsupported_protocol_version()



        
          
        

    

  


  

Unsupported protocol version — the request's _meta protocol version is
not one this server implements (-32022, HTTP 400).

  


        

      


  

    
ConduitMcp.Handler 
    



      
Routes JSON-RPC 2.0 MCP requests to a server module's behaviour callbacks.
Transports decode the request body, hand the resulting map to this module,
and serialize what comes back. The handler itself is stateless — it does
not own the server module, the connection, or any process state. Each
request is independent and can run concurrently in its own Bandit process.
Two entry points:
	dispatch/3 — the transport contract: classifies the request's
protocol era (unless given a ConduitMcp.Ctx) and returns
{:reply, response}, {:stream, spec} or :noreply.
	handle_request/3 — the map-returning wrapper over dispatch/3, kept
for manual-mode callers.

Protocol eras
Every request is classified by ConduitMcp.Era.classify/2:
	Modern (2026-07-28) — the request's params._meta carries
io.modelcontextprotocol/protocolVersion and
io.modelcontextprotocol/clientCapabilities, or the method is
server/discover. Routed methods: server/discover, tools/list,
tools/call, resources/list, resources/templates/list,
resources/read, prompts/list, prompts/get, completion/complete
and subscriptions/listen (a long-lived stream; see
ConduitMcp.Subscriptions).
Results carry resultType, serverInfo _meta and (on cacheable
results) ttlMs/cacheScope; see ConduitMcp.Protocol.Modern.
	Legacy (2025-11-25, 2025-06-18) — everything else. Routed
methods: initialize, ping, tools/list, tools/call,
resources/list, resources/templates/list, resources/read,
resources/subscribe, resources/unsubscribe, prompts/list,
prompts/get, completion/complete, logging/setLevel, tasks/get,
tasks/cancel, tasks/result, tasks/list, and the notifications
notifications/initialized and notifications/cancelled.

Unknown methods return -32601 Method not found in both eras — on the
modern path that includes every legacy-only method (initialize, ping,
…), answered with HTTP 404 (ConduitMcp.Protocol.Modern.http_status/1).
Unknown notifications are logged and dropped (per JSON-RPC notification
semantics) — but a known legacy notification that is malformed is
answered with an error whose id is null, rather than dropped. See
handle_request/3. The modern era defines no client notifications over
HTTP, so every modern notification is dropped.
The callbacks receive a Plug.Conn in both eras; the request's
ConduitMcp.Ctx is in it (ConduitMcp.Ctx.from_conn/1).
Capability detection
When the server module defines __capabilities__/0 (typically generated
by ConduitMcp.Endpoint), it is consulted for the initialize reply and
the server/discover result. Otherwise the base
tools/resources/prompts set is used. Capability flags for optional
features (completions, logging, resources.subscribe) are overlaid at
runtime based on which callbacks the server exports. See
ConduitMcp.Capabilities.build/2.
Telemetry
Emits these events:
	[:conduit_mcp, :request, :stop] — every request, with
%{duration: <native>} and metadata %{method, server_module, status, era, protocol_version, traceparent, tracestate, baggage} — except a
subscriptions/listen that opened a stream, which is measured by
[:conduit_mcp, :subscription, :start | :stop] instead (emitted by the
transport): its duration is the stream's lifetime, not a latency.
	[:conduit_mcp, :tool, :execute] — per tools/call.
	[:conduit_mcp, :resource, :read] — per resources/read.
	[:conduit_mcp, :prompt, :get] — per prompts/get.
	[:conduit_mcp, :mrtr, :input_required] — per modern
InputRequiredResult sent.
	[:conduit_mcp, :request, :cancelled] — when a
notifications/cancelled for a request in flight is recorded.

Multi round-trip requests
On the modern path tools/call, resources/read and prompts/get
callbacks may return {:input_required, input_requests, state}; a retry's
requestState is verified before the callback runs, and the restored state
arrives in conn.assigns[:mcp_input]. See ConduitMcp.Server and
ConduitMcp.MRTR. On the legacy path that return is answered with
-32603 ("MRTR input requests require protocol 2026-07-28").
Tasks extension
With ConduitMcp.Ext.Tasks enabled, the modern era also routes
tasks/get, tasks/update and tasks/cancel, and a tools/call
callback may return {:task, attrs}; the client must declare
io.modelcontextprotocol/tasks in the request's capability extensions
(-32021 otherwise) and gets a CreateTaskResult. Anywhere else —
other methods, the legacy era, the extension disabled — that return is
answered with -32603.
Cancellation
The handler stashes the request id into conn.assigns[:mcp_request_id]
before dispatch, marks the request in flight with
ConduitMcp.Cancellation.track/2, and uses try/after to untrack it and
clear any cancellation flag after the response is produced. Tools poll
ConduitMcp.Cancellation.cancelled?(conn) for cooperative aborts.
notifications/cancelled is recorded only for a request in flight in the
caller's scope; one naming an unknown or completed request is ignored. A
modern request never has a session, so its scope is its principal, else
its client IP.
Layout
This module is the public entry point only. The work is split into
internal (undocumented) modules:
	Handler.Legacy / Handler.Modern — each era's request validation and
routing table; Handler.Legacy also has the lifecycle, logging and
subscription methods only that era has.
	Handler.Pipeline — the per-request wrapper: request.stop
telemetry, in-flight tracking, and the rescue that turns a raise into
-32603.
	Method modules (Handler.Tools, .Resources, .Prompts,
.Completion, .LegacyTasks, with shared helpers in .Common) return
an era-neutral result/0 and never build JSON-RPC maps. The three
MRTR methods run their callback through Handler.MRTR, which opens
requestState, gates and seals {:input_required, ...}, and refuses it
on the legacy era.
	ConduitMcp.Protocol.Legacy / ConduitMcp.Protocol.Modern shape a
result/0 into the JSON-RPC response of their era.


      


      
        Summary


  
    Types
  


    
      
        reply()

      


        What a transport does with a message



    


    
      
        result()

      


        The era-neutral outcome of a method: a result map, an input-required
round, or an error code, message and optional data member. Shaped into a
protocol response by the era's response shaper
(ConduitMcp.Protocol.Legacy or ConduitMcp.Protocol.Modern).



    





  
    Functions
  


    
      
        dispatch(request, server_module, ctx)

      


        Classifies and handles a decoded JSON-RPC message.



    


    
      
        handle_request(request, server_module, conn \\ %Plug.Conn{})

      


        Handles an MCP request and returns a JSON-RPC response.
Emits telemetry events for monitoring and metrics.



    


    
      
        methods()

      


        Every method this handler routes, in either era, mapped to its internal
name.



    


    
      
        methods(atom)

      


        The methods one era routes (:legacy includes its notifications).



    





      


      
        Types


        


  
    
      
    
    
      reply()



        
          
        

    

  


  

      

          @type reply() :: {:reply, map()} | {:stream, ConduitMcp.StreamSpec.t()} | :noreply


      


What a transport does with a message:
	{:reply, response} — send the JSON-RPC response map. For a modern
request the HTTP status is
ConduitMcp.Protocol.Modern.http_status/1 of it.
	{:stream, spec} — a ConduitMcp.StreamSpec: a response the
transport may send as a Server-Sent Events stream, relaying the
notifications the work emits ahead of it. Returned for a modern
tools/call whose _meta carries a progressToken or a logLevel
(kind :response), and for a modern subscriptions/listen whose
filter parsed (kind :listen).
	:noreply — a notification: nothing to send.


  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() ::
  {:ok, map()}
  | {:input_required, %{optional(String.t()) => map()}, term()}
  | {:task, map()}
  | {:error, integer(), String.t(), map() | nil}


      


The era-neutral outcome of a method: a result map, an input-required
round, or an error code, message and optional data member. Shaped into a
protocol response by the era's response shaper
(ConduitMcp.Protocol.Legacy or ConduitMcp.Protocol.Modern).
{:input_required, input_requests, state} is what an MRTR callback
returned; by the time it reaches ConduitMcp.Protocol.Modern its state
has been sealed into the requestState token. Only the modern era shapes
it: the legacy era answers it with -32603 before shaping.
{:task, task} is a ConduitMcp.Ext.Tasks task created for a modern
tools/call (its wire Task map), shaped into a CreateTaskResult.

  


        

      

      
        Functions


        


  
    
      
    
    
      dispatch(request, server_module, ctx)



        
          
        

    

  


  

      

          @spec dispatch(map(), module(), ConduitMcp.Ctx.t() | Plug.Conn.t() | map()) :: reply()


      


Classifies and handles a decoded JSON-RPC message.
The third argument is either the request's ConduitMcp.Ctx — what a
transport passes once it has run ConduitMcp.Era.classify/2 itself (and,
for a modern request, ConduitMcp.Plugs.HeaderValidation) — or the
request's Plug.Conn, in which case the request is classified here. A
context already stored on that conn is ignored: the conn may belong to an
outer request.
A classification failure (invalid modern _meta, or a mixed request whose
session is bound to another principal) is answered with a modern error
response; on HTTP such a rejection is a 400, whatever its code (see
ConduitMcp.Era).

  



    

  
    
      
    
    
      handle_request(request, server_module, conn \\ %Plug.Conn{})



        
          
        

    

  


  

      

          @spec handle_request(map(), module(), Plug.Conn.t() | map()) :: map() | :ok


      


Handles an MCP request and returns a JSON-RPC response.
Emits telemetry events for monitoring and metrics.
A wrapper over dispatch/3 that classifies the request's era itself.
Returns a response map for a request, and :ok for a notification that was
handled or ignored, or for a JSON-RPC response: the server sends no
requests of its own, so a response answers nothing and is dropped.
ConduitMcp.Transport.Shared.dispatch_post/2 answers :ok with
202 Accepted and no body. A {:stream, spec} dispatch of kind
:response is run to completion in the calling process
(ConduitMcp.StreamSpec.run/1): its notifications are dropped and its
final response is returned. One of kind :listen — a modern
subscriptions/listen — is answered -32601: a long-lived notification
stream needs a transport that can hold it open, which a map return
cannot.
A notification has no id to correlate, so JSON-RPC says a failed one is
dropped. Legacy notifications/cancelled is the exception: in these cases
it returns an error map with "id" => nil instead of :ok, because
reporting the client's own mistake back to it is a lesser deviation than a
silent drop:
	params is present but not an object → -32602 invalid params.
	requestId is present and neither an integer nor a string of at most
256 bytes → -32602 invalid params (a missing or null requestId is
ignored: :ok). This is checked whether or not the request is in
flight.
	the request is in flight and the caller's scope is at its cancellation
quota ({:error, :cancellation_limit_reached} from
ConduitMcp.Cancellation.cancel/3) → -32000 server error.

A notifications/cancelled for a request that is not in flight in the
caller's scope returns :ok and records nothing.
A transport that pattern-matches :ok for every notification must handle
the map too; both of ours do, via
ConduitMcp.Transport.Shared.dispatch_post/2, which sends it with status
200.

  



  
    
      
    
    
      methods()



        
          
        

    

  


  

      

          @spec methods() :: %{optional(String.t()) => atom()}


      


Every method this handler routes, in either era, mapped to its internal
name.
Published as ConduitMcp.Protocol.methods/0.

  



  
    
      
    
    
      methods(atom)



        
          
        

    

  


  

      

          @spec methods(ConduitMcp.Ctx.era()) :: %{optional(String.t()) => atom()}


      


The methods one era routes (:legacy includes its notifications).

  


        

      


  

    
ConduitMcp.Protocol 
    



      
JSON-RPC 2.0 message construction and MCP protocol versions.
ConduitMCP is dual-era. It speaks MCP 2026-07-28 (the modern era:
version and capabilities travel in every request's _meta, no handshake)
and 2025-11-25 / 2025-06-18 (the legacy era, negotiated by
initialize). supported_versions/0 lists all three, newest first — the
list server/discover advertises. modern_versions/0 and
legacy_versions/0 split it by era; negotiate_version/1 resolves an
initialize request and only ever picks a legacy version.
protocol_version/0 is the preferred legacy version.
Building responses
Helpers success_response/2, error_response/3,4, and notification/2
produce the right wire shape — string-keyed maps with "jsonrpc",
"id", and either "result" or "error". validate_request/1
performs lightweight shape checking on incoming messages.
Error codes
Standard JSON-RPC 2.0 codes and MCP-specific codes are exposed as
delegating functions to ConduitMcp.Errors:
	parse_error/0         → -32700
	invalid_request/0     → -32600
	method_not_found/0    → -32601
	invalid_params/0      → -32602
	internal_error/0      → -32603
	server_error/0        → -32000 (generic server-defined)
	task_not_ready/0      → -32004 (legacy tasks/result before completion)
	request_cancelled/0   → -32800 (notifications/cancelled)

Use these instead of hardcoded integers so error code constants stay
in one place.
Examples
iex> ConduitMcp.Protocol.success_response(1, %{"value" => 42})
%{"jsonrpc" => "2.0", "id" => 1, "result" => %{"value" => 42}}

iex> ConduitMcp.Protocol.error_response(1, -32601, "no such method")
%{"jsonrpc" => "2.0", "id" => 1, "error" => %{"code" => -32601, "message" => "no such method"}}
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        error_object()

      


    


    
      
        error_response()

      


    


    
      
        json_rpc_id()
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        notification()

      


    


    
      
        request()

      


    


    
      
        response()

      


    


    
      
        success_response()

      


    





  
    Functions
  


    
      
        error_response(id, code, message, data \\ nil)

      


        Creates an error response.



    


    
      
        internal_error()

      


        See ConduitMcp.Errors.internal_error/0.



    


    
      
        invalid_params()

      


        See ConduitMcp.Errors.invalid_params/0.



    


    
      
        invalid_request()

      


        See ConduitMcp.Errors.invalid_request/0.



    


    
      
        legacy_versions()

      


        The legacy-era (initialize-negotiated) versions: ["2025-11-25", "2025-06-18"].



    


    
      
        method_not_found()

      


        See ConduitMcp.Errors.method_not_found/0.



    


    
      
        methods()

      


        Every MCP method the library routes, mapped to its internal name.



    


    
      
        modern_versions()

      


        The modern-era (per-request _meta) versions: ["2026-07-28"].



    


    
      
        negotiate_version(client_version)

      


        Resolves the version an initialize request asks for: the version itself
when it is a legacy version, otherwise nil. A modern version is never
negotiated by initialize; modern clients send it per request instead.



    


    
      
        notification(method, params \\ nil)

      


        Creates a notification message.



    


    
      
        parse_error()

      


        See ConduitMcp.Errors.parse_error/0.



    


    
      
        protocol_version()

      


        The preferred legacy protocol version, 2025-11-25.



    


    
      
        request_cancelled()

      


        See ConduitMcp.Errors.request_cancelled/0.



    


    
      
        server_error()

      


        See ConduitMcp.Errors.server_error/0.



    


    
      
        success_response(id, result)

      


        Creates a success response.



    


    
      
        supported_versions()

      


        Every supported protocol version, newest first: ["2026-07-28", "2025-11-25", "2025-06-18"].



    


    
      
        task_not_ready()

      


        See ConduitMcp.Errors.task_not_ready/0.



    


    
      
        valid_notification?(message)

      


        Validates if a message is a valid JSON-RPC 2.0 notification.



    


    
      
        valid_request?(message)

      


        Validates if a message is a valid JSON-RPC 2.0 request.



    


    
      
        valid_response?(message)

      


        Validates if a message is a JSON-RPC 2.0 response: an id, no method, and
exactly one of result and error.
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      error_object()



        
          
        

    

  


  

      

          @type error_object() :: %{code: integer(), message: String.t(), data: any() | nil}


      



  



  
    
      
    
    
      error_response()



        
          
        

    

  


  

      

          @type error_response() :: %{
  jsonrpc: String.t(),
  id: json_rpc_id(),
  error: error_object()
}


      



  



  
    
      
    
    
      json_rpc_id()



        
          
        

    

  


  

      

          @type json_rpc_id() :: String.t() | integer()


      



  



  
    
      
    
    
      method()



        
          
        

    

  


  

      

          @type method() :: String.t()


      



  



  
    
      
    
    
      notification()



        
          
        

    

  


  

      

          @type notification() :: %{jsonrpc: String.t(), method: method(), params: map() | nil}


      



  



  
    
      
    
    
      request()



        
          
        

    

  


  

      

          @type request() :: %{
  jsonrpc: String.t(),
  id: json_rpc_id(),
  method: method(),
  params: map() | nil
}


      



  



  
    
      
    
    
      response()



        
          
        

    

  


  

      

          @type response() :: success_response() | error_response()


      



  



  
    
      
    
    
      success_response()



        
          
        

    

  


  

      

          @type success_response() :: %{jsonrpc: String.t(), id: json_rpc_id(), result: any()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      error_response(id, code, message, data \\ nil)



        
          
        

    

  


  

Creates an error response.

  



  
    
      
    
    
      internal_error()



        
          
        

    

  


  

See ConduitMcp.Errors.internal_error/0.

  



  
    
      
    
    
      invalid_params()



        
          
        

    

  


  

See ConduitMcp.Errors.invalid_params/0.

  



  
    
      
    
    
      invalid_request()



        
          
        

    

  


  

See ConduitMcp.Errors.invalid_request/0.

  



  
    
      
    
    
      legacy_versions()



        
          
        

    

  


  

      

          @spec legacy_versions() :: [String.t()]


      


The legacy-era (initialize-negotiated) versions: ["2025-11-25", "2025-06-18"].

  



  
    
      
    
    
      method_not_found()



        
          
        

    

  


  

See ConduitMcp.Errors.method_not_found/0.

  



  
    
      
    
    
      methods()



        
          
        

    

  


  

      

          @spec methods() :: %{optional(String.t()) => atom()}


      


Every MCP method the library routes, mapped to its internal name.
Derived from ConduitMcp.Handler's routing table rather than being a second
hand-maintained copy: the previous list was missing six routed methods
(resources/templates/list, all four tasks/*, and
notifications/cancelled).

  



  
    
      
    
    
      modern_versions()



        
          
        

    

  


  

      

          @spec modern_versions() :: [String.t()]


      


The modern-era (per-request _meta) versions: ["2026-07-28"].

  



  
    
      
    
    
      negotiate_version(client_version)



        
          
        

    

  


  

      

          @spec negotiate_version(term()) :: String.t() | nil


      


Resolves the version an initialize request asks for: the version itself
when it is a legacy version, otherwise nil. A modern version is never
negotiated by initialize; modern clients send it per request instead.

  



    

  
    
      
    
    
      notification(method, params \\ nil)



        
          
        

    

  


  

Creates a notification message.

  



  
    
      
    
    
      parse_error()



        
          
        

    

  


  

See ConduitMcp.Errors.parse_error/0.

  



  
    
      
    
    
      protocol_version()



        
          
        

    

  


  

      

          @spec protocol_version() :: String.t()


      


The preferred legacy protocol version, 2025-11-25.

  



  
    
      
    
    
      request_cancelled()



        
          
        

    

  


  

See ConduitMcp.Errors.request_cancelled/0.

  



  
    
      
    
    
      server_error()



        
          
        

    

  


  

See ConduitMcp.Errors.server_error/0.

  



  
    
      
    
    
      success_response(id, result)



        
          
        

    

  


  

Creates a success response.

  



  
    
      
    
    
      supported_versions()



        
          
        

    

  


  

      

          @spec supported_versions() :: [String.t()]


      


Every supported protocol version, newest first: ["2026-07-28", "2025-11-25", "2025-06-18"].

  



  
    
      
    
    
      task_not_ready()



        
          
        

    

  


  

See ConduitMcp.Errors.task_not_ready/0.

  



  
    
      
    
    
      valid_notification?(message)



        
          
        

    

  


  

Validates if a message is a valid JSON-RPC 2.0 notification.

  



  
    
      
    
    
      valid_request?(message)



        
          
        

    

  


  

Validates if a message is a valid JSON-RPC 2.0 request.

  



  
    
      
    
    
      valid_response?(message)



        
          
        

    

  


  

      

          @spec valid_response?(term()) :: boolean()


      


Validates if a message is a JSON-RPC 2.0 response: an id, no method, and
exactly one of result and error.

  


        

      


  

    
ConduitMcp.Protocol.Legacy 
    



      
Shapes a neutral handler result (ConduitMcp.Handler.result/0) into the
JSON-RPC 2.0 response map of the legacy (initialize-negotiated) protocol
era.
{:ok, result} becomes a success response; {:error, code, message, data}
becomes an error response, with a "data" member only when data is not
nil. Codes pass through unchanged.
Resource not found
The legacy era answers an unknown resource with -32002
(resource_not_found/0). That is also the code a handle_read_resource/2
callback returns in every authoring mode: the modern shaper,
ConduitMcp.Protocol.Modern, rewrites it to -32602, which is what
2026-07-28 prescribes.

      


      
        Summary


  
    Functions
  


    
      
        resource_not_found()

      


        The legacy-era "resource not found" code, -32002.



    


    
      
        to_response(id, arg)

      


        Builds the JSON-RPC response for request id from a neutral result.
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      resource_not_found()



        
          
        

    

  


  

      

          @spec resource_not_found() :: integer()


      


The legacy-era "resource not found" code, -32002.
Return it from handle_read_resource/2 for an unknown URI; the modern era
sees -32602 instead (see the moduledoc).

  



  
    
      
    
    
      to_response(id, arg)



        
          
        

    

  


  

      

          @spec to_response(
  ConduitMcp.Protocol.json_rpc_id() | nil,
  ConduitMcp.Handler.result()
) :: map()


      


Builds the JSON-RPC response for request id from a neutral result.
Examples
iex> ConduitMcp.Protocol.Legacy.to_response(1, {:ok, %{}})
%{"jsonrpc" => "2.0", "id" => 1, "result" => %{}}

iex> ConduitMcp.Protocol.Legacy.to_response(1, {:error, -32601, "Nope", nil})
%{"jsonrpc" => "2.0", "id" => 1, "error" => %{"code" => -32601, "message" => "Nope"}}

  


        

      


  

    
ConduitMcp.CacheHints 
    



      
Per-component cache hints for modern (2026-07-28) results.
Complete results of tools/list, prompts/list, resources/list,
resources/templates/list, resources/read and server/discover carry
ttlMs and cacheScope
(caching).
The defaults come from the application environment, validated when
:conduit_mcp starts:
config :conduit_mcp, cache_ttl_ms: 60_000, cache_scope: :private
(cache_ttl_ms a non-negative integer, cache_scope :private or
:public.) A tool, prompt or resource can override them:
# DSL, inside a tool/prompt/resource block
tool "catalog", "Public catalog" do
  cache ttl_ms: 5_000, scope: :public
  handle fn _conn, _params -> text("...") end
end

# ConduitMcp.Component option
use ConduitMcp.Component, type: :tool, description: "...",
  cache: [ttl_ms: 5_000, scope: :public]
Either key may be omitted; it then falls back to the global default.
ConduitMcp.Endpoint collects its components' :cache options.
Resolution
	A list result: the minimum TTL across the listed items, and
private if any listed item is private — or is gated by a
scope (SV-9: a scoped item must never be cached as public, even
when the global default is :public). An empty list uses the
defaults.
	resources/read: the hint of the resource that serves the URI (its
exact static URI, else the first matching template), private when
it is scoped.
	server/discover: the defaults.

Declaring both scope and cache scope: :public on one item is a
compile error.
Manual servers
A use ConduitMcp.Server, dsl: false module gets the defaults (with the
SV-9 rule applied through its __scope_for_*__/1 lookups, if any). It may
define __cache_hints__/0 returning a hints/0 to declare overrides.

      


      
        Summary


  
    Types
  


    
      
        hint()

      


        A declared override; nil keys fall back to the defaults.



    


    
      
        hints()

      


        The hints a server declares (__cache_hints__/0): tools and prompts by
name, resources as {uri_or_template, hint} in dispatch order.



    





  
    Functions
  


    
      
        hints(server_module)

      


        The hints server_module declares (empty when it defines no
__cache_hints__/0).



    


    
      
        resolve(server_module, method, params, result)

      


        The cache hints for method's complete result from server_module
(see "Resolution"), or nil for a method without them.



    


    
      
        validate_config!()

      


        Validates the global :cache_ttl_ms / :cache_scope application env;
raises ArgumentError naming the key.



    





      


      
        Types


        


  
    
      
    
    
      hint()



        
          
        

    

  


  

      

          @type hint() :: %{ttl_ms: non_neg_integer() | nil, scope: :private | :public | nil}


      


A declared override; nil keys fall back to the defaults.

  



  
    
      
    
    
      hints()



        
          
        

    

  


  

      

          @type hints() :: %{
  tools: %{optional(String.t()) => hint()},
  prompts: %{optional(String.t()) => hint()},
  resources: [{String.t(), hint()}]
}


      


The hints a server declares (__cache_hints__/0): tools and prompts by
name, resources as {uri_or_template, hint} in dispatch order.

  


        

      

      
        Functions


        


  
    
      
    
    
      hints(server_module)



        
          
        

    

  


  

      

          @spec hints(module()) :: hints()


      


The hints server_module declares (empty when it defines no
__cache_hints__/0).

  



  
    
      
    
    
      resolve(server_module, method, params, result)



        
          
        

    

  


  

      

          @spec resolve(module(), String.t() | nil, map(), map()) ::
  ConduitMcp.Protocol.Modern.cache() | nil


      


The cache hints for method's complete result from server_module
(see "Resolution"), or nil for a method without them.

  



  
    
      
    
    
      validate_config!()



        
          
        

    

  


  

      

          @spec validate_config!() :: :ok


      


Validates the global :cache_ttl_ms / :cache_scope application env;
raises ArgumentError naming the key.

  


        

      


  

    
ConduitMcp.Ctx 
    



      
The per-request context: which protocol era a request belongs to and what
it declared about itself.
ConduitMcp.Era.classify/2 builds it once per request; the handler stores
it in conn.private[:mcp_ctx] before any callback runs, so callbacks keep
receiving a Plug.Conn and read the context with from_conn/1:
def handle_call_tool(conn, "whoami", _params) do
  case ConduitMcp.Ctx.from_conn(conn) do
    %ConduitMcp.Ctx{era: :modern, client_info: info} -> text(inspect(info))
    _ -> text("legacy client")
  end
end
Fields
	:era — :modern (2026-07-28, per-request _meta) or :legacy
(initialize-negotiated).
	:version — the modern request's _meta protocol version; for a
legacy request, the version negotiated into its session, if any.
nil for an era-exempt server/discover sent without _meta.
	:client_info — the modern io.modelcontextprotocol/clientInfo
(self-reported: never base a security decision on it).
	:client_capabilities — the modern per-request
io.modelcontextprotocol/clientCapabilities; %{} for legacy.
	:extensions — client_capabilities["extensions"], or %{}.
	:log_level — the modern io.modelcontextprotocol/logLevel. Without
it the server must not send notifications/message for the request;
see log?/2.
	:principal — ConduitMcp.Principal.get/1 of the request.
	:session — legacy only: %{id: session_id, data: session_data} when
the transport resolved an Mcp-Session-Id; always nil for modern.
	:conn — the request's Plug.Conn.
	:request_id — the JSON-RPC id (nil for a notification).
	:server_info — the %{"name" => ..., "version" => ...} this server
reports (from the transport's :server_name / :server_version, an
Endpoint's :name / :version, or the library defaults).
	:traceparent, :tracestate, :baggage — the W3C trace-context keys
from a modern request's _meta, validated by ConduitMcp.Era:
traceparent must be a well-formed 55-character value, tracestate
and baggage at most 512 bytes of printable ASCII. Anything else is
dropped (nil) rather than rejected.

Never log or emit it whole
Inspect omits :conn, :principal and :session, which carry
credentials and identities. Telemetry metadata never contains a Ctx; the
request event copies individual, already-validated fields instead.

      


      
        Summary


  
    Types
  


    
      
        era()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        from_conn(conn)

      


        The request's context, with :conn set to conn, or nil when no
context has been stored on it.



    


    
      
        log?(ctx, level)

      


        Whether a notifications/message at level may be sent for this request.



    


    
      
        log_levels()

      


        The valid MCP logging levels, least severe first.



    


    
      
        put(conn, ctx)

      


        Stores ctx in conn.private[:mcp_ctx] and returns the conn.



    


    
      
        server_info(conn)

      


        The server identity reported to clients: %{"name" => ..., "version" => ...}.



    





      


      
        Types


        


  
    
      
    
    
      era()



        
          
        

    

  


  

      

          @type era() :: :modern | :legacy


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Ctx{
  baggage: String.t() | nil,
  client_capabilities: map(),
  client_info: map() | nil,
  conn: Plug.Conn.t() | map() | nil,
  era: era(),
  extensions: map(),
  log_level: String.t() | nil,
  principal: ConduitMcp.Principal.t() | nil,
  request_id: term(),
  server_info: %{required(String.t()) => String.t()} | nil,
  session: %{id: String.t(), data: map()} | nil,
  traceparent: String.t() | nil,
  tracestate: String.t() | nil,
  version: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_conn(conn)



        
          
        

    

  


  

      

          @spec from_conn(Plug.Conn.t() | map()) :: t() | nil


      


The request's context, with :conn set to conn, or nil when no
context has been stored on it.

  



  
    
      
    
    
      log?(ctx, level)



        
          
        

    

  


  

      

          @spec log?(t(), String.t()) :: boolean()


      


Whether a notifications/message at level may be sent for this request.
Modern era: only when the request carried
io.modelcontextprotocol/logLevel and level is at least that severe —
the specification forbids log notifications for a request without it.
Legacy era: always true; the legacy era sets its level once, through
logging/setLevel, which the server's own callback handles.
Examples
iex> ctx = %ConduitMcp.Ctx{era: :modern, log_level: "warning"}
iex> ConduitMcp.Ctx.log?(ctx, "error")
true
iex> ConduitMcp.Ctx.log?(ctx, "info")
false
iex> ConduitMcp.Ctx.log?(%ConduitMcp.Ctx{era: :modern}, "emergency")
false

  



  
    
      
    
    
      log_levels()



        
          
        

    

  


  

      

          @spec log_levels() :: [String.t()]


      


The valid MCP logging levels, least severe first.

  



  
    
      
    
    
      put(conn, ctx)



        
          
        

    

  


  

      

          @spec put(Plug.Conn.t() | map(), t()) :: Plug.Conn.t() | map()


      


Stores ctx in conn.private[:mcp_ctx] and returns the conn.
The stored copy has :conn cleared, so a conn never nests older versions of
itself; from_conn/1 puts the current conn back.

  



  
    
      
    
    
      server_info(conn)



        
          
        

    

  


  

      

          @spec server_info(Plug.Conn.t() | map()) :: %{required(String.t()) => String.t()}


      


The server identity reported to clients: %{"name" => ..., "version" => ...}.
Read from the transport-resolved conn.private[:server_name] /
[:server_version], defaulting to "conduit-mcp" and the library version.

  


        

      


  

    
ConduitMcp.Discover 
    



      
Builds the result of server/discover, the modern-era method a client uses
to learn which protocol versions, capabilities and instructions a server
has, without a handshake.
server/discover is era-exempt: it is served on the modern path even when
the request carries no _meta (see ConduitMcp.Era), because a client may
call it precisely to find out which era the server speaks. It is
authenticated like every other POST.
The result body is:
	"supportedVersions" — ConduitMcp.Protocol.supported_versions/0,
modern and legacy versions newest first;
	"capabilities" — ConduitMcp.Capabilities.build/2 with era: :modern (list-changed notifications and resources.subscribe are
advertised because subscriptions/listen delivers them; the tasks
extension when it is enabled);
	"instructions" — see instructions/2; omitted when there are none.

ConduitMcp.Protocol.Modern adds resultType, the cache hints and the
serverInfo _meta.

      


      
        Summary


  
    Functions
  


    
      
        instructions(server_module, conn)

      


        The server's instructions, or nil.



    


    
      
        result(server_module, conn)

      


        The server/discover result body for server_module on conn.



    





      


      
        Functions


        


  
    
      
    
    
      instructions(server_module, conn)



        
          
        

    

  


  

      

          @spec instructions(module(), Plug.Conn.t() | map()) :: String.t() | nil


      


The server's instructions, or nil.
The transport's :instructions option (resolved into
conn.private[:instructions]) wins; otherwise the server module's
__instructions__/0, generated by use ConduitMcp.Server, instructions:
and by use ConduitMcp.Endpoint, instructions:. Only a string counts.
Used for both server/discover and the legacy initialize result.

  



  
    
      
    
    
      result(server_module, conn)



        
          
        

    

  


  

      

          @spec result(module(), Plug.Conn.t() | map()) :: map()


      


The server/discover result body for server_module on conn.

  


        

      


  

    
ConduitMcp.Era 
    



      
Classifies a decoded JSON-RPC request into a protocol era and builds its
ConduitMcp.Ctx.
Runs on the decoded body, so on HTTP it belongs after Plug.Parsers.
Truth table
pv is params._meta["io.modelcontextprotocol/protocolVersion"], caps
is params._meta["io.modelcontextprotocol/clientCapabilities"].
	_meta carries	method	result
	pv and caps	any (including initialize)	:modern
	pv only, or caps only	any	-32602, HTTP 400
	neither	server/discover	:modern (era-exempt; version: nil)
	neither	anything else	:legacy

The Mcp-Session-Id header never changes the era. A legacy request keeps
the session the transport resolved (Ctx.session). A modern request that
carries the header anyway (a "mixed" request) ignores the session — its
context has no session and its conn drops the transport's session entries,
so cancellation scoping falls back to the principal and then the client IP
(ConduitMcp.Cancellation.scope/1) — except for one check: if the header
names a live session that recorded a principal, the request's principal
must be that principal, otherwise -32600 (HTTP 400).
Modern _meta validation
A modern request is rejected with -32602 (HTTP 400) when pv is not a
string, caps is not an object, io.modelcontextprotocol/clientInfo is
present but not an object, or io.modelcontextprotocol/logLevel is present
but not an MCP logging level. Error messages name the key, never its value.
Version support is not checked here: on HTTP the header/body version
comparison (-32020) must come first, so check_version/1 is a separate
step run by ConduitMcp.Plugs.HeaderValidation and again by the modern
handler.
Every error from classify/2 is a request-metadata rejection and is
answered with HTTP 400.
Trace context
traceparent, tracestate and baggage are read from _meta in either
era. An invalid value is dropped, never rejected: traceparent must be a
W3C version-00-style value of exactly 55 characters with non-zero ids;
tracestate and baggage must be at most 512 bytes of printable ASCII.

      


      
        Summary


  
    Types
  


    
      
        error()

      


        A rejection: the neutral error of ConduitMcp.Handler.result/0.



    





  
    Functions
  


    
      
        check_version(ctx)

      


        Checks that a modern context's version is one this server implements.



    


    
      
        classify(request, conn)

      


        Classifies request (a decoded JSON-RPC message) received on conn.



    


    
      
        traceparent(value)

      


        value when it is a well-formed W3C traceparent (version-00 style, 55
characters, lowercase hex, non-zero ids, version not ff), else nil.
The server reads _meta.traceparent through it, and the client checks
what it propagates with it.



    





      


      
        Types


        


  
    
      
    
    
      error()



        
          
        

    

  


  

      

          @type error() :: {:error, integer(), String.t(), map() | nil}


      


A rejection: the neutral error of ConduitMcp.Handler.result/0.

  


        

      

      
        Functions


        


  
    
      
    
    
      check_version(ctx)



        
          
        

    

  


  

      

          @spec check_version(ConduitMcp.Ctx.t()) :: :ok | error()


      


Checks that a modern context's version is one this server implements.
:ok for a legacy context and for an era-exempt server/discover sent
without a version; otherwise -32022 with data %{"supported" => ..., "requested" => ...} (HTTP 400).

  



  
    
      
    
    
      classify(request, conn)



        
          
        

    

  


  

      

          @spec classify(map(), Plug.Conn.t() | map()) :: {:ok, ConduitMcp.Ctx.t()} | error()


      


Classifies request (a decoded JSON-RPC message) received on conn.
Returns the request's context — with conn set to the conn the handler
should use from here on — or a rejection (see the moduledoc).

  



  
    
      
    
    
      traceparent(value)



        
          
        

    

  


  

      

          @spec traceparent(term()) :: String.t() | nil


      


value when it is a well-formed W3C traceparent (version-00 style, 55
characters, lowercase hex, non-zero ids, version not ff), else nil.
The server reads _meta.traceparent through it, and the client checks
what it propagates with it.
iex> ConduitMcp.Era.traceparent("00-4bf92f3577b34da6a3ce929d0e0e4736-00f067aa0ba902b7-01")
"00-4bf92f3577b34da6a3ce929d0e0e4736-00f067aa0ba902b7-01"

iex> ConduitMcp.Era.traceparent("00-00000000000000000000000000000000-00f067aa0ba902b7-01")
nil

  


        

      


  

    
ConduitMcp.Headers 
    



      
HTTP request-metadata header codec for the MCP 2026-07-28 Streamable HTTP
transport.
The transport mirrors selected JSON-RPC body fields into HTTP headers so
intermediaries can route requests without parsing the body:
	Mcp-Method — the request method, on every request.
	Mcp-Name — params.name for tools/call and prompts/get,
params.uri for resources/read, and params.taskId for the tasks
extension's tasks/get, tasks/update and tasks/cancel
(ext-tasks routing headers).
	Mcp-Param-{Name} — tool arguments whose inputSchema property carries
an "x-mcp-header": "{Name}" annotation.

This module is pure: it builds those headers for a client, validates
x-mcp-header annotations, and lets a server decode header values and
compare them to body values. Header names it returns are lowercase, matching
how Plug normalizes request header names.
Value encoding
Strings are sent as-is, integers as decimal, booleans as true/false.
A string that is not plain header-safe ASCII — it contains a byte outside
0x20..0x7E (non-ASCII, control characters including tab and DEL), has a
leading or trailing space, or starts with =? and ends with ?= (so it
could be mistaken for the sentinel) — is sent as
=?base64?{standard padded Base64 of its UTF-8 bytes}?=.
Integer comparison is numeric and strict: a header matches an integer body
value only when it is a canonical decimal integer (optional -, no leading
zeros other than "0" itself, no "-0") within the JavaScript safe range
-(2^53 - 1)..(2^53 - 1). Body values 42 and 42.0 both match "42".

      


      
        Summary


  
    Types
  


    
      
        header_param()

      


        An x-mcp-header annotation reachable from the schema root.



    





  
    Functions
  


    
      
        decode_value(value)

      


        Decodes a received header value.



    


    
      
        encode_value(value)

      


        Encodes a string, integer, or boolean as a header value.



    


    
      
        header_params(schema)

      


        Lists the x-mcp-header annotations reachable from the root of an
inputSchema through chains of properties keys only.



    


    
      
        method_header(method)

      


        Returns the Mcp-Method header for a request method.



    


    
      
        name_header(method, params)

      


        Returns the Mcp-Name header for a request, or nil when none applies.



    


    
      
        name_header_required?(method)

      


        Returns whether requests with method must carry an Mcp-Name header.



    


    
      
        name_param(method)

      


        The params key Mcp-Name mirrors for method ("name", "uri" or
"taskId"), or nil when the method carries no Mcp-Name.



    


    
      
        param_headers(tool_or_schema, args)

      


        Builds the Mcp-Param-{Name} headers for a tool call.



    


    
      
        validate_x_mcp_header(schema)

      


        Validates every x-mcp-header annotation in an inputSchema.



    


    
      
        value_matches?(header, body)

      


        Compares a decoded header value to the corresponding body value.



    





      


      
        Types


        


  
    
      
    
    
      header_param()



        
          
        

    

  


  

      

          @type header_param() :: %{header: String.t(), path: [String.t()], type: String.t()}


      


An x-mcp-header annotation reachable from the schema root.

  


        

      

      
        Functions


        


  
    
      
    
    
      decode_value(value)



        
          
        

    

  


  

      

          @spec decode_value(String.t()) :: {:ok, String.t()} | :error


      


Decodes a received header value.
A value that starts with =?base64? and ends with ?= must carry valid,
padded standard Base64 of valid UTF-8 and decodes to that string; anything
else in that shape returns :error. Every other value is returned unchanged.

  



  
    
      
    
    
      encode_value(value)



        
          
        

    

  


  

      

          @spec encode_value(String.t() | integer() | boolean()) :: String.t()


      


Encodes a string, integer, or boolean as a header value.
Strings that are not plain header-safe ASCII are wrapped in the
=?base64?...?= sentinel; see the module documentation.

  



  
    
      
    
    
      header_params(schema)



        
          
        

    

  


  

      

          @spec header_params(map()) :: [header_param()]


      


Lists the x-mcp-header annotations reachable from the root of an
inputSchema through chains of properties keys only.
Each entry has the declared header Name as written, the property-key
path from the root, and the property's declared type. Annotations whose
Name or type is not a string are left out; validate_x_mcp_header/1
reports those. Entries are ordered by path.

  



  
    
      
    
    
      method_header(method)



        
          
        

    

  


  

      

          @spec method_header(String.t()) :: {String.t(), String.t()}


      


Returns the Mcp-Method header for a request method.

  



  
    
      
    
    
      name_header(method, params)



        
          
        

    

  


  

      

          @spec name_header(String.t(), map()) :: {String.t(), String.t()} | nil


      


Returns the Mcp-Name header for a request, or nil when none applies.
Only tools/call and prompts/get (from params["name"]),
resources/read (from params["uri"]) and the tasks extension's
tasks/get|update|cancel (from params["taskId"]) carry the header, and
only when that param is a string. The value is encoded with
encode_value/1.

  



  
    
      
    
    
      name_header_required?(method)



        
          
        

    

  


  

      

          @spec name_header_required?(String.t()) :: boolean()


      


Returns whether requests with method must carry an Mcp-Name header.

  



  
    
      
    
    
      name_param(method)



        
          
        

    

  


  

      

          @spec name_param(String.t()) :: String.t() | nil


      


The params key Mcp-Name mirrors for method ("name", "uri" or
"taskId"), or nil when the method carries no Mcp-Name.

  



  
    
      
    
    
      param_headers(tool_or_schema, args)



        
          
        

    

  


  

      

          @spec param_headers(map(), map()) :: [{String.t(), String.t()}]


      


Builds the Mcp-Param-{Name} headers for a tool call.
tool_or_schema is a tool definition (with "inputSchema") or an
inputSchema itself; args are the string-keyed call arguments. A header
is produced for each annotation from header_params/1 whose argument value
at path is a string, integer, boolean, or integral float (42.0 encodes
as "42"). Absent and nil values, and values of any other type, produce
no header. Header names are "mcp-param-" followed by the lowercased Name.

  



  
    
      
    
    
      validate_x_mcp_header(schema)



        
          
        

    

  


  

      

          @spec validate_x_mcp_header(map()) :: :ok | {:error, [String.t()]}


      


Validates every x-mcp-header annotation in an inputSchema.
The whole schema is searched, including items, composition keywords and
$defs. Each annotation must:
	sit on a property reachable from the root through properties keys only;
	be on a property whose "type" is "string", "integer" or "boolean";
	be a non-empty RFC 9110 token (which excludes CR and LF);
	be unique, compared case-insensitively, within the schema.

Errors name the annotation and its JSON Pointer location, never argument
values.

  



  
    
      
    
    
      value_matches?(header, body)



        
          
        

    

  


  

      

          @spec value_matches?(String.t(), term()) :: boolean()


      


Compares a decoded header value to the corresponding body value.
Strings compare exactly and booleans against "true"/"false". Integers
and floats compare numerically against a canonical decimal integer header
within the JavaScript safe range ("42" matches 42 and 42.0; "042",
"-0", "+1" and "42.0" match nothing). Any other body value, including
nil, never matches.

  


        

      


  

    
ConduitMcp.Log 
    



      
Log notifications (notifications/message) from inside a running tool.
On the modern (2026-07-28) era a client opts into log messages per
request, with _meta["io.modelcontextprotocol/logLevel"]. Such a
tools/call is answered over Streamable HTTP as a Server-Sent Events
stream, and log/4 sends a notifications/message ahead of the response
when level is at least as severe as the requested level:
handle fn conn, %{"query" => query} ->
  ConduitMcp.Log.log(conn, :info, %{"query" => "planning"}, logger: "sql")
  text(run(query))
end
The specification forbids log notifications for a request that did not
ask for them, so log/4 sends nothing — and returns :ok — when the
request carried no logLevel, when level is below it
(ConduitMcp.Ctx.log?/2), and whenever there is no stream to send on: a
legacy-era request (answered with a single JSON body), a client that did
not accept text/event-stream, or a call running through
ConduitMcp.Handler.handle_request/3. Tools can therefore call it
unconditionally.
Never log credentials or other secrets: the client receives data as is.

      


      
        Summary


  
    Types
  


    
      
        level()

      


        An MCP logging level, as an atom or a string (:info or "info").



    





  
    Functions
  


    
      
        log(conn, level, data, opts \\ [])

      


        Sends a notifications/message at level with JSON-serializable data
on the request conn belongs to, when that request asked for it.



    





      


      
        Types


        


  
    
      
    
    
      level()



        
          
        

    

  


  

      

          @type level() ::
  :debug
  | :info
  | :notice
  | :warning
  | :error
  | :critical
  | :alert
  | :emergency
  | String.t()


      


An MCP logging level, as an atom or a string (:info or "info").

  


        

      

      
        Functions


        


    

  
    
      
    
    
      log(conn, level, data, opts \\ [])



        
          
        

    

  


  

      

          @spec log(Plug.Conn.t(), level(), term(), keyword()) :: :ok


      


Sends a notifications/message at level with JSON-serializable data
on the request conn belongs to, when that request asked for it.
Options
	:logger — the name of the logger issuing the message

Raises ArgumentError for a level that is not an MCP logging level.

  


        

      


  

    
ConduitMcp.MRTR 
    



      
Builders for Multi Round-Trip Request (MRTR) input requests.
In MCP 2026-07-28 a server no longer sends requests to the client.
Instead a tool call, resource read, or prompt get answers with an
input_required result carrying an inputRequests map — keys are
server-chosen identifiers, values are the maps these functions build — and
the client retries the original request with the matching
inputResponses. See
MRTR.
Each builder returns one InputRequest ("method" plus "params", no
"jsonrpc" or "id"):
%{
  "approval" => ConduitMcp.MRTR.elicit("Approve deploy?", schema)
}
Sampling and roots are deprecated in 2026-07-28; sample/2 and
list_roots/0 remain available but carry @deprecated markers.
Elicitation is not deprecated.
Returning input requests
handle_call_tool/3, handle_read_resource/2 and handle_get_prompt/3
(and the DSL and ConduitMcp.Component handlers behind them) return
{:input_required, input_requests, state} to ask for input. The library
checks every request against the client's declared capabilities
(missing_capabilities/2; a gap is answered with -32021 and
data.requiredCapabilities), seals state into requestState with
ConduitMcp.MRTR.State, and answers with an InputRequiredResult. On
the retry the callback finds the restored state and the client's
inputResponses in conn.assigns[:mcp_input]; see ConduitMcp.Server.
The state carried between rounds is sealed by ConduitMcp.MRTR.State,
which requires config :conduit_mcp, :mrtr_keys. MRTR exists only in the
modern era: a legacy-era request whose callback returns
{:input_required, ...} gets -32603.

      


      
        Summary


  
    Functions
  


    
      
        elicit(message, requested_schema)

      


        Builds an elicitation/create input request (form mode).



    


    
      
        list_roots()

          deprecated

      


        Builds a roots/list input request.



    


    
      
        missing_capabilities(input_requests, client_capabilities)

      


        Returns the client capabilities input_requests need that
client_capabilities does not declare, as a ClientCapabilities-shaped
map (%{} when every request can be sent).



    


    
      
        sample(messages, opts)

          deprecated

      


        Builds a sampling/createMessage input request.



    





      


      
        Functions


        


  
    
      
    
    
      elicit(message, requested_schema)



        
          
        

    

  


  

      

          @spec elicit(String.t(), map()) :: map()


      


Builds an elicitation/create input request (form mode).
requested_schema is the restricted JSON Schema the client renders as a
form: a flat "type" => "object" with primitive "properties".
Example
ConduitMcp.MRTR.elicit("Please provide your API key", %{
  "type" => "object",
  "properties" => %{"api_key" => %{"type" => "string"}},
  "required" => ["api_key"]
})

  



  
    
      
    
    
      list_roots()



        
          
        

    

  


    
      This function is deprecated. Roots are deprecated in MCP 2026-07-28.
    


  

      

          @spec list_roots() :: map()


      


Builds a roots/list input request.

  



  
    
      
    
    
      missing_capabilities(input_requests, client_capabilities)



        
          
        

    

  


  

      

          @spec missing_capabilities(%{optional(String.t()) => map()}, map()) :: map()


      


Returns the client capabilities input_requests need that
client_capabilities does not declare, as a ClientCapabilities-shaped
map (%{} when every request can be sent).
	elicitation/create needs elicitation.url for "mode" => "url",
otherwise form mode: elicitation.form, or an elicitation that
declares neither mode (the spec's backwards-compatible form-only
declaration).
	sampling/createMessage needs sampling; sampling.tools when it
carries tools or toolChoice; sampling.context when its
includeContext is anything but "none".
	roots/list needs roots.

Other methods impose no requirement.
Example
iex> ConduitMcp.MRTR.missing_capabilities(
...>   %{"approval" => ConduitMcp.MRTR.elicit("Approve?", %{"type" => "object"})},
...>   %{"roots" => %{}}
...> )
%{"elicitation" => %{"form" => %{}}}

  



  
    
      
    
    
      sample(messages, opts)



        
          
        

    

  


    
      This function is deprecated. Sampling is deprecated in MCP 2026-07-28.
    


  

      

          @spec sample([map()], keyword()) :: map()


      


Builds a sampling/createMessage input request.
messages is a list of SamplingMessage maps.
Options
	:max_tokens - required; the maximum tokens to sample
	:system_prompt - system prompt for the LLM
	:model_preferences - model selection preferences
	:temperature - sampling temperature
	:stop_sequences - list of stop sequences
	:tools - tools the LLM may call
	:tool_choice - tool selection map, e.g. %{"mode" => "auto"}

Raises KeyError when :max_tokens is missing, since the spec requires it.

  


        

      


  

    
ConduitMcp.MRTR.State 
    



      
Seals and opens the MRTR requestState token.
The spec requires servers to treat requestState as attacker-controlled.
seal/3 encrypts the handler's state term with AES-256-GCM (a fresh 96-bit
IV per seal) and binds it to the request that produced it; open/3
returns the term only when every binding still holds.
Configuration
MRTR requires a keyring:
config :conduit_mcp, mrtr_keys: [{"2026-10", key32}, {"2026-07", old_key32}]
Each entry is {kid, key}: kid is a non-empty binary without ".", key
exactly 32 random bytes (e.g. :crypto.strong_rand_bytes(32), loaded from a
secret at runtime). seal/3 always uses the first key; open/3 selects
the key named by the token's kid. To rotate, put the new key first and
keep the old one second until in-flight tokens (at most 5 minutes old) have
expired, then remove it. Rotate well before 2³² seals per key, the GCM
random-IV bound. Keys are read at runtime; when configured they are
validated at application boot (validate_keys!/1). Without :mrtr_keys,
seal/3 raises and open/3 returns :error.
Bindings
The binding passed to both calls is
%{version: v, method: m, params: p, principal: id, server: module}:
	AAD — the protocol version, method, server (the Server or
Endpoint module that handles the request), and kid. :mrtr_keys is
application-global, so without server a token sealed by one endpoint
would open at another endpoint in the same node for the same tool,
arguments and principal.
	Payload — the principal id (use ConduitMcp.Principal.id/1, the
claim-prefixed id, or nil when unauthenticated), an expiry (5 minutes,
60 seconds when principal is nil), a SHA-256 digest of method and
the salient params, and the state term.

Salient params are the request params minus "_meta",
"inputResponses", and "requestState" — the fields that legitimately
change between rounds — canonicalized as JSON with sorted object keys. A
token presented on a different tool, arguments, URI, or prompt is rejected.
Replay inside the expiry window by the same principal on the same request
is bounded, not prevented; single-use redemption needs server-side storage.
Token format
kid <> "." <> Base.url_encode64(iv <> tag <> ciphertext, padding: false).
Tokens longer than 64 KiB are rejected before any decoding. The payload is
JSON; :erlang.binary_to_term/1 is never used.
State terms
The state must be JSON-encodable: nil, booleans, numbers, UTF-8 strings,
atoms (encoded as strings), lists, and maps with string or atom keys.
Tuples, pids, references, funs, ports, and non-UTF-8 binaries raise
ArgumentError at seal time. open/3 returns the decoded JSON, so atom
keys and values come back as strings.

      


      
        Summary


  
    Types
  


    
      
        binding()

      


        What a token is bound to; principal is a derived principal id or nil.



    





  
    Functions
  


    
      
        open(token, binding, opts \\ [])

      


        Opens a token produced by seal/3, returning {:ok, state}.



    


    
      
        seal(state, binding, opts \\ [])

      


        Seals state into a requestState token bound to binding.



    


    
      
        validate_keys!(keys)

      


        Validates a :mrtr_keys keyring, raising ArgumentError naming the config
key (never the key bytes) when it is malformed.



    





      


      
        Types


        


  
    
      
    
    
      binding()



        
          
        

    

  


  

      

          @type binding() :: %{
  version: String.t(),
  method: String.t(),
  params: map() | nil,
  principal: String.t() | nil,
  server: module()
}


      


What a token is bound to; principal is a derived principal id or nil.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      open(token, binding, opts \\ [])



        
          
        

    

  


  

      

          @spec open(term(), binding(), keyword()) :: {:ok, term()} | :error


      


Opens a token produced by seal/3, returning {:ok, state}.
Returns :error — the same value whatever the cause — for an oversize,
truncated, malformed or tampered token, an unknown kid, a different
principal, server module, version, method or salient params, or an expired token.
Options: :now, as in seal/3.

  



    

  
    
      
    
    
      seal(state, binding, opts \\ [])



        
          
        

    

  


  

      

          @spec seal(term(), binding(), keyword()) :: String.t()


      


Seals state into a requestState token bound to binding.
Options: :now — current time in milliseconds since the epoch (defaults to
System.system_time(:millisecond)).
Raises ArgumentError when state is not JSON-encodable or :mrtr_keys is
not configured.

  



  
    
      
    
    
      validate_keys!(keys)



        
          
        

    

  


  

      

          @spec validate_keys!(term()) :: :ok


      


Validates a :mrtr_keys keyring, raising ArgumentError naming the config
key (never the key bytes) when it is malformed.
ConduitMcp.Application calls this at boot when :mrtr_keys is set.

  


        

      


  

    
ConduitMcp.Notifications 
    



      
Builders for server-to-client JSON-RPC notifications.
Each function returns a complete notification message ("jsonrpc",
"method", optional "params", no "id") ready to hand to a transport.
The shapes are identical in the 2025-11-25 and 2026-07-28 schemas; what
differs is delivery. On the legacy era they travel over a session stream;
on 2026-07-28 list-changed and resource-updated notifications are only
delivered on a subscriptions/listen stream the client opened, and log
messages only when the request's _meta opted in.

      


      
        Summary


  
    Functions
  


    
      
        cancelled_notification(request_id, reason \\ nil)

      


        Builds a notifications/cancelled notification for request_id.



    


    
      
        log_notification(level, data, opts \\ [])

      


        Builds a notifications/message log notification.



    


    
      
        progress_notification(progress_token, progress, opts \\ [])

      


        Builds a notifications/progress notification.



    


    
      
        prompt_list_changed_notification()

      


        Builds a notifications/prompts/list_changed notification.



    


    
      
        resource_list_changed_notification()

      


        Builds a notifications/resources/list_changed notification.



    


    
      
        resource_updated_notification(uri)

      


        Builds a notifications/resources/updated notification for uri.



    


    
      
        subscriptions_acknowledged_notification(notifications)

      


        Builds a notifications/subscriptions/acknowledged notification: the first
message on a subscriptions/listen stream, carrying the filter subset the
server honours (ConduitMcp.Subscriptions.Filter). 2026-07-28 only.



    


    
      
        tool_list_changed_notification()

      


        Builds a notifications/tools/list_changed notification.



    





      


      
        Functions


        


    

  
    
      
    
    
      cancelled_notification(request_id, reason \\ nil)



        
          
        

    

  


  

      

          @spec cancelled_notification(String.t() | integer(), String.t() | nil) :: map()


      


Builds a notifications/cancelled notification for request_id.
A 2026-07-28 server sends it for one purpose only: to end the
subscriptions/listen stream that request_id opened.

  



    

  
    
      
    
    
      log_notification(level, data, opts \\ [])



        
          
        

    

  


  

      

          @spec log_notification(String.t(), term(), keyword()) :: map()


      


Builds a notifications/message log notification.
level is an RFC 5424 level string ("debug" … "emergency"); data is
any JSON-serializable value.
Options
	:logger - the name of the logger issuing the message


  



    

  
    
      
    
    
      progress_notification(progress_token, progress, opts \\ [])



        
          
        

    

  


  

      

          @spec progress_notification(String.t() | integer(), number(), keyword()) :: map()


      


Builds a notifications/progress notification.
Options
	:total - the total amount of work, when known
	:message - a human-readable progress message

Example
ConduitMcp.Notifications.progress_notification("token-1", 50, total: 100)

  



  
    
      
    
    
      prompt_list_changed_notification()



        
          
        

    

  


  

      

          @spec prompt_list_changed_notification() :: map()


      


Builds a notifications/prompts/list_changed notification.

  



  
    
      
    
    
      resource_list_changed_notification()



        
          
        

    

  


  

      

          @spec resource_list_changed_notification() :: map()


      


Builds a notifications/resources/list_changed notification.

  



  
    
      
    
    
      resource_updated_notification(uri)



        
          
        

    

  


  

      

          @spec resource_updated_notification(String.t()) :: map()


      


Builds a notifications/resources/updated notification for uri.

  



  
    
      
    
    
      subscriptions_acknowledged_notification(notifications)



        
          
        

    

  


  

      

          @spec subscriptions_acknowledged_notification(map()) :: map()


      


Builds a notifications/subscriptions/acknowledged notification: the first
message on a subscriptions/listen stream, carrying the filter subset the
server honours (ConduitMcp.Subscriptions.Filter). 2026-07-28 only.

  



  
    
      
    
    
      tool_list_changed_notification()



        
          
        

    

  


  

      

          @spec tool_list_changed_notification() :: map()


      


Builds a notifications/tools/list_changed notification.

  


        

      


  

    
ConduitMcp.Plugs.HeaderValidation 
    



      
Validates the MCP request-metadata headers of a modern (2026-07-28)
Streamable HTTP request against its JSON-RPC body.
Intermediaries may route on these headers without parsing the body, so a
header that disagrees with the body is a split-brain hazard, not a
formatting nit. Every failure halts with HTTP 400 and a modern JSON-RPC
error.
Runs after Plug.Parsers. It uses the request's ConduitMcp.Ctx from
conn.private[:mcp_ctx] when one is stored, and otherwise classifies the
body with ConduitMcp.Era.classify/2 itself, storing a modern result — a
classification failure is answered here with 400 too. Legacy requests, and
an era-exempt server/discover sent without _meta, pass through
untouched. A legacy context is not stored: it depends on the session a
later transport plug resolves.
Checks, in order
	MCP-Protocol-Version is present, single, and equal to the _meta
protocol version — else -32020.
	That version is one this server implements — else -32022, with
data.supported and data.requested. The mismatch check comes first:
a header that disagrees with the body is -32020 even when neither
version is supported.
	Mcp-Method is present, single, and equal to the body method — else
-32020.
	On tools/call, prompts/get, resources/read and the tasks
extension's tasks/get|update|cancel only: Mcp-Name is present,
single, and — after decoding the =?base64?…?= sentinel — equal to
params.name (params.uri for resources/read, params.taskId for
tasks/*) — else -32020.
	On tools/call: for every parameter of the called tool annotated with
"x-mcp-header": "Name", Mcp-Param-Name must be present and match the
argument (integers compare numerically, 42 equals 42.0) when the
argument has a non-null value, and must be absent when it does not —
else -32020. A malformed sentinel is a mismatch too.

Error messages name the header only. They never echo a header or body
value, and nothing here logs one.
Tool-schema cache
The x-mcp-header annotations come from the server's own tools/list
(handle_list_tools, following nextCursor), computed on the first
tools/call and cached per server module in :persistent_term. Tools
whose annotations are invalid (see
ConduitMcp.Headers.validate_x_mcp_header/1) are excluded from
Mcp-Param-* validation, and each is logged at :error level when the
cache is built, naming the tool and the offending annotations. The
specification tells clients to drop such a tool from their tool lists, so
a conforming client never calls it; raising instead would fail whichever
unrelated tools/call happened to build the cache. DSL and Component
servers never reach this: their annotations are checked at compile time.
The tool list is read from the server module in
conn.private[:server_module] (set by both transports). The cache is
built from the list an unauthenticated caller would see: the
handle_list_tools callback gets a conn with the transport's
configuration but no principal, assigns, headers or session, so no
caller's view decides another's. A called tool absent from that list —
one a manual-mode server lists only to some callers — is looked up in the
caller's own list on each call, uncached. A manual-mode
handle_list_tools must therefore tolerate a conn without a principal,
and a tool's inputSchema must not differ between callers who can both
see it. DSL and Endpoint servers have a compile-time tool list, so the
cache never goes stale. A manual-mode server whose tool list changes at runtime must
call invalidate/1 after the change; the next tools/call rebuilds the
entry. :persistent_term updates are expensive (a global GC pass), so the
cache suits tool lists that change rarely. A tool missing from the cached
list has no annotated parameters as far as this plug is concerned; the
handler rejects an unknown tool on its own.

      


      
        Summary


  
    Functions
  


    
      
        invalidate(server_module)

      


        Drops the cached x-mcp-header annotations for server_module; the next
modern tools/call re-reads them from handle_list_tools.



    





      


      
        Functions


        


  
    
      
    
    
      invalidate(server_module)



        
          
        

    

  


  

      

          @spec invalidate(module()) :: :ok


      


Drops the cached x-mcp-header annotations for server_module; the next
modern tools/call re-reads them from handle_list_tools.

  


        

      


  

    
ConduitMcp.Progress 
    



      
Progress notifications from inside a running tool.
A client asks for progress by sending a progressToken in the request's
_meta. On the modern (2026-07-28) era over Streamable HTTP, such a
tools/call is answered as a Server-Sent Events stream, and report/3
sends a notifications/progress carrying that token ahead of the
response:
tool "import" do
  handle fn conn, %{"rows" => rows} ->
    total = length(rows)

    rows
    |> Enum.with_index(1)
    |> Enum.each(fn {row, done} ->
      import_row(row)
      ConduitMcp.Progress.report(conn, done, total: total, message: "row #{done}")
    end)

    text("imported #{total} rows")
  end
end
report/3 is a no-op — it returns :ok and sends nothing — whenever there
is no stream to send on: the request carried no progressToken, it is a
legacy-era request (answered with a single JSON body), the client did not
accept text/event-stream, or the call is running through
ConduitMcp.Handler.handle_request/3. Tools can therefore call it
unconditionally.
Pass the conn the tool received. Notifications are sent asynchronously
and arrive before the tool's response.

      


      
        Summary


  
    Functions
  


    
      
        report(conn, progress, opts \\ [])

      


        Reports progress (a number that should increase with every call) on the
request conn belongs to.



    





      


      
        Functions


        


    

  
    
      
    
    
      report(conn, progress, opts \\ [])



        
          
        

    

  


  

      

          @spec report(Plug.Conn.t(), number(), keyword()) :: :ok


      


Reports progress (a number that should increase with every call) on the
request conn belongs to.
Options
	:total — the total amount of work, when known
	:message — a human-readable progress message

Raises ArgumentError when progress or :total is not a number, or
:message is not a string.

  


        

      


  

    
ConduitMcp.Protocol.Modern 
    



      
Shapes a neutral handler result (ConduitMcp.Handler.result/0) into the
JSON-RPC 2.0 response map of the modern (2026-07-28) protocol era, and
maps modern errors to their HTTP status.
Results
Every successful result gets:
	"resultType" => "complete";
	_meta["io.modelcontextprotocol/serverInfo"] — the server's name and
version. Request-scoped io.modelcontextprotocol/* keys a method
echoed from the request's _meta (protocol version, client
capabilities, client info, log level) are removed from the result's
_meta; the result's other keys are kept. tools/call never echoes
the request's _meta on this era, so these are the tool's own;
	on the six cacheable results — server/discover, tools/list,
prompts/list, resources/list, resources/templates/list and
resources/read — "ttlMs" and "cacheScope".

Cache hints default to the application environment:
config :conduit_mcp, cache_ttl_ms: 60_000, cache_scope: :private
(:private or :public; defaults 60_000 and :private). A caller can
override them per response with the :cache option of to_response/4.
{:ok, result} is always a complete result.
Input required
{:input_required, input_requests, request_state} — produced by the
handler once it has gated the input requests and sealed the callback's
state into the request_state token — becomes an InputRequiredResult:
"resultType" => "input_required", "inputRequests", "requestState"
and the serverInfo _meta, but never ttlMs/cacheScope, on any
method (an interim result must not be cached).
Tasks
{:task, task} — a task created for a tools/call by the
io.modelcontextprotocol/tasks extension (ConduitMcp.Ext.Tasks) —
becomes a CreateTaskResult: the Task fields with
"resultType" => "task" and the serverInfo _meta, never
ttlMs/cacheScope.
Errors
Error responses keep the legacy shape. One code is rewritten: -32002
(resource not found in 2025-11-25 and earlier, and the code
handle_read_resource/2 callbacks return) becomes -32602, because
2026-07-28 forbids emitting -32002.
HTTP status
http_status/1 maps a response (or bare code) produced while running a
method: -32020/-32021/-32022 ⇒ 400, -32601 ⇒ 404, everything else
(results, and errors such as an unknown tool's -32602) ⇒ 200. A
rejection raised before the method runs — any ConduitMcp.Era.classify/2
error, including its -32602 for invalid _meta, and any
ConduitMcp.Plugs.HeaderValidation error — is always 400.

      


      
        Summary


  
    Types
  


    
      
        cache()

      


        Cache hints: a TTL in milliseconds and a scope.



    


    
      
        option()

      


        Options for to_response/4



    





  
    Functions
  


    
      
        cacheable_methods()

      


        The methods whose complete results carry ttlMs and cacheScope.



    


    
      
        default_cache()

      


        The configured default cache hints (:cache_ttl_ms, :cache_scope).



    


    
      
        http_status(code)

      


        The HTTP status for a modern response, or for an error code, produced while
running a method (see the moduledoc for rejections raised before it).



    


    
      
        resource_not_found()

      


        The modern era's "resource not found" code, -32602.



    


    
      
        to_response(id, method, result, opts \\ [])

      


        Builds the modern JSON-RPC response to method request id.



    





      


      
        Types


        


  
    
      
    
    
      cache()



        
          
        

    

  


  

      

          @type cache() :: %{ttl_ms: non_neg_integer(), scope: :private | :public}


      


Cache hints: a TTL in milliseconds and a scope.

  



  
    
      
    
    
      option()



        
          
        

    

  


  

      

          @type option() :: {:server_info, map()} | {:cache, cache() | nil}


      


Options for to_response/4:
	:server_info — %{"name" => ..., "version" => ...}, put into the
result's _meta; omitted when absent.
	:cache — a cache/0 overriding the configured default for this
response (cacheable methods only); nil means the default.


  


        

      

      
        Functions


        


  
    
      
    
    
      cacheable_methods()



        
          
        

    

  


  

      

          @spec cacheable_methods() :: [String.t()]


      


The methods whose complete results carry ttlMs and cacheScope.

  



  
    
      
    
    
      default_cache()



        
          
        

    

  


  

      

          @spec default_cache() :: cache()


      


The configured default cache hints (:cache_ttl_ms, :cache_scope).

  



  
    
      
    
    
      http_status(code)



        
          
        

    

  


  

      

          @spec http_status(map() | integer()) :: 200 | 400 | 404


      


The HTTP status for a modern response, or for an error code, produced while
running a method (see the moduledoc for rejections raised before it).

  



  
    
      
    
    
      resource_not_found()



        
          
        

    

  


  

      

          @spec resource_not_found() :: integer()


      


The modern era's "resource not found" code, -32602.

  



    

  
    
      
    
    
      to_response(id, method, result, opts \\ [])



        
          
        

    

  


  

      

          @spec to_response(
  ConduitMcp.Protocol.json_rpc_id() | nil,
  String.t() | nil,
  ConduitMcp.Handler.result(),
  [option()]
) :: map()


      


Builds the modern JSON-RPC response to method request id.
Examples
iex> ConduitMcp.Protocol.Modern.to_response(1, "tools/call", {:ok, %{"content" => []}})
%{"jsonrpc" => "2.0", "id" => 1, "result" => %{"content" => [], "resultType" => "complete"}}

iex> ConduitMcp.Protocol.Modern.to_response(1, "resources/read", {:error, -32002, "Resource not found", nil})
%{"jsonrpc" => "2.0", "id" => 1, "error" => %{"code" => -32602, "message" => "Resource not found"}}

  


        

      


  

    
ConduitMcp.StreamSpec 
    



      
A response the transport may send as a Server-Sent Events stream instead
of a single JSON body: the {:stream, spec} reply of
ConduitMcp.Handler.dispatch/3.
The modern handler returns one of two kinds:
	:response — a modern tools/call whose _meta carries a
progressToken or io.modelcontextprotocol/logLevel: the requests
that can receive notifications/progress or notifications/message
while the tool runs.
	:listen — a modern subscriptions/listen whose filter parsed: a
long-lived stream of change notifications that has no response until
the server ends it (ConduitMcp.Subscriptions).

Every other request is answered {:reply, response}.
A :response spec's run produces the final JSON-RPC response map. What
runs it decides how the response travels:
	ConduitMcp.Transport.Shared.dispatch_post/2 runs it in a task and,
while it runs, relays the tool's notifications (ConduitMcp.Progress,
ConduitMcp.Log) as SSE events ahead of the response. A client that
disconnects cancels the request (ConduitMcp.Cancellation).
	run/1 runs it in the calling process with no stream: notifications
are dropped and the response is returned. ConduitMcp.Handler.handle_request/3
uses it, so manual-mode callers keep getting a map.

Either way the request is tracked in flight for run's duration, so the
tool can poll ConduitMcp.Cancellation.cancelled?/1.
A :listen spec has no run: only a transport that can hold an SSE
stream open serves it (ConduitMcp.Transport.Shared.dispatch_post/2).
ConduitMcp.Handler.handle_request/3 answers it -32601.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        


    





  
    Functions
  


    
      
        run(spec)

      


        Runs spec in the calling process, without a stream, and returns the
response map. Notifications the work emits are dropped.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.StreamSpec{
  conn: Plug.Conn.t() | map(),
  kind: :response | :listen,
  method: String.t() | nil,
  progress_token: String.t() | integer() | nil,
  request_id: ConduitMcp.Protocol.json_rpc_id() | nil,
  run: (Plug.Conn.t() | map() -> map()) | nil,
  subscription: ConduitMcp.Subscriptions.Filter.t() | nil
}


      


	:kind — :response: a finite response, preceded by notifications;
:listen: a subscriptions/listen stream.
	:request_id — the JSON-RPC id being answered.
	:method — the request method.
	:progress_token — the request's _meta.progressToken, carried by
every notifications/progress; nil when the request has none.
	:conn — the conn run is called with (the request's
ConduitMcp.Ctx is stored in it).
	:run — :response only: (Plug.Conn.t() -> map()), the work:
returns the JSON-RPC response map. It must not raise;
the modern handler builds it around the same guard as every
other request.
	:subscription — :listen only: the honoured
ConduitMcp.Subscriptions.Filter.


  


        

      

      
        Functions


        


  
    
      
    
    
      run(spec)



        
          
        

    

  


  

      

          @spec run(t()) :: map()


      


Runs spec in the calling process, without a stream, and returns the
response map. Notifications the work emits are dropped.

  


        

      


  

    
ConduitMcp.Subscriptions 
    



      
The node-local registry behind subscriptions/listen (protocol
2026-07-28), and the dispatch of change notifications to it.
A modern client opens a long-lived notification stream by POSTing
subscriptions/listen with a notifications filter
(ConduitMcp.Subscriptions.Filter). The request process serving that
stream registers itself here under one topic per notification type it
agreed to deliver, then relays whatever is published to those topics as
Server-Sent Events until the client or the server closes the stream. The
server pushes with the public API on ConduitMcp:
ConduitMcp.notify_tools_changed()
ConduitMcp.notify_prompts_changed()
ConduitMcp.notify_resources_changed()
ConduitMcp.notify_resource_updated("file:///project/config.json")
Topics
	Topic	Filter field	Notification
	:tools	toolsListChanged	notifications/tools/list_changed
	:prompts	promptsListChanged	notifications/prompts/list_changed
	:resources	resourcesListChanged	notifications/resources/list_changed
	{:resource, uri}	resourceSubscriptions	notifications/resources/updated
	{:task, owner, task_id}	taskIds	notifications/tasks

A resource topic matches its URI exactly: notify_resource_updated/1 for
"file:///a/b" does not reach a stream subscribed to "file:///a".
A task topic carries the task's owner (ConduitMcp.Principal.id/1, nil
when unauthenticated), and a stream subscribes under its own principal's
id, so a task's changes reach only its owner's streams (SV-1). They are
published by ConduitMcp.Ext.Tasks.ListenNotifier, the default notifier
of ConduitMcp.Ext.Tasks.
Topics are shared by every Server and Endpoint in the node: the
notify_* functions take no server module, so a notification reaches the
matching streams of every endpoint. When endpoints serve different
audiences, gate each resource with scope or the endpoint's
handle_subscribe_resource/2 (both apply to resourceSubscriptions), and
don't put anything an audience must not learn in a URI another endpoint
lets it subscribe to.
Node-local
The registry is a Registry started under ConduitMcp.Supervisor
(duplicate keys), so a notification reaches only the streams served by
the node that published it. On a cluster, broadcast the change on your own
PubSub and call the ConduitMcp.notify_* function on every node:
# wherever the change happens
Phoenix.PubSub.broadcast(MyApp.PubSub, "mcp", :tools_changed)

# in a process subscribed to "mcp" on every node
def handle_info(:tools_changed, state) do
  ConduitMcp.notify_tools_changed()
  {:noreply, state}
end
Lifecycle and bounds
Registry entries belong to the stream's process: a stream that ends
unregisters them, and the registry drops the entries of a process that
dies (it is linked to every registrant), so a killed stream leaks nothing.
The same holds for its entry in ConduitMcp.Subscriptions.Admission, which
monitors every admitted stream.
Each stream is bounded by the transport (see
ConduitMcp.Transport.StreamableHTTP): at most :max_listens_per_principal
live streams per principal (default 4), the shared :max_streams cap (503 when full), :max_stream_lifetime,
the bearer token's exp, and :listen_idle_timeout. A filter may name at
most 1 000 resource URIs (ConduitMcp.Subscriptions.Filter).
A stream's mailbox is bounded too. A stream writes each notification to
its socket synchronously, so a client that stops reading parks it in the
send (up to the socket's send timeout) while notifications keep arriving.
publish/2 skips any stream already holding max_queue/0 messages
(config :conduit_mcp, :listen_max_queue, default 1 000): that stream
misses the notification, every other stream still gets it, and
[:conduit_mcp, :subscription, :drop] is emitted. The stream itself is
left to end through its own bounds (a failed write, the lifetime, idle
timeout or supersession); a client that has missed notifications should
re-read what it cares about after reconnecting.
The per-principal cap is never answered 429: a listen that would exceed it
is admitted and the principal's oldest stream is superseded - it ends
with notifications/cancelled for its listen id, then the graceful-closure
result, then closes (telemetry subscription.stop reason :superseded).
A client that went away is only noticed on the stream's next write, so a
client opening one listen per run (e.g. the MCP Inspector CLI) would
otherwise be locked out by its own dead streams. Admission and eviction
are one step of ConduitMcp.Subscriptions.Admission, a node-local process
that answers admissions in arrival order, so even a burst of concurrent
listens never holds more than the cap live at once; superseded streams
still writing their teardown are not counted (each also holds a
:max_streams slot until it closes). One principal still never holds more
than the cap (SV-10), and another principal's streams are never evicted.

      


      
        Summary


  
    Types
  


    
      
        topic()

      


        What a stream subscribes to; see the Topics table.



    





  
    Functions
  


    
      
        child_spec(opts)

      


        The child spec of the registry, started by ConduitMcp.Application.



    


    
      
        max_queue()

      


        The mailbox bound of a stream: publish/2 skips a stream holding this many
messages or more. config :conduit_mcp, :listen_max_queue (a positive
integer), default 1000.



    


    
      
        notify_prompts_changed()

      


        Sends notifications/prompts/list_changed to every local stream subscribed
to promptsListChanged. See ConduitMcp.notify_prompts_changed/0.



    


    
      
        notify_resource_updated(uri)

      


        Sends notifications/resources/updated for uri to every local stream
whose resourceSubscriptions named exactly uri. See
ConduitMcp.notify_resource_updated/1.



    


    
      
        notify_resources_changed()

      


        Sends notifications/resources/list_changed to every local stream
subscribed to resourcesListChanged. See
ConduitMcp.notify_resources_changed/0.



    


    
      
        notify_tools_changed()

      


        Sends notifications/tools/list_changed to every local stream subscribed
to toolsListChanged. See ConduitMcp.notify_tools_changed/0.



    


    
      
        publish(topic, notification)

      


        Delivers notification — a complete JSON-RPC notification map, such as a
ConduitMcp.Notifications builder returns — to every local stream
subscribed to topic.



    


    
      
        subscribers(topic)

      


        The pids of the local streams subscribed to topic. For introspection and
tests; the order is unspecified.



    


    
      
        task_topic(owner, task_id)

      


        The topic of task_id's changes for streams of the principal owner
(ConduitMcp.Principal.id/1; nil when unauthenticated).



    





      


      
        Types


        


  
    
      
    
    
      topic()



        
          
        

    

  


  

      

          @type topic() ::
  :tools
  | :prompts
  | :resources
  | {:resource, String.t()}
  | {:task, String.t() | nil, String.t()}


      


What a stream subscribes to; see the Topics table.

  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(opts)



        
          
        

    

  


  

      

          @spec child_spec(term()) :: Supervisor.child_spec()


      


The child spec of the registry, started by ConduitMcp.Application.

  



  
    
      
    
    
      max_queue()



        
          
        

    

  


  

      

          @spec max_queue() :: pos_integer()


      


The mailbox bound of a stream: publish/2 skips a stream holding this many
messages or more. config :conduit_mcp, :listen_max_queue (a positive
integer), default 1000.

  



  
    
      
    
    
      notify_prompts_changed()



        
          
        

    

  


  

      

          @spec notify_prompts_changed() :: :ok


      


Sends notifications/prompts/list_changed to every local stream subscribed
to promptsListChanged. See ConduitMcp.notify_prompts_changed/0.

  



  
    
      
    
    
      notify_resource_updated(uri)



        
          
        

    

  


  

      

          @spec notify_resource_updated(String.t()) :: :ok


      


Sends notifications/resources/updated for uri to every local stream
whose resourceSubscriptions named exactly uri. See
ConduitMcp.notify_resource_updated/1.

  



  
    
      
    
    
      notify_resources_changed()



        
          
        

    

  


  

      

          @spec notify_resources_changed() :: :ok


      


Sends notifications/resources/list_changed to every local stream
subscribed to resourcesListChanged. See
ConduitMcp.notify_resources_changed/0.

  



  
    
      
    
    
      notify_tools_changed()



        
          
        

    

  


  

      

          @spec notify_tools_changed() :: :ok


      


Sends notifications/tools/list_changed to every local stream subscribed
to toolsListChanged. See ConduitMcp.notify_tools_changed/0.

  



  
    
      
    
    
      publish(topic, notification)



        
          
        

    

  


  

      

          @spec publish(term(), map()) :: :ok


      


Delivers notification — a complete JSON-RPC notification map, such as a
ConduitMcp.Notifications builder returns — to every local stream
subscribed to topic.
The stream adds _meta["io.modelcontextprotocol/subscriptionId"] itself.
Delivery is a message send per stream: this returns once every stream has
been sent the notification, not once each has written it.

  



  
    
      
    
    
      subscribers(topic)



        
          
        

    

  


  

      

          @spec subscribers(term()) :: [pid()]


      


The pids of the local streams subscribed to topic. For introspection and
tests; the order is unspecified.

  



  
    
      
    
    
      task_topic(owner, task_id)



        
          
        

    

  


  

      

          @spec task_topic(String.t() | nil, String.t()) :: topic()


      


The topic of task_id's changes for streams of the principal owner
(ConduitMcp.Principal.id/1; nil when unauthenticated).

  


        

      


  

    
ConduitMcp.Subscriptions.Filter 
    



      
The notifications filter of a subscriptions/listen request
(SubscriptionFilter), reduced to the subset this server honours.
parse/3 turns the request's params into a t/0:
	:ack — the notifications object of
notifications/subscriptions/acknowledged: only the fields honoured,
each with the value honoured;
	:topics — the ConduitMcp.Subscriptions topics the stream registers
under;
	:kinds — the honoured fields as atoms, for telemetry (never URIs).

Fields
	toolsListChanged, promptsListChanged, resourcesListChanged — a
boolean. true is honoured when the server advertises the matching
capability (ConduitMcp.Capabilities.build/2): an Endpoint without
prompts omits promptsListChanged from the acknowledgment, as the
specification asks. false subscribes to nothing.
	resourceSubscriptions — a list of at most
1000 URI strings. Each is authorized like resources/read (the
resource's scope) and, when the server defines
ConduitMcp.Server.handle_subscribe_resource/2, must also be
accepted by it ({:ok, _}) — the same hook legacy resources/subscribe
runs. A URI the caller may not read, or the hook refuses, is dropped
from the acknowledgment silently, exactly as if it had not been requested, so
the acknowledgment reveals nothing beyond what the caller may read.
Duplicates are collapsed; an empty result omits the field.
	taskIds — only while ConduitMcp.Ext.Tasks is enabled (otherwise an
unknown field): a list of at most 1000 task ids for
notifications/tasks. The request must declare the
io.modelcontextprotocol/tasks extension in its client capabilities
(-32021 with data.requiredCapabilities otherwise, as the extension
requires). Each id is kept only if the task exists and is owned by the
caller (ConduitMcp.Principal.id/1, the owner check of tasks/get);
any other id is dropped silently, so a foreign id and an unknown one
look the same. The stream then receives a task's changes only while
its principal is the task's owner (SV-1): the topic is keyed by owner.
Duplicates are collapsed; an empty result omits the field.

A field of the wrong type, a notifications that is not an object, or
more than 1000 URIs or task ids is -32602. Unknown fields (a newer
revision's, or an extension's this server does not enable) are not
honoured and are omitted from the acknowledgment.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        An honoured filter; see the moduledoc.



    





  
    Functions
  


    
      
        max_resource_subscriptions()

      


        The most URIs one resourceSubscriptions may name (1000).



    


    
      
        parse(arg1, server_module, conn)

      


        Parses the params of a subscriptions/listen request for
server_module, authorizing resource URIs against conn.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Subscriptions.Filter{
  ack: %{optional(String.t()) => boolean() | [String.t()]},
  kinds: [atom()],
  topics: [ConduitMcp.Subscriptions.topic()]
}


      


An honoured filter; see the moduledoc.

  


        

      

      
        Functions


        


  
    
      
    
    
      max_resource_subscriptions()



        
          
        

    

  


  

      

          @spec max_resource_subscriptions() :: pos_integer()


      


The most URIs one resourceSubscriptions may name (1000).

  



  
    
      
    
    
      parse(arg1, server_module, conn)



        
          
        

    

  


  

      

          @spec parse(map(), module(), Plug.Conn.t() | map()) ::
  {:ok, t()} | {:error, integer(), String.t(), map() | nil}


      


Parses the params of a subscriptions/listen request for
server_module, authorizing resource URIs against conn.

  


        

      


  

    
ConduitMcp.Transport.SSEStream 
    



      
Server-Sent Events primitives shared by every stream the HTTP transports
hold open: the legacy GET /sse stream of ConduitMcp.Transport.SSE and
the modern streamed POST responses (ConduitMcp.StreamSpec).
A stream pins a process, a socket and a Plug.Conn for its whole life,
so every stream built on this module is bounded three ways:
	a deadline — loop/3 returns :deadline once a monotonic
deadline passes, checked at the top of every iteration;
	a connection cap — acquire_slot/3 admits at most max streams
per slot table (see "Slot accounting");
	disconnect detection — every write (send_frame/2,
keep_alive/1) reports {:error, reason} once the client is gone.

Frames
	frame/1 — a JSON-RPC message as an SSE message event:
event: message, one data: line, a blank line. JSON escapes every
newline inside strings, so the message always fits one data: line.
	keep_alive_frame/0 — ":\r\n", an SSE comment. Clients discard
it; intermediaries see traffic and keep the connection open.

open/1 sends the response head: content-type: text/event-stream,
cache-control: no-store and x-accel-buffering: no (so nginx does not
buffer the stream), and no connection header — RFC 9113 §8.2.2 forbids
connection-specific headers in HTTP/2 and strict clients reject them.
The receive loop
loop/3 waits for messages and keep-alive ticks until a callback halts
it, a write fails, or the deadline passes. Keep-alive ticks follow a fixed
schedule — every :interval milliseconds since the loop started — so a
stream of messages arriving faster than the interval cannot starve them,
nor the deadline check.
Every message is received and handed to :on_message, so anything a
callback does not care about is drained and the mailbox cannot grow
without bound over a long-lived stream. The one exception is
{:bandit, _}: under HTTP/2 the plug runs inside Bandit's per-stream
process (Bandit.HTTP2.StreamProcess), and the connection process delivers
{:send_window_update, delta} and {:rst_stream, code} to this
mailbox for chunk/2 to read back with a selective receive. Draining
them would discard flow-control credit (eventually a
FLOW_CONTROL_ERROR) and ignore stream cancellation — an
EventSource.close() sends RST_STREAM, not a TCP close.

      


      
        Summary


  
    Types
  


    
      
        loop_option()

      


        Options for loop/3



    


    
      
        outcome()

      


        Why loop/3 returned.



    


    
      
        step(state)

      


        What a loop callback returns



    





  
    Functions
  


    
      
        acquire_slot(table, max, sweep_window_ms \\ 1000)

      


        Takes a slot for the calling process in slot table table, admitting at
most max live streams. Returns false at the cap — and when the table
is missing or unusable, because a resource cap must read "cannot count" as
"no".



    


    
      
        active_slots(table)

      


        The number of slot rows in table whose process is alive. Read-only: a
getter that swept dead rows would hide leaks from the tests that should
see them.



    


    
      
        ensure_slot_table(table)

      


        Creates named slot table table unless it exists. A fallback for
embedding contexts where the :conduit_mcp application is not started;
normally the table's owner created it at boot.



    


    
      
        frame(message)

      


        Encodes a JSON-RPC message as one SSE message event.



    


    
      
        keep_alive(conn)

      


        Writes keep_alive_frame/0. {:error, reason} means the client is gone.



    


    
      
        keep_alive_frame()

      


        The keep-alive frame, ":\r\n": an SSE comment line.



    


    
      
        loop(conn, state, opts)

      


        Runs the receive loop described in the moduledoc and returns why it
stopped, with the final conn and state.



    


    
      
        open(conn)

      


        Starts the SSE response: the stream headers, then send_chunked(conn, 200).



    


    
      
        release_slot(table)

      


        Releases the calling process's slot in table, if it holds one.
Idempotent; :ok when the table is gone (the slot went with it).



    


    
      
        send_frame(conn, frame)

      


        Writes an already-encoded frame. {:error, reason} means the client is gone.



    


    
      
        slot_table_opts()

      


        The options every slot table is created with.



    


    
      
        streams_table()

      


        The slot table behind streamed POST responses (:max_streams), owned by
ConduitMcp.Transport.SSEStream.Owner.



    





      


      
        Types


        


  
    
      
    
    
      loop_option()



        
          
        

    

  


  

      

          @type loop_option() ::
  {:interval, pos_integer()}
  | {:deadline, integer()}
  | {:on_message, (term(), Plug.Conn.t(), term() -> step(term()))}
  | {:on_tick, (Plug.Conn.t(), term() -> step(term()))}


      


Options for loop/3:
	:interval (required) — milliseconds between keep-alive ticks.
	:deadline (required) — the System.monotonic_time(:millisecond) at
which the loop returns :deadline.
	:on_message — (message, conn, state -> step), called for every
message except {:bandit, _}. Default: drain and continue.
	:on_tick — (conn, state -> step), called on every keep-alive
tick. Default: write keep_alive_frame/0, :closed when that fails.


  



  
    
      
    
    
      outcome()



        
          
        

    

  


  

      

          @type outcome() :: :halt | :closed | :deadline


      


Why loop/3 returned.

  



  
    
      
    
    
      step(state)



        
          
        

    

  


  

      

          @type step(state) ::
  {:cont, Plug.Conn.t(), state}
  | {:halt, Plug.Conn.t(), state}
  | {:closed, Plug.Conn.t(), state}


      


What a loop callback returns:
	{:cont, conn, state} — keep looping;
	{:halt, conn, state} — stop; loop/3 returns :halt;
	{:closed, conn, state} — a write failed: the client is gone; loop/3
returns :closed.


  


        

      

      
        Functions


        


    

  
    
      
    
    
      acquire_slot(table, max, sweep_window_ms \\ 1000)



        
          
        

    

  


  

      

          @spec acquire_slot(atom() | :ets.tid(), pos_integer(), non_neg_integer()) :: boolean()


      


Takes a slot for the calling process in slot table table, admitting at
most max live streams. Returns false at the cap — and when the table
is missing or unusable, because a resource cap must read "cannot count" as
"no".
sweep_window_ms is how long a sweep that found no dead rows suppresses
the next one (default 1000).

  



  
    
      
    
    
      active_slots(table)



        
          
        

    

  


  

      

          @spec active_slots(atom() | :ets.tid()) :: non_neg_integer()


      


The number of slot rows in table whose process is alive. Read-only: a
getter that swept dead rows would hide leaks from the tests that should
see them.

  



  
    
      
    
    
      ensure_slot_table(table)



        
          
        

    

  


  

      

          @spec ensure_slot_table(atom()) :: :ok


      


Creates named slot table table unless it exists. A fallback for
embedding contexts where the :conduit_mcp application is not started;
normally the table's owner created it at boot.

  



  
    
      
    
    
      frame(message)



        
          
        

    

  


  

      

          @spec frame(map()) :: iodata()


      


Encodes a JSON-RPC message as one SSE message event.
Raises if message is not JSON-encodable, so callers building frames in
user code (ConduitMcp.Progress, ConduitMcp.Log) fail where the bad
value was produced.
Example
iex> ConduitMcp.Transport.SSEStream.frame(%{"jsonrpc" => "2.0", "method" => "ping"})
...> |> IO.iodata_to_binary()
~s(event: message\ndata: {"jsonrpc":"2.0","method":"ping"}\n\n)

  



  
    
      
    
    
      keep_alive(conn)



        
          
        

    

  


  

      

          @spec keep_alive(Plug.Conn.t()) :: {:ok, Plug.Conn.t()} | {:error, term()}


      


Writes keep_alive_frame/0. {:error, reason} means the client is gone.

  



  
    
      
    
    
      keep_alive_frame()



        
          
        

    

  


  

      

          @spec keep_alive_frame() :: String.t()


      


The keep-alive frame, ":\r\n": an SSE comment line.

  



  
    
      
    
    
      loop(conn, state, opts)



        
          
        

    

  


  

      

          @spec loop(Plug.Conn.t(), state, [loop_option()]) :: {outcome(), Plug.Conn.t(), state}
when state: term()


      


Runs the receive loop described in the moduledoc and returns why it
stopped, with the final conn and state.

  



  
    
      
    
    
      open(conn)



        
          
        

    

  


  

      

          @spec open(Plug.Conn.t()) :: Plug.Conn.t()


      


Starts the SSE response: the stream headers, then send_chunked(conn, 200).

  



  
    
      
    
    
      release_slot(table)



        
          
        

    

  


  

      

          @spec release_slot(atom() | :ets.tid()) :: :ok


      


Releases the calling process's slot in table, if it holds one.
Idempotent; :ok when the table is gone (the slot went with it).

  



  
    
      
    
    
      send_frame(conn, frame)



        
          
        

    

  


  

      

          @spec send_frame(Plug.Conn.t(), iodata()) :: {:ok, Plug.Conn.t()} | {:error, term()}


      


Writes an already-encoded frame. {:error, reason} means the client is gone.

  



  
    
      
    
    
      slot_table_opts()



        
          
        

    

  


  

      

          @spec slot_table_opts() :: [term()]


      


The options every slot table is created with.

  



  
    
      
    
    
      streams_table()



        
          
        

    

  


  

      

          @spec streams_table() :: atom()


      


The slot table behind streamed POST responses (:max_streams), owned by
ConduitMcp.Transport.SSEStream.Owner.

  


        

      


  

    
ConduitMcp.Ext.Tasks 
    



      
The MCP Tasks extension (io.modelcontextprotocol/tasks) for the modern
(2026-07-28) protocol era.
Experimental and unstable
The extension's own repository describes it as experimental and still
tracking SEP-2663, and it already disagrees with the core specification
(it documents -32003 where 2026-07-28 uses -32021; this library
follows the core specification). This API, its configuration and its
wire output may change in any release. It is off unless enabled.
Specification: https://modelcontextprotocol.io/extensions/tasks and
https://github.com/modelcontextprotocol/ext-tasks (schema
2026-07-28). For legacy-era (2025-11-25) tasks see the frozen
ConduitMcp.Tasks.
Enabling
config :conduit_mcp, :ext_tasks, true

# or, with options:
config :conduit_mcp, :ext_tasks,
  store: MyApp.TaskStore,        # default ConduitMcp.Ext.Tasks.EtsStore
  janitor: [interval: 30_000],   # Session.Janitor options, or false
  max_rows: 10_000,              # row cap passed to create/2, or :infinity
  notifier: MyApp.TaskNotifier   # default ConduitMcp.Ext.Tasks.ListenNotifier; nil for none
The value is validated when :conduit_mcp starts. When enabled, the
application starts ConduitMcp.Ext.Tasks.EtsStore.Owner (default store
only) and a ConduitMcp.Session.Janitor named
ConduitMcp.Ext.Tasks.Janitor that calls the store's cleanup/1 (TTL
expiry; janitor: [ttl: ...] is the age at which terminal tasks without
a TTL are evicted, default one hour), and server/discover advertises
capabilities.extensions["io.modelcontextprotocol/tasks"].
Returning a task
A tools/call callback (ConduitMcp.Server.handle_call_tool/3, a DSL
handle, a ConduitMcp.Component.execute/2) returns {:task, attrs}:
def handle_call_tool(_conn, "build", %{"ref" => ref}) do
  {:task,
   ttl_ms: :timer.minutes(30),
   poll_interval_ms: 2_000,
   status_message: "Queued",
   start: fn task_id -> MyApp.Builds.enqueue(task_id, ref) end}
end
attrs (keyword list or atom-keyed map), all optional:
	:ttl_ms — lifetime from creation (default one hour); nil means
unlimited.
	:poll_interval_ms — suggested polling interval (positive integer).
	:status_message — initial status message.
	:start — fn task_id -> ... end, called once the task is stored.
This is where the work starts: spawn it (a Task under your
supervisor, an Oban job, a message to a GenServer) and return; the
request is waiting. If it raises, the task is failed with -32603.

The library then requires that the client declared the extension in this
request's io.modelcontextprotocol/clientCapabilities.extensions
(otherwise -32021 with data.requiredCapabilities, HTTP 400), stores
the task before answering, calls :start, and answers with a
CreateTaskResult (resultType: "task"). The task is owned by the
request's principal (ConduitMcp.Principal.id/1): tasks/get,
tasks/update and tasks/cancel from any other principal answer
"Task not found". Unauthenticated tasks are owned by nil; their id is
then their only protection (32 random bytes).
Only tools/call may return a task. From any other callback, on the
legacy era, or with the extension disabled, {:task, _} is logged and
answered with -32603.
Driving a task from the worker
The worker reports through complete/2, fail/2, require_input/3 and
progress/2, and reads the task with status/1 (or cancelled?/1).
These address the task by id alone: the id is the capability, so keep it
out of logs.
def perform(%{args: %{"task_id" => id, "ref" => ref}}) do
  :ok = ConduitMcp.Ext.Tasks.progress(id, "Building")
  result = MyApp.Builds.run(ref)
  ConduitMcp.Ext.Tasks.complete(id, %{"content" => [%{"type" => "text", "text" => result}]})
end
complete/2 takes what the tool would have returned synchronously (a
CallToolResult map, isError: true included). fail/2 is for JSON-RPC
errors only.
Input mid-flight: require_input/3 moves the task to input_required
with MRTR input requests (built with ConduitMcp.MRTR.elicit/2); the
client reads them with tasks/get and answers with tasks/update. Once
every outstanding key is answered the task returns to working and the
answers are in status/1's input_responses. Each key must be unique
over the task's lifetime. Poll status/1, or configure a notifier to be
told.
Cancellation is cooperative: tasks/cancel moves a non-terminal task to
cancelled (after which complete/2/fail/2 return
{:error, :terminal}); the worker should check cancelled?/1 and stop.
Terminal states — completed, failed, cancelled — are final.
Status notifications
Every change is handed to the configured ConduitMcp.Ext.Tasks.Notifier.
The default, ConduitMcp.Ext.Tasks.ListenNotifier, sends it as
notifications/tasks (the full task state, to_wire/1) to the
subscriptions/listen streams that named the task in their taskIds
filter, and only to those whose principal owns the task (SV-1; see
ConduitMcp.Subscriptions.Filter). A custom notifier replaces it;
notifier: nil turns notifications off.

      


      
        Summary


  
    Types
  


    
      
        rpc_error()

      


        A JSON-RPC error object: "code", "message", optional "data".



    





  
    Functions
  


    
      
        cancelled?(task_id)

      


        Whether the task was cancelled (false for an unknown id).



    


    
      
        complete(task_id, result, opts \\ [])

      


        Completes the task with result — what the request would have returned
synchronously, e.g. a CallToolResult map. Options: :status_message.



    


    
      
        enabled?()

      


        Whether config :conduit_mcp, :ext_tasks enables the extension.



    


    
      
        extension()

      


        The extension identifier, "io.modelcontextprotocol/tasks".



    


    
      
        fail(task_id, error, opts \\ [])

      


        Fails the task with a JSON-RPC error: %{"code" => integer, "message" => string} (optional "data") or {code, message}. The status message
defaults to the error message. Options: :status_message.



    


    
      
        new_id()

      


        A fresh task id: 32 bytes from :crypto.strong_rand_bytes/1, url-safe
Base64 without padding (task ids are bearer tokens).



    


    
      
        progress(task_id, status_message)

      


        Updates a non-terminal task's status message (and lastUpdatedAt)
without changing its status.



    


    
      
        require_input(task_id, input_requests, opts \\ [])

      


        Moves the task to input_required with input_requests (string keys to
MRTR input requests built with ConduitMcp.MRTR), added to any still
outstanding. A key already used by this task is rejected:
{:error, {:duplicate_keys, keys}}. Options: :status_message.



    


    
      
        status(task_id)

      


        Reads the task (worker side; not owner-scoped).



    


    
      
        statuses()

      


        Every task status; see terminal?/1.



    


    
      
        store()

      


        The configured store (default ConduitMcp.Ext.Tasks.EtsStore).



    


    
      
        terminal?(status)

      


        Whether status is terminal (completed, failed, cancelled).



    


    
      
        to_task(record)

      


        The bare Task for record (no status-specific payload): the body of a
CreateTaskResult.



    


    
      
        to_wire(record)

      


        The extension's DetailedTask for record — the tasks/get result
(before resultType) and the notifications/tasks params: taskId,
status, ISO 8601 createdAt/lastUpdatedAt, ttlMs (null when
unlimited), optional statusMessage/pollIntervalMs, plus
inputRequests (input_required), result (completed) or error
(failed).



    


    
      
        validate_config!(value)

      


        Validates a :ext_tasks config value; returns it normalized to false
or a keyword list. Raises ArgumentError naming the key otherwise.



    





      


      
        Types


        


  
    
      
    
    
      rpc_error()



        
          
        

    

  


  

      

          @type rpc_error() :: %{required(String.t()) => term()}


      


A JSON-RPC error object: "code", "message", optional "data".

  


        

      

      
        Functions


        


  
    
      
    
    
      cancelled?(task_id)



        
          
        

    

  


  

      

          @spec cancelled?(ConduitMcp.Ext.Tasks.Store.task_id()) :: boolean()


      


Whether the task was cancelled (false for an unknown id).

  



    

  
    
      
    
    
      complete(task_id, result, opts \\ [])



        
          
        

    

  


  

      

          @spec complete(ConduitMcp.Ext.Tasks.Store.task_id(), map(), keyword()) ::
  :ok | {:error, :not_found | :terminal}


      


Completes the task with result — what the request would have returned
synchronously, e.g. a CallToolResult map. Options: :status_message.

  



  
    
      
    
    
      enabled?()



        
          
        

    

  


  

      

          @spec enabled?() :: boolean()


      


Whether config :conduit_mcp, :ext_tasks enables the extension.

  



  
    
      
    
    
      extension()



        
          
        

    

  


  

      

          @spec extension() :: String.t()


      


The extension identifier, "io.modelcontextprotocol/tasks".

  



    

  
    
      
    
    
      fail(task_id, error, opts \\ [])



        
          
        

    

  


  

      

          @spec fail(
  ConduitMcp.Ext.Tasks.Store.task_id(),
  rpc_error() | {integer(), String.t()},
  keyword()
) ::
  :ok | {:error, :not_found | :terminal}


      


Fails the task with a JSON-RPC error: %{"code" => integer, "message" => string} (optional "data") or {code, message}. The status message
defaults to the error message. Options: :status_message.

  



  
    
      
    
    
      new_id()



        
          
        

    

  


  

      

          @spec new_id() :: ConduitMcp.Ext.Tasks.Store.task_id()


      


A fresh task id: 32 bytes from :crypto.strong_rand_bytes/1, url-safe
Base64 without padding (task ids are bearer tokens).

  



  
    
      
    
    
      progress(task_id, status_message)



        
          
        

    

  


  

      

          @spec progress(ConduitMcp.Ext.Tasks.Store.task_id(), String.t()) ::
  :ok | {:error, :not_found | :terminal}


      


Updates a non-terminal task's status message (and lastUpdatedAt)
without changing its status.

  



    

  
    
      
    
    
      require_input(task_id, input_requests, opts \\ [])



        
          
        

    

  


  

      

          @spec require_input(
  ConduitMcp.Ext.Tasks.Store.task_id(),
  %{optional(String.t()) => map()},
  keyword()
) ::
  :ok
  | {:error,
     :not_found
     | :terminal
     | :invalid_input_requests
     | {:duplicate_keys, list()}}


      


Moves the task to input_required with input_requests (string keys to
MRTR input requests built with ConduitMcp.MRTR), added to any still
outstanding. A key already used by this task is rejected:
{:error, {:duplicate_keys, keys}}. Options: :status_message.

  



  
    
      
    
    
      status(task_id)



        
          
        

    

  


  

      

          @spec status(ConduitMcp.Ext.Tasks.Store.task_id()) ::
  {:ok, ConduitMcp.Ext.Tasks.Store.task()} | {:error, :not_found}


      


Reads the task (worker side; not owner-scoped).

  



  
    
      
    
    
      statuses()



        
          
        

    

  


  

      

          @spec statuses() :: [ConduitMcp.Ext.Tasks.Store.status()]


      


Every task status; see terminal?/1.

  



  
    
      
    
    
      store()



        
          
        

    

  


  

      

          @spec store() :: module()


      


The configured store (default ConduitMcp.Ext.Tasks.EtsStore).

  



  
    
      
    
    
      terminal?(status)



        
          
        

    

  


  

      

          @spec terminal?(term()) :: boolean()


      


Whether status is terminal (completed, failed, cancelled).

  



  
    
      
    
    
      to_task(record)



        
          
        

    

  


  

      

          @spec to_task(ConduitMcp.Ext.Tasks.Store.task()) :: map()


      


The bare Task for record (no status-specific payload): the body of a
CreateTaskResult.

  



  
    
      
    
    
      to_wire(record)



        
          
        

    

  


  

      

          @spec to_wire(ConduitMcp.Ext.Tasks.Store.task()) :: map()


      


The extension's DetailedTask for record — the tasks/get result
(before resultType) and the notifications/tasks params: taskId,
status, ISO 8601 createdAt/lastUpdatedAt, ttlMs (null when
unlimited), optional statusMessage/pollIntervalMs, plus
inputRequests (input_required), result (completed) or error
(failed).

  



  
    
      
    
    
      validate_config!(value)



        
          
        

    

  


  

      

          @spec validate_config!(term()) :: false | keyword()


      


Validates a :ext_tasks config value; returns it normalized to false
or a keyword list. Raises ArgumentError naming the key otherwise.

  


        

      


  

    
ConduitMcp.Ext.Tasks.EtsStore 
    



      
In-memory ConduitMcp.Ext.Tasks.Store (experimental, unstable — see
ConduitMcp.Ext.Tasks).
Records live in the :public named ETS table :conduit_mcp_ext_tasks,
owned by ConduitMcp.Ext.Tasks.EtsStore.Owner (a ConduitMcp.EtsOwner) which
ConduitMcp.Application starts when the extension is enabled with this
store. Reads and writes go straight to ETS from the calling process.
Every read-modify-write is a compare-and-swap: :ets.select_replace/2
replaces the row only if it still equals the record the change was
computed from, and retries otherwise, so a client's tasks/update and a
worker's complete/2 cannot overwrite each other.
Single-node only. Rows are evicted by cleanup/1 (the Ext.Tasks janitor)
and capped at :max_rows (default 10 000) so a client looping a
task-creating tool cannot grow the table without bound.

      


      
        Summary


  
    Functions
  


    
      
        cleanup(default_ttl_ms, now \\ now())

      


        Evicts expired records (see ConduitMcp.Ext.Tasks.Store.cleanup/1)
as of now (Unix milliseconds, default the system clock) and returns
the count.



    





      


      
        Functions


        


    

  
    
      
    
    
      cleanup(default_ttl_ms, now \\ now())



        
          
        

    

  


  

      

          @spec cleanup(non_neg_integer(), integer()) :: non_neg_integer()


      


Evicts expired records (see ConduitMcp.Ext.Tasks.Store.cleanup/1)
as of now (Unix milliseconds, default the system clock) and returns
the count.

  


        

      


  

    
ConduitMcp.Ext.Tasks.ListenNotifier 
    



      
The default ConduitMcp.Ext.Tasks.Notifier (experimental, unstable):
delivers every task change as notifications/tasks to the
subscriptions/listen streams of this node that asked for the task
with the taskIds filter (ConduitMcp.Subscriptions.Filter).
The notification's params are the full task state,
ConduitMcp.Ext.Tasks.to_wire/1 — what tasks/get would answer at that
moment.
A change reaches only streams whose principal owns the task (SV-1):
it is published to the topic {:task, owner, task_id}, and a stream
registers under that topic with its own ConduitMcp.Principal.id/1, the
owner identity tasks/get checks. A stream of another principal is never
sent the change, even if it names the task id; a task owned by nil
(created without authentication) reaches only unauthenticated streams.
Delivery is node-local, like the rest of ConduitMcp.Subscriptions. A
custom notifier replaces this one; call task_changed/1 from it to keep
listen delivery:
defmodule MyApp.TaskNotifier do
  @behaviour ConduitMcp.Ext.Tasks.Notifier

  @impl true
  def task_changed(task) do
    ConduitMcp.Ext.Tasks.ListenNotifier.task_changed(task)
    MyApp.Workers.wake(task.task_id)
  end
end

      


      
        Summary


  
    Functions
  


    
      
        task_changed(task)

      


        Publishes notifications/tasks with the task's state to the listen
streams of the task's owner. Call it from a custom notifier to keep
listen delivery.



    





      


      
        Functions


        


  
    
      
    
    
      task_changed(task)



        
          
        

    

  


  

Publishes notifications/tasks with the task's state to the listen
streams of the task's owner. Call it from a custom notifier to keep
listen delivery.

  


        

      


  

    
ConduitMcp.Ext.Tasks.Notifier behaviour
    



      
Hook called after every ConduitMcp.Ext.Tasks state change
(experimental, unstable).
The default is ConduitMcp.Ext.Tasks.ListenNotifier, which delivers
notifications/tasks over subscriptions/listen to the task owner's
streams. Configure another with
config :conduit_mcp, :ext_tasks, notifier: MyNotifier (it replaces the
default; call ConduitMcp.Ext.Tasks.ListenNotifier.task_changed/1 from it
to keep listen delivery), or notifier: nil for none.
task_changed/1 runs in the process that made the change (a request
process or the task's worker) right after the store write; an exception
is logged and swallowed, so a notifier cannot fail a request or a worker.
A notifier that delivers a change to clients must deliver it only to the
record's owner (the same owner check as tasks/get). A notifier can
also wake a worker waiting on tasks/update input.
ConduitMcp.Ext.Tasks.to_wire/1 builds the notification's task state.

      


      
        Summary


  
    Callbacks
  


    
      
        task_changed(task)

      


        Called with the record as stored after a change.



    





      


      
        Callbacks


        


  
    
      
    
    
      task_changed(task)



        
          
        

    

  


  

      

          @callback task_changed(ConduitMcp.Ext.Tasks.Store.task()) :: term()


      


Called with the record as stored after a change.

  


        

      


  

    
ConduitMcp.Ext.Tasks.Store behaviour
    



      
Storage behaviour for ConduitMcp.Ext.Tasks (experimental, unstable — see
that module).
A store holds one t:record/0 per task. ConduitMcp.Ext.Tasks.EtsStore
is the in-memory reference implementation; implement this behaviour to
keep tasks in a database or job queue and configure it with
config :conduit_mcp, :ext_tasks, store: MyStore.
Contract
	No enumeration. There is deliberately no list callback: the
extension has no tasks/list, and a task id is a bearer token.
	Owner scoping. get/2, update/3 and cancel/2 take the
caller's owner (ConduitMcp.Principal.id/1 of the request, nil
when unauthenticated) and must answer {:error, :not_found} when the
record's owner differs (===), exactly as for a missing id, so a
caller cannot tell "exists but not yours" from "does not exist".
get/2 also accepts :any, used only by server-side code that
already holds the id (the task's own worker).
	Atomicity. update/3, cancel/2 and put_status/3 are
read-modify-write operations. A store must apply each atomically
with respect to the others (compare-and-swap, a row lock, a
transaction), otherwise a client's tasks/update can overwrite a
worker's completed with working.
	Terminal states are final. put_status/3 and cancel/2 must not
change a record whose status is completed, failed or cancelled.
	Durability. create/2 returns only once a get/2 for the id
would find the record: the handler answers CreateTaskResult right
after it.

cleanup/1 is optional; ConduitMcp.Session.Janitor calls it on an
interval when the application starts the Ext.Tasks janitor.

      


      
        Summary


  
    Types
  


    
      
        owner()

      


        The owning principal id (ConduitMcp.Principal.id/1), or nil.



    


    
      
        status()

      


        A task status; the last three are terminal.



    


    
      
        task()

      


        A stored task. Timestamps are Unix milliseconds; ttl_ms nil means
unlimited. input_requests holds the outstanding MRTR input requests,
input_responses every answer received so far.



    


    
      
        task_id()

      


        A task id: 32 random bytes, url-safe Base64 without padding.



    


    
      
        update_fun()

      


        A pure transformation applied by update/3.



    





  
    Callbacks
  


    
      
        cancel(task_id, owner)

      


        Records a cancellation request: a non-terminal record becomes
cancelled; a terminal one is returned unchanged.



    


    
      
        cleanup(default_ttl_ms)

      


        Evicts expired records and returns how many were removed. A record
expires ttl_ms after created_at; one with a nil ttl_ms is evicted
only once terminal and older than default_ttl_ms.



    


    
      
        create(task, opts)

      


        Stores a new record. opts carries :max_rows (a row cap, or
:infinity).



    


    
      
        get(task_id, arg2)

      


        Fetches the record owner may see (:any skips the owner check).



    


    
      
        put_status(task_id, status, fields)

      


        Moves a non-terminal record to status, merging fields (worker side;
not owner-scoped). A terminal record is left unchanged:
{:error, :terminal}.



    


    
      
        update(task_id, arg2, update_fun)

      


        Atomically replaces owner's record with the result of fun; an
{:error, reason} from fun leaves it unchanged and is returned.
:any skips the owner check (server-side callers only).



    





      


      
        Types


        


  
    
      
    
    
      owner()



        
          
        

    

  


  

      

          @type owner() :: String.t() | nil


      


The owning principal id (ConduitMcp.Principal.id/1), or nil.

  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() :: String.t()


      


A task status; the last three are terminal.

  



  
    
      
    
    
      task()



        
          
        

    

  


  

      

          @type task() :: %{
  task_id: task_id(),
  status: status(),
  status_message: String.t() | nil,
  created_at: integer(),
  last_updated_at: integer(),
  ttl_ms: non_neg_integer() | nil,
  poll_interval_ms: pos_integer() | nil,
  input_requests: %{optional(String.t()) => map()},
  input_responses: %{optional(String.t()) => map()},
  result: map() | nil,
  error: map() | nil,
  owner: owner()
}


      


A stored task. Timestamps are Unix milliseconds; ttl_ms nil means
unlimited. input_requests holds the outstanding MRTR input requests,
input_responses every answer received so far.

  



  
    
      
    
    
      task_id()



        
          
        

    

  


  

      

          @type task_id() :: String.t()


      


A task id: 32 random bytes, url-safe Base64 without padding.

  



  
    
      
    
    
      update_fun()



        
          
        

    

  


  

      

          @type update_fun() :: (task() -> {:ok, task()} | {:error, term()})


      


A pure transformation applied by update/3.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      cancel(task_id, owner)



        
          
        

    

  


  

      

          @callback cancel(task_id(), owner()) :: {:ok, task()} | {:error, :not_found}


      


Records a cancellation request: a non-terminal record becomes
cancelled; a terminal one is returned unchanged.

  



  
    
      
    
    
      cleanup(default_ttl_ms)


        (optional)


        
          
        

    

  


  

      

          @callback cleanup(default_ttl_ms :: non_neg_integer()) :: non_neg_integer()


      


Evicts expired records and returns how many were removed. A record
expires ttl_ms after created_at; one with a nil ttl_ms is evicted
only once terminal and older than default_ttl_ms.

  



  
    
      
    
    
      create(task, opts)



        
          
        

    

  


  

      

          @callback create(task(), opts :: keyword()) ::
  {:ok, task()} | {:error, :task_limit_reached | term()}


      


Stores a new record. opts carries :max_rows (a row cap, or
:infinity).

  



  
    
      
    
    
      get(task_id, arg2)



        
          
        

    

  


  

      

          @callback get(task_id(), owner() | :any) :: {:ok, task()} | {:error, :not_found}


      


Fetches the record owner may see (:any skips the owner check).

  



  
    
      
    
    
      put_status(task_id, status, fields)



        
          
        

    

  


  

      

          @callback put_status(task_id(), status(), fields :: map()) ::
  {:ok, task()} | {:error, :not_found | :terminal}


      


Moves a non-terminal record to status, merging fields (worker side;
not owner-scoped). A terminal record is left unchanged:
{:error, :terminal}.

  



  
    
      
    
    
      update(task_id, arg2, update_fun)



        
          
        

    

  


  

      

          @callback update(task_id(), owner() | :any, update_fun()) ::
  {:ok, task()} | {:error, :not_found | term()}


      


Atomically replaces owner's record with the result of fun; an
{:error, reason} from fun leaves it unchanged and is returned.
:any skips the owner check (server-side callers only).

  


        

      


  

    
ConduitMcp.Transport.SSE 
    



      
Server-Sent Events (SSE) transport layer for MCP.
Legacy transport
SSE is the pre-2025-03-26 MCP transport. New servers should use
ConduitMcp.Transport.StreamableHTTP, which carries the same features
over a single endpoint and is the one the specification develops. This
transport is maintained for existing clients.
Provides two endpoints:
	GET /sse - Server-Sent Events stream for server-to-client messages
	POST /message - HTTP endpoint for client-to-server messages

Everything this transport shares with ConduitMcp.Transport.StreamableHTTP
— the plug pipeline, CORS headers, auth (including strategy: :oauth), rate
limiting, the JSON-RPC POST dispatch, GET /health, the RFC 9728 metadata
endpoint and the catch-alls — lives in ConduitMcp.Transport.Shared.
Differences from ConduitMcp.Transport.StreamableHTTP
	No sessions. Mcp-Session-Id is defined by the Streamable HTTP
transport in the MCP specification; SSE predates it and has no session
concept, so :session is not an option here, and there is no
DELETE / to end one (DELETE falls through to the 404 catch-all).
	A long-lived GET stream. GET /sse holds one process, socket and
Plug.Conn for the life of the connection, bounded by
:max_connections and :max_connection_lifetime. It carries the
endpoint event and then only :\r\n keep-alive comments.
	The modern era is served, but not designed for. POST /message runs
the shared pipeline, so a 2026-07-28 request is classified, its
headers validated, and answered exactly as by StreamableHTTP's POST /
(including a streamed tools/call response). The 2026-07-28
specification defines no HTTP+SSE transport, though, so modern clients
should use ConduitMcp.Transport.StreamableHTTP; GET /sse is legacy
only. A legacy request whose MCP-Protocol-Version header names an
unsupported version is answered 400 here too.

Options
	:server_module (required) - The MCP server module to route requests to
	:cors_origin — value for access-control-allow-origin. Unset means no
CORS headers are emitted at all, so a page on another origin cannot read
the response. Set it (e.g. "https://myapp.example", or "*") to opt in.
	:cors_methods - CORS allow-methods header (default: "GET, POST, OPTIONS";
only emitted when :cors_origin is set). Unlike
ConduitMcp.Transport.StreamableHTTP, no DELETE: there is no session
to end.
	:cors_headers - CORS allow-headers header (default:
"content-type, authorization, mcp-session-id, mcp-protocol-version, mcp-method, mcp-name";
only emitted when :cors_origin is set). Mcp-Param-* names must be
listed here explicitly: access-control-allow-headers has no wildcard
that holds for credentialed requests. Whenever :cors_origin is set,
access-control-expose-headers: mcp-session-id, mcp-protocol-version is
emitted too.
	:auth - Authentication plug configuration (optional). Supports every
strategy ConduitMcp.Plugs.Auth does, plus :oauth.
	:instructions - instructions returned by initialize and
server/discover; overrides the server module's own (use ConduitMcp.Server, instructions: or the Endpoint's :instructions)
	:base_url - Public base URL advertised in the SSE endpoint event
(e.g. "https://mcp.example.com"). Defaults to deriving it from the
request's Host header (sanitized). Set this when running behind a proxy.
	:allowed_origins - allowlist for the Origin header. Accepts a list of
strings, a bare string, a Regex, or "*"; any other value raises
ArgumentError at init/1. A Regex is matched unanchored, so anchor it:
~r/\Ahttps:\/\/example\.com\z/. Unset fails closed: any request
carrying an Origin is rejected with 403. Requests without an Origin
always pass. See ConduitMcp.Plugs.OriginValidation.
	:keep_alive_interval - milliseconds between :\r\n keep-alive
comments, on GET /sse and on streamed POST responses (default: 15 000).
	:max_streams, :max_stream_lifetime, :stream_cancel_timeout,
:max_listens_per_principal, :listen_idle_timeout - the bounds on
streamed modern POST responses and subscriptions/listen streams; see
ConduitMcp.Transport.StreamableHTTP.
	:max_connection_lifetime - milliseconds after which an SSE stream is
closed (default: 1 hour). A stream pins a process, a socket and a
Plug.Conn; without a lifetime a client that opens connections and never
reads accumulates both indefinitely.
	:max_connections - maximum concurrent SSE streams, a positive integer;
any other value raises ArgumentError at init/1. Further connections
get HTTP 503 (default: 1 000).

Example
{Bandit,
 plug: {ConduitMcp.Transport.SSE,
        server_module: MyApp.MCPServer,
        cors_origin: "https://myapp.com"},
 port: 4001}
With Authentication
{Bandit,
 plug: {ConduitMcp.Transport.SSE,
        server_module: MyApp.MCPServer,
        auth: [
          strategy: :bearer_token,
          token: "my-secret-token"
        ]},
 port: 4001}

      




  

    
ConduitMcp.Transport.Shared 
    



      
The single implementation of everything ConduitMcp.Transport.StreamableHTTP
and ConduitMcp.Transport.SSE have in common.
Keeping one implementation is what keeps the transports from diverging: a
feature added to one router (the :oauth auth strategy,
/.well-known/oauth-protected-resource, the mcp-protocol-version header)
exists on the other by construction.
use ConduitMcp.Transport.Shared therefore generates, in both routers:
	the Plug.Router pipeline up to the transport-specific plugs,
	init/1 and call/2,
	the shared plug functions (add_cors_headers, authenticate,
rate_limit, classify_era, message_rate_limit),

and shared_routes/0 generates the shared routes (options _,
get "/health", get "/.well-known/oauth-protected-resource", match _).
No function body exists in both transports.
Protocol eras
classify_era runs on POST and DELETE after authenticate and
rate_limit, and before message_rate_limit, so a request it rejects is
never counted against the client. It runs
ConduitMcp.Plugs.HeaderValidation, which classifies the body
(ConduitMcp.Era.classify/2): a modern request has its
ConduitMcp.Ctx stored and its request-metadata headers validated (any
rejection is HTTP 400); a legacy request whose MCP-Protocol-Version
header names an unsupported version is answered 400 (initialize
excepted). dispatch_post/2 then dispatches each era its own way.
Plugs are resolved once
init/1 resolves :auth, :rate_limit and :message_rate_limit into
{module, initialised_opts} pairs, so call/2 is mod.call(conn, opts)
and no plug's init/1 runs per request. It also validates the shape of
:cors_origin and :allowed_origins, so a misconfiguration raises
ArgumentError at boot rather than failing on every request.
ConduitMcp.Plugs.OAuth's init/1 in particular is where an unusable OAuth
configuration is reported as a configuration error rather than a 401.
Callbacks in transport options must be remote captures
Plug.Router.forward/2 runs the transport's init/1 at compile time and
escapes the result into the router module. An anonymous function
(fn conn -> ... end) or a local capture in the options — for example a
rate limiter's :key_func — cannot be escaped, so the router fails to
compile. Use a remote capture such as &MyApp.RateKeys.by_user/1.
Deliberate asymmetries
Anything the two transports genuinely do differently is listed in their own
moduledocs with a reason, so that no asymmetry is accidental.

      


      
        Summary


  
    Types
  


    
      
        resolved_plug()

      


        A plug resolved at init/1 time: the module and its initialised options.



    





  
    Functions
  


    
      
        __using__(opts)

      


        Generates the shared Plug.Router pipeline, init/1, call/2 and the
shared plug functions.



    


    
      
        dispatch_post(conn, prepare \\ fn conn, _response -> {:ok, conn} end)

      


        The shared JSON-RPC POST body dispatch.



    


    
      
        endpoint_config(server_module)

      


        Reads a use ConduitMcp.Endpoint server's compile-time config, which both
transports use as defaults for options not passed explicitly.



    


    
      
        init(opts, transport)

      


        Validates and resolves transport options once, at init/1.



    


    
      
        put_protocol_version_header(conn, response_map)

      


        Sets mcp-protocol-version on the response to request response_map.



    


    
      
        resolve_auth_plug(auth_config)

      


        Resolves an auth configuration into {module, initialised_opts}.



    


    
      
        shared_routes()

      


        Generates the routes both transports serve: the CORS preflight catch-all,
GET /health, the RFC 9728 protected-resource metadata endpoint, and the
404 catch-all.



    


    
      
        warn_if_origins_unset(opts, transport)

      


        Warns once per boot (from init/1) when no Origin policy was chosen at all.



    





      


      
        Types


        


  
    
      
    
    
      resolved_plug()



        
          
        

    

  


  

      

          @type resolved_plug() :: {module(), term()} | nil


      


A plug resolved at init/1 time: the module and its initialised options.

  


        

      

      
        Functions


        


  
    
      
    
    
      __using__(opts)


        (macro)


        
          
        

    

  


  

Generates the shared Plug.Router pipeline, init/1, call/2 and the
shared plug functions.
Options:
	:extra_plugs — plug names to insert between :message_rate_limit and
:dispatch (StreamableHTTP uses this for :validate_session).


  



    

  
    
      
    
    
      dispatch_post(conn, prepare \\ fn conn, _response -> {:ok, conn} end)



        
          
        

    

  


  

      

          @spec dispatch_post(Plug.Conn.t(), (Plug.Conn.t(), map() ->
                                {:ok, Plug.Conn.t()} | {:error, Plug.Conn.t()})) ::
  Plug.Conn.t()


      


The shared JSON-RPC POST body dispatch.
A notification or a JSON-RPC response is answered 202 Accepted with no
body. A request is answered with its JSON-RPC response and an
mcp-protocol-version header (see put_protocol_version_header/2).
A legacy request's response is sent at HTTP 200, except that under
strategy: :oauth an insufficient-scope error is answered 403 with an
insufficient_scope Bearer challenge (ConduitMcp.Plugs.OAuth.forbidden/4),
so the client can step up.
A modern request (one the :classify_era plug stored a modern
ConduitMcp.Ctx for) is dispatched with ConduitMcp.Handler.dispatch/3.
Its response is sent at ConduitMcp.Protocol.Modern.http_status/1 (400
for -32020/-32021/-32022, 404 for an unknown method, else 200), with
the same 403 challenge. A {:stream, spec} dispatch of kind :response —
a tools/call asking for progress or log notifications — is answered as a
Server-Sent Events stream when the request's Accept includes
text/event-stream (see ConduitMcp.StreamSpec), otherwise as plain JSON
with its notifications dropped. One of kind :listen — a
subscriptions/listen — is served by ConduitMcp.Subscriptions as a
long-lived stream; without text/event-stream in Accept it is answered
406 with a -32600 error, since it has no JSON form. prepare never
runs for a modern request: the modern era has no sessions to mint.
prepare runs after a successful legacy response map is produced and
before it is sent, so a transport can attach transport-specific headers or
state. It returns {:ok, conn} to continue, or {:error, conn} when it
has already sent a response of its own.

  



  
    
      
    
    
      endpoint_config(server_module)



        
          
        

    

  


  

      

          @spec endpoint_config(module() | nil) :: keyword()


      


Reads a use ConduitMcp.Endpoint server's compile-time config, which both
transports use as defaults for options not passed explicitly.

  



  
    
      
    
    
      init(opts, transport)



        
          
        

    

  


  

      

          @spec init(keyword(), module()) :: keyword()


      


Validates and resolves transport options once, at init/1.
Returns the options with :auth_config, :auth_plug, :rate_limit_plug,
:message_rate_limit_plug and :shared_private added. :shared_private
also carries the transport's own __transport_private__/1 entries, so an
invalid transport-specific option raises here too.

  



  
    
      
    
    
      put_protocol_version_header(conn, response_map)



        
          
        

    

  


  

      

          @spec put_protocol_version_header(Plug.Conn.t(), map()) :: Plug.Conn.t()


      


Sets mcp-protocol-version on the response to request response_map.
A modern request is answered with the version its _meta named (already
validated by ConduitMcp.Plugs.HeaderValidation). Otherwise the value is
the version this connection negotiated, most specific source first: an
initialize result's own protocolVersion; then the version recorded on
the request's session; then the request's mcp-protocol-version header;
then ConduitMcp.Protocol.protocol_version/0. A session or header value is
used only when it is in ConduitMcp.Protocol.supported_versions/0, so
client input is never echoed unvalidated.

  



  
    
      
    
    
      resolve_auth_plug(auth_config)



        
          
        

    

  


  

      

          @spec resolve_auth_plug(keyword() | nil) :: resolved_plug()


      


Resolves an auth configuration into {module, initialised_opts}.
strategy: :oauth needs ConduitMcp.Plugs.OAuth, which is compiled only
when :joken was available when :conduit_mcp itself was built. When it is
missing this raises ConduitMcp.OptionalDependencyError naming both the
dependency and mix deps.compile conduit_mcp --force, rather than letting
the request fall through to ConduitMcp.Plugs.Auth's catch-all and 401.
Returns nil when no auth is configured.

  



  
    
      
    
    
      shared_routes()


        (macro)


        
          
        

    

  


  

Generates the routes both transports serve: the CORS preflight catch-all,
GET /health, the RFC 9728 protected-resource metadata endpoint, and the
404 catch-all.
Call this last in the router — match _ must be the final route.

  



  
    
      
    
    
      warn_if_origins_unset(opts, transport)



        
          
        

    

  


  

      

          @spec warn_if_origins_unset(keyword(), module()) :: :ok


      


Warns once per boot (from init/1) when no Origin policy was chosen at all.
Pass allowed_origins: "*" to opt out explicitly.

  


        

      


  

    
ConduitMcp.Transport.StreamableHTTP 
    



      
Streamable HTTP transport for MCP (recommended).
Provides a single POST endpoint for bidirectional communication.
This is the modern replacement for SSE transport.
Everything this transport shares with ConduitMcp.Transport.SSE — the plug
pipeline, CORS headers, auth, rate limiting, the JSON-RPC POST dispatch,
GET /health, the RFC 9728 metadata endpoint and the catch-alls — lives in
ConduitMcp.Transport.Shared.
Endpoint
	POST / — JSON-RPC messages. A request is answered with its JSON-RPC
response; a notification or a JSON-RPC response with 202 Accepted and
no body. The mcp-protocol-version response header carries the version
the connection negotiated (see
ConduitMcp.Transport.Shared.put_protocol_version_header/2).
	GET / — with Accept: text/event-stream, 405 with an allow
header: this server offers no server-to-client SSE stream. Any other GET
gets a JSON info document.
	DELETE / — ends the session named by Mcp-Session-Id (200). It is
validated exactly like a POST: an unknown session id is 404, a missing
one 400. With sessions off it is 405.

A legacy request (POST or DELETE) whose Mcp-Session-Id names a session
recorded for a different principal (ConduitMcp.Principal.id/1) gets the
same 404 as an unknown id: a session is usable, cancellable into and
endable only by the principal that created it.
Protocol eras
POST / serves both eras; the request body decides
(ConduitMcp.Era.classify/2), after authentication and before the
message rate limit:
	Modern (2026-07-28, _meta carries the protocol version and
client capabilities): ConduitMcp.Plugs.HeaderValidation checks
MCP-Protocol-Version, Mcp-Method, Mcp-Name and Mcp-Param-*
against the body; every rejection is HTTP 400 and is not counted by
:message_rate_limit. No session is ever minted or required, and
Mcp-Session-Id and Last-Event-ID are ignored — except that a session
id naming a live session bound to another principal is rejected (400).
The response echoes the request's version in mcp-protocol-version and
is sent at ConduitMcp.Protocol.Modern.http_status/1. A tools/call
whose _meta carries a progressToken or a logLevel, from a client
whose Accept includes text/event-stream, may be answered as a
Server-Sent Events stream: notifications/progress and
notifications/message (ConduitMcp.Progress, ConduitMcp.Log), :\r\n
keep-alive comments, then the response. Closing that stream cancels
the request (ConduitMcp.Cancellation). A subscriptions/listen is
answered with a long-lived stream of the change notifications it opted
in to (ConduitMcp.Subscriptions); it needs text/event-stream in
Accept (else 406).
	Legacy (2025-11-25, 2025-06-18): sessions, initialize, and
JSON responses as before. A request whose MCP-Protocol-Version header
names a version this server does not support is answered 400
(initialize excepted); a request without the header is served.

GET and DELETE carry no _meta and keep legacy semantics.
Differences from ConduitMcp.Transport.SSE
	Sessions are Streamable-HTTP-only, by design. Mcp-Session-Id is
defined by the Streamable HTTP transport in the MCP specification; the
legacy SSE transport has no session concept, so :session is accepted
here and nowhere else. For the same reason DELETE / exists only here,
and so does DELETE in the default :cors_methods.

Options
	:server_module (required) — the MCP server module to route requests to

	:server_name — advertised server name in the initialize response (falls
back to the module's __endpoint_config__/0 if defined)

	:server_version — advertised server version (same fallback behavior)

	:instructions — instructions returned by initialize and
server/discover; overrides the server module's own (use ConduitMcp.Server, instructions: or the Endpoint's :instructions)

	:auth — authentication plug configuration. See ConduitMcp.Plugs.Auth
and ConduitMcp.Plugs.OAuth. Resolved once, in init/1.

	:rate_limit — HTTP-level rate limit configuration. See ConduitMcp.Plugs.RateLimit.

	:message_rate_limit — per-message rate limit configuration. See
ConduitMcp.Plugs.MessageRateLimit.

	:keep_alive_interval — milliseconds between :\r\n keep-alive
comments on a streamed response (default: 15 000).

	:max_streams — maximum concurrent streamed responses (default:
1 000), subscriptions/listen streams included. A tools/call response
that would open a stream past the cap is sent as plain JSON instead,
without its notifications; a subscriptions/listen past the cap is
refused with HTTP 503.

	:max_stream_lifetime — milliseconds after which a streamed request is
cancelled (default: 1 hour); its response is then -32603 unless the
tool returns within :stream_cancel_timeout. A subscriptions/listen
stream is ended gracefully at this age, or earlier at its OAuth bearer
token's exp.

	:stream_cancel_timeout — milliseconds a cancelled streamed request's
tool (client disconnect or :max_stream_lifetime) gets to notice
ConduitMcp.Cancellation.cancelled?/1 and return before it is killed
(default: 5 000).

	:max_listens_per_principal — maximum concurrent subscriptions/listen
streams per principal (ConduitMcp.Principal.rate_limit_key/1: the
authenticated id, else the client's address) (default: 4). The next is
admitted and the principal's oldest stream is ended gracefully (see
ConduitMcp.Subscriptions); it is never refused with HTTP 429.

	:listen_idle_timeout — milliseconds a subscriptions/listen stream
may go without delivering a notification before the server ends it
gracefully (default: 30 minutes). Keep-alives do not count. Checked on
each keep-alive tick, so it fires up to :keep_alive_interval late.
These six must be positive integers; anything else raises
ArgumentError at init/1.

	:session — session-store configuration, a keyword list. Sessions are
off unless configured: omitting :session (or passing session: false)
means no Mcp-Session-Id is issued or checked. Pass session: [] to
enable them with ConduitMcp.Session.EtsStore, or session: [store: MyStore]
for another store. See ConduitMcp.Session. Add require_session: true to
reject non-initialize POSTs that omit the Mcp-Session-Id header (HTTP
400), per the MCP specification's session requirements. A :session that
is not a keyword list, false or nil (true, a map) raises
ArgumentError at init/1.

	:allowed_origins — allowlist for the Origin header. Accepts a list of
strings, a bare string, a Regex, or "*"; any other value raises
ArgumentError at init/1. A Regex is matched unanchored, so anchor it:
~r/\Ahttps:\/\/example\.com\z/.
Unset fails closed: any request carrying an Origin is rejected with
403, because a warning does not stop a browser from reaching a loopback
server. Requests without an Origin always pass — native MCP clients
are not browsers and don't send one. Pass allowed_origins: "*" to allow
all origins explicitly. See ConduitMcp.Plugs.OriginValidation.

	:cors_origin — value for access-control-allow-origin. Unset means no
CORS headers are emitted at all, so a page on another origin cannot read
the response. Set it (e.g. "https://myapp.example", or "*") to opt in.

	:cors_methods — CORS allow-methods header (default:
"GET, POST, DELETE, OPTIONS"; only emitted when :cors_origin is set)

	:cors_headers — CORS allow-headers header (default:
"content-type, authorization, mcp-session-id, mcp-protocol-version, mcp-method, mcp-name";
only emitted when :cors_origin is set). A server whose tools take
Mcp-Param-* headers must list those names here itself:
access-control-allow-headers has no wildcard that holds for
credentialed requests. Whenever :cors_origin is set,
access-control-expose-headers: mcp-session-id, mcp-protocol-version is
emitted too, so a browser client can read its session id.


When used via ConduitMcp.Endpoint, the :auth, :rate_limit, and
:message_rate_limit options are auto-extracted from the endpoint config
unless overridden here.
Example
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP,
        server_module: MyApp.MCPServer,
        cors_origin: "https://myapp.com",
        cors_methods: "POST, OPTIONS",
        cors_headers: "content-type"},
 port: 4001}
With Authentication
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP,
        server_module: MyApp.MCPServer,
        auth: [
          enabled: true,
          strategy: :bearer_token,
          token: "my-secret-token"
        ]},
 port: 4001}
Or with custom verification:
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP,
        server_module: MyApp.MCPServer,
        auth: [
          strategy: :function,
          verify: &MyApp.Auth.verify_token/1
        ]},
 port: 4001}

      




  

    
ConduitMcp.OAuth.KeyProvider behaviour
    



      
Behaviour for pluggable JWKS key providers.
Key providers fetch and optionally cache the public keys used to verify
JWT access tokens from OAuth authorization servers.
Built-in Providers
	ConduitMcp.OAuth.KeyProvider.JWKS — Fetches keys from a JWKS endpoint over HTTP with ETS caching
	ConduitMcp.OAuth.KeyProvider.Static — Uses statically configured keys (testing/development)

Custom Providers
Redis Example
defmodule MyApp.RedisKeyProvider do
  @behaviour ConduitMcp.OAuth.KeyProvider

  @impl true
  def fetch_keys(config) do
    case Redix.command(:redix, ["GET", "oauth:jwks"]) do
      {:ok, nil} ->
        # Cache miss — fetch from upstream and cache
        {:ok, keys} = fetch_from_upstream(config)
        Redix.command(:redix, ["SET", "oauth:jwks", JSON.encode!(keys), "EX", "3600"])
        {:ok, keys}

      {:ok, cached} ->
        {:ok, JSON.decode!(cached)}
    end
  end

  @impl true
  def fetch_key(kid, config) do
    {:ok, keys} = fetch_keys(config)
    case Enum.find(keys, &(&1["kid"] == kid)) do
      nil -> {:error, :not_found}
      key -> {:ok, key}
    end
  end
end
Configuration
auth: [
  strategy: :oauth,
  key_provider: {ConduitMcp.OAuth.KeyProvider.JWKS,
    jwks_uri: "https://auth.example.com/.well-known/jwks.json",
    cache_ttl: :timer.hours(1)}
]

      


      
        Summary


  
    Callbacks
  


    
      
        fetch_key(kid, config)

      


        Fetches a specific key by its Key ID (kid).



    


    
      
        fetch_keys(config)

      


        Fetches all available signing keys.



    





      


      
        Callbacks


        


  
    
      
    
    
      fetch_key(kid, config)



        
          
        

    

  


  

      

          @callback fetch_key(kid :: String.t(), config :: keyword()) ::
  {:ok, map()} | {:error, :not_found | term()}


      


Fetches a specific key by its Key ID (kid).

  



  
    
      
    
    
      fetch_keys(config)



        
          
        

    

  


  

      

          @callback fetch_keys(config :: keyword()) :: {:ok, [map()]} | {:error, term()}


      


Fetches all available signing keys.

  


        

      


  

    
ConduitMcp.OAuth.KeyProvider.JWKS 
    



      
JWKS key provider that fetches keys from an HTTP endpoint with ETS caching.
Fetches JSON Web Key Sets from the authorization server's JWKS URI,
caches them in ETS, and auto-refreshes on cache miss or expiration.
Configuration
auth: [
  strategy: :oauth,
  key_provider: {ConduitMcp.OAuth.KeyProvider.JWKS,
    jwks_uri: "https://auth.example.com/.well-known/jwks.json",
    cache_ttl: :timer.hours(1)}    # default: 1 hour
]
The jwks_uri must use https. For local development against a
plain-HTTP authorization server, set allow_insecure_jwks: true in the
provider config.
Fetches use conservative HTTP settings: redirects are not followed,
requests time out (5s connect / 10s receive), and responses are capped
at 1MB. If a refresh fails and previously fetched keys are still cached,
those stale keys are served (with a logged warning) so a transient
authorization-server outage does not hard-fail all authentication —
bounded by :stale_max_age (default 24 hours), after which the provider
fails closed so revoked keys cannot validate tokens indefinitely.
Security considerations
The jwks_uri must be trusted operator config — never client-derived.
Fetches are hardened against SSRF abuse (https-only unless
allow_insecure_jwks, redirects disabled, 1MB body cap), but the URI
itself is not range-checked: a jwks_uri pointing at a private or
link-local address — e.g. the cloud metadata endpoint
http(s)://169.254.169.254/... — is fetched, not rejected. Set
jwks_uri from a configuration source you control. If it must come from a
less-trusted source, restrict outbound egress at the network layer (the
library deliberately does not block private ranges, since for most
deployments the JWKS endpoint is an internal/private host).
Revocation lag during an outage. While the JWKS endpoint is
unreachable, cached keys keep validating tokens until :stale_max_age
(default 24h), then the provider fails closed. The trade-off: a key
revoked during an outage can still validate tokens for up to
:stale_max_age. Lower it if your threat model needs faster revocation;
raise it to tolerate longer authorization-server outages.
Refresh coordination
Every authenticated request runs fetch_keys/1, and fetch_key/2 calls
refresh_keys/1 for any kid it has not seen. Both are single-flighted
through a lock row in the cache table:
	Single flight. Exactly one process performs an outbound fetch per
jwks_uri at a time. Others wait briefly for the cache to be filled
and then read it, falling back to the stale-cache path. Without this,
a TTL lapse at 500 rps produced 500 simultaneous fetches, each holding
a Bandit process for up to 15 s — and IdPs rate-limit JWKS endpoints,
so a routine expiry became a total auth outage.

	Cooldown. At most one outbound fetch happens per jwks_uri per
:refresh_cooldown (default 30 s), whether or not it succeeded. Inside
that window an unknown kid or a lapsed :cache_ttl is answered from
the cache, still subject to :stale_max_age. fetch_signing_key/2
runs before any signature check and authentication runs before rate
limiting, so an unauthenticated caller could otherwise drive one
outbound fetch per request by inventing a kid, or by sending any
token while the IdP is failing. The window applies to a cold cache
too: after a failed fetch there is nothing cached to serve, so
requests inside it get {:error, :refresh_cooldown} rather than
another fetch, and the first request after it fetches again. The
first fetch for a jwks_uri has no cooldown to honour. A request that
arrives while a fetch is in flight waits for that fetch instead of
being answered from the cooldown.

	Lock age. A lock older than :refresh_lock_max_age (default 30 s,
comfortably past the HTTP timeouts) is treated as abandoned, so a
crashed holder cannot wedge refreshes.


Requirements
Requires the req package, 0.6.1 or newer: earlier versions carry
advisories this provider can reach, including unbounded decompression
driven by the response's content-type (GHSA — Req < 0.6.1). This
provider additionally sets compressed: false and streams the response
through a size-bounded collector, so the 1 MB cap is applied to the bytes
actually received rather than to an already-buffered, already-decompressed
body.

      




  

    
ConduitMcp.OAuth.KeyProvider.Static 
    



      
Static key provider for testing and development.
Uses keys directly from configuration — no network calls.
Configuration
auth: [
  strategy: :oauth,
  key_provider: {ConduitMcp.OAuth.KeyProvider.Static,
    keys: [
      %{
        "kty" => "RSA",
        "kid" => "test-key-1",
        "n" => "...",
        "e" => "AQAB"
      }
    ]}
]
You can also pass a single JOSE-compatible key map:
key_provider: {ConduitMcp.OAuth.KeyProvider.Static,
  keys: [JOSE.JWK.to_map(my_jwk) |> elem(1)]}

      




  

    
ConduitMcp.OAuth.ResourceMetadata 
    



      
Generates OAuth 2.0 Protected Resource Metadata (RFC 9728) for MCP servers.
This metadata document tells OAuth clients how to discover the authorization
server and what scopes are available for this MCP resource server.
Endpoint
Served at GET /.well-known/oauth-protected-resource
Response Format
{
  "resource": "https://mcp.example.com",
  "authorization_servers": ["https://auth.example.com"],
  "scopes_supported": ["read", "write", "admin"],
  "bearer_methods_supported": ["header"]
}

      


      
        Summary


  
    Functions
  


    
      
        build(oauth_config)

      


        Builds the Protected Resource Metadata document from OAuth config.



    





      


      
        Functions


        


  
    
      
    
    
      build(oauth_config)



        
          
        

    

  


  

Builds the Protected Resource Metadata document from OAuth config.

  


        

      


  

    
ConduitMcp.Plugs.Auth 
    



      
Authentication plug for MCP servers.
Provides flexible authentication strategies for protecting MCP endpoints.
Supports bearer tokens, API keys, custom verification functions, and more.
Options
	:enabled - Enable/disable authentication (default: true)

	:strategy - Authentication strategy: :bearer_token, :api_key, :custom, or :function

	:verify - Verification function/MFA. Signature: (credential :: String.t()) -> {:ok, user} | {:error, reason}
The returned reason must not embed the credential
A failure reason is written to the log (clamped and stripped of control
characters via ConduitMcp.Reflect). Telemetry deliberately reports the
coarse atom :invalid_credential instead, because metadata is shipped
verbatim to metrics backends. Return {:error, :not_found}, not
{:error, "no user for token abc123"}.

	:token - Static token for :bearer_token strategy (simple auth). Must be
a non-empty string: init/1 raises otherwise, because an empty secret
would match an empty Authorization: Bearer header.

	:api_key - Static API key for :api_key strategy. Must be a non-empty
string, for the same reason.

	:header - Header name for :api_key strategy (default: "x-api-key")

	:assign_as - Key to assign authenticated user in conn.assigns (default: :current_user)

	:principal_id - Explicit stable identity for a static shared secret:
requires :token (:bearer_token strategy) or :api_key (:api_key
strategy). A shared static credential identifies exactly one principal;
without this the id is a stable digest of the credential.
Setting it anywhere else — :function / :custom, or a :verify
function under :bearer_token / :api_key — raises ArgumentError at
init/1: one fixed id would merge every user the verifier tells apart
into a single principal. Return the identity from :verify instead.
See ConduitMcp.Principal for every id format.


The authenticated principal
On success this plug assigns:
	conn.assigns[:current_user] (or :assign_as) — whatever your
:verify function returned. Unchanged, and shaped however you like.
	conn.assigns[:mcp_principal] — the canonical
ConduitMcp.Principal, carrying a stable scalar :id. Task
ownership and per-user rate limiting read this, never :current_user.

Read it with ConduitMcp.Principal.get/1 / ConduitMcp.Principal.id/1.
Examples
Disabled (Development)
plug ConduitMcp.Plugs.Auth, enabled: false
Static Bearer Token
plug ConduitMcp.Plugs.Auth,
  strategy: :bearer_token,
  token: "my-secret-token"
Static API Key
plug ConduitMcp.Plugs.Auth,
  strategy: :api_key,
  api_key: "secret-key-123",
  header: "x-api-key"
Custom Function (Anonymous)
plug ConduitMcp.Plugs.Auth,
  strategy: :function,
  verify: fn token ->
    if MyApp.Auth.valid_token?(token) do
      {:ok, MyApp.Auth.get_user_by_token(token)}
    else
      {:error, "Invalid token"}
    end
  end
Custom Function (MFA)
plug ConduitMcp.Plugs.Auth,
  strategy: :function,
  verify: {MyApp.Auth, :verify_token, []}  # Will call MyApp.Auth.verify_token(token)
Database Token Lookup
plug ConduitMcp.Plugs.Auth,
  strategy: :function,
  verify: fn token ->
    case MyApp.Repo.get_by(ApiToken, token: token) do
      %ApiToken{user_id: user_id} ->
        user = MyApp.Repo.get!(User, user_id)
        {:ok, user}
      nil ->
        {:error, "Invalid token"}
    end
  end
JWT Verification
plug ConduitMcp.Plugs.Auth,
  strategy: :function,
  verify: fn token ->
    case MyApp.JWT.verify_and_validate(token) do
      {:ok, claims} ->
        user = MyApp.Accounts.get_user!(claims["sub"])
        {:ok, user}
      {:error, _reason} ->
        {:error, "Invalid JWT"}
    end
  end
OAuth2 Integration
plug ConduitMcp.Plugs.Auth,
  strategy: :function,
  verify: {MyApp.OAuth, :verify_token, []},
  assign_as: :oauth_user

      




  

    
ConduitMcp.Plugs.OAuth 
    



      
OAuth 2.1 authentication plug for MCP servers.
Validates JWT Bearer tokens against a configured authorization server.
Implements the MCP specification's OAuth 2.1 Resource Server requirements.
Features
	JWT signature verification via pluggable key providers
	Issuer and audience validation
	Mandatory exp (a token without one is rejected, not accepted forever)
and nbf enforcement when present
	Scope extraction and enforcement: a request lacking a tool's,
resource's or prompt's declared scope is answered 403 with an
insufficient_scope challenge (forbidden/4) so the client can step up
	WWW-Authenticate headers per RFC 9728
	Protected Resource Metadata endpoint support

Configuration
# Basic OAuth with JWKS auto-discovery
{ConduitMcp.Transport.StreamableHTTP,
  server_module: MyServer,
  auth: [
    strategy: :oauth,
    issuer: "https://auth.example.com",
    audience: "https://mcp.example.com",
    scopes_supported: ["read", "write", "admin"],
    key_provider: {ConduitMcp.OAuth.KeyProvider.JWKS,
      jwks_uri: "https://auth.example.com/.well-known/jwks.json"}
  ]}

# Static keys for testing
{ConduitMcp.Transport.StreamableHTTP,
  server_module: MyServer,
  auth: [
    strategy: :oauth,
    issuer: "test-issuer",
    audience: "test-audience",
    key_provider: {ConduitMcp.OAuth.KeyProvider.Static,
      keys: [test_key_map]}
  ]}
Token Claims and the principal
After successful validation the token claims are stored in
conn.assigns[:oauth_claims] (or :assign_as) and the scopes in
conn.assigns[:oauth_scopes].
The canonical ConduitMcp.Principal is assigned to
conn.assigns[:mcp_principal], with :id built from the first claim in
:subject_claims (default ["sub", "client_id"]) that holds a non-empty
string or an integer, prefixed by that claim's name: "sub:user-123",
"client_id:svc-42". The prefix keeps a client-chosen client_id from
aliasing a user's sub (see "Id formats" in ConduitMcp.Principal).
Task ownership and per-user rate limiting key on that scalar — never on
the claims map, which changes every request (exp, iat, jti).
A verified token carrying none of those claims is rejected with
	sub is optional in a JWT and absent from many client-credentials
access tokens, and assigning id: nil would produce an authenticated
principal that every consumer reads as anonymous: tasks created by that
caller would be unowned (visible to every caller unless
:tasks_require_owner is set), and rate limiting would fall back to the
shared IP bucket. Point :subject_claims at whatever your
authorization server does emit rather than accepting an unidentifiable
bearer.

Telemetry
Every verification emits [:conduit_mcp, :auth, :verify] with a
:duration measurement and %{strategy: :oauth, status: :ok | :error}
metadata. A failure adds :reason, always one of these atoms — never the
token, a header value, or a key provider's error term:
	reason	Meaning
	:expired	exp is in the past, or absent (it is mandatory)
	:not_yet_valid	nbf is in the future, or malformed
	:invalid_issuer	iss does not equal :issuer
	:invalid_audience	aud does not equal or contain :audience
	:invalid_signature	the signature did not verify
	:malformed_token	the token or its header could not be decoded
	:missing_alg	the header has no alg
	:alg_not_allowed	the header alg is not in :algorithms
	:alg_mismatch	the header alg does not fit the signing key
	:unsupported_key_type	the signing key has no usable kty
	:invalid_key	the signing key is malformed
	:key_not_found	the key provider has no key for the token's kid
	:key_unavailable	the key provider returned an error
	:missing_subject	the token has none of the :subject_claims
	:verification_failed	any other verification failure

A failure without its own 401 message ("Token verification failed") also
logs its detailed reason as a Logger warning, clamped and stripped of
control characters.

      


      
        Summary


  
    Functions
  


    
      
        forbidden(conn, opts, required_scopes, body \\ nil)

      


        Sends a 403 Forbidden response with an insufficient_scope Bearer
challenge (RFC 6750 §3.1) naming required_scopes, which is what lets a
client step up its authorization.



    


    
      
        has_scope?(conn, required_scope)

      


        Checks if the authenticated request has the required scope.
Returns true if the scope is present, false otherwise.



    


    
      
        has_scopes?(conn, required_scopes)

      


        Checks if the authenticated request has all required scopes.



    





      


      
        Functions


        


    

  
    
      
    
    
      forbidden(conn, opts, required_scopes, body \\ nil)



        
          
        

    

  


  

      

          @spec forbidden(Plug.Conn.t(), map(), [String.t()], map() | nil) :: Plug.Conn.t()


      


Sends a 403 Forbidden response with an insufficient_scope Bearer
challenge (RFC 6750 §3.1) naming required_scopes, which is what lets a
client step up its authorization.
Both transports call this when a request fails a tool, resource or prompt
scope under strategy: :oauth, passing the JSON-RPC error response as
body so the client can still correlate it. body defaults to
%{"error" => "Forbidden", "message" => "Insufficient scope. Required: ..."}.

  



  
    
      
    
    
      has_scope?(conn, required_scope)



        
          
        

    

  


  

Checks if the authenticated request has the required scope.
Returns true if the scope is present, false otherwise.

  



  
    
      
    
    
      has_scopes?(conn, required_scopes)



        
          
        

    

  


  

Checks if the authenticated request has all required scopes.

  


        

      


  

    
ConduitMcp.Plugs.MessageRateLimit 
    



      
Message-level rate limiting plug for MCP servers.
While the HTTP-level rate limit (ConduitMcp.Plugs.RateLimit) limits raw HTTP
connections, this plug limits the number of MCP message interactions (tool
calls, resource reads, prompt gets) a client can make per time window.
Think of it as: HTTP rate limit = "how fast can you knock on the door",
message rate limit = "how many questions can you ask once inside."
This plug is completely optional. If you don't need message-level rate
limiting, simply omit the :message_rate_limit option from your transport
config — no additional dependencies are required.
Dependencies
Message rate limiting requires the hammer
package. Add it to your mix.exs only if you intend to use this plug:
{:hammer, "~> 7.2"}
How it works
	Only POST requests are counted (GET/OPTIONS pass through)
	JSON-RPC notifications (requests without an id field) are not counted,
except notifications/cancelled, which mutates server state
	Specific methods can be excluded (e.g., "initialize", "ping")
	Keys are prefixed with "msg:" to prevent Hammer counter collision when
both HTTP and message rate limiters share the same backend
	Authenticated users are tracked by user ID; anonymous users by client
bucket (ConduitMcp.Principal.client_bucket/1: the IPv4 address, or the
IPv6 /64)

Options
	:backend - Required when enabled. A module that implements hit/3
(e.g., a module defined with use Hammer, backend: :ets). You must supervise
this module in your own application supervision tree.
	:enabled - Enable/disable message rate limiting (default: true)
	:scale - Time window in milliseconds (default: 300_000 / 5 minutes)
	:limit - Maximum messages per window (default: 50)
	:key_func - Function to derive the rate limit key from the connection
(default: user-aware with "msg:" prefix). Signature: (Plug.Conn.t()) -> String.t().
Pass a remote capture (&MyApp.RateKeys.msg/1), not an anonymous fn:
Plug.Router.forward/2 escapes transport init opts at compile time, and
anonymous functions cannot be escaped.
	:excluded_methods - List of MCP method names to skip rate limiting for
(default: []). Example: ["initialize", "ping"]

Setup
1. Define your Hammer module
defmodule MyApp.RateLimiter do
  use Hammer, backend: :ets
end
2. Add to your supervision tree
children = [
  {MyApp.RateLimiter, [clean_period: :timer.minutes(1)]}
]
3. Pass as :message_rate_limit in transport config
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP,
        server_module: MyApp.MCPServer,
        rate_limit: [
          backend: MyApp.RateLimiter,
          scale: :timer.seconds(60),
          limit: 100
        ],
        message_rate_limit: [
          backend: MyApp.RateLimiter,
          scale: :timer.minutes(5),
          limit: 50
        ]},
 port: 4001}
Per-user rate limiting
The default key function gives each authenticated caller their own bucket:
it keys on ConduitMcp.Principal.id/1 — the stable scalar identity written
by ConduitMcp.Plugs.Auth and ConduitMcp.Plugs.OAuth — and falls back to
the client bucket (ConduitMcp.Principal.client_bucket/1: the IPv4 address,
or the IPv6 /64) when the request is unauthenticated. Two OAuth subjects
behind the same proxy therefore get distinct buckets.
To key anonymous callers on the exact address instead, or on anything else,
provide a custom key function. It must be a remote capture of a public
function:
defmodule MyApp.RateKeys do
  def msg(conn), do: "msg:custom:" <> MyApp.custom_key(conn)
end

message_rate_limit: [
  backend: MyApp.RateLimiter,
  limit: 50,
  key_func: &MyApp.RateKeys.msg/1
]
Without message rate limiting
Simply omit the :message_rate_limit option from your transport config.
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Rate limiting plug for MCP servers.
This plug is completely optional. If you don't need rate limiting, simply
omit the :rate_limit option from your transport config — no additional
dependencies are required.
Dependencies
Rate limiting requires the hammer package.
Add it to your mix.exs only if you intend to use this plug:
{:hammer, "~> 7.2"}
How it works
You define your own Hammer module, supervise it in your application, and pass
it as the :backend option. This gives you full control over the backend
(:ets, :atomic), algorithm (:fix_window, :leaky_bucket, etc.), and
supervision strategy.
Options
	:backend - Required when enabled. A module that implements hit/3
(e.g., a module defined with use Hammer, backend: :ets). You must supervise
this module in your own application supervision tree.
	:enabled - Enable/disable rate limiting (default: true)
	:scale - Time window in milliseconds (default: 60_000)
	:limit - Maximum requests per window (default: 60)
	:key_func - Function to derive the rate limit key from the connection
(default: the client's IPv4 address or IPv6 /64, see below).
Signature: (Plug.Conn.t()) -> String.t().
Pass a remote capture (&MyApp.RateKeys.http/1), not an anonymous fn:
Plug.Router.forward/2 escapes transport init opts at compile time, and
anonymous functions cannot be escaped.

Setup
1. Define your Hammer module
defmodule MyApp.RateLimiter do
  use Hammer, backend: :ets
end
2. Add to your supervision tree
children = [
  {MyApp.RateLimiter, [clean_period: :timer.minutes(1)]}
]
3. Pass as :backend in transport config
{Bandit,
 plug: {ConduitMcp.Transport.StreamableHTTP,
        server_module: MyApp.MCPServer,
        rate_limit: [
          backend: MyApp.RateLimiter,
          scale: :timer.seconds(60),
          limit: 100
        ]},
 port: 4001}
Default key
The default key is ConduitMcp.Principal.client_bucket/1, because this plug
bounds raw connections including unauthenticated ones: the address for an
IPv4 client, and the /64 prefix ("2001:db8:1:2::/64") for an IPv6 one.
One host is typically allocated a whole /64 and picks the low 64 bits
itself, so a per-address key would let it rotate addresses for a fresh
bucket on every request. IPv4-mapped IPv6 addresses (::ffff:192.0.2.1)
count as the embedded IPv4 address.
To key on the precise address instead — for example when every client
behind one /64 is a distinct tenant you trust — pass
ConduitMcp.Principal.client_ip/1:
rate_limit: [
  backend: MyApp.RateLimiter,
  key_func: &ConduitMcp.Principal.client_ip/1
]
Per-user rate limiting
To bucket by authenticated caller instead, use the canonical principal
(anonymous callers still fall back to ConduitMcp.Principal.client_bucket/1):
rate_limit: [
  backend: MyApp.RateLimiter,
  limit: 100,
  key_func: &ConduitMcp.Principal.rate_limit_key/1
]
Do not hand-roll conn.remote_ip |> :inet.ntoa() |> to_string() in a custom
key function: :inet.ntoa/1 returns {:error, :einval} for a malformed
address and to_string/1 on that raises, killing the request process
instead of returning 429. ConduitMcp.Principal.client_ip/1 and
ConduitMcp.Principal.client_bucket/1 return "unknown" instead.
Without rate limiting
Simply omit the :rate_limit option from your transport config. The hammer
dependency is not required and won't be compiled.
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Plug that validates the Origin request header against an allowlist.
Reads the allowlist from conn.private[:allowed_origins]. Accepted shapes:
	:allowed_origins	Behaviour
	nil (unset)	Fails closed: any request carrying an Origin is rejected
	"*"	All origins allowed — the explicit opt-out
	a list of strings	Only those origins are allowed (exact match)
	a bare string	Only that origin is allowed (exact match)
	a Regex	Origins matching the pattern are allowed

ConduitMcp.Transport.StreamableHTTP and ConduitMcp.Transport.SSE check
the shape at init/1 and raise ArgumentError for anything else. When this
plug is used on its own, an unsupported value fails closed.
Anchor a Regex allowlist
The pattern is tested with Regex.match?/2, which matches anywhere in the
origin. ~r/https:\/\/example\.com/ therefore also allows
https://example.com.evil.test. Anchor both ends:
~r/\Ahttps:\/\/example\.com\z/.
Other rules:
	OPTIONS requests always pass (CORS preflight; the router answers them
before any MCP handler runs)
	Requests without an Origin header pass — see below
	Disallowed origins receive a 403 JSON error response

Why an unset allowlist fails closed
A warning does not stop a request: a page on https://evil.example could
POST to a loopback MCP server and, if the response carried
access-control-allow-origin: *, read the reply. "No browser origin is
trusted" is the only default that is safe for a server bound to loopback on
a developer machine.
Pass allowed_origins: "*" to allow every origin explicitly.
Why missing Origin still passes — and what that does not cover
Native MCP clients (Claude Desktop, IDEs, CLIs) are not browsers and do not
send an Origin header. Rejecting header-less requests would break every
legitimate non-browser client, so they pass.
Origin validation is not DNS-rebinding protection
After a successful DNS rebind the attacker's page is, from the browser's
point of view, same-origin with your server — and browsers attach no
Origin to a same-origin GET. Such a request therefore takes the
header-less path above and this plug never runs its allowlist. What Origin
validation does cover is the cross-origin case: a page on another origin
cannot POST to your server, because a cross-origin POST always carries
Origin.
The control that covers rebinding is Host validation, which this library
does not implement. For a server a browser could reach — anything bound to
loopback on a developer machine — put it behind a proxy that rejects
unexpected Host values, or require authentication so the rebound request
has no credential. This matters most for
ConduitMcp.Transport.SSE's GET /sse, which is a readable stream.
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Plug that adds standard security response headers to all responses.
Sets the following headers:
	X-Content-Type-Options: nosniff — prevents MIME-type sniffing
	X-Frame-Options: DENY — prevents clickjacking via iframes
	Cache-Control: no-store — prevents caching of API responses

Strict-Transport-Security is intentionally omitted because this library
may run behind a reverse proxy that handles TLS. Add it in your own plug
pipeline if needed.
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Session management facade for MCP protocol sessions.
MCP sessions track the negotiated protocol version and client state
across requests. The session store is pluggable via the ConduitMcp.Session.Store
behaviour.
Configuration
Session configuration is passed through the transport options:
{ConduitMcp.Transport.StreamableHTTP,
  server_module: MyServer,
  session: [
    store: ConduitMcp.Session.EtsStore,  # default
    ttl: :timer.minutes(30)              # default
  ]}
Set session: false to disable session management entirely.

      


      
        Summary


  
    Functions
  


    
      
        create(session_id, metadata, store \\ ConduitMcp.Session.EtsStore)

      


        Creates a new session.



    


    
      
        delete(session_id, store \\ ConduitMcp.Session.EtsStore)

      


        Deletes a session.



    


    
      
        generate_id()

      


        Generates a unique session ID.



    


    
      
        get(session_id, store \\ ConduitMcp.Session.EtsStore)

      


        Retrieves a session by ID.



    


    
      
        update(session_id, metadata, store \\ ConduitMcp.Session.EtsStore)

      


        Updates session metadata.



    





      


      
        Functions


        


    

  
    
      
    
    
      create(session_id, metadata, store \\ ConduitMcp.Session.EtsStore)



        
          
        

    

  


  

Creates a new session.

  



    

  
    
      
    
    
      delete(session_id, store \\ ConduitMcp.Session.EtsStore)



        
          
        

    

  


  

Deletes a session.

  



  
    
      
    
    
      generate_id()



        
          
        

    

  


  

Generates a unique session ID.

  



    

  
    
      
    
    
      get(session_id, store \\ ConduitMcp.Session.EtsStore)



        
          
        

    

  


  

Retrieves a session by ID.

  



    

  
    
      
    
    
      update(session_id, metadata, store \\ ConduitMcp.Session.EtsStore)



        
          
        

    

  


  

Updates session metadata.
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Default in-memory session store backed by a public, named ETS table.
Sessions are keyed by session_id (a random URL-safe base64 string
generated by ConduitMcp.Session.generate_id/0 on first initialize)
and store an arbitrary metadata map plus "created_at" (millisecond
Unix timestamp).
Ownership
The table is owned by a long-lived ConduitMcp.EtsOwner process
(ConduitMcp.Session.EtsStore.Owner) started from ConduitMcp.Application, so it
outlives the short-lived Bandit request process that happens to touch it
first. A table owned by a request process would die with that request,
taking every session with it — Session.get/2 would return
{:error, :not_found} for a session id the client had just been handed.
ensure_table/0 remains as a fallback for embedding contexts where the
:conduit_mcp application is not started (e.g. some test setups). It is
not the primary mechanism.
Concurrency
The table is :public, :set, read_concurrency: true, write_concurrency: :auto.
Reads do not block writes; writers serialize per key. Suitable for production
single-node workloads. For multi-node deployments, implement a
ConduitMcp.Session.Store against your distributed backend — see
guides/multi_node_sessions.md.
Bounds & cleanup
Two mechanisms keep the table bounded, and both are needed:
	Row cap. create/2 refuses to grow the table past
config :conduit_mcp, :sessions_max_rows (default
100000, :infinity disables it) and returns
{:error, :session_limit_reached}. Sessions are created by
unauthenticated initialize requests, so without a cap a supervised
(i.e. immortal) table is an unbounded growth surface.
Note this is a global bound, not a per-caller one: it refuses new
sessions rather than evicting existing ones, so an unauthenticated flood
cannot displace a live session, but it can deny new ones until the
janitor ages the flood out. ConduitMcp.Plugs.RateLimit is the
per-caller bound; configure it on any public-facing transport.

	TTL sweep. cleanup/1 prunes rows older than a TTL.
ConduitMcp.Session.Janitor is started by ConduitMcp.Application
against this store by default; disable it with
config :conduit_mcp, :session_janitor, false, or tune it with
config :conduit_mcp, :session_janitor, ttl: ..., interval: ....


Configuration
Reference the store from a transport's :session option:
{ConduitMcp.Transport.StreamableHTTP,
 server_module: MyServer,
 session: [store: ConduitMcp.Session.EtsStore, ttl: :timer.minutes(60)]}

      


      
        Summary


  
    Functions
  


    
      
        cleanup(ttl_ms)

      


        Removes sessions older than ttl_ms milliseconds.



    


    
      
        create(session_id, metadata)

      


        Creates a session, unless the table is already at its configured row cap.



    


    
      
        ensure_table()

      


        Ensures the ETS table exists.



    





      


      
        Functions


        


  
    
      
    
    
      cleanup(ttl_ms)



        
          
        

    

  


  

Removes sessions older than ttl_ms milliseconds.

  



  
    
      
    
    
      create(session_id, metadata)



        
          
        

    

  


  

Creates a session, unless the table is already at its configured row cap.
Returns :ok, or {:error, :session_limit_reached}.

  



  
    
      
    
    
      ensure_table()



        
          
        

    

  


  

Ensures the ETS table exists.
Normally a no-op: ConduitMcp.Session.EtsStore.Owner creates the table at
application start. Retained so the store still works when :conduit_mcp
is not running as an OTP application.

  


        

      


  

    
ConduitMcp.Session.Janitor 
    



      
Periodically prunes expired sessions from a ConduitMcp.Session.Store.
ETS-backed stores accumulate session entries indefinitely without an
explicit eviction loop. Without a janitor, every successful initialize
request adds a row to the session table that lives until the BEAM restarts;
for a public-facing MCP server this is an unbounded memory growth surface.
Stores backed by systems with native TTL (Redis with EX, Mnesia with TTL
indices, etc.) do not need this janitor.
Usage
Add the janitor to your application supervision tree:
children = [
  {ConduitMcp.Session.Janitor,
   store: ConduitMcp.Session.EtsStore,
   ttl: :timer.minutes(30),
   interval: :timer.minutes(1)},
  # ...
]
Options
	:store (required) - module implementing ConduitMcp.Session.Store
that defines a cleanup/1 callback.
	:ttl - maximum session age in milliseconds (default: 30 minutes).
Sessions whose created_at exceeds this age are evicted.
	:interval - interval between cleanup runs in milliseconds
(default: 1 minute).
	:name - registered process name (default: module name).
	:telemetry_event - event emitted after each run (default
[:conduit_mcp, :session, :cleanup]), with measurements
%{removed: count} and metadata %{store: store}.
	:noun - what the swept rows are called in the debug log
(default "expired sessions").

The last two exist because ConduitMcp.Application reuses this janitor for
the cancellation table. Without them a consumer's
[:conduit_mcp, :session, :cleanup] handler would receive cancellation
evictions as session evictions once a minute, and the same count would be
published under two event names - one of them wrong.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)
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      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  


  


        

      


  

    
ConduitMcp.Session.Store behaviour
    



      
Behaviour for pluggable session storage backends.
ConduitMCP uses sessions to track MCP protocol state per client connection.
The default implementation uses ETS (ConduitMcp.Session.EtsStore), but you
can implement this behaviour for any storage backend.
Implementing a Custom Store
Redis Example
defmodule MyApp.RedisSessionStore do
  @behaviour ConduitMcp.Session.Store

  @impl true
  def create(session_id, metadata) do
    data = JSON.encode!(metadata)
    Redix.command(:redix, ["SET", key(session_id), data, "EX", "3600"])
    :ok
  end

  @impl true
  def get(session_id) do
    case Redix.command(:redix, ["GET", key(session_id)]) do
      {:ok, nil} -> {:error, :not_found}
      {:ok, data} -> {:ok, JSON.decode!(data)}
    end
  end

  @impl true
  def delete(session_id) do
    Redix.command(:redix, ["DEL", key(session_id)])
    :ok
  end

  @impl true
  def update(session_id, metadata) do
    case get(session_id) do
      {:ok, existing} ->
        create(session_id, Map.merge(existing, metadata))
      {:error, :not_found} ->
        {:error, :not_found}
    end
  end

  defp key(session_id), do: "mcp:session:#{session_id}"
end
Mnesia Example (Distributed Erlang)
defmodule MyApp.MnesiaSessionStore do
  @behaviour ConduitMcp.Session.Store
  # Uses Mnesia for distributed session replication across nodes
  # Ideal for clustered deployments
end
Configuration
# Default (ETS, zero config)
{ConduitMcp.Transport.StreamableHTTP,
  server_module: MyServer,
  session: [store: ConduitMcp.Session.EtsStore]}

# Custom store with TTL
{ConduitMcp.Transport.StreamableHTTP,
  server_module: MyServer,
  session: [store: MyApp.RedisSessionStore, ttl: :timer.minutes(60)]}

# Disable sessions entirely
{ConduitMcp.Transport.StreamableHTTP,
  server_module: MyServer,
  session: false}

      


      
        Summary


  
    Callbacks
  


    
      
        cleanup(ttl_ms)

      


        Removes sessions older than ttl_ms milliseconds.



    


    
      
        create(session_id, metadata)

      


        Creates a new session with the given ID and metadata.



    


    
      
        delete(session_id)

      


        Deletes a session by ID.



    


    
      
        get(session_id)

      


        Retrieves session metadata by ID.



    


    
      
        update(session_id, metadata)

      


        Updates an existing session's metadata (merges new metadata into existing).



    





      


      
        Callbacks


        


  
    
      
    
    
      cleanup(ttl_ms)


        (optional)


        
          
        

    

  


  

      

          @callback cleanup(ttl_ms :: non_neg_integer()) :: non_neg_integer() | :ok


      


Removes sessions older than ttl_ms milliseconds.
Optional. Stores that implement this callback can be used with
ConduitMcp.Session.Janitor for periodic background cleanup. Stores
backed by systems with native TTL (e.g., Redis with EX) typically
do not need this and may omit the callback.
Should return the number of sessions removed, or :ok.

  



  
    
      
    
    
      create(session_id, metadata)



        
          
        

    

  


  

      

          @callback create(session_id :: String.t(), metadata :: map()) :: :ok | {:error, term()}


      


Creates a new session with the given ID and metadata.

  



  
    
      
    
    
      delete(session_id)



        
          
        

    

  


  

      

          @callback delete(session_id :: String.t()) :: :ok


      


Deletes a session by ID.

  



  
    
      
    
    
      get(session_id)



        
          
        

    

  


  

      

          @callback get(session_id :: String.t()) :: {:ok, map()} | {:error, :not_found}


      


Retrieves session metadata by ID.

  



  
    
      
    
    
      update(session_id, metadata)



        
          
        

    

  


  

      

          @callback update(session_id :: String.t(), metadata :: map()) ::
  :ok | {:error, :not_found}


      


Updates an existing session's metadata (merges new metadata into existing).

  


        

      


  

    
ConduitMcp.Tasks 
    



      
Task management for long-running MCP operations (experimental).
Frozen, legacy era only
This module serves the 2025-11-25 tasks methods (tasks/get,
tasks/cancel, tasks/result, tasks/list) to legacy-era clients
only. It is frozen: no new features, and it goes away with the legacy
era. For the 2026-07-28 tasks extension
(io.modelcontextprotocol/tasks) see ConduitMcp.Ext.Tasks.
Tasks provide a durable state machine for operations that may take time to
complete. Clients can poll for status, cancel in-flight operations, and
receive results asynchronously.
Task Lifecycle
working → completed
working → failed
working → cancelled
working → input_required → working (after elicitation)
Storage
Storage is delegated to a pluggable store module implementing
ConduitMcp.Tasks.Store. The default store is
ConduitMcp.Tasks.EtsStore (in-memory, single-node). For durable,
multi-node deployments — or to back tasks with a job queue like Oban —
implement the behaviour and configure it as the application's task store:
config :conduit_mcp, :tasks_store, MyApp.MyTasksStore
The standard tasks/get, tasks/cancel, tasks/result, and
tasks/list JSON-RPC routes dispatch through this module, so swapping
the store requires no handler changes. See
examples/oban_tasks_server/ for an Oban + SQLite implementation and
examples/oban_task_store.ex for a Postgres-flavored reference.
Configuration
Enable tasks in your transport config:
{ConduitMcp.Transport.StreamableHTTP,
  server_module: MyServer,
  tasks: [enabled: true]}

      


      
        Summary


  
    Types
  


    
      
        status()

      


    


    
      
        task_id()

      


    





  
    Functions
  


    
      
        cancel(task_id)

      


        Cancels a task. Dispatches to the configured store's cancel/1 callback;
falls back to update(task_id, %{"status" => "cancelled"}) for stores
that don't implement it.



    


    
      
        cancel(task_id, owner)

      


        Cancels a task, scoped to owner.



    


    
      
        cleanup(ttl_ms)

      


        Prunes terminal-state tasks older than ttl_ms. Dispatches to the
configured store's cleanup/1 callback; returns 0 for stores that
don't implement it (e.g., stores backed by native TTL like Redis).



    


    
      
        create(task_id, metadata \\ %{}, owner \\ nil)

      


        Creates a new task. See ConduitMcp.Tasks.Store.



    


    
      
        delete(task_id)

      


        Deletes a task by ID. See ConduitMcp.Tasks.Store.



    


    
      
        generate_id()

      


        Generates a unique task ID.



    


    
      
        get(task_id)

      


        Gets a task by ID. See ConduitMcp.Tasks.Store.



    


    
      
        get(task_id, owner)

      


        Gets a task by ID, scoped to owner.



    


    
      
        list(opts \\ [])

      


        Lists tasks, optionally filtered by :status and :limit. See ConduitMcp.Tasks.Store.



    


    
      
        list(opts, owner)

      


        Lists tasks scoped to owner, optionally filtered by :status and
:limit.



    


    
      
        owner(conn)

      


        Extracts the owner principal from a Plug.Conn (or conn-like map).



    


    
      
        store()

      


        Returns the configured task store module. Reads from
Application.get_env(:conduit_mcp, :tasks_store), defaulting to
ConduitMcp.Tasks.EtsStore.



    


    
      
        update(task_id, updates)

      


        Updates a task's status and/or metadata. See ConduitMcp.Tasks.Store.



    


    
      
        valid_statuses()

      


        Returns the list of valid task statuses.



    


    
      
        valid_transition?(from, to)

      


        Validates that a status transition is allowed.



    





      


      
        Types


        


  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() :: :working | :input_required | :completed | :failed | :cancelled


      



  



  
    
      
    
    
      task_id()



        
          
        

    

  


  

      

          @type task_id() :: String.t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      cancel(task_id)



        
          
        

    

  


  

Cancels a task. Dispatches to the configured store's cancel/1 callback;
falls back to update(task_id, %{"status" => "cancelled"}) for stores
that don't implement it.

  



  
    
      
    
    
      cancel(task_id, owner)



        
          
        

    

  


  

Cancels a task, scoped to owner.
Returns {:error, :not_found} (without cancelling) when the task is owned by
a different principal. See get/2 for the scoping rules.

  



  
    
      
    
    
      cleanup(ttl_ms)



        
          
        

    

  


  

Prunes terminal-state tasks older than ttl_ms. Dispatches to the
configured store's cleanup/1 callback; returns 0 for stores that
don't implement it (e.g., stores backed by native TTL like Redis).

  



    

    

  
    
      
    
    
      create(task_id, metadata \\ %{}, owner \\ nil)



        
          
        

    

  


  

Creates a new task. See ConduitMcp.Tasks.Store.
Pass owner (typically owner(conn)) to stamp the task with a principal so
it can be owner-scoped via get/2, cancel/2, and list/2. When owner is
nil (the default) the task is left unowned: every caller may see it, unless
:tasks_require_owner is set, in which case no caller may (see get/2).
The owner is stored under the top-level "owner" key of the task metadata —
see the "Owner scoping" section of ConduitMcp.Tasks.Store.

  



  
    
      
    
    
      delete(task_id)



        
          
        

    

  


  

Deletes a task by ID. See ConduitMcp.Tasks.Store.

  



  
    
      
    
    
      generate_id()



        
          
        

    

  


  

Generates a unique task ID.

  



  
    
      
    
    
      get(task_id)



        
          
        

    

  


  

Gets a task by ID. See ConduitMcp.Tasks.Store.

  



  
    
      
    
    
      get(task_id, owner)



        
          
        

    

  


  

Gets a task by ID, scoped to owner.
Returns {:error, :not_found} when the caller may not see the task, so a
task's existence is never leaked to a non-owner.
	task "owner"	caller owner	default	:tasks_require_owner
	unowned	nil	allow	deny
	unowned	X	allow	deny
	Y	nil	deny	deny
	Y	Y	allow	allow
	Y	X	deny	deny

The Y/nil row keeps authorization default-closed: an unauthenticated
request never reads a principal's task. Set
config :conduit_mcp, :tasks_require_owner, true to also refuse unowned
tasks, which is the right posture once every creation site stamps an owner.
See the "Owner scoping" section of ConduitMcp.Tasks.Store.

  



    

  
    
      
    
    
      list(opts \\ [])



        
          
        

    

  


  

Lists tasks, optionally filtered by :status and :limit. See ConduitMcp.Tasks.Store.

  



  
    
      
    
    
      list(opts, owner)



        
          
        

    

  


  

Lists tasks scoped to owner, optionally filtered by :status and
:limit.
The owner is pushed into the store query rather than applied afterwards, so
a store can express it as a predicate (the default EtsStore compiles all
three options into one :ets.select/3 match spec). The facade re-checks the
returned rows and then applies :limit itself: a custom store that ignores
:owner must not turn into a silent authorization bypass, nor return more
than :limit rows. Such a store must ignore :limit too, or it truncates the
caller's own rows before the re-check (see ConduitMcp.Tasks.Store.list/1).
Returns the caller's own tasks plus unowned ones. nil = no principal: sees
only unowned tasks; nothing under :tasks_require_owner (see get/2).

  



  
    
      
    
    
      owner(conn)



        
          
        

    

  


  

Extracts the owner principal from a Plug.Conn (or conn-like map).
Applies the configured :task_owner_fun
(config :conduit_mcp, :task_owner_fun), which defaults to
ConduitMcp.Principal.id/1 — the stable scalar identity assigned by both
auth plugs. Returns nil for nil/non-conn input or when no principal is
present. nil = no principal: sees only unowned tasks; nothing under
:tasks_require_owner (see get/2).
Return a stable scalar
Ownership is checked by exact match (===), so a custom extractor must
return a stable, comparable identity — the user's sub/id scalar, never
a struct or claims map. A term carrying any per-request volatile field
(exp, iat, jti) fails to match its own tasks on the next request, so
the owner's own task 404s; an extractor mapping distinct users to equal
terms leaks tasks between them. ConduitMcp.Principal.id/1 is already
such a scalar — prefer it.

  



  
    
      
    
    
      store()



        
          
        

    

  


  

Returns the configured task store module. Reads from
Application.get_env(:conduit_mcp, :tasks_store), defaulting to
ConduitMcp.Tasks.EtsStore.

  



  
    
      
    
    
      update(task_id, updates)



        
          
        

    

  


  

Updates a task's status and/or metadata. See ConduitMcp.Tasks.Store.

  



  
    
      
    
    
      valid_statuses()



        
          
        

    

  


  

Returns the list of valid task statuses.

  



  
    
      
    
    
      valid_transition?(from, to)



        
          
        

    

  


  

Validates that a status transition is allowed.

  


        

      


  

    
ConduitMcp.Tasks.EtsStore 
    



      
ETS-backed task store. Default implementation of ConduitMcp.Tasks.Store.
All state lives in the named ETS table :conduit_mcp_tasks. The table
is owned by a long-lived ConduitMcp.EtsOwner process (ConduitMcp.Tasks.EtsStore.Owner) started
from ConduitMcp.Application so the table outlives short-lived request
processes — without this, a Bandit request handler that creates the
table dies with it, and the next request sees an empty table. The
table is :public so any process can read and write; concurrency is
safe because each task id is the row key and rows are written
atomically.
This store is in-memory only. Terminal-state rows accumulate until the
BEAM restarts; pair it with ConduitMcp.Tasks.Janitor to evict them on
an interval.

      


      
        Summary


  
    Functions
  


    
      
        cancel(task_id)

      


        Cancels a task by setting status to "cancelled".



    


    
      
        cleanup(ttl_ms)

      


        Removes terminal-state tasks (completed, failed, cancelled) older
than ttl_ms. Tasks in working or input_required are never evicted.
Returns the number of rows removed.



    


    
      
        create(task_id, metadata \\ %{})

      


        Creates a new task with the given id and metadata. Returns the stored task,
or {:error, :task_limit_reached} when the configured row cap is hit.



    


    
      
        delete(task_id)

      


        Deletes a task. Returns :ok whether or not it existed.



    


    
      
        get(task_id)

      


        Fetches a task by id.



    


    
      
        list(opts \\ [])

      


        Lists tasks matching opts, evaluated as a single :ets.select/3 match
spec so filtering happens in the C layer and only matching rows are copied
into the caller's heap.



    


    
      
        update(task_id, updates)

      


        Merges updates into the existing task. Returns the new task or
{:error, :not_found}.



    





      


      
        Functions


        


  
    
      
    
    
      cancel(task_id)



        
          
        

    

  


  

Cancels a task by setting status to "cancelled".

  



  
    
      
    
    
      cleanup(ttl_ms)



        
          
        

    

  


  

Removes terminal-state tasks (completed, failed, cancelled) older
than ttl_ms. Tasks in working or input_required are never evicted.
Returns the number of rows removed.

  



    

  
    
      
    
    
      create(task_id, metadata \\ %{})



        
          
        

    

  


  

Creates a new task with the given id and metadata. Returns the stored task,
or {:error, :task_limit_reached} when the configured row cap is hit.
The cap defaults to 10000 rows and is configurable via
config :conduit_mcp, :tasks_max_rows. Terminal-state rows are reclaimed
by ConduitMcp.Tasks.Janitor; working/input_required rows are not, so
the cap is the backstop against unbounded growth.

  



  
    
      
    
    
      delete(task_id)



        
          
        

    

  


  

Deletes a task. Returns :ok whether or not it existed.

  



  
    
      
    
    
      get(task_id)



        
          
        

    

  


  

Fetches a task by id.

  



    

  
    
      
    
    
      list(opts \\ [])



        
          
        

    

  


  

Lists tasks matching opts, evaluated as a single :ets.select/3 match
spec so filtering happens in the C layer and only matching rows are copied
into the caller's heap.
Options:
	:owner — the caller's principal restricts to rows that principal may
see: its own plus unowned ones, or only its own under
:tasks_require_owner. nil = no principal: sees only unowned tasks;
nothing under :tasks_require_owner (see ConduitMcp.Tasks.get/2).
Pass :any (the default) for the unscoped listing.
	:status — restrict to one task status.
	:limit — maximum number of rows to return.


  



  
    
      
    
    
      update(task_id, updates)



        
          
        

    

  


  

Merges updates into the existing task. Returns the new task or
{:error, :not_found}.

  


        

      


  

    
ConduitMcp.Tasks.Janitor 
    



      
Periodically prunes terminal-state tasks from ConduitMcp.Tasks.
ConduitMcp.Tasks stores task state in a named ETS table (:conduit_mcp_tasks)
that has no eviction loop of its own — tasks that reach completed, failed,
or cancelled linger in memory until the BEAM restarts. The janitor wakes on
an interval and calls ConduitMcp.Tasks.cleanup/1 to drop terminal-state
entries older than the configured TTL.
Tasks still in working or input_required are never evicted by the janitor
regardless of age — long-running tasks remain available.
Usage
children = [
  {ConduitMcp.Tasks.Janitor,
   ttl: :timer.hours(1),
   interval: :timer.minutes(5)}
]
Options
	:ttl — maximum age in milliseconds for terminal-state tasks
(default: 1 hour).
	:interval — interval between cleanup runs in milliseconds
(default: 5 minutes).
	:name — registered process name (default: module name).

Emits [:conduit_mcp, :tasks, :cleanup] telemetry on each run with
measurements %{removed: count}.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts \\ [])

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  


  


        

      


  

    
ConduitMcp.Tasks.Store behaviour
    



      
Behaviour for pluggable task storage backends.
ConduitMCP uses tasks to model long-running MCP operations (the
tasks/* JSON-RPC routes in the 2025-11-25 spec). The default
implementation, ConduitMcp.Tasks.EtsStore, keeps tasks in-memory and
is ideal for single-node, ephemeral workloads. To survive restarts,
distribute across nodes, or back tasks with a job queue, implement
this behaviour and configure it as the application's task store:
config :conduit_mcp, :tasks_store, MyApp.MyTasksStore
The standard tasks/get, tasks/cancel, tasks/result, and
tasks/list handler routes dispatch through ConduitMcp.Tasks, which
forwards every storage call to the configured store. No handler
changes are required.
Implementing a Custom Store
A custom store must persist whatever map shape the worker writes (the
framework adds "task_id", "status", and "created_at" on create/2
and never reads other keys itself, so any extra fields are preserved
verbatim).
Example: Postgres-backed Store
defmodule MyApp.PostgresTaskStore do
  @behaviour ConduitMcp.Tasks.Store

  alias MyApp.{Repo, McpTask}

  @impl true
  def create(task_id, metadata) do
    task = Map.merge(metadata, %{"task_id" => task_id, "status" => "working",
                                 "created_at" => System.system_time(:millisecond)})
    %McpTask{}
    |> McpTask.changeset(task)
    |> Repo.insert()
    |> case do
      {:ok, row} -> {:ok, McpTask.to_map(row)}
      err        -> err
    end
  end

  @impl true
  def get(task_id) do
    case Repo.get(McpTask, task_id) do
      nil -> {:error, :not_found}
      row -> {:ok, McpTask.to_map(row)}
    end
  end

  # ...update/2, cancel/1, delete/1, list/1, cleanup/1
end
See examples/oban_tasks_server/ for an Oban + SQLite implementation
and examples/oban_task_store.ex for a Postgres-flavored reference.
Owner scoping (BOLA/IDOR protection)
The tasks/* routes key purely on the client-supplied taskId. To stop one
principal from reading or cancelling another's task, ConduitMcp.Tasks
applies owner scoping in the facade — the store behaviour itself stays
unchanged. When a task is created with an owner
(ConduitMcp.Tasks.create/3, typically create(id, meta, owner(conn))), the
facade compares the caller's principal against the task's owner on every
get/2, cancel/2, and list/2, returning {:error, :not_found} on a
mismatch so existence isn't leaked.
For this to work, a store must round-trip the owner at the top-level
"owner" key of the map returned by get/1 and list/1 — the same place
create/2 received it in metadata. The default EtsStore does this for
free because it persists the metadata map verbatim. A store that shreds
metadata into columns (or a nested JSON blob) must promote "owner" back to
the top level in its to_map/read path, e.g. add an owner column and
surface it as "owner".
Scoping is opt-in per task: it only bites once a task is created with an
owner. But it is not default-open. The matrix is documented on
ConduitMcp.Tasks.get/2; the short version is that a caller with no
principal sees only unowned tasks, and
config :conduit_mcp, :tasks_require_owner, true removes even those.
Apps that never stamp an owner are unaffected; a task stamped with an owner
is never visible to an unauthenticated caller.
Configuration
# Default — in-memory ETS, zero config
# (equivalent to omitting the key)
config :conduit_mcp, :tasks_store, ConduitMcp.Tasks.EtsStore

# Custom store
config :conduit_mcp, :tasks_store, MyApp.MyTasksStore

      


      
        Summary


  
    Types
  


    
      
        task()

      


        Task state. Worker code is responsible for keeping it consistent with the spec lifecycle.



    


    
      
        task_id()

      


        Opaque task identifier (typically Base.url_encode64/1 of 16 random bytes).



    





  
    Callbacks
  


    
      
        cancel(task_id)

      


        Cancels a task.



    


    
      
        cleanup(ttl_ms)

      


        Removes terminal-state tasks (completed, failed, cancelled) older
than ttl_ms. Tasks still in working or input_required should
never be evicted.



    


    
      
        create(task_id, metadata)

      


        Creates a new task with the given id and initial metadata.



    


    
      
        delete(task_id)

      


        Deletes a task. Returns :ok whether or not the row existed.



    


    
      
        get(task_id)

      


        Fetches a task by id.



    


    
      
        list(opts)

      


        Lists tasks matching opts.



    


    
      
        update(task_id, updates)

      


        Merges updates into the existing task and returns the new task. The
store may also use this hook to emit side effects (e.g., publish a
pub/sub event when a status flips to a terminal state).



    





      


      
        Types


        


  
    
      
    
    
      task()



        
          
        

    

  


  

      

          @type task() :: map()


      


Task state. Worker code is responsible for keeping it consistent with the spec lifecycle.

  



  
    
      
    
    
      task_id()



        
          
        

    

  


  

      

          @type task_id() :: String.t()


      


Opaque task identifier (typically Base.url_encode64/1 of 16 random bytes).

  


        

      

      
        Callbacks


        


  
    
      
    
    
      cancel(task_id)


        (optional)


        
          
        

    

  


  

      

          @callback cancel(task_id()) :: {:ok, task()} | {:error, :not_found}


      


Cancels a task.
Defaults to update(task_id, %{"status" => "cancelled"}) via the facade
when not implemented. Stores backed by a job queue should override this
to also cancel the underlying job (e.g., Oban.cancel_job/1).

  



  
    
      
    
    
      cleanup(ttl_ms)


        (optional)


        
          
        

    

  


  

      

          @callback cleanup(ttl_ms :: non_neg_integer()) :: non_neg_integer() | :ok


      


Removes terminal-state tasks (completed, failed, cancelled) older
than ttl_ms. Tasks still in working or input_required should
never be evicted.
Optional. Stores implementing this callback can be paired with
ConduitMcp.Tasks.Janitor for periodic background eviction. Stores
backed by systems with native TTL (e.g., Redis with EX, or an Oban
pruner) can omit it.
Returns the number of tasks removed, or :ok.

  



  
    
      
    
    
      create(task_id, metadata)



        
          
        

    

  


  

      

          @callback create(task_id(), metadata :: map()) :: {:ok, task()} | {:error, term()}


      


Creates a new task with the given id and initial metadata.
The store is responsible for setting "task_id", "status" => "working",
and "created_at" on the stored row (the default EtsStore does this; a
custom store should mirror that behaviour so the rest of the framework can
rely on those fields).

  



  
    
      
    
    
      delete(task_id)



        
          
        

    

  


  

      

          @callback delete(task_id()) :: :ok


      


Deletes a task. Returns :ok whether or not the row existed.

  



  
    
      
    
    
      get(task_id)



        
          
        

    

  


  

      

          @callback get(task_id()) :: {:ok, task()} | {:error, :not_found}


      


Fetches a task by id.

  



  
    
      
    
    
      list(opts)



        
          
        

    

  


  

      

          @callback list(opts :: keyword()) :: [task()]


      


Lists tasks matching opts.
Recognised options:
	:status — restrict to one task status (a string or atom).
	:limit — maximum number of rows to return.
	:owner — the caller's principal, or :any for an unscoped listing.
nil = no principal: sees only unowned tasks; nothing under
:tasks_require_owner (see ConduitMcp.Tasks.get/2).

:owner is an authorization filter, not a convenience. Expressing it as
a query predicate is what keeps tasks/list from copying every row into the
caller's heap before deciding they may not see it. Compare owners with exact
equality (===), as ConduitMcp.Tasks does, so 1 and 1.0 are distinct
principals.
ConduitMcp.Tasks.list/2 re-checks the returned rows and re-applies
:limit, so a store that ignores :owner cannot leak another principal's
tasks. A store that ignores :owner must also ignore :limit: honouring
:limit alone returns the first N rows of any owner, and the owner
re-check then leaves the caller with fewer of their own rows than exist, or
none. Even when it ignores both, the store copies every row on each call,
which on a large table is the DoS this contract exists to prevent.

  



  
    
      
    
    
      update(task_id, updates)



        
          
        

    

  


  

      

          @callback update(task_id(), updates :: map()) :: {:ok, task()} | {:error, :not_found}


      


Merges updates into the existing task and returns the new task. The
store may also use this hook to emit side effects (e.g., publish a
pub/sub event when a status flips to a terminal state).

  


        

      


  

    
ConduitMcp.Client 
    



      
An MCP client: one supervised connection to one MCP server, speaking the
modern (2026-07-28) or a legacy (2025-11-25, 2025-06-18) protocol
era, whichever the server supports.
Starting
Add a client to your supervision tree. Starting never blocks on the
server: the connection is established in the background.
children = [
  {ConduitMcp.Client,
   name: MyApp.Docs,
   transport: {ConduitMcp.Client.Transport.InProcess, server: MyApp.DocsServer}}
]
Options are validated when the child spec is built, so a typo fails at
boot naming the key; see ConduitMcp.Client.Config for all of them.
:name may be any term ({MyApp.Docs, tenant_id} works) and is how
every function below addresses the client. The application starts no
clients itself; it only runs the registry they register in.
Each client is a supervisor (:one_for_all) of a Task.Supervisor, the
owner of its governance table (grants, the approval baseline, built
schemas; see "Governance") and a ConduitMcp.Client.Connection. Use
await_ready/2 when you need the handshake done before going on;
requests made earlier simply wait for it (within their own timeout).
Calling
Every request function runs in the calling process and returns
{:ok, value} or {:error, %ConduitMcp.Client.Error{}}. A tool that ran
and reported failure is not an error: call_tool/4 returns
{:ok, %ConduitMcp.Client.ToolResult{is_error: true}}. Errors are for
protocol, transport and limit failures (match on kind).
Request options, accepted by every request function:
	:timeout - milliseconds before the request is cancelled (default
the client's :request_timeout, 60 s).
	:on_progress - a one-arity function, or a pid sent
{:mcp_progress, name, params}, for notifications/progress.
	:reset_timeout_on_progress - restart :timeout on each progress
notification, capped by :max_total_timeout.
	:max_total_timeout - see above; also caps a deadline paused while
the client's handler answers a legacy server request tied to the call.
	:meta - a map merged into the request's _meta. Keys the protocol
reserves (progressToken, io.modelcontextprotocol/*) are dropped.
	:assigns - a map given to ConduitMcp.Client.Handler callbacks as
ctx.assigns for input requests made on behalf of this call (default
the client's :assigns).
	:traceparent - the W3C trace context to send in a modern request's
_meta (default: the caller's Logger.metadata()[:traceparent], as
OpenTelemetry-style integrations set it). Dropped unless well formed;
a traceparent in :meta wins. Only traceparent is propagated,
never tracestate or baggage.

Eras
With the default protocol: :auto the client probes server/discover
and falls back to initialize only on legacy evidence. The era decides
the wire format; the functions here work in both, with these
exceptions: ping/2 sends server/discover to a modern server,
set_log_level/2 is a request in legacy and a per-request _meta value
in modern, and notify_roots_changed/1 is legacy only.
In the modern era call_tool/4, read_resource/3 and get_prompt/4 may
get resultType: "input_required"; the client runs the
multi-round-trip loop (ConduitMcp.Client.Request.MRTR) in the caller,
answering each input request with its ConduitMcp.Client.Handler in the
calling process. An input request the handler does not declare fails the
call with kind: :protocol before any callback runs; a callback that
fails or refuses fails it with kind: :input_handler. Legacy servers ask
with JSON-RPC requests instead, which the connection hands to the handler
in a supervised task (see ConduitMcp.Client.Connection). Both go
through the same safety checks (ConduitMcp.Client.Handler).
Listing and the cache
list_tools/2 and friends fetch one page. list_all_tools/2 and friends
fetch every page (capped: 100 pages, 10 000 items, a repeated or
over-1 KiB cursor fails with kind: :pagination_cycle) and keep the
result in the client's ConduitMcp.Client.Cache, which serves it again
while the server's ttlMs hint says it is fresh. cached_tools/2 and
tool/3 read the cache without asking the server. A result the server
marks private is served only while the client sends the credentials it
was fetched with (set_auth/3 changes them; see "Private results" in
ConduitMcp.Client.Cache).
Every listed tool goes through intake: a tool whose name is outside the
spec charset ([A-Za-z0-9_.-], 1-128 characters), whose definition is
malformed, whose name repeats, or (over HTTP) whose x-mcp-header
annotations are invalid is dropped with a warning and
[:conduit_mcp, :client, :tool, :rejected]; the others carry a
ConduitMcp.Client.Fingerprint.
Tasks
call_tool/4 with task: :return | :await lets a long tool call run as a
server task (the modern tasks extension, or a legacy task-augmented
call); see ConduitMcp.Client.Task, get_task/3, await_task/3 and
cancel_task/3.
Governance
A plain client sends what it is asked to. Configure any of :policy
(ConduitMcp.Client.Policy, with an :on_ask approver and
ConduitMcp.Client.Grants), :hooks (ConduitMcp.Client.Hooks),
:tools (a ConduitMcp.Client.ToolFilter) or :validate
(ConduitMcp.Client.SchemaValidator) and every call_tool/4 runs
through ConduitMcp.Client.Pipeline, in the caller: hidden tools vanish
from listings, pre-hooks and validation run before policy decides on the
final arguments, and post-hooks see the result. Hooks and approvers run
in tasks under the client's Task.Supervisor, never in the connection.
Notifications
subscribe_notifications/2 sends server notifications to a process as
{:mcp_notification, name, method, params}; see
ConduitMcp.Client.Connection for coalescing of list_changed.
subscribe/2 asks for updates of one resource in either era (legacy
resources/subscribe, modern subscriptions/listen); a list_changed
invalidates and refreshes the cached list it names.
Transports
ConduitMcp.Client.Transport.Stdio runs a local server process;
ConduitMcp.Client.Transport.StreamableHTTP (needs :finch) talks to a
remote one; ConduitMcp.Client.Transport.InProcess serves a server module
in this VM for tests. Over HTTP, a modern call_tool/4 sends the tool's
Mcp-Param-* headers computed from the cached tool definition (see
list_all_tools/2); a server rejecting them (-32020) makes the client
refresh the tools and send the call once more.

      


      
        Summary


  
    Types
  


    
      
        client()

      


        The :name a client was started with.



    


    
      
        page(key, item)

      


        A page of a list request; next_cursor is nil on the last page.



    


    
      
        server_info()

      


        What the server said about itself in the handshake.



    


    
      
        status()

      


        The connection's state as status/1 reports it. reason explains a
:closed state and is nil otherwise.



    





  
    Functions
  


    
      
        async_call_tool(client, name, args \\ %{}, opts \\ [])

      


        call_tool/4 in a task under the client's Task.Supervisor
(Task.Supervisor.async_nolink/2): await it with Task.await/2 or
Task.yield/2. A crash in the task does not take the caller down.
Exits with :noproc if the client is not running.



    


    
      
        authorized(client)

      


        Tells a client using OAuth (auth: {:oauth, ...}) that the host stored
new tokens: a connection waiting for interactive authorization checks the
token store now and resumes, instead of on its next request.
ConduitMcp.Client.OAuth.handle_callback/3 calls it when given
client:. Returns :ok without waiting for the check, or
{:error, %Error{kind: :auth, reason: :oauth_not_configured}}.



    


    
      
        await_ready(client, timeout \\ 5000)

      


        Waits until the client is ready to send requests. Returns :ok, or
{:error, %Error{kind: :timeout}} after timeout ms, or the :closed
error at once if the connection gave up.



    


    
      
        await_task(client, task, opts \\ [])

      


        Waits for a server task to finish and returns its tool result, polling at
the task's pollIntervalMs and answering its input requests with the
client's handler (modern) or reading tasks/result (legacy). :timeout
bounds the whole wait (default the client's :request_timeout); when it
passes the task is cancelled and {:error, %Error{kind: :timeout}}
returned. :assigns is passed to the handler.



    


    
      
        cached_tools(client, opts \\ [])

      


        The tools of the last list_all_tools/2 (or list_changed refresh) as
cached, fresh or not, without asking the server.
{:error, %Error{kind: :not_found, reason: :not_cached}} before the first
listing. Takes :assigns and :principal (see list_tools/2).



    


    
      
        call_tool(client, name, args \\ %{}, opts \\ [])

      


        Calls tool name with args (string- or atom-keyed; sent as given).



    


    
      
        cancel_task(client, task, opts \\ [])

      


        Asks the server to cancel a task (tasks/cancel). Cancellation is
cooperative: the task may still finish.



    


    
      
        child_spec(init_arg)

      


        The child spec for a client. Validates the options (raising
ArgumentError naming a bad key); the id is {ConduitMcp.Client, name},
so one supervisor can hold many clients.



    


    
      
        close(client)

      


        Closes the connection: pending requests fail with kind: :closed, the
transport is closed, and the client stays in :closed (answering every
request at once) until reconnect/1.



    


    
      
        complete(client, ref, argument, opts \\ [])

      


        Asks for completions of argument of ref. Returns the server's
string-keyed CompleteResult ("completion").



    


    
      
        era(client)

      


        The negotiated protocol era (:modern or :legacy), kept while the
client reconnects. {:error, %Error{kind: :unavailable}} before the first
handshake.



    


    
      
        get_prompt(client, name, args \\ %{}, opts \\ [])

      


        Gets prompt name with args. Prompt arguments are strings on the wire,
so keys and values are converted: atoms, numbers and booleans with
to_string/1, other non-strings as JSON. nil values are dropped.
Returns the server's string-keyed GetPromptResult ("messages").



    


    
      
        get_task(client, task, opts \\ [])

      


        Reads the current state of a server task (tasks/get).



    


    
      
        instructions_for_llm(client)

      


        The server's instructions as they may be put in a model's context
(PI-1): {:ok, nil} unless the client was started with
include_instructions: true (they arrive with the handshake and are
written by the server, so they are kept out of system prompts by default).
When included they are capped at 4 KiB with invisible and
direction-changing characters removed, and, unless the client is
trusted: true, prefixed with a line naming the server they came from.
server_info/1 still returns them raw.



    


    
      
        list_all_prompts(client, opts \\ [])

      


        Lists every prompt through the cache, as list_all_tools/2 does for
tools.



    


    
      
        list_all_resource_templates(client, opts \\ [])

      


        Lists every resource template through the cache, as list_all_tools/2
does for tools.



    


    
      
        list_all_resources(client, opts \\ [])

      


        Lists every resource through the cache, as list_all_tools/2 does for
tools.



    


    
      
        list_all_tools(client, opts \\ [])

      


        Lists every tool, following nextCursor, through the client's
ConduitMcp.Client.Cache: a fresh cached list is returned without asking
the server; otherwise the connection refreshes it (one refresh at a time,
shared by concurrent callers) and the new list is returned and cached.



    


    
      
        list_prompts(client, opts \\ [])

      


        Lists one page of prompts (:cursor as in list_tools/2).



    


    
      
        list_resource_templates(client, opts \\ [])

      


        Lists one page of resource templates, as the server's string-keyed
ResourceTemplate maps (:cursor as in list_tools/2).



    


    
      
        list_resources(client, opts \\ [])

      


        Lists one page of resources (:cursor as in list_tools/2).



    


    
      
        list_tools(client, opts \\ [])

      


        Lists one page of tools. Pass the previous page's next_cursor as
:cursor for the next one. Tools that fail intake are left out (see
"Listing and the cache" above); the page is never cached.



    


    
      
        notify_roots_changed(client)

      


        Sends notifications/roots/list_changed (legacy only; the client
declares roots.listChanged when its handler implements list_roots/1).
In the modern era, or without a roots handler, returns
{:error, %Error{kind: :protocol}}.



    


    
      
        ping(client, opts \\ [])

      


        Checks the server answers: a legacy ping, or server/discover for a
modern server (which has no ping).



    


    
      
        read_resource(client, uri, opts \\ [])

      


        Reads the resource at uri; returns the server's string-keyed
ReadResourceResult ("contents").



    


    
      
        reconnect(client)

      


        Drops the current connection (pending requests fail with
kind: :transport) and connects again at once, with the reconnect count
reset. Also revives a :closed client.



    


    
      
        server_info(client)

      


        What the server reported in the handshake: its ServerInfo, capabilities
and instructions, with the negotiated era and version.
{:error, %Error{kind: :unavailable, reason: :not_ready}} while the
client is not ready.



    


    
      
        set_auth(client, auth, opts \\ [])

      


        Replaces the credentials the client sends with auth, any form the
transport's :auth option takes (ConduitMcp.Client.Transport.StreamableHTTP:
nil, {:bearer, token}, a one-arity function, {:oauth, opts},
{:client_credentials, opts}), checked like that option. Raises
ArgumentError when it is invalid, or when the transport takes no
:auth.



    


    
      
        set_log_level(client, level)

      


        Sets the server's log level ("debug" … "emergency", string or atom).
Legacy: sends logging/setLevel. Modern: the level is sent in the
_meta of every later request; a modern server sends no log
notifications for requests without one.



    


    
      
        start_link(opts)

      


        Starts a client (see ConduitMcp.Client.Config for the options). Returns
once the processes exist, without waiting for the server.



    


    
      
        status(client)

      


        The connection's current state, read without messaging it.



    


    
      
        subscribe(client, uri, opts \\ [])

      


        Subscribes to updates of the resource at uri, whichever era the server
speaks. Updates arrive as {:mcp_notification, name, "notifications/resources/updated", %{"uri" => uri}} to the processes
subscribed with subscribe_notifications/2.



    


    
      
        subscribe_notifications(client, pid \\ self())

      


        Sends server notifications to pid (default: the caller) as
{:mcp_notification, name, method, params}. Idempotent; the subscription
ends when pid exits or unsubscribe_notifications/2 is called.
notifications/progress goes to the request's caller instead.



    


    
      
        tool(client, name, opts \\ [])

      


        The cached definition of tool name (one cache row; the server is not
asked). {:error, %Error{kind: :not_found}} when the last listing did not
include it, or nothing was listed yet, or (on a governed client) the tool
is hidden. Takes :assigns and :principal (see list_tools/2).



    


    
      
        unsubscribe(client, uri, opts \\ [])

      


        Ends a subscribe/2 subscription to uri (legacy
resources/unsubscribe; modern: a listen without uri).



    


    
      
        unsubscribe_notifications(client, pid \\ self())

      


        Stops sending server notifications to pid (default: the caller).



    





      


      
        Types


        


  
    
      
    
    
      client()



        
          
        

    

  


  

      

          @type client() :: term()


      


The :name a client was started with.

  



  
    
      
    
    
      page(key, item)



        
          
        

    

  


  

      

          @type page(key, item) :: %{required(key) => [item], next_cursor: String.t() | nil}


      


A page of a list request; next_cursor is nil on the last page.

  



  
    
      
    
    
      server_info()



        
          
        

    

  


  

      

          @type server_info() :: %{
  era: :modern | :legacy,
  version: String.t(),
  server_info: ConduitMcp.Client.ServerInfo.t() | nil,
  capabilities: map(),
  instructions: String.t() | nil
}


      


What the server said about itself in the handshake.

  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() :: %{
  state:
    :connecting
    | :discovering
    | :initializing
    | :ready
    | :authorizing
    | :reconnecting
    | :closed,
  era: :modern | :legacy | nil,
  version: String.t() | nil,
  reason: term()
}


      


The connection's state as status/1 reports it. reason explains a
:closed state and is nil otherwise.

  


        

      

      
        Functions


        


    

    

  
    
      
    
    
      async_call_tool(client, name, args \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec async_call_tool(client(), String.t(), map(), keyword()) :: Task.t()


      


call_tool/4 in a task under the client's Task.Supervisor
(Task.Supervisor.async_nolink/2): await it with Task.await/2 or
Task.yield/2. A crash in the task does not take the caller down.
Exits with :noproc if the client is not running.
task = ConduitMcp.Client.async_call_tool(:docs, "echo", %{"message" => "hi"})
{:ok, %ConduitMcp.Client.ToolResult{}} = Task.await(task)

  



  
    
      
    
    
      authorized(client)



        
          
        

    

  


  

      

          @spec authorized(client()) :: :ok | {:error, ConduitMcp.Client.Error.t()}


      


Tells a client using OAuth (auth: {:oauth, ...}) that the host stored
new tokens: a connection waiting for interactive authorization checks the
token store now and resumes, instead of on its next request.
ConduitMcp.Client.OAuth.handle_callback/3 calls it when given
client:. Returns :ok without waiting for the check, or
{:error, %Error{kind: :auth, reason: :oauth_not_configured}}.
:ok = ConduitMcp.Client.authorized(:docs)

  



    

  
    
      
    
    
      await_ready(client, timeout \\ 5000)



        
          
        

    

  


  

      

          @spec await_ready(client(), timeout()) :: :ok | {:error, ConduitMcp.Client.Error.t()}


      


Waits until the client is ready to send requests. Returns :ok, or
{:error, %Error{kind: :timeout}} after timeout ms, or the :closed
error at once if the connection gave up.
:ok = ConduitMcp.Client.await_ready(:docs, 5_000)

  



    

  
    
      
    
    
      await_task(client, task, opts \\ [])



        
          
        

    

  


  

      

          @spec await_task(client(), ConduitMcp.Client.Task.t() | String.t(), keyword()) ::
  {:ok, ConduitMcp.Client.ToolResult.t()}
  | {:error, ConduitMcp.Client.Error.t()}


      


Waits for a server task to finish and returns its tool result, polling at
the task's pollIntervalMs and answering its input requests with the
client's handler (modern) or reading tasks/result (legacy). :timeout
bounds the whole wait (default the client's :request_timeout); when it
passes the task is cancelled and {:error, %Error{kind: :timeout}}
returned. :assigns is passed to the handler.
{:ok, %ConduitMcp.Client.ToolResult{}} = ConduitMcp.Client.await_task(:docs, task)

  



    

  
    
      
    
    
      cached_tools(client, opts \\ [])



        
          
        

    

  


  

      

          @spec cached_tools(client(), keyword()) ::
  {:ok, [ConduitMcp.Client.Tool.t()]} | {:error, ConduitMcp.Client.Error.t()}


      


The tools of the last list_all_tools/2 (or list_changed refresh) as
cached, fresh or not, without asking the server.
{:error, %Error{kind: :not_found, reason: :not_cached}} before the first
listing. Takes :assigns and :principal (see list_tools/2).
{:ok, tools} = ConduitMcp.Client.cached_tools(:docs)

  



    

    

  
    
      
    
    
      call_tool(client, name, args \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec call_tool(client(), String.t(), map(), keyword()) ::
  {:ok, ConduitMcp.Client.ToolResult.t() | ConduitMcp.Client.Task.t()}
  | {:error, ConduitMcp.Client.Error.t()}


      


Calls tool name with args (string- or atom-keyed; sent as given).
A tool that ran and failed is {:ok, %ToolResult{is_error: true}}.
Tasks
	task: :return - if the server runs the call as a task, return
{:ok, %ConduitMcp.Client.Task{}} at once (poll it with
get_task/3, await_task/3).
	task: :await - if the server runs the call as a task, poll it until
it finishes and return its ToolResult. :timeout bounds the whole
wait; when it passes the task is cancelled (tasks/cancel), as it is
if the calling process dies.
	task_ttl: ms - the legacy task.ttl to request.

Modern servers decide per call whether to create a task; the client
declares the tasks extension only when :task is given, so without it the
server must answer directly. Legacy servers get a task-augmented call only
when they declare tasks.requests.tools.call and the tool's
execution.taskSupport allows it: "required" always (awaited when no
:task is given), "optional" only with :task. With :task, a call
made before the first handshake waits for it (within :timeout), since
the era decides how the call becomes a task; without it the call is
queued as usual and sent plain.
{:ok, %ConduitMcp.Client.ToolResult{content: [%{"text" => "hi"}]}} =
  ConduitMcp.Client.call_tool(:docs, "echo", %{"message" => "hi"})
Governance
When the client is configured with :policy, :hooks, :tools or
:validate, or the call passes :shape, the call runs through
ConduitMcp.Client.Pipeline (selection, pre-hooks, validation, policy
and approval, post-hooks); otherwise it is sent as given. Pipeline
options:
	:principal - who the call is made for (in ctx, and the key of
"always allow" grants). Ignored by a plain client.
	:shape - :llm to shape the result for a model.

A governed call may also fail with kind: :not_found (hidden or unknown
tool), :denied (policy, approver or hook) or :hook (a pre-hook
failed).

  



    

  
    
      
    
    
      cancel_task(client, task, opts \\ [])



        
          
        

    

  


  

      

          @spec cancel_task(client(), ConduitMcp.Client.Task.t() | String.t(), keyword()) ::
  :ok | {:error, ConduitMcp.Client.Error.t()}


      


Asks the server to cancel a task (tasks/cancel). Cancellation is
cooperative: the task may still finish.
:ok = ConduitMcp.Client.cancel_task(:docs, task)

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      


The child spec for a client. Validates the options (raising
ArgumentError naming a bad key); the id is {ConduitMcp.Client, name},
so one supervisor can hold many clients.
iex> spec =
...>   ConduitMcp.Client.child_spec(
...>     name: :docs,
...>     transport: {ConduitMcp.Client.Transport.InProcess, server: ConduitMcp.TestServer}
...>   )
iex> spec.id
{ConduitMcp.Client, :docs}

  



  
    
      
    
    
      close(client)



        
          
        

    

  


  

      

          @spec close(client()) :: :ok | {:error, ConduitMcp.Client.Error.t()}


      


Closes the connection: pending requests fail with kind: :closed, the
transport is closed, and the client stays in :closed (answering every
request at once) until reconnect/1.
:ok = ConduitMcp.Client.close(:docs)

  



    

  
    
      
    
    
      complete(client, ref, argument, opts \\ [])



        
          
        

    

  


  

      

          @spec complete(
  client(),
  {:prompt | :resource, String.t()} | map(),
  {String.t(), String.t()} | map(),
  keyword()
) :: {:ok, map()} | {:error, ConduitMcp.Client.Error.t()}


      


Asks for completions of argument of ref. Returns the server's
string-keyed CompleteResult ("completion").
ref is {:prompt, name}, {:resource, uri_template} or a wire
reference map; argument is {name, value} or a wire map.
Options
The request options, plus :context - already-resolved arguments,
%{"arguments" => %{...}}.
{:ok, %{"completion" => %{"values" => _}}} =
  ConduitMcp.Client.complete(:docs, {:prompt, "greeting"}, {"name", "A"})

  



  
    
      
    
    
      era(client)



        
          
        

    

  


  

      

          @spec era(client()) ::
  {:ok, :modern | :legacy} | {:error, ConduitMcp.Client.Error.t()}


      


The negotiated protocol era (:modern or :legacy), kept while the
client reconnects. {:error, %Error{kind: :unavailable}} before the first
handshake.
{:ok, :modern} = ConduitMcp.Client.era(:docs)

  



    

    

  
    
      
    
    
      get_prompt(client, name, args \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec get_prompt(client(), String.t(), map(), keyword()) ::
  {:ok, map()} | {:error, ConduitMcp.Client.Error.t()}


      


Gets prompt name with args. Prompt arguments are strings on the wire,
so keys and values are converted: atoms, numbers and booleans with
to_string/1, other non-strings as JSON. nil values are dropped.
Returns the server's string-keyed GetPromptResult ("messages").
On a governed client the :on_prompt_get hooks (which may rewrite
args) and the policy's prompt rules run first, as for
read_resource/3.
{:ok, %{"messages" => [_ | _]}} =
  ConduitMcp.Client.get_prompt(:docs, "greeting", %{name: "Ada"})

  



    

  
    
      
    
    
      get_task(client, task, opts \\ [])



        
          
        

    

  


  

      

          @spec get_task(client(), ConduitMcp.Client.Task.t() | String.t(), keyword()) ::
  {:ok, ConduitMcp.Client.Task.t()} | {:error, ConduitMcp.Client.Error.t()}


      


Reads the current state of a server task (tasks/get).
{:ok, %ConduitMcp.Client.Task{status: :working}} = ConduitMcp.Client.get_task(:docs, task)

  



  
    
      
    
    
      instructions_for_llm(client)



        
          
        

    

  


  

      

          @spec instructions_for_llm(client()) ::
  {:ok, String.t() | nil} | {:error, ConduitMcp.Client.Error.t()}


      


The server's instructions as they may be put in a model's context
(PI-1): {:ok, nil} unless the client was started with
include_instructions: true (they arrive with the handshake and are
written by the server, so they are kept out of system prompts by default).
When included they are capped at 4 KiB with invisible and
direction-changing characters removed, and, unless the client is
trusted: true, prefixed with a line naming the server they came from.
server_info/1 still returns them raw.
{:ok, nil} = ConduitMcp.Client.instructions_for_llm(:docs)

  



    

  
    
      
    
    
      list_all_prompts(client, opts \\ [])



        
          
        

    

  


  

      

          @spec list_all_prompts(client(), keyword()) ::
  {:ok, [ConduitMcp.Client.Prompt.t()]} | {:error, ConduitMcp.Client.Error.t()}


      


Lists every prompt through the cache, as list_all_tools/2 does for
tools.
{:ok, [%ConduitMcp.Client.Prompt{} | _]} = ConduitMcp.Client.list_all_prompts(:docs)

  



    

  
    
      
    
    
      list_all_resource_templates(client, opts \\ [])



        
          
        

    

  


  

      

          @spec list_all_resource_templates(client(), keyword()) ::
  {:ok, [map()]} | {:error, ConduitMcp.Client.Error.t()}


      


Lists every resource template through the cache, as list_all_tools/2
does for tools.
{:ok, [%{"uriTemplate" => _} | _]} = ConduitMcp.Client.list_all_resource_templates(:docs)

  



    

  
    
      
    
    
      list_all_resources(client, opts \\ [])



        
          
        

    

  


  

      

          @spec list_all_resources(client(), keyword()) ::
  {:ok, [ConduitMcp.Client.Resource.t()]}
  | {:error, ConduitMcp.Client.Error.t()}


      


Lists every resource through the cache, as list_all_tools/2 does for
tools.
{:ok, [%ConduitMcp.Client.Resource{} | _]} = ConduitMcp.Client.list_all_resources(:docs)

  



    

  
    
      
    
    
      list_all_tools(client, opts \\ [])



        
          
        

    

  


  

      

          @spec list_all_tools(client(), keyword()) ::
  {:ok, [ConduitMcp.Client.Tool.t()]} | {:error, ConduitMcp.Client.Error.t()}


      


Lists every tool, following nextCursor, through the client's
ConduitMcp.Client.Cache: a fresh cached list is returned without asking
the server; otherwise the connection refreshes it (one refresh at a time,
shared by concurrent callers) and the new list is returned and cached.
Options
	:timeout - per page, and the longest the caller waits (default the
client's :request_timeout). A refresh the caller stopped waiting for
still completes and fills the cache.
	:refresh - true to ignore a fresh cached list (default false).
	:assigns, :principal - for a governed client's filter and hooks.

Pagination is capped (100 pages, 10 000 items, a repeated or over-1 KiB
cursor): over a cap the result is {:error, %Error{kind: :pagination_cycle}} and nothing is cached.
{:ok, [%ConduitMcp.Client.Tool{} | _]} = ConduitMcp.Client.list_all_tools(:docs)

  



    

  
    
      
    
    
      list_prompts(client, opts \\ [])



        
          
        

    

  


  

      

          @spec list_prompts(client(), keyword()) ::
  {:ok, page(:prompts, ConduitMcp.Client.Prompt.t())}
  | {:error, ConduitMcp.Client.Error.t()}


      


Lists one page of prompts (:cursor as in list_tools/2).
{:ok, %{prompts: [%ConduitMcp.Client.Prompt{name: "greeting"} | _]}} =
  ConduitMcp.Client.list_prompts(:docs)

  



    

  
    
      
    
    
      list_resource_templates(client, opts \\ [])



        
          
        

    

  


  

      

          @spec list_resource_templates(client(), keyword()) ::
  {:ok, page(:resource_templates, map())}
  | {:error, ConduitMcp.Client.Error.t()}


      


Lists one page of resource templates, as the server's string-keyed
ResourceTemplate maps (:cursor as in list_tools/2).
{:ok, %{resource_templates: [%{"uriTemplate" => "item://{id}"} | _]}} =
  ConduitMcp.Client.list_resource_templates(:docs)

  



    

  
    
      
    
    
      list_resources(client, opts \\ [])



        
          
        

    

  


  

      

          @spec list_resources(client(), keyword()) ::
  {:ok, page(:resources, ConduitMcp.Client.Resource.t())}
  | {:error, ConduitMcp.Client.Error.t()}


      


Lists one page of resources (:cursor as in list_tools/2).
{:ok, %{resources: [%ConduitMcp.Client.Resource{} | _]}} =
  ConduitMcp.Client.list_resources(:docs)

  



    

  
    
      
    
    
      list_tools(client, opts \\ [])



        
          
        

    

  


  

      

          @spec list_tools(client(), keyword()) ::
  {:ok, page(:tools, ConduitMcp.Client.Tool.t())}
  | {:error, ConduitMcp.Client.Error.t()}


      


Lists one page of tools. Pass the previous page's next_cursor as
:cursor for the next one. Tools that fail intake are left out (see
"Listing and the cache" above); the page is never cached.
On a governed client (see call_tool/4) the page holds only the tools
the :tools filter shows (function patterns see :assigns and
:principal), with a usable schema when :validate is on, after the
:on_tools_listed hooks (ConduitMcp.Client.Hooks); the same applies to
list_all_tools/2, cached_tools/2 and tool/3.
{:ok, %{tools: [%ConduitMcp.Client.Tool{name: "echo"} | _], next_cursor: nil}} =
  ConduitMcp.Client.list_tools(:docs)

  



  
    
      
    
    
      notify_roots_changed(client)



        
          
        

    

  


  

      

          @spec notify_roots_changed(client()) :: :ok | {:error, ConduitMcp.Client.Error.t()}


      


Sends notifications/roots/list_changed (legacy only; the client
declares roots.listChanged when its handler implements list_roots/1).
In the modern era, or without a roots handler, returns
{:error, %Error{kind: :protocol}}.
:ok = ConduitMcp.Client.notify_roots_changed(:docs)

  



    

  
    
      
    
    
      ping(client, opts \\ [])



        
          
        

    

  


  

      

          @spec ping(client(), keyword()) :: :ok | {:error, ConduitMcp.Client.Error.t()}


      


Checks the server answers: a legacy ping, or server/discover for a
modern server (which has no ping).
:ok = ConduitMcp.Client.ping(:docs, timeout: 1_000)

  



    

  
    
      
    
    
      read_resource(client, uri, opts \\ [])



        
          
        

    

  


  

      

          @spec read_resource(client(), String.t(), keyword()) ::
  {:ok, map()} | {:error, ConduitMcp.Client.Error.t()}


      


Reads the resource at uri; returns the server's string-keyed
ReadResourceResult ("contents").
On a governed client the :on_resource_read hooks run first, then the
policy's resource rules when its :scope includes :resources (an ask
rule denies: reads have no approver); :principal is passed to them.
{:ok, %{"contents" => [%{"text" => _} | _]}} =
  ConduitMcp.Client.read_resource(:docs, "test://resource1")

  



  
    
      
    
    
      reconnect(client)



        
          
        

    

  


  

      

          @spec reconnect(client()) :: :ok | {:error, ConduitMcp.Client.Error.t()}


      


Drops the current connection (pending requests fail with
kind: :transport) and connects again at once, with the reconnect count
reset. Also revives a :closed client.
:ok = ConduitMcp.Client.reconnect(:docs)

  



  
    
      
    
    
      server_info(client)



        
          
        

    

  


  

      

          @spec server_info(client()) ::
  {:ok, server_info()} | {:error, ConduitMcp.Client.Error.t()}


      


What the server reported in the handshake: its ServerInfo, capabilities
and instructions, with the negotiated era and version.
{:error, %Error{kind: :unavailable, reason: :not_ready}} while the
client is not ready.
{:ok, %{capabilities: %{"tools" => _}}} = ConduitMcp.Client.server_info(:docs)

  



    

  
    
      
    
    
      set_auth(client, auth, opts \\ [])



        
          
        

    

  


  

      

          @spec set_auth(client(), term(), keyword()) ::
  :ok | {:error, ConduitMcp.Client.Error.t()}


      


Replaces the credentials the client sends with auth, any form the
transport's :auth option takes (ConduitMcp.Client.Transport.StreamableHTTP:
nil, {:bearer, token}, a one-arity function, {:oauth, opts},
{:client_credentials, opts}), checked like that option. Raises
ArgumentError when it is invalid, or when the transport takes no
:auth.
Everything bound to the old credentials ends: the client reconnects as
reconnect/1 does (requests in flight fail with kind: :transport,
listen streams and a legacy session close, an OAuth authorization in
progress is abandoned). Cached results the server marked private are
deleted before this returns when the credentials' identity changes, and
fetched again under the new ones; public results stay (see "Private
results" in ConduitMcp.Client.Cache). A :closed client stays closed.
OAuth options naming no :store keep the client's current token store;
change :principal to act for another user (tokens are stored per
principal). The change lasts as long as the client process: a client
restarted by its supervisor starts with its configured credentials.
:ok = ConduitMcp.Client.set_auth(:docs, {:bearer, new_token})
Options:
	:credential_id - with an :auth function, any term naming whose
tokens it returns (the transport's :credential_id). Without it,
private results fetched with the function are never served from the
cache.


  



  
    
      
    
    
      set_log_level(client, level)



        
          
        

    

  


  

      

          @spec set_log_level(client(), String.t() | atom()) ::
  :ok | {:error, ConduitMcp.Client.Error.t()}


      


Sets the server's log level ("debug" … "emergency", string or atom).
Legacy: sends logging/setLevel. Modern: the level is sent in the
_meta of every later request; a modern server sends no log
notifications for requests without one.
:ok = ConduitMcp.Client.set_log_level(:docs, :warning)

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword() | ConduitMcp.Client.Config.t()) :: Supervisor.on_start()


      


Starts a client (see ConduitMcp.Client.Config for the options). Returns
once the processes exist, without waiting for the server.
{:ok, _pid} =
  ConduitMcp.Client.start_link(
    name: :docs,
    transport: {ConduitMcp.Client.Transport.InProcess, server: MyApp.DocsServer}
  )

  



  
    
      
    
    
      status(client)



        
          
        

    

  


  

      

          @spec status(client()) :: {:ok, status()} | {:error, ConduitMcp.Client.Error.t()}


      


The connection's current state, read without messaging it.
{:ok, %{state: :ready, era: :modern}} = ConduitMcp.Client.status(:docs)

  



    

  
    
      
    
    
      subscribe(client, uri, opts \\ [])



        
          
        

    

  


  

      

          @spec subscribe(client(), String.t(), keyword()) ::
  :ok | {:error, ConduitMcp.Client.Error.t()}


      


Subscribes to updates of the resource at uri, whichever era the server
speaks. Updates arrive as {:mcp_notification, name, "notifications/resources/updated", %{"uri" => uri}} to the processes
subscribed with subscribe_notifications/2.
	Legacy: sends resources/subscribe (the server must declare
resources.subscribe, else kind: :protocol, reason
:subscriptions_not_supported) and answers with the server's answer.
	Modern: adds uri to the subscriptions/listen filter (a new listen
replaces the old one once the server acknowledges it) and answers
:ok when the acknowledgment honours uri, else kind: :protocol,
reason :subscription_not_acknowledged.

The subscription is kept across reconnects and session renewals (sent
again each time the connection becomes ready). A call made before the
connection is ready waits for it, up to :timeout (default the client's
:request_timeout).
:ok = ConduitMcp.Client.subscribe(:docs, "file:///notes.md")

  



    

  
    
      
    
    
      subscribe_notifications(client, pid \\ self())



        
          
        

    

  


  

      

          @spec subscribe_notifications(client(), pid()) ::
  :ok | {:error, ConduitMcp.Client.Error.t()}


      


Sends server notifications to pid (default: the caller) as
{:mcp_notification, name, method, params}. Idempotent; the subscription
ends when pid exits or unsubscribe_notifications/2 is called.
notifications/progress goes to the request's caller instead.
:ok = ConduitMcp.Client.subscribe_notifications(:docs)

receive do
  {:mcp_notification, :docs, "notifications/tools/list_changed", _params} -> :refresh
end

  



    

  
    
      
    
    
      tool(client, name, opts \\ [])



        
          
        

    

  


  

      

          @spec tool(client(), String.t(), keyword()) ::
  {:ok, ConduitMcp.Client.Tool.t()} | {:error, ConduitMcp.Client.Error.t()}


      


The cached definition of tool name (one cache row; the server is not
asked). {:error, %Error{kind: :not_found}} when the last listing did not
include it, or nothing was listed yet, or (on a governed client) the tool
is hidden. Takes :assigns and :principal (see list_tools/2).
{:ok, %ConduitMcp.Client.Tool{name: "echo"}} = ConduitMcp.Client.tool(:docs, "echo")

  



    

  
    
      
    
    
      unsubscribe(client, uri, opts \\ [])



        
          
        

    

  


  

      

          @spec unsubscribe(client(), String.t(), keyword()) ::
  :ok | {:error, ConduitMcp.Client.Error.t()}


      


Ends a subscribe/2 subscription to uri (legacy
resources/unsubscribe; modern: a listen without uri).
:ok = ConduitMcp.Client.unsubscribe(:docs, "file:///notes.md")

  



    

  
    
      
    
    
      unsubscribe_notifications(client, pid \\ self())



        
          
        

    

  


  

      

          @spec unsubscribe_notifications(client(), pid()) ::
  :ok | {:error, ConduitMcp.Client.Error.t()}


      


Stops sending server notifications to pid (default: the caller).
:ok = ConduitMcp.Client.unsubscribe_notifications(:docs)

  


        

      


  

    
ConduitMcp.Client.Backoff 
    



      
Reconnect delays for ConduitMcp.Client.
full_jitter/2 is the default :backoff of ConduitMcp.Client.Config:
a uniformly random delay between 1 ms and min(cap, base * 2 ** attempt)
("full jitter"), so many clients that lost the same server do not
reconnect in lockstep. attempt is 1 for the first reconnect.

      


      
        Summary


  
    Functions
  


    
      
        full_jitter(attempt, opts \\ [])

      


        A full-jitter exponential delay in milliseconds for reconnect attempt.



    





      


      
        Functions


        


    

  
    
      
    
    
      full_jitter(attempt, opts \\ [])



        
          
        

    

  


  

      

          @spec full_jitter(non_neg_integer(), keyword()) :: pos_integer()


      


A full-jitter exponential delay in milliseconds for reconnect attempt.
Options
	:base - the first step, in milliseconds (default 500).
	:cap - the largest delay, in milliseconds (default 30_000).

Example
iex> delay = ConduitMcp.Client.Backoff.full_jitter(1)
iex> delay in 1..1_000
true

  


        

      


  

    
ConduitMcp.Client.Cache 
    



      
The per-connection cache of a ConduitMcp.Client: an ETS table
(:set, :protected, read_concurrency: true) that only the client's
ConduitMcp.Client.Connection writes, and that any process reads
directly. Its id is published in the client's ConduitMcp.Client.Registry
value, so readers never message the connection.
Rows
	{:status, %{state:, era:, version:, reason:, origin:}} - the
connection state (ConduitMcp.Client.status/1).
	{:server, server | nil} - what the server reported in the handshake
(ConduitMcp.Client.server_info/1).

	{kind, version, items, fetched_at, expires_at, stale?, owner} - one
list, for kind in :tools, :prompts, :resources and
:resource_templates; owner is :public or {:private, credential} (see "Private results").
	{{:tool, name}, version, %ConduitMcp.Client.Tool{}} - a point row
per item, so a lookup copies one item instead of the list. Prompts are
keyed {:prompt, name}, resources {:resource, uri}, templates
{:resource_template, uri_template}.
	{:version, n} - the counter list writes take their version from.
	{:credential, credential} - the identity of the credentials the
connection sends now.

A list is written with one :ets.insert/2 of the list row and its point
rows, then the point rows of earlier versions are deleted, so a reader
never sees a half-written list.
Freshness
fetched_at and expires_at are System.monotonic_time(:millisecond)
values. expires_at is fetched_at plus the server's ttlMs hint
(the minimum over the pages), clamped to the client's :max_cache_ttl;
a missing, negative or non-integer ttlMs means 0, so by default a list
is never fresh and ConduitMcp.Client.list_all_tools/2 fetches again.
Nothing polls on TTL: a list is refreshed when a caller asks for it after
it expired, when the server sends notifications/*/list_changed (which
also marks it stale at once), and it is marked stale when the connection
is lost. Multi-round-trip interim results and retries are never cached.
Private results (HT-11)
A server's cacheScope: "private" (and a missing cacheScope, so every
legacy result) means the answer may differ per credential. Such a list
is stored with the identity of the credentials it was fetched with, and
served only while the connection still sends those: after a change
(ConduitMcp.Client.set_auth/3, an OAuth re-authorization for another
principal or authorization server) it is a miss, fetched again, and the
connection deletes every private list at once. A list is public only
when every page said so; public lists survive a credential change.
The identity is never a secret: nil without credentials, the SHA-256 of
a static bearer token, the SHA-256 of the {principal, issuer, resource}
key OAuth tokens are stored under (so a token refresh for the same
principal keeps the cache), or of an :auth function's declared
:credential_id. An :auth function without one is called before every
request and may return anyone's token, so its private results are never
stored: every listing asks the server, and ConduitMcp.Client.cached_tools/2
and ConduitMcp.Client.tool/3 find nothing private.
Dead tables
The table dies with its connection. A read that races that gets
{:error, %ConduitMcp.Client.Error{kind: :unavailable, reason: :cache_gone}}
instead of an ArgumentError.

      


      
        Summary


  
    Types
  


    
      
        credential()

      


        The identity of the credentials a list was fetched with (never a secret):
nil without credentials, :unshared when it cannot be known (an
:auth function without :credential_id), else a tagged SHA-256 digest.



    


    
      
        entry()

      


        A cached list.



    


    
      
        kind()

      


        A cached list kind.



    


    
      
        owner()

      


        Who may be served a list: everyone, or holders of one credential.



    





  
    Functions
  


    
      
        fresh?(map, now)

      


        Whether entry may be served without asking the server again.



    


    
      
        kinds()

      


        Every cached list kind.



    


    
      
        list(tid, kind)

      


        The cached kind list, :miss when it was never fetched or is private
to other credentials than the connection sends now (see "Private
results").



    


    
      
        lookup(tid, kind, key)

      


        The cached item of kind keyed key (a tool or prompt name, a resource
URI, a template's uriTemplate), :miss when it is not in the last
fetched list or that list is not served (list/2).



    


    
      
        status(tid)

      


        The :status row merged with the :server row (server: nil before a handshake).



    


    
      
        ttl(ttl_ms, max)

      


        The TTL in milliseconds for a server ttlMs hint: a non-negative
integer clamped to max; anything else is 0.



    





      


      
        Types


        


  
    
      
    
    
      credential()



        
          
        

    

  


  

      

          @type credential() :: nil | :unshared | {atom(), binary()}


      


The identity of the credentials a list was fetched with (never a secret):
nil without credentials, :unshared when it cannot be known (an
:auth function without :credential_id), else a tagged SHA-256 digest.

  



  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{
  items: [term()],
  version: pos_integer(),
  fetched_at: integer(),
  expires_at: integer(),
  stale?: boolean(),
  scope: :public | :private
}


      


A cached list.

  



  
    
      
    
    
      kind()



        
          
        

    

  


  

      

          @type kind() :: :tools | :prompts | :resources | :resource_templates


      


A cached list kind.

  



  
    
      
    
    
      owner()



        
          
        

    

  


  

      

          @type owner() :: :public | {:private, credential()}


      


Who may be served a list: everyone, or holders of one credential.

  


        

      

      
        Functions


        


  
    
      
    
    
      fresh?(map, now)



        
          
        

    

  


  

      

          @spec fresh?(entry(), integer()) :: boolean()


      


Whether entry may be served without asking the server again.

  



  
    
      
    
    
      kinds()



        
          
        

    

  


  

      

          @spec kinds() :: [kind(), ...]


      


Every cached list kind.

  



  
    
      
    
    
      list(tid, kind)



        
          
        

    

  


  

      

          @spec list(:ets.tid(), kind()) ::
  {:ok, entry()} | :miss | {:error, ConduitMcp.Client.Error.t()}


      


The cached kind list, :miss when it was never fetched or is private
to other credentials than the connection sends now (see "Private
results").

  



  
    
      
    
    
      lookup(tid, kind, key)



        
          
        

    

  


  

      

          @spec lookup(:ets.tid(), kind(), String.t()) ::
  {:ok, term()} | :miss | {:error, ConduitMcp.Client.Error.t()}


      


The cached item of kind keyed key (a tool or prompt name, a resource
URI, a template's uriTemplate), :miss when it is not in the last
fetched list or that list is not served (list/2).

  



  
    
      
    
    
      status(tid)



        
          
        

    

  


  

      

          @spec status(:ets.tid()) :: {:ok, map()} | {:error, ConduitMcp.Client.Error.t()}


      


The :status row merged with the :server row (server: nil before a handshake).

  



  
    
      
    
    
      ttl(ttl_ms, max)



        
          
        

    

  


  

      

          @spec ttl(term(), non_neg_integer()) :: non_neg_integer()


      


The TTL in milliseconds for a server ttlMs hint: a non-negative
integer clamped to max; anything else is 0.
iex> ConduitMcp.Client.Cache.ttl(90_000, 3_600_000)
90000
iex> ConduitMcp.Client.Cache.ttl(nil, 3_600_000)
0
iex> ConduitMcp.Client.Cache.ttl(10_000_000, 3_600_000)
3600000

  


        

      


  

    
ConduitMcp.Client.Config 
    



      
The validated options of a ConduitMcp.Client.
ConduitMcp.Client.child_spec/1 and ConduitMcp.Client.start_link/1 run
new!/1, so a misspelled or invalid option raises an ArgumentError
naming the key when the client starts, never at the first request.
Options
	:name (term/0) - Required. Identifies the client. Any term: it is a key in
ConduitMcp.Client.Registry, never an atom-registered name, so
{MyApp.GitHub, tenant_id} or {__MODULE__, make_ref()} work.
Every ConduitMcp.Client function takes it.

	:server_id - The operator-assigned id of the server, stamped on every
ConduitMcp.Client.Tool, Resource and Prompt this client
returns. Defaults to :name when it is a string, else
inspect(name). The default value is nil.

	:transport - Required. {module, opts}: a module implementing
ConduitMcp.Client.Transport and its options, for example
{ConduitMcp.Client.Transport.InProcess, server: MyServer}.

	:protocol - Which protocol era to speak. :auto probes server/discover
and falls back to initialize only on legacy evidence (see
ConduitMcp.Client.Negotiation.classify_probe/3). :modern
and :legacy skip the probe; a version string
("2026-07-28", "2025-11-25", "2025-06-18") pins that
exact version. The default value is :auto.

	:probe_timeout (pos_integer/0) - How long protocol: :auto waits for the server/discover
probe, in milliseconds. Defaults by transport kind: 5 000 for
:http, 3 000 otherwise.

	:prior - A previously observed era (for example a cached era/1).
:legacy skips the probe and starts with initialize; if
that is refused, the next attempt probes again. :modern
changes nothing, since server/discover is the modern
handshake. The default value is nil.

	:handler - A module implementing ConduitMcp.Client.Handler. Its callbacks
decide the advertised client capabilities
(ConduitMcp.Client.Negotiation.client_capabilities/2);
without one the client advertises {}. The default value is nil.

	:client_info - The Implementation sent as clientInfo: a string-keyed map
with at least "name" and "version". Defaults to
%{"name" => "conduit_mcp", "version" => <library version>}.

	:request_timeout (pos_integer/0) - Default deadline of each request, in milliseconds, and of the
connect and handshake steps. A request's :timeout overrides
it. The default value is 60000.

	:max_total_timeout (pos_integer/0) - With reset_timeout_on_progress: true, progress notifications
push a request's deadline forward, but never past this many
milliseconds after it was sent. The default value is 300000.

	:max_in_flight (pos_integer/0) - Requests sent and not yet answered. One more is refused at
once with %ConduitMcp.Client.Error{kind: :overloaded}. The default value is 64.

	:max_queued (pos_integer/0) - Requests waiting for the connection to become ready. One more
is refused with kind: :overloaded. The default value is 128.

	:backoff (function of arity 1) - fn attempt -> milliseconds end: the delay before reconnect
attempt attempt (1, 2, …). Defaults to
ConduitMcp.Client.Backoff.full_jitter/1. It runs in the
connection process, so it must be pure and fast; one that
raises or returns anything but a non-negative integer is
replaced by full_jitter/1 for that attempt, with a warning. The default value is &ConduitMcp.Client.Backoff.full_jitter/1.

	:max_reconnects - Consecutive failed reconnect attempts before giving up. The
count resets once the connection has stayed ready for
:stable_after. The default value is :infinity.

	:on_give_up - After :max_reconnects: :stay keeps the connection alive in
the :closed state (so status/1 explains why, and
reconnect/1 can retry); :stop exits so a supervisor
restarts it. The default value is :stay.

	:stable_after (pos_integer/0) - Milliseconds the connection must stay ready before the
reconnect attempt count resets. The default value is 30000.

	:health_check_interval - When set, a ready connection checks the server every this many
milliseconds (legacy ping, modern server/discover); two
unanswered checks in a row restart the transport. The default value is nil.

	:assigns (map/0) - Host data passed to ConduitMcp.Client.Handler callbacks as
ctx.assigns when a server request is not tied to a call
(a call's own :assigns option wins for requests tied to it). The default value is %{}.

	:handler_timeout (keyword/0) - Milliseconds a legacy server-to-client request may run in its
handler task before it is killed and answered -32603, per
method. Modern input requests run in the caller and are bounded
by the call. The default value is [].
	:sampling (pos_integer/0) - The default value is 60000.

	:elicitation (pos_integer/0) - The default value is 300000.

	:roots (pos_integer/0) - The default value is 60000.



	:max_server_requests (pos_integer/0) - Legacy server-to-client requests handled at once; one more is
answered -32000 (busy) without running the handler. The default value is 8.

	:input_rate_limit (keyword/0) - The per-server budget of input requests (sampling, elicitation,
roots) in both eras. Over it, sampling is refused with the
sampling :rejection_code and the others with -32000. The default value is [].
	:per_second (pos_integer/0) - The default value is 10.

	:burst (pos_integer/0) - The default value is 20.



	:log_rate_limit (keyword/0) - The per-connection budget of notifications/message log entries
from the server. Over it, entries are dropped before they reach
subscribers or handle_log/3, and each drop emits
[:conduit_mcp, :client, :log, :dropped]. The default value is [].
	:per_second (pos_integer/0) - The default value is 50.

	:burst (pos_integer/0) - The default value is 100.



	:sampling (keyword/0) - Safety settings for sampling/createMessage (used only when the
handler implements handle_sampling/2). :max_tokens clamps the
server's maxTokens. :context declares sampling.context
and lets includeContext through; otherwise it is coerced to
"none". :tools declares sampling.tools. :allow_idle
accepts legacy sampling requests that arrive while no call is in
flight (refused by default). :max_tool_iterations bounds a
sampling tool loop: a request whose messages already hold
more assistant tool_use turns than this is refused. Refusals
use :rejection_code. The default value is [].
	:max_tokens (pos_integer/0) - The default value is 4096.

	:context (boolean/0) - The default value is false.

	:tools (boolean/0) - The default value is false.

	:allow_idle (boolean/0) - The default value is false.

	:max_tool_iterations (pos_integer/0) - The default value is 5.

	:rejection_code (integer/0) - The default value is -1.



	:elicitation (keyword/0) - :origin - the server's origin ("https://host[:port]") that a
URL-mode elicitation URL is compared with, for transports that do
not report one. The handler gets origin_mismatch?: true for any
other origin, and when no origin is known. The default value is [].
	:origin - The default value is nil.


	:roots (keyword/0) - :list_changed - declare roots.listChanged to legacy servers
(the host announces changes with
ConduitMcp.Client.notify_roots_changed/1). Used only when the
handler implements list_roots/1. The default value is [].
	:list_changed (boolean/0) - The default value is true.


	:max_cache_ttl (pos_integer/0) - The longest a cached list (ConduitMcp.Client.Cache) is served
without asking the server again, whatever its ttlMs hint says. The default value is 3600000.

	:policy - Authorizes tool calls (ConduitMcp.Client.Policy): the
ConduitMcp.Client.Policy.compile/1 options, a compiled
policy, or {:named, name} to read the policy stored with
ConduitMcp.Client.Policy.update/2 at each call (a missing
one denies). nil (the default) means no authorization: the
client sends what it is asked to (R6). Setting it routes
call_tool/4 through ConduitMcp.Client.Pipeline. The default value is nil.

	:on_ask - The approver for calls the policy decides :ask:
fun.(%ConduitMcp.Client.ToolCall{}, ctx) or {Module, :function}, returning {:allow, :once | :always},
{:deny, reason} or {:deny, reason, :halt} (see
ConduitMcp.Client.Pipeline). Without one, :ask denies. The default value is nil.

	:ask_timeout (pos_integer/0) - Milliseconds :on_ask may take; after that the call is denied. The default value is 60000.

	:grant_ttl (pos_integer/0) - How long an {:allow, :always} answer is remembered, in
milliseconds (ConduitMcp.Client.Grants). The default value is 86400000.

	:approved_fingerprints - The tool definitions the policy's pin_tools and
allow_new_tools treat as approved: :first_listing records
the fingerprints of the first full tool list the client reads;
a map of tool name to ConduitMcp.Client.Fingerprint pins
exactly those. The default value is :first_listing.

	:hooks - Pre-call, post-call, failure, listing, resource and prompt
hooks; see ConduitMcp.Client.Hooks. The default value is [].

	:hook_timeout (pos_integer/0) - Default milliseconds a hook may run before it fails (closed). The default value is 5000.

	:tools - Which tools are visible at all: [include: [...], exclude: [...]] (ConduitMcp.Client.ToolFilter). Hidden tools are left
out of every tool list and calling one fails with
kind: :not_found. The default value is nil.

	:validate (keyword/0) - JSON Schema validation of call arguments (inputSchema) and
of structuredContent (outputSchema); see
ConduitMcp.Client.SchemaValidator. The default validator
needs the optional :jsv dependency: asking for validation
without it raises ConduitMcp.OptionalDependencyError here. The default value is [].
	:arguments (boolean/0) - The default value is false.

	:structured_content (boolean/0) - The default value is false.

	:validator (atom/0) - The default value is ConduitMcp.Client.SchemaValidator.JSV.



	:trusted (boolean/0) - Trust this server's tool annotations in policy annotation
rules (PO-8) and its instructions in
ConduitMcp.Client.instructions_for_llm/1. The default value is false.

	:max_result_bytes_for_llm (pos_integer/0) - The cap on a tool result shaped for a model (shape: :llm,
see ConduitMcp.Client.Pipeline). The default value is 102400.

	:include_instructions (boolean/0) - Whether ConduitMcp.Client.instructions_for_llm/1 returns the
server's instructions (PI-1). Off by default. The default value is false.

	:clock - fn -> unix_milliseconds end used for grant expiry (default
the system clock); for tests. The default value is nil.

	:telemetry (keyword/0) - Telemetry settings. Client events carry allowlisted metadata
only (see ConduitMcp.Telemetry); payload capture is the one
opt-in exception. The default value is [].
	:capture_payloads - Opt-in capture of tool-call payloads in the
[:conduit_mcp, :client, :tool_call, ...] span (TL-2). false
(the default): the span's metadata has no :arguments or
:result key at all. To enable it, pass [redact: fun, max_bytes: n]: :redact (required; true alone is rejected) is a
one-arity function run in the calling process on the arguments
and on the result before they reach any handler, and :max_bytes
(default 4 096) caps the JSON size of what it returns. See
"Payload capture" in ConduitMcp.Telemetry. The default value is false.
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        Validates opts and returns the config; raises ArgumentError naming the
offending key. A %Config{} is returned unchanged.
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          @type protocol() :: :auto | :modern | :legacy | String.t()
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          @type t() :: %ConduitMcp.Client.Config{
  assigns: map(),
  backoff: (pos_integer() -> non_neg_integer()),
  capabilities: %{modern: map(), legacy: map()},
  capture_payloads:
    false | %{redact: (term() -> term()), max_bytes: pos_integer()},
  client_info: %{required(String.t()) => term()},
  elicitation: keyword(),
  governance: struct(),
  handler: module() | nil,
  handler_timeout: keyword(),
  health_check_interval: pos_integer() | nil,
  input_rate_limit: keyword(),
  log_rate_limit: keyword(),
  max_cache_ttl: pos_integer(),
  max_in_flight: pos_integer(),
  max_queued: pos_integer(),
  max_reconnects: non_neg_integer() | :infinity,
  max_server_requests: pos_integer(),
  max_total_timeout: pos_integer(),
  name: term(),
  on_give_up: :stay | :stop,
  prior: :modern | :legacy | nil,
  probe_timeout: pos_integer(),
  protocol: protocol(),
  request_timeout: pos_integer(),
  roots: keyword(),
  sampling: keyword(),
  server_id: String.t(),
  stable_after: pos_integer(),
  transport: {module(), keyword()}
}
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          @spec new!(keyword() | t()) :: t()


      


Validates opts and returns the config; raises ArgumentError naming the
offending key. A %Config{} is returned unchanged.
The governance options (:policy through :clock above) are compiled
into the governance field.
Example
iex> config =
...>   ConduitMcp.Client.Config.new!(
...>     name: :docs,
...>     transport: {ConduitMcp.Client.Transport.InProcess, server: ConduitMcp.TestServer}
...>   )
iex> {config.protocol, config.probe_timeout, config.max_in_flight}
{:auto, 3000, 64}

  


        

      


  

    
ConduitMcp.Client.Connection 
    



      
The process that owns one client's connection to one MCP server.
A :gen_statem (callback mode [:handle_event_function, :state_enter])
started by ConduitMcp.Client and registered as {:client, name} in
ConduitMcp.Client.Registry. It traps exits. Users never call it
directly: ConduitMcp.Client functions message it from the caller (see
ConduitMcp.Client.Request).
It is a router, not a worker. It allocates request ids, keeps the pending
map, enforces deadlines and limits, routes cancellations and progress,
and fans notifications out to subscribers. It never runs user code:
no handler callbacks, no progress callbacks (progress goes to the caller,
which runs them), no policy or hooks; the client capabilities derived
from the handler are computed once, by ConduitMcp.Client.Config.new!/1.
The one exception is the :backoff fun, which must be pure and fast: one
that raises or returns anything but a non-negative integer is replaced
by ConduitMcp.Client.Backoff.full_jitter/1. Tasks it stops (handler
tasks, in-process requests) are killed, never waited on. The transport's callbacks run here,
and must not block (ConduitMcp.Client.Transport).
States
	State	Does	Leaves to
	:connecting	transport.connect/1, bounded by :request_timeout	:discovering, or :initializing for a legacy pin or hint
	:discovering	sends server/discover (bounded by :probe_timeout when probing)	:ready (modern), :initializing on legacy evidence, :reconnecting, :closed, :authorizing (OAuth, 401)
	:initializing	sends legacy initialize, then notifications/initialized	:ready, :reconnecting, :closed, :authorizing (OAuth, 401)
	:ready	sends requests; resets the reconnect count after :stable_after; runs the optional health check	:reconnecting, :discovering (re-negotiation), :authorizing
	:authorizing	OAuth only: after a 401, a task finds or renews a token (ConduitMcp.Client.OAuth); requests wait for it	back to :ready or the handshake, :closed/:reconnecting on an OAuth failure; stays while awaiting the user
	:reconnecting	waits backoff.(attempt)	:connecting, or :closed after :max_reconnects
	:closed	answers every request kind: :closed at once	:connecting via ConduitMcp.Client.reconnect/1

Starting never blocks: init/1 returns at once and the first connect runs
as an internal event. :closed keeps the process alive so status/1
shows why; with on_give_up: :stop the connection exits instead so a
supervisor restarts it.
Era discovery
With protocol: :auto the connection probes server/discover and reads
the outcome with ConduitMcp.Client.Negotiation.classify_probe/3 (the
transport's kind/0 picks the stdio or HTTP rules):
	a DiscoverResult → modern, ready;
	-32022 with a mutual version → discover once more with that
version, never a fallback; a second refusal, or no version in common,
closes;
	legacy evidence (stdio: a non-modern error or a timeout) →
initialize;
	the server exiting during the probe → reconnect, and the next attempt
starts with initialize;
	a recognised modern error naming no common version or a missing
client capability → :closed.

protocol: :modern (or a modern version) discovers without probing:
legacy evidence closes the connection instead of falling back.
protocol: :legacy (or a legacy version) goes straight to initialize.
prior: :legacy skips the probe once. Once a connection has negotiated
modern, later handshakes never fall back to legacy. A ready modern
connection that receives -32022 re-discovers; the caller's
ConduitMcp.Client.Request retries that request once.
Requests
A request that arrives before :ready is postponed (at most
:max_queued of them) and replayed on entering :ready, where its
deadline is checked again: a request whose caller already gave up is
answered kind: :timeout and never sent. ConduitMcp.Client.await_ready/2
and subscribe/2/unsubscribe/2 made before :ready wait the same way
and count against the same :max_queued; one whose caller timed out or
exited is dropped on replay, never applied. In :ready a request beyond
:max_in_flight is refused with kind: :overloaded.
Ids are integers from a counter that is never reset, so a late frame
from an earlier attempt can never match a current request. A request
that asked for progress carries progressToken = its id.
Each request has an absolute deadline timer. When it fires, the
connection calls transport.cancel/4 (reason :timeout) and answers
kind: :timeout; when the caller dies, it cancels with :caller_down.
A response that arrives for a request no longer pending is dropped
([:conduit_mcp, :client, :response, :dropped]). Nothing that may have
executed is retried automatically: on reconnect every pending request
fails with kind: :transport.
Notifications
Every server notification but notifications/progress and
notifications/cancelled is sent to each process subscribed with
ConduitMcp.Client.subscribe_notifications/2 as
{:mcp_notification, name, method, params}, and to the handler's
handle_notification/3 / handle_log/3 (run in a separate process, in
order). A burst of one notifications/*/list_changed kind is coalesced:
the first is delivered at once, and any further ones within the next
250 ms are delivered as one trailing notification, so a flood reaches
subscribers at most twice per window. Each delivered list_changed
marks the matching ConduitMcp.Client.Cache list stale and, if it was
ever fetched, refreshes it: at most two refreshes per burst, and at most
one per second per list under a sustained flood.
Change notifications and resource subscriptions
Modern servers send change notifications only on a subscriptions/listen
stream. The connection opens one itself once the client has a consumer
(a cached list, a notification subscriber, or a handler taking
notifications) for a kind the server advertises listChanged for, or a
resource subscription (ConduitMcp.Client.subscribe/2), with the union
of those as its filter. Notifications are routed only for a live listen,
with its subscriptionId removed. A filter change opens a new listen
and closes the old one once the new one is acknowledged; a listen that
ends is reopened after the backoff, and one that dropped also marks the
cache stale. At most four listens exist at once. Legacy servers get
resources/subscribe instead. Resource subscriptions survive reconnects:
each new session or listen carries them again.
Cache
The connection owns and is the only writer of the client's
ConduitMcp.Client.Cache table, but never fetches lists itself: a
refresh runs in a task under the client's Task.Supervisor and reports
back. Losing the connection marks every cached list stale.
HTTP outcomes
A transport may report a request refused for credentials ({:unauthorized, id, info}: the caller gets kind: :auth) or a legacy session the server
no longer knows ({:session_expired, id}): the connection then runs a new
initialize without failing the requests in flight, and the transport
re-sends the expired ones once (ConduitMcp.Client.Transport).
With auth: {:oauth, ...} a 401 enters :authorizing instead, and a 403
insufficient_scope steps up; the refused request is sent again once a
token exists, or fails with reason: :authorization_required while the
user must authorize (never waiting for a human). The OAuth work runs in
tasks; see ConduitMcp.Client.OAuth.
Server-to-client requests (legacy)
ping is answered {}. sampling/createMessage, elicitation/create
and roots/list run the client's ConduitMcp.Client.Handler in a task
under the client's Task.Supervisor, never here, with the limits of
:handler_timeout and :max_server_requests; the related call's
deadline is paused meanwhile (bounded by its :max_total_timeout). A
server notifications/cancelled kills the task. Any other method, or one
whose capability was not declared, is answered -32601.
Telemetry
Emits [:conduit_mcp, :client, :connection, :transition],
[:conduit_mcp, :client, :request, :cancel],
[:conduit_mcp, :client, :response, :dropped],
[:conduit_mcp, :client, :notification],
[:conduit_mcp, :client, :cache, :refresh, :start | :stop] and
[:conduit_mcp, :client, :tool, :definition_changed] from this process;
handlers attached to them run here and must be fast (see
ConduitMcp.Telemetry).
Crash reports
format_status/1 replaces the transport state, the transport options,
the params of queued requests, every request's HTTP :headers (which
carry Mcp-Param-* copies of tool arguments), the credentials of a
queued ConduitMcp.Client.set_auth/3 and every assigns (the client's
and each pending or queued call's) with :redacted, so a crash report
never carries credentials, session ids, host data or tool arguments.

      




  

    
ConduitMcp.Client.DiscoverResult 
    



      
A modern (2026-07-28) server's answer to server/discover.
	supported_versions - supportedVersions, in the server's order.
	capabilities - the server's ServerCapabilities, string-keyed.
	instructions - optional server instructions, or nil.
	ttl_ms - how long the result may be cached. An absent, negative or
non-integer ttlMs reads as 0, as the caching page requires; any
upper clamp is the cache's job.
	cache_scope - :public or :private. Anything else (or absent)
reads as :private, the scope that never shares across credentials.
	server_info - _meta["io.modelcontextprotocol/serverInfo"] as a
ConduitMcp.Client.ServerInfo, or nil when absent or malformed (it is
a SHOULD, and display-only).
	meta - the result's _meta, or %{}.
	raw - the whole string-keyed wire map.
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        from_wire(raw)

      


        Builds a DiscoverResult from a server/discover result map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Client.DiscoverResult{
  cache_scope: :public | :private,
  capabilities: map(),
  instructions: String.t() | nil,
  meta: map(),
  raw: map(),
  server_info: ConduitMcp.Client.ServerInfo.t() | nil,
  supported_versions: [String.t()],
  ttl_ms: non_neg_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_wire(raw)



        
          
        

    

  


  

      

          @spec from_wire(term()) :: {:ok, t()} | {:error, ConduitMcp.Client.Error.t()}


      


Builds a DiscoverResult from a server/discover result map.
supportedVersions must be a list of strings and capabilities an
object, and resultType must be absent or "complete"; otherwise the
result is a :protocol error with reason :invalid_discover_result.
iex> {:ok, result} =
...>   ConduitMcp.Client.DiscoverResult.from_wire(%{
...>     "resultType" => "complete",
...>     "supportedVersions" => ["2026-07-28"],
...>     "capabilities" => %{"tools" => %{}},
...>     "ttlMs" => 60_000,
...>     "cacheScope" => "public"
...>   })
iex> {result.supported_versions, result.ttl_ms, result.cache_scope}
{["2026-07-28"], 60000, :public}

  


        

      


  

    
ConduitMcp.Client.Error exception
    



      
The single error type returned by the MCP client.
Every client failure is {:error, %ConduitMcp.Client.Error{}}. A tool that
ran and reported isError: true is not an error: it comes back as
{:ok, %ConduitMcp.Client.ToolResult{is_error: true}}.
Fields
	:kind - one of the closed set in kinds/0; match on it.
	:reason - a short machine-readable detail (an atom or a tagged tuple
such as {:jsonrpc, -32602}); varies per kind.
	:data - optional extra context (for example a JSON-RPC error's data,
or the exception an input handler raised). It may hold server-supplied
content, so message/1 never renders it.

Kinds
	:timeout - the request deadline passed.
	:transport - the transport failed (connection refused, bad HTTP status).
	:protocol - the peer broke the protocol, or answered with a JSON-RPC error.
	:denied - the policy or an approver refused the call.
	:not_found - the tool, resource, or prompt is hidden or unknown.
	:hook - a pre- or post-hook failed (fail closed).
	:unavailable - the connection or its cache is gone.
	:closed - the client was closed.
	:overloaded - in-flight or queue limits were reached, or a hub's
:max_stdio_servers.
	:input_handler - a ConduitMcp.Client.Handler callback failed during MRTR.
	:auth - authorization is required or failed.
	:rate_limited - the server or a local limiter rejected the request.
	:session_expired - a legacy session ended and could not be renewed.
	:mrtr_round_limit - an MRTR loop hit a round, input, or state cap.
	:pagination_cycle - a list cursor repeated or a pagination cap was hit.
	:message_too_large - a message exceeded the configured byte cap.
	:connection_down - the connection process exited mid-request.

Secrets
message/1 renders only the kind and the reason. Binary reasons are
truncated and ConduitMcp.Client.Secret values inspect as
#Secret<redacted>, so the message is safe to log.
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        from_rpc_error(error)

      


        Builds a :protocol error from a JSON-RPC error object.
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        Every valid :kind, in documentation order.



    


    
      
        new(kind, reason \\ nil, data \\ nil)

      


        Builds an error, raising ArgumentError when kind is not in kinds/0.
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          @type kind() ::
  :timeout
  | :transport
  | :protocol
  | :denied
  | :not_found
  | :hook
  | :unavailable
  | :closed
  | :overloaded
  | :input_handler
  | :auth
  | :rate_limited
  | :session_expired
  | :mrtr_round_limit
  | :pagination_cycle
  | :message_too_large
  | :connection_down
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          @type t() :: %ConduitMcp.Client.Error{
  __exception__: true,
  data: term(),
  kind: kind(),
  reason: term()
}
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          @spec from_rpc_error(term()) :: t()


      


Builds a :protocol error from a JSON-RPC error object.
The reason is {:jsonrpc, code}; the full object (string keys, including
the server's message and data) is kept in :data. A malformed object
gives reason :invalid_error_object.
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          @spec kinds() :: [kind(), ...]


      


Every valid :kind, in documentation order.
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          @spec new(kind(), term(), term()) :: t()


      


Builds an error, raising ArgumentError when kind is not in kinds/0.
iex> ConduitMcp.Client.Error.new(:timeout, :deadline).kind
:timeout

  


        

      


  

    
ConduitMcp.Client.Handler behaviour
    



      
The behaviour for answering a server's requests for input: sampling,
elicitation and roots, plus optional notification and log hooks.
One module serves both protocol eras:
	Legacy (2025-11-25, 2025-06-18): the server sends JSON-RPC
requests (sampling/createMessage, elicitation/create, roots/list).
Each runs in a task under the client's Task.Supervisor, never in the
connection, killed after :handler_timeout (5 minutes for
elicitation, 60 seconds otherwise) and answered -32603; at most
:max_server_requests (8) run at once (over the cap the server gets
-32000 busy). A server notifications/cancelled kills the task, and
a crash answers -32603. A request tied to an in-flight call (its
related request id; on stdio, the one call in flight if there is
exactly one) pauses that call's deadline, bounded by its
:max_total_timeout, and gets that call's :assigns.
	Modern (2026-07-28): there are no server-to-client requests. A
tools/call, resources/read or prompts/get may return
resultType: "input_required" with inputRequests; the client calls
this module in the calling process for every input request, then
retries the original request with the answers (MRTR). A raise or an
{:error, _} aborts the call with
%ConduitMcp.Client.Error{kind: :input_handler}. Input requests of a
server task (ConduitMcp.Client.await_task/3) are answered the same
way and sent with tasks/update.

Capabilities come from the callbacks
The client advertises only what this module implements (see
ConduitMcp.Client.Negotiation.client_capabilities/2):
	handle_sampling/2 ⇒ sampling
	handle_elicitation/2 ⇒ elicitation, with the modes from
elicitation_modes/0 (default [:form])
	list_roots/1 ⇒ roots

No handler, or a handler with none of those callbacks, advertises nothing:
clientCapabilities is {}. A server request or MRTR input request for an
undeclared capability is refused before any callback runs (-32601 for a
legacy request, a :protocol error for MRTR).
Results
Callbacks return string-keyed maps shaped like the spec's result types:
{:ok, CreateMessageResult}, {:ok, ElicitResult}, {:ok, ListRootsResult}.
A legacy request may be refused with {:error, %{"code" => integer, "message" => binary}}, which is sent as the JSON-RPC error. A user who
declines an elicitation is a result, not an error:
{:ok, %{"action" => "decline"}}.
Safety checks applied around the callbacks
Both eras go through the same checks, before and after the callback:
	Budget: input requests of one server are rate limited
(:input_rate_limit, 10/s with bursts of 20).
	Sampling: this callback is the approval point. maxTokens must be
a positive integer and is clamped to sampling: [max_tokens: _]
(4096); includeContext is coerced to "none" unless
sampling: [context: true]; a legacy sampling request that arrives
while no call is in flight is refused unless
sampling: [allow_idle: true]; a request whose messages already
hold more than sampling: [max_tool_iterations: _] (5) assistant
tool_use turns is refused. Refusals (idle, tool loop, over budget)
use sampling: [rejection_code: _] (default -1).
	Elicitation: the client never fetches or opens a URL. A mode the
handler does not declare is refused with -32602. URL mode accepts
only absolute https URLs without userinfo (javascript:, http:,
file: are refused with -32602); the context carries the full
:url, its :host, :idn? (a punycode xn-- label) and
:origin_mismatch? (true unless the URL has the server's origin,
which HTTP transports report and elicitation: [origin: _] sets;
always true when unknown). Form schemas must be the spec's flat
primitive subset (else -32602), and the context carries :fields,
%{name => %{sensitive_suspected: boolean}} flagging secret-looking
fields. Answers are validated before they are sent: "action" must be
"accept", "decline" or "cancel", a form accept must fit the
schema, a URL accept carries no content (else -32603).
	Roots are asked per server (the context has :server_id); only
file:// URIs on the local host are sent, with ./.. resolved.

Notifications
handle_notification/3 and handle_log/3 run in a process of their own,
one notification at a time in arrival order; a raise is logged and
skipped, and beyond 1 000 waiting notifications new ones are dropped.
A server's log entries (notifications/message) are limited per
connection by the client's :log_rate_limit (50 per second, bursts of
100); the rest are dropped. Those that pass reach handle_log/3 and
notification subscribers sanitized: only level, logger and data are
kept, every string in them goes through ConduitMcp.Reflect.text/2 (no
control, bidi or line-separator characters; data strings clamped to
4 096 characters, nesting cut below 16 levels), and a level outside the
RFC 5424 set becomes "info".
Context
Every callback receives a context map (notification callbacks get only
:client, :server_id and :era):
	:client - the client's :name.
	:server_id - the operator-assigned id of the asking server.
	:era - :modern or :legacy.
	:assigns - the :assigns of the related call, or the client's
:assigns when the request is not tied to a call.
	:related_request_id - the in-flight request this input belongs to,
or nil (always nil for modern input).
	Elicitation adds :mode (:form or :url) and the keys above.


      


      
        Summary


  
    Types
  


    
      
        ctx()

      


        Context passed to every callback; see the moduledoc for keys.



    


    
      
        elicitation_mode()

      


        An elicitation mode the handler can present.



    


    
      
        rpc_error()

      


        A JSON-RPC error object refusing a legacy request.



    





  
    Callbacks
  


    
      
        elicitation_modes()

      


        The elicitation modes this handler can present. Defaults to [:form] when
not implemented. Only consulted when handle_elicitation/2 is implemented.



    


    
      
        handle_elicitation(params, ctx)

      


        Answers elicitation/create with an ElicitResult map ("action" is
"accept", "decline" or "cancel").



    


    
      
        handle_log(level, params, ctx)

      


        Called with each notifications/message log entry: level is one of
"debug" … "emergency" (clamped), params the sanitized params (see
"Notifications" above). The return value is ignored.



    


    
      
        handle_notification(method, params, ctx)

      


        Called with every server notification the client does not consume itself
(method and string-keyed params). The return value is ignored. It runs
outside the connection process.



    


    
      
        handle_sampling(params, ctx)

      


        Answers sampling/createMessage with a CreateMessageResult map.



    


    
      
        list_roots(ctx)

      


        Answers roots/list with a ListRootsResult map
(%{"roots" => [%{"uri" => "file:///...", "name" => ...}]}).



    





      


      
        Types


        


  
    
      
    
    
      ctx()



        
          
        

    

  


  

      

          @type ctx() :: %{optional(atom()) => term()}


      


Context passed to every callback; see the moduledoc for keys.

  



  
    
      
    
    
      elicitation_mode()



        
          
        

    

  


  

      

          @type elicitation_mode() :: :form | :url


      


An elicitation mode the handler can present.

  



  
    
      
    
    
      rpc_error()



        
          
        

    

  


  

      

          @type rpc_error() :: %{required(String.t()) => term()}


      


A JSON-RPC error object refusing a legacy request.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      elicitation_modes()


        (optional)


        
          
        

    

  


  

      

          @callback elicitation_modes() :: [elicitation_mode(), ...]


      


The elicitation modes this handler can present. Defaults to [:form] when
not implemented. Only consulted when handle_elicitation/2 is implemented.

  



  
    
      
    
    
      handle_elicitation(params, ctx)


        (optional)


        
          
        

    

  


  

      

          @callback handle_elicitation(params :: map(), ctx()) ::
  {:ok, map()} | {:error, rpc_error()}


      


Answers elicitation/create with an ElicitResult map ("action" is
"accept", "decline" or "cancel").

  



  
    
      
    
    
      handle_log(level, params, ctx)


        (optional)


        
          
        

    

  


  

      

          @callback handle_log(level :: String.t(), params :: map(), ctx()) :: any()


      


Called with each notifications/message log entry: level is one of
"debug" … "emergency" (clamped), params the sanitized params (see
"Notifications" above). The return value is ignored.

  



  
    
      
    
    
      handle_notification(method, params, ctx)


        (optional)


        
          
        

    

  


  

      

          @callback handle_notification(method :: String.t(), params :: map(), ctx()) :: any()


      


Called with every server notification the client does not consume itself
(method and string-keyed params). The return value is ignored. It runs
outside the connection process.

  



  
    
      
    
    
      handle_sampling(params, ctx)


        (optional)


        
          
        

    

  


  

      

          @callback handle_sampling(params :: map(), ctx()) :: {:ok, map()} | {:error, rpc_error()}


      


Answers sampling/createMessage with a CreateMessageResult map.

  



  
    
      
    
    
      list_roots(ctx)


        (optional)


        
          
        

    

  


  

      

          @callback list_roots(ctx()) :: {:ok, map()} | {:error, rpc_error()}


      


Answers roots/list with a ListRootsResult map
(%{"roots" => [%{"uri" => "file:///...", "name" => ...}]}).

  


        

      


  

    
ConduitMcp.Client.Negotiation 
    



      
Pure protocol-negotiation decisions for the client: which era a server
speaks, which version to use, and which capabilities to advertise.
Versions
The client supports "2026-07-28", "2025-11-25" and "2025-06-18",
newest first (client_versions/0). 2026-07-28 is the modern era
(stateless, server/discover, per-request _meta); the others are
legacy (initialize handshake).
Probing (classify_probe/3)
With protocol: :auto the client probes server/discover and reads the
outcome with classify_probe/3. Which outcomes count as evidence of a
legacy server depends on the transport:
	Transport	Outcome	Verdict
	both	valid DiscoverResult with a mutual modern version	{:modern, version, result}
	both	DiscoverResult-shaped but invalid, or no mutual modern version	{:error, %Error{kind: :protocol}}
	both	a result that is not DiscoverResult-shaped (no resultType, no supportedVersions)	:legacy
	both	-32022 with a mutual modern version in data.supported	{:modern_retry, version}
	both	-32022 without one	{:error, %Error{reason: :no_common_version}}
	both	-32021 / -32020	{:error, %Error{kind: :protocol}}; never a fallback
	stdio	any other JSON-RPC error	:legacy
	stdio	timeout	:legacy
	stdio	the server process exited during the probe	{:reconnect, :legacy}
	HTTP	401 / 403	{:authorize, status}
	HTTP	408 / 429 / 5xx, network error, timeout	{:retry, reason}; never a downgrade
	HTTP	400 / 404 / 405 with a non-modern body (empty, not JSON, not JSON-RPC, or a non-modern error)	:legacy
	HTTP	any status with JSON-RPC -32601	:legacy
	HTTP	any other status or error	{:error, %Error{}}

A recognized modern error is never treated as legacy evidence, and the
fallback is never keyed to one error code. Once a connection has reached a
modern verdict, the caller pins the era and does not downgrade silently.
Capabilities (client_capabilities/2)
Built only from the ConduitMcp.Client.Handler callbacks a module
implements; with no handler the client advertises %{}.

      


      
        Summary


  
    Types
  


    
      
        era()

      


    


    
      
        http_outcome()

      


    


    
      
        stdio_outcome()

      


    


    
      
        verdict()

      


    





  
    Functions
  


    
      
        classify_probe(transport, outcome, opts \\ [])

      


        Classifies the outcome of a server/discover probe; see the moduledoc
table.



    


    
      
        client_capabilities(handler, opts \\ [])

      


        The ClientCapabilities map to advertise for handler (a module
implementing ConduitMcp.Client.Handler, or nil).



    


    
      
        client_versions()

      


        Every protocol version the client speaks, newest first.



    


    
      
        era(version)

      


        The era of a protocol version string: dates on or after 2026-07-28 are
:modern, earlier dates :legacy, anything else :unknown.



    


    
      
        modern_error?(code)

      


        Whether code is one of the modern-era JSON-RPC errors (-32020,
-32021, -32022) that prove the server speaks 2026-07-28.



    


    
      
        pick_version(server_supported, client_supported \\ ["2026-07-28", "2025-11-25", "2025-06-18"])

      


        Picks the version to use: the first entry of client_supported (in the
client's preference order) that the server also lists.



    





      


      
        Types


        


  
    
      
    
    
      era()



        
          
        

    

  


  

      

          @type era() :: :modern | :legacy


      



  



  
    
      
    
    
      http_outcome()



        
          
        

    

  


  

      

          @type http_outcome() ::
  {:http, status :: 100..599, content_type :: String.t() | nil,
   body :: binary() | map() | nil}
  | {:transport_error, term()}
  | :timeout


      



  



  
    
      
    
    
      stdio_outcome()



        
          
        

    

  


  

      

          @type stdio_outcome() ::
  {:result, term()} | {:error, map()} | :timeout | {:closed, term()}


      



  



  
    
      
    
    
      verdict()



        
          
        

    

  


  

      

          @type verdict() ::
  {:modern, String.t(), ConduitMcp.Client.DiscoverResult.t()}
  | {:modern_retry, String.t()}
  | :legacy
  | {:reconnect, :legacy}
  | {:authorize, 401 | 403}
  | {:retry, term()}
  | {:error, ConduitMcp.Client.Error.t()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      classify_probe(transport, outcome, opts \\ [])



        
          
        

    

  


  

      

          @spec classify_probe(:stdio | :http, stdio_outcome() | http_outcome(), keyword()) ::
  verdict()


      


Classifies the outcome of a server/discover probe; see the moduledoc
table.
outcome is a stdio_outcome/0 for :stdio and a http_outcome/0
for :http. An HTTP body may be the raw bytes (decoded here as JSON for
application/json, or as an event stream for text/event-stream) or an
already decoded JSON-RPC message map.
Options
	:versions - the client's versions in preference order (default
client_versions/0); only its modern entries are considered.


  



    

  
    
      
    
    
      client_capabilities(handler, opts \\ [])



        
          
        

    

  


  

      

          @spec client_capabilities(module() | nil, keyword()) :: map()


      


The ClientCapabilities map to advertise for handler (a module
implementing ConduitMcp.Client.Handler, or nil).
Only implemented callbacks contribute, so nil or a module without
sampling, elicitation or roots callbacks gives %{}.
Options
	:era - :modern (default) or :legacy; legacy roots may carry
listChanged.
	:sampling_tools - also declare sampling.tools (default false).
	:sampling_context - also declare sampling.context, allowing
includeContext other than "none" (default false).
	:roots_list_changed - declare roots.listChanged in the legacy era,
promising notifications/roots/list_changed (default false).

Example
iex> ConduitMcp.Client.Negotiation.client_capabilities(nil)
%{}

  



  
    
      
    
    
      client_versions()



        
          
        

    

  


  

      

          @spec client_versions() :: [String.t(), ...]


      


Every protocol version the client speaks, newest first.

  



  
    
      
    
    
      era(version)



        
          
        

    

  


  

      

          @spec era(String.t()) :: era() | :unknown


      


The era of a protocol version string: dates on or after 2026-07-28 are
:modern, earlier dates :legacy, anything else :unknown.
iex> ConduitMcp.Client.Negotiation.era("2025-11-25")
:legacy

  



  
    
      
    
    
      modern_error?(code)



        
          
        

    

  


  

      

          @spec modern_error?(term()) :: boolean()


      


Whether code is one of the modern-era JSON-RPC errors (-32020,
-32021, -32022) that prove the server speaks 2026-07-28.

  



    

  
    
      
    
    
      pick_version(server_supported, client_supported \\ ["2026-07-28", "2025-11-25", "2025-06-18"])



        
          
        

    

  


  

      

          @spec pick_version([String.t()], [String.t()]) ::
  {:ok, String.t()} | {:error, :no_common_version}


      


Picks the version to use: the first entry of client_supported (in the
client's preference order) that the server also lists.
iex> ConduitMcp.Client.Negotiation.pick_version(["2025-06-18", "2025-11-25"])
{:ok, "2025-11-25"}
iex> ConduitMcp.Client.Negotiation.pick_version(["2024-11-05"])
{:error, :no_common_version}

  


        

      


  

    
ConduitMcp.Client.Prompt 
    



      
A prompt listed by a server (prompts/list).
arguments is the list of wire PromptArgument maps (string keys:
"name", "title", "description", "required"), keeping only entries
that are maps with a string "name". raw keeps the wire map untouched.
Prompt argument values sent to prompts/get are always strings.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_wire(server_id, raw)

      


        Builds a Prompt from a wire Prompt map listed by server_id.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Client.Prompt{
  arguments: [map()],
  description: String.t() | nil,
  meta: map(),
  name: String.t(),
  raw: map(),
  server_id: String.t(),
  title: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_wire(server_id, raw)



        
          
        

    

  


  

      

          @spec from_wire(String.t(), term()) ::
  {:ok, t()} | {:error, ConduitMcp.Client.Error.t()}


      


Builds a Prompt from a wire Prompt map listed by server_id.
name must be a string; otherwise the result is a :protocol error with
reason :invalid_prompt.
iex> {:ok, prompt} =
...>   ConduitMcp.Client.Prompt.from_wire("docs", %{
...>     "name" => "summarize",
...>     "arguments" => [%{"name" => "topic", "required" => true}]
...>   })
iex> Enum.map(prompt.arguments, & &1["name"])
["topic"]

  


        

      


  

    
ConduitMcp.Client.Registry 
    



      
The name of the passive, unique Registry that ConduitMcp.Application
starts (partitioned by scheduler), and its key scheme.
Every ConduitMcp.Client registers its processes here under tuple keys
of its :name, so a name may be any term and no atom is ever created:
	{:supervisor, name} - the ConduitMcp.Client supervisor.
	{:task_sup, name} - the client's Task.Supervisor.
	{:client, name} - the ConduitMcp.Client.Connection. Its value is
:starting until the connection has initialised, then a map written
once: the defaults callers need and the id of the client's
ConduitMcp.Client.Cache table, where the connection keeps the state
that changes (connection state, negotiated era and version, the
server's capabilities, cached lists). ConduitMcp.Client.status/1
and the request functions read both without messaging the
connection.
	{:token_store, name} - a ConduitMcp.Client.OAuth.TokenStore.ETS
(name is {:client, client_name} for a client's default store,
{:hub, hub_name} for a hub's shared one). Its value is the id of its
:protected table, read directly.

A ConduitMcp.Client.Hub registers under its :name too:
	{:hub, name} - the hub supervisor. Its value (%{table: tid, config: %ConduitMcp.Client.Hub.Config{}}) is written once in its
init/1.
	{:hub_task_sup, name}, {:hub_servers, name} (the
DynamicSupervisor of server clients), {:hub_manager, name}.

Each hub server is an ordinary client named {:hub_server, hub, server_id},
so its keys are {:client, {:hub_server, hub, server_id}} and so on.
The registry holds no processes of its own. Nothing outside the client
should write to it.

      




  

    
ConduitMcp.Client.Request 
    



      
The caller side of a client request, and the request envelope.
ConduitMcp.Client functions call run/4 in the calling process. It
never uses GenServer.call: it monitors the connection with an alias,
mref = :erlang.monitor(:process, connection, [{:alias, :demonitor}])
sends {:"$mcp_request", mref, self(), method, params, wire_opts}, and
waits in one receive for messages tagged with mref:
	{:accepted, id} - the connection sent the request with JSON-RPC id
id.
	{:progress, params} - a notifications/progress for it; passed to
:on_progress.
	{:result, map} - the connection completed the request itself (for
example a modern set_log_level, which sends nothing).
	{:deadline, ms} - the deadline moved: a legacy server request tied
to this one is running in the client's handler (the deadline is
paused, bounded by :max_total_timeout), or ended.
	{:error, %ConduitMcp.Client.Error{}} - the connection refused or
failed it.
	{:DOWN, mref, ...} - the connection exited (kind: :connection_down).

The connection owns the deadline: when it passes, the connection cancels
the request on the wire and answers kind: :timeout. The caller's own
after (the deadline plus a short grace) is only a safety net for a
wedged connection; it sends {:"$mcp_cancel", mref, :caller_timeout}.
:erlang.demonitor(mref, [:flush]) deactivates the alias when run/4
returns, so a response racing the timeout is dropped by the runtime and
never reaches the caller's mailbox.
If the caller dies, the connection sees it through its own monitor and
cancels the request (ConduitMcp.Client.Transport "Cancellation").
A JSON-RPC error answer -32022 (the server no longer accepts the
negotiated version) is retried once: the connection re-negotiates before
it sends the retry.
Telemetry
Each request sent is one [:conduit_mcp, :client, :request, :start | :stop | :exception] span, emitted in the caller (see
ConduitMcp.Telemetry).

      


      
        Summary


  
    Types
  


    
      
        envelope_info()

      


        What envelope/2 needs from the negotiated connection.



    


    
      
        on_progress()

      


        fun.(params), or a pid receiving {:mcp_progress, client, params}.



    


    
      
        op()

      


        What to send: a JSON-RPC method, or an operation whose wire form depends on
the negotiated era (resolved by the connection when it sends)



    





  
    Functions
  


    
      
        call(client, op, timeout)

      


        Sends a control op to client's connection and returns its reply, or
{:error, %Error{}} on timeout or when the connection is gone.



    


    
      
        envelope(params, info)

      


        The wire params of a request: params with the era's reserved _meta
keys merged over the caller's "_meta".



    


    
      
        lookup(client)

      


        Resolves client to its connection pid and its caller view: the value the
connection registers under {:client, name} (see
ConduitMcp.Client.Registry) merged with its current status from
ConduitMcp.Client.Cache (state, era, version, reason, origin,
server).



    


    
      
        run(client, op, params \\ %{}, opts \\ [])

      


        Sends op with params through client and waits for the answer.



    





      


      
        Types


        


  
    
      
    
    
      envelope_info()



        
          
        

    

  


  

      

          @type envelope_info() :: %{
  :era => :modern | :legacy,
  :version => String.t(),
  :client_capabilities => map(),
  :client_info => map(),
  optional(:log_level) => String.t() | nil,
  optional(:progress_token) => term(),
  optional(:traceparent) => String.t() | nil
}


      


What envelope/2 needs from the negotiated connection.

  



  
    
      
    
    
      on_progress()



        
          
        

    

  


  

      

          @type on_progress() :: (map() -> any()) | pid() | nil


      


fun.(params), or a pid receiving {:mcp_progress, client, params}.

  



  
    
      
    
    
      op()



        
          
        

    

  


  

      

          @type op() :: String.t() | :ping | {:set_log_level, String.t()} | :roots_list_changed


      


What to send: a JSON-RPC method, or an operation whose wire form depends on
the negotiated era (resolved by the connection when it sends):
	:ping - legacy ping, modern server/discover.
	{:set_log_level, level} - legacy logging/setLevel; modern stores
the level for the logLevel _meta of later requests.
	:roots_list_changed - legacy notifications/roots/list_changed;
refused in the modern era.


  


        

      

      
        Functions


        


  
    
      
    
    
      call(client, op, timeout)



        
          
        

    

  


  

      

          @spec call(term(), term(), timeout()) :: term()


      


Sends a control op to client's connection and returns its reply, or
{:error, %Error{}} on timeout or when the connection is gone.

  



  
    
      
    
    
      envelope(params, info)



        
          
        

    

  


  

      

          @spec envelope(map(), envelope_info()) :: map()


      


The wire params of a request: params with the era's reserved _meta
keys merged over the caller's "_meta".
	Modern: io.modelcontextprotocol/protocolVersion, clientCapabilities,
clientInfo, logLevel when one is set, and traceparent (unless the
caller's _meta has one) when info.traceparent is set.
	Both eras: progressToken when info.progress_token is set.

Reserved keys always win: any caller key named progressToken, or whose
prefix (before /) has a modelcontextprotocol or mcp label, is
dropped. An empty _meta is omitted.
iex> ConduitMcp.Client.Request.envelope(
...>   %{"name" => "echo", "_meta" => %{"progressToken" => "x", "trace" => "t"}},
...>   %{era: :legacy, version: "2025-11-25", client_capabilities: %{},
...>     client_info: %{}, progress_token: 7}
...> )
%{"name" => "echo", "_meta" => %{"progressToken" => 7, "trace" => "t"}}

  



  
    
      
    
    
      lookup(client)



        
          
        

    

  


  

      

          @spec lookup(term()) :: {:ok, pid(), map()} | {:error, ConduitMcp.Client.Error.t()}


      


Resolves client to its connection pid and its caller view: the value the
connection registers under {:client, name} (see
ConduitMcp.Client.Registry) merged with its current status from
ConduitMcp.Client.Cache (state, era, version, reason, origin,
server).

  



    

    

  
    
      
    
    
      run(client, op, params \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec run(term(), op(), map(), keyword()) ::
  {:ok, map()} | {:error, ConduitMcp.Client.Error.t()}


      


Sends op with params through client and waits for the answer.
Returns the JSON-RPC result map, or {:error, %ConduitMcp.Client.Error{}}
(a JSON-RPC error answer becomes kind: :protocol with reason
{:jsonrpc, code} via ConduitMcp.Client.Error.from_rpc_error/1).
params may carry a user "_meta" map; the connection merges the era's
reserved keys over it (envelope/2).
Options
	:timeout - milliseconds before the request is cancelled (default
the client's :request_timeout).
	:on_progress - a one-arity function called with each
notifications/progress params, or a pid sent
{:mcp_progress, client, params}. Setting it asks the server for
progress (a progressToken equal to the request id).
	:reset_timeout_on_progress - each progress notification restarts
the :timeout (default false), never past :max_total_timeout.
	:max_total_timeout - the cap for the above (default the client's
:max_total_timeout), and for a deadline paused while a legacy
server request tied to this one runs in the client's handler.
	:assigns - a map passed to ConduitMcp.Client.Handler callbacks as
ctx.assigns for legacy server requests tied to this request (default
the client's :assigns).
	:extensions - extension capabilities to declare in this request's
modern clientCapabilities (for example
%{"io.modelcontextprotocol/tasks" => %{}}).
	:headers - extra HTTP headers for a modern request over an :http
transport, as lowercase {name, value} string pairs (the
Mcp-Param-* headers of ConduitMcp.Headers.param_headers/2);
ignored by other transports.
	:traceparent - the W3C trace context to propagate (default: the
caller's Logger.metadata()[:traceparent]). Sent in a modern
request's _meta when it is well formed (ConduitMcp.Era.traceparent/1),
unless the caller's "_meta" already has one; tracestate and
baggage are never added.

Example
{:ok, %{"tools" => _}} = ConduitMcp.Client.Request.run(MyApp.Docs, "tools/list", %{})

  


        

      


  

    
ConduitMcp.Client.Request.MRTR 
    



      
The client side of modern (2026-07-28) multi round-trip requests.
A tools/call, resources/read or prompts/get may come back with
resultType: "input_required": the server needs answers (elicitation,
sampling, roots) before it can finish. run/3 drives that loop. It does no
I/O itself: sending a request, allocating ids and answering input requests
are injected functions, so it runs in the caller and is testable without a
server.
One round
	Take a fresh JSON-RPC id from :next_id (ids are never reused) and
call :send with the method and params.
	A result with no resultType, or "complete", ends the loop. So does a
type listed in :result_types (for example "task" when the tasks
extension is in use). Any other value is invalid: a :protocol error.
	For "input_required": check every input request first (method known
and declared in :capabilities; an undeclared one is a :protocol
error and no handler runs), then call :handle_input for each,
in key order, and retry with the same method and params plus
inputResponses and the requestState echoed byte-exact. A missing
requestState is omitted on the retry, never sent empty; a missing
inputRequests means retry at once with requestState alone.

Only the original params are reused: inputResponses and requestState
from a previous round never leak into the next. requestState is held as
a ConduitMcp.Client.Secret between rounds and is never put in an error.
Limits (MR-4)
All three give %ConduitMcp.Client.Error{kind: :mrtr_round_limit}, with the
cap that tripped as the reason:
	:max_rounds (default 8) - requests sent, retries included; an
input_required answer to the last allowed round is the error.
	:max_input_requests (default 16) - input requests in one round.
	:max_request_state_bytes (default 65_536) - size of requestState.

Handler failures
:handle_input returning {:error, reason} or a non-map, raising,
throwing or exiting aborts the loop with kind: :input_handler; the reason
is {:handler_error, key}, {:invalid_response, key} or {:raised, key}.

      


      
        Summary


  
    Types
  


    
      
        input_fun()

      


        Answers one input request: (key, %{"method" => _, "params" => _}).



    


    
      
        option()

      


    


    
      
        send_fun()

      


        Sends one request: (id, method, params).



    





  
    Functions
  


    
      
        run(method, params, opts)

      


        Runs method with params to completion.



    





      


      
        Types


        


  
    
      
    
    
      input_fun()



        
          
        

    

  


  

      

          @type input_fun() :: (String.t(), map() -> {:ok, map()} | {:error, term()})


      


Answers one input request: (key, %{"method" => _, "params" => _}).

  



  
    
      
    
    
      option()



        
          
        

    

  


  

      

          @type option() ::
  {:send, send_fun()}
  | {:next_id, (-> term())}
  | {:handle_input, input_fun()}
  | {:capabilities, map()}
  | {:result_types, [String.t()]}
  | {:max_rounds, pos_integer()}
  | {:max_input_requests, pos_integer()}
  | {:max_request_state_bytes, pos_integer()}


      



  



  
    
      
    
    
      send_fun()



        
          
        

    

  


  

      

          @type send_fun() :: (term(), String.t(), map() ->
                 {:ok, term()} | {:error, ConduitMcp.Client.Error.t()})


      


Sends one request: (id, method, params).

  


        

      

      
        Functions


        


  
    
      
    
    
      run(method, params, opts)



        
          
        

    

  


  

      

          @spec run(String.t(), map(), [option()]) ::
  {:ok, term(), %{rounds: pos_integer()}}
  | {:error, ConduitMcp.Client.Error.t()}


      


Runs method with params to completion.
Returns {:ok, result, %{rounds: n}} with the final string-keyed result
map and the number of requests sent, or {:error, %Error{}}; an error from
:send is returned unchanged.
Options
	:send (required) - send_fun/0.
	:next_id (required) - zero-arity function returning a fresh id.
	:handle_input (required) - input_fun/0.
	:capabilities - the clientCapabilities this request declared
(default %{}, which refuses every input request).
	:result_types - extra resultType values to accept as final
(default []).
	:max_rounds, :max_input_requests, :max_request_state_bytes -
see the moduledoc.


  


        

      


  

    
ConduitMcp.Client.Resource 
    



      
A resource listed by a server (resources/list).
raw keeps the string-keyed wire map untouched (including icons and any
future keys); the other fields are conveniences lifted from it. uri is
the server's string, never parsed or normalized here.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_wire(server_id, raw)

      


        Builds a Resource from a wire Resource map listed by server_id.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Client.Resource{
  annotations: map() | nil,
  description: String.t() | nil,
  meta: map(),
  mime_type: String.t() | nil,
  name: String.t(),
  raw: map(),
  server_id: String.t(),
  size: non_neg_integer() | nil,
  title: String.t() | nil,
  uri: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_wire(server_id, raw)



        
          
        

    

  


  

      

          @spec from_wire(String.t(), term()) ::
  {:ok, t()} | {:error, ConduitMcp.Client.Error.t()}


      


Builds a Resource from a wire Resource map listed by server_id.
uri and name must be strings; otherwise the result is a :protocol
error with reason :invalid_resource.
iex> {:ok, res} =
...>   ConduitMcp.Client.Resource.from_wire("docs", %{"uri" => "file:///a.md", "name" => "a"})
iex> res.uri
"file:///a.md"

  


        

      


  

    
ConduitMcp.Client.Secret 
    



      
An opaque wrapper for values that must never be printed or encoded by
accident: bearer tokens, refresh tokens, MRTR requestState, legacy
session ids, and environment values.
iex> secret = ConduitMcp.Client.Secret.new("s3cr3t")
iex> inspect(secret)
"#Secret<redacted>"
iex> ConduitMcp.Client.Secret.expose(secret)
"s3cr3t"
What it guards against
	inspect/2 (and so IO.inspect, ExUnit diffs, Logger messages
built with inspect, Elixir crash-report translation of exceptions and
arguments) prints #Secret<redacted>.
	String interpolation and to_string/1 raise Protocol.UndefinedError:
there is deliberately no String.Chars implementation, and the error
message itself inspects the value, so it stays redacted.
	Logger metadata is dropped by Logger.Formatter, which renders only
metadata values that implement String.Chars.
	JSON.encode!/1 raises ArgumentError without the value. Raising
rather than writing a placeholder such as "[redacted]" is deliberate:
encoding a secret is always a programming error (wire code calls
expose/1 exactly where the value belongs), a placeholder would send a
bogus credential or requestState to the server and fail later and far
away, and the raise happens while the iodata is being built, so no byte
reaches the wire. The exception message names the module, never the
value, so a crash report for the raise does not leak either.

What it does not guard against
Raw Erlang term printing (:io_lib.format("~p", ...), :sys.get_state/1,
:erlang.term_to_binary/1) sees the struct's fields. Every client process
that holds a Secret in its state therefore implements format_status/1
to redact it.
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        t()

      


    





  
    Functions
  


    
      
        expose(secret)

      


        Returns the wrapped value. Call it only where the value is put on the wire
or handed to code that needs the plain value.



    


    
      
        new(secret)

      


        Wraps value. Wrapping an existing Secret returns it unchanged.



    


    
      
        secret?(arg1)

      


        Whether term is a Secret.
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          @opaque t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      expose(secret)



        
          
        

    

  


  

      

          @spec expose(t()) :: term()


      


Returns the wrapped value. Call it only where the value is put on the wire
or handed to code that needs the plain value.

  



  
    
      
    
    
      new(secret)



        
          
        

    

  


  

      

          @spec new(term()) :: t()


      


Wraps value. Wrapping an existing Secret returns it unchanged.

  



  
    
      
    
    
      secret?(arg1)



        
          
        

    

  


  

      

          @spec secret?(term()) :: boolean()


      


Whether term is a Secret.

  


        

      


  

    
ConduitMcp.Client.ServerInfo 
    



      
A server's self-reported Implementation (serverInfo).
Legacy servers return it in the initialize result; modern servers put it
in _meta["io.modelcontextprotocol/serverInfo"] of their results. The spec
says it is self-reported and SHOULD NOT drive behaviour or security, so it
is display data only: hub naming and policy never read it.
raw keeps the whole string-keyed wire map, including keys this struct
does not lift into fields (such as icons).

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_wire(map)

      


        Builds a ServerInfo from a wire Implementation map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Client.ServerInfo{
  description: String.t() | nil,
  name: String.t(),
  raw: map(),
  title: String.t() | nil,
  version: String.t() | nil,
  website_url: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_wire(map)



        
          
        

    

  


  

      

          @spec from_wire(term()) :: {:ok, t()} | {:error, ConduitMcp.Client.Error.t()}


      


Builds a ServerInfo from a wire Implementation map.
name must be a string. version is required by the schema, but some
servers omit it, so a missing or non-string version reads as nil.
iex> {:ok, info} = ConduitMcp.Client.ServerInfo.from_wire(%{"name" => "srv", "version" => "1.0"})
iex> {info.name, info.version}
{"srv", "1.0"}

  


        

      


  

    
ConduitMcp.Client.Task 
    



      
A server-side task a tool call was turned into.
ConduitMcp.Client.call_tool/4 with task: :return returns one when the
server ran the call as a task:
	modern (2026-07-28, the io.modelcontextprotocol/tasks
extension): the server answered resultType: "task";
	legacy (2025-11-25): the client task-augmented the call (the
tool's execution.taskSupport allowed it and the server declared
tasks.requests.tools.call) and the server answered
CreateTaskResult.

Poll it with ConduitMcp.Client.get_task/3, wait for its result with
ConduitMcp.Client.await_task/3, or cancel it with
ConduitMcp.Client.cancel_task/3.
Fields
	id - the server's task id. Task ids are bound to the credential that
created them and may act as bearer tokens: never log them.
	status - :working, :input_required, :completed, :failed,
:cancelled, or :unknown for a value this client does not know.
	status_message, created_at, last_updated_at (ISO 8601 strings).
	ttl_ms - how long the server keeps it (nil for unlimited).
	poll_interval_ms - the server's suggested polling interval, or nil.
	input_requests - modern input_required only: the outstanding
requests, keyed as the server keyed them.
	result - modern completed only: the final result map.
	error - modern failed only: the JSON-RPC error object.
	era, server_id - where it lives; the poll functions use them.
	raw - the server's string-keyed task map.


      


      
        Summary


  
    Types
  


    
      
        status()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        from_wire(server_id, era, raw)

      


        Builds a task from a wire Task map: the modern CreateTaskResult /
tasks/get result, or a legacy Task (legacy keys ttl and
pollInterval are read as well). A map without a string taskId is a
:protocol error with reason :invalid_task.



    


    
      
        terminal?(task)

      


        Whether task reached a terminal status.
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      status()



        
          
        

    

  


  

      

          @type status() ::
  :working | :input_required | :completed | :failed | :cancelled | :unknown


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Client.Task{
  created_at: String.t() | nil,
  era: :modern | :legacy,
  error: map() | nil,
  id: String.t(),
  input_requests: map() | nil,
  last_updated_at: String.t() | nil,
  poll_interval_ms: non_neg_integer() | nil,
  raw: map(),
  result: map() | nil,
  server_id: String.t(),
  status: status(),
  status_message: String.t() | nil,
  ttl_ms: non_neg_integer() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_wire(server_id, era, raw)



        
          
        

    

  


  

      

          @spec from_wire(String.t(), :modern | :legacy, term()) ::
  {:ok, t()} | {:error, ConduitMcp.Client.Error.t()}


      


Builds a task from a wire Task map: the modern CreateTaskResult /
tasks/get result, or a legacy Task (legacy keys ttl and
pollInterval are read as well). A map without a string taskId is a
:protocol error with reason :invalid_task.
iex> {:ok, task} =
...>   ConduitMcp.Client.Task.from_wire("files", :modern, %{
...>     "taskId" => "t1",
...>     "status" => "working",
...>     "pollIntervalMs" => 500
...>   })
iex> {task.status, task.poll_interval_ms}
{:working, 500}

  



  
    
      
    
    
      terminal?(task)



        
          
        

    

  


  

      

          @spec terminal?(t()) :: boolean()


      


Whether task reached a terminal status.

  


        

      


  

    
ConduitMcp.Client.Tool 
    



      
A tool advertised by one server, as the client holds it.
raw is the server's string-keyed tool definition, untouched: it is what
fingerprints are computed over and what LLM adapters read, and it keeps
keys this struct does not lift (icons, future fields). The other fields
are read-only conveniences lifted from raw:
	name, title, description
	input_schema (inputSchema), output_schema (outputSchema)
	annotations - hints only. They are untrusted unless the server is
configured as trusted, and never drive policy on their own.
	execution - legacy task support (execution.taskSupport)
	meta - the tool's _meta, or %{}

server_id is the operator-assigned id of the server that listed the tool
(never the self-reported serverInfo.name). fingerprint is the digest the
client pins approvals to; it is nil until the caller sets it.
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        t()

      


    





  
    Functions
  


    
      
        display_name(tool)

      


        The display name, by the spec's precedence: title, then
annotations.title, then name.



    


    
      
        from_wire(server_id, definition, opts \\ [])

      


        Builds a Tool from a wire Tool definition listed by server_id.
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      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Client.Tool{
  annotations: map() | nil,
  description: String.t() | nil,
  execution: map() | nil,
  fingerprint: String.t() | nil,
  input_schema: map(),
  meta: map(),
  name: String.t(),
  output_schema: map() | nil,
  raw: map(),
  server_id: String.t(),
  title: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      display_name(tool)



        
          
        

    

  


  

      

          @spec display_name(t()) :: String.t()


      


The display name, by the spec's precedence: title, then
annotations.title, then name.

  



    

  
    
      
    
    
      from_wire(server_id, definition, opts \\ [])



        
          
        

    

  


  

      

          @spec from_wire(String.t(), term(), keyword()) ::
  {:ok, t()} | {:error, ConduitMcp.Client.Error.t()}


      


Builds a Tool from a wire Tool definition listed by server_id.
name must be a string and inputSchema an object; anything else is a
:protocol error with reason :invalid_tool. This checks shape only: the
name charset and x-mcp-header rules are enforced at tool intake.
Options
	:fingerprint - the value for the fingerprint field (default nil).

Example
iex> {:ok, tool} =
...>   ConduitMcp.Client.Tool.from_wire("files", %{
...>     "name" => "read",
...>     "inputSchema" => %{"type" => "object"}
...>   })
iex> {tool.server_id, tool.name}
{"files", "read"}

  


        

      


  

    
ConduitMcp.Client.ToolCall 
    



      
One intended tools/call: which server, which tool, with which arguments.
This is the value hooks, policy and approvers see. args_digest is the
lower-case hex SHA-256 of the arguments' canonical JSON (object keys sorted
recursively, atom and string keys treated alike), so an approval can be
bound to the exact arguments that were shown and a later change to them is
detectable.
meta is user _meta for the request; reserved keys are added (and win)
when the request is encoded, not here.
call_id is the LLM provider's id for the call (Anthropic tool_use.id,
OpenAI call_id, Gemini functionCall.id), set by the
ConduitMcp.Client.Adapters.* modules so a result can be routed back to
the model. It is never sent to the server; it is kept out of meta
because meta is forwarded as the request's _meta.

      


      
        Summary
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        t()

      


    





  
    Functions
  


    
      
        new(server_id, name, args, opts \\ [])

      


        Builds a call and computes its args_digest.



    


    
      
        put_args(call, args)

      


        Replaces the arguments and recomputes the digest (used when a pre-hook
rewrites them).
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      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Client.ToolCall{
  args: map(),
  args_digest: String.t(),
  call_id: String.t() | nil,
  meta: map(),
  name: String.t(),
  server_id: String.t()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(server_id, name, args, opts \\ [])



        
          
        

    

  


  

      

          @spec new(String.t(), String.t(), map(), keyword()) :: t()


      


Builds a call and computes its args_digest.
Raises when args is not JSON-encodable (including when it contains a
ConduitMcp.Client.Secret).
Options
	:meta - user _meta for the request (default %{}).
	:call_id - the LLM provider's call id (default nil).

Example
iex> a = ConduitMcp.Client.ToolCall.new("files", "read", %{"path" => "/a", "n" => 1})
iex> b = ConduitMcp.Client.ToolCall.new("files", "read", %{n: 1, path: "/a"})
iex> a.args_digest == b.args_digest
true

  



  
    
      
    
    
      put_args(call, args)



        
          
        

    

  


  

      

          @spec put_args(t(), map()) :: t()


      


Replaces the arguments and recomputes the digest (used when a pre-hook
rewrites them).

  


        

      


  

    
ConduitMcp.Client.ToolResult 
    



      
The outcome of a tools/call that the server completed.
A tool that fails reports it in-band: is_error: true with the failure in
content. That is still {:ok, %ToolResult{is_error: true}};
{:error, %ConduitMcp.Client.Error{}} is reserved for protocol, transport
and policy failures.
	content - the content blocks, string-keyed, as sent.
	structured - structuredContent, or nil.
	is_error - true when the server sent isError: true (or, for a
synthetic result, when a post-call hook failed and the result was
withheld; see ConduitMcp.Client.Hooks).
	meta - the result's _meta, or %{}.
	extra - every other wire key (minus resultType), never atomized.
	provenance - nil, or, for a result shaped for a model
(ConduitMcp.Client.Pipeline, shape: :llm), %{server_id: id, truncated: boolean, flags: [atom]}.
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        t()

      


    





  
    Functions
  


    
      
        from_wire(map)

      


        Builds a result from a wire CallToolResult map.
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      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Client.ToolResult{
  content: [map()],
  extra: map(),
  is_error: boolean(),
  meta: map(),
  provenance:
    %{server_id: String.t(), truncated: boolean(), flags: [atom()]} | nil,
  structured: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_wire(map)



        
          
        

    

  


  

      

          @spec from_wire(term()) :: {:ok, t()} | {:error, ConduitMcp.Client.Error.t()}


      


Builds a result from a wire CallToolResult map.
content must be a list when present (a missing content reads as [])
and isError a boolean or null when present (null reads as false);
otherwise the result is a :protocol error with reason
:invalid_tool_result. resultType is not checked here: an MRTR interim
result never reaches this function.
iex> {:ok, result} =
...>   ConduitMcp.Client.ToolResult.from_wire(%{
...>     "content" => [%{"type" => "text", "text" => "boom"}],
...>     "isError" => true
...>   })
iex> result.is_error
true

  


        

      


  

    
ConduitMcp.Client.SSE 
    



      
An incremental parser for text/event-stream bodies, following the WHATWG
HTML "Parsing an event stream" algorithm.
It is pure: the caller owns the state and feeds it the body chunk by chunk,
in any split.
iex> sse = ConduitMcp.Client.SSE.new()
iex> {:ok, [], sse} = ConduitMcp.Client.SSE.feed(sse, "id: 7\ndata: {\"a\"")
iex> {:ok, [event], sse} = ConduitMcp.Client.SSE.feed(sse, ":1}\n\n")
iex> {event.type, event.data, event.id}
{"message", "{\"a\":1}", "7"}
iex> ConduitMcp.Client.SSE.last_event_id(sse)
"7"
Behaviour
	A leading UTF-8 BOM is stripped once, even when split across chunks.
	Lines end in CRLF, LF or CR. A CR that ends one chunk and an LF that
starts the next are one line ending.
	Comment lines (starting with :) dispatch nothing; they are counted in
comments/1. A chunk of keep-alive comments therefore returns no
events, so a caller can tell keep-alives from progress.
	event: sets the type; an empty or missing type dispatches as
"message".
	id: updates the last event id immediately unless the value contains
NUL (then it is ignored). An event with an id: and no data dispatches
nothing but still updates last_event_id/1 when its blank line arrives,
which is what a resuming client sends as Last-Event-ID. An empty
id: resets it to nil.
	retry: is honoured only when the value is ASCII digits; read it with
retry/1.
	Unknown fields are ignored. Bytes are not UTF-8 validated: CR and LF
never occur inside a multi-byte sequence, so splitting is safe, and the
JSON decoder downstream rejects invalid text.
	An incomplete event at the end of the stream is never dispatched.

One deliberate difference from WHATWG: an event whose data is empty
(for example the MCP priming event id: 1 / data: / blank line) is not
dispatched. It cannot carry a JSON-RPC message, and the id it carries is
still recorded.
Limits
	:max_line_bytes - longest line, terminator excluded (default 8 MiB).
	:max_event_bytes - largest event data (default 8 MiB).

Exceeding either returns {:error, :event_too_large, state}, checked as
bytes arrive, so an endless line without a terminator is caught without
buffering past the cap. The error is terminal: every later feed/2
returns it again, and the caller should drop the stream.
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        feed_result()
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    Functions
  


    
      
        comments(sse)

      


        How many comment lines (keep-alives) the stream has carried.



    


    
      
        feed(state, chunk)

      


        Feeds the next chunk of the body and returns the events it completed, in
order.



    


    
      
        last_event_id(sse)

      


        The last event id recorded at a dispatch point, or nil.



    


    
      
        new(opts \\ [])

      


        A fresh parser state.



    


    
      
        retry(sse)

      


        The latest valid retry: value in milliseconds, or nil.
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      feed_result()



        
          
        

    

  


  

      

          @type feed_result() ::
  {:ok, [ConduitMcp.Client.SSE.Event.t()], t()}
  | {:error, :event_too_large, t()}
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          @opaque t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      comments(sse)



        
          
        

    

  


  

      

          @spec comments(t()) :: non_neg_integer()


      


How many comment lines (keep-alives) the stream has carried.

  



  
    
      
    
    
      feed(state, chunk)



        
          
        

    

  


  

      

          @spec feed(t(), binary()) :: feed_result()


      


Feeds the next chunk of the body and returns the events it completed, in
order.

  



  
    
      
    
    
      last_event_id(sse)



        
          
        

    

  


  

      

          @spec last_event_id(t()) :: String.t() | nil


      


The last event id recorded at a dispatch point, or nil.

  



    

  
    
      
    
    
      new(opts \\ [])



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      


A fresh parser state.
Options
	:max_line_bytes - positive integer, default 8 MiB.
	:max_event_bytes - positive integer, default 8 MiB.
	:last_event_id - the last event id to start from (a stream resumed
with Last-Event-ID), default nil.


  



  
    
      
    
    
      retry(sse)



        
          
        

    

  


  

      

          @spec retry(t()) :: non_neg_integer() | nil


      


The latest valid retry: value in milliseconds, or nil.

  


        

      


  

    
ConduitMcp.Client.SSE.Event 
    



      
One dispatched server-sent event.
	type - the event: value, or "message".
	data - the joined data: lines (LF-separated, no trailing LF).
	id - the stream's last event id at dispatch time, or nil.
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          @type t() :: %ConduitMcp.Client.SSE.Event{
  data: String.t(),
  id: String.t() | nil,
  type: String.t()
}


      



  


        

      


  

    
ConduitMcp.Client.Transport behaviour
    



      
The behaviour a client transport implements.
A transport moves JSON-RPC messages between a ConduitMcp.Client.Connection
and one MCP server. Its callbacks run inside the connection process,
and its state is plain data the connection holds and threads through every
call (the "process-less" style of Mint). A transport may start helper
processes of its own (a port owner, one process per in-flight HTTP request)
under the client's Task.Supervisor or linked to the connection, but it
never blocks: every callback returns promptly, and anything that takes
time reports back later as a message that handle_info/2 turns into
events.
Lifecycle
	validate_options/1 (optional) - checks the options without side
effects when ConduitMcp.Client.Config.new!/1 runs, so a bad option
raises an ArgumentError naming it in child_spec/1 or
start_link/1 instead of failing the connection later. It returns
the options init/2 will get (with defaults filled in).
ConduitMcp.Client.set_auth/3 runs it on the options with a new
:auth (and :credential_id); a transport without it takes no
:auth. The connection reads those two keys to key private cached
results by credential (ConduitMcp.Client.Cache).
child_specs/2 (optional) - processes the client supervisor starts
before the connection and keeps across connection attempts (an HTTP
pool), stopped with the client.
	init/2 - once per connection attempt. Validates options and builds
the state; no I/O. The first call happens while the client starts, so
an {:error, reason} there fails ConduitMcp.Client.start_link/1.
	connect/1 - starts connecting without waiting. The transport
reports {:connected, info} once it can carry messages (an
in-process or HTTP transport may report it at once) or
{:closed, reason} if it cannot.
	request/4, notify/2, respond/2, cancel/4 while
connected; handle_info/2 for every message the connection does not
recognise as its own.
	close/2 - when the connection reconnects, closes or stops. The
state is discarded afterwards; the next attempt starts at init/2.

Requests
request/4 gets a complete JSON-RPC request map (string keys, an
integer "id" that the connection never reuses, "params" already
carrying the era's _meta). It returns a handle (any term, for example
the pid of the process sending it, or nil) that the connection passes
back to cancel/4.
The answer arrives as one of:
	{:response, id, message} - the JSON-RPC response map (a "result" or
an "error" member). The connection forwards it to the caller.
	{:exchange_done, id, :ok} - the transport already delivered the
response straight to the caller's alias: send(reply_to, {reply_to, {:response, message}}) with the reply_to reference it was given.
Only an HTTP-style transport that streams responses from a helper
process does this; reply_to is nil for the connection's own
requests (handshake, health checks), whose response must come back as
{:response, id, message}.
	{:exchange_done, id, {:error, reason}} - the request failed without a
response; the caller gets %ConduitMcp.Client.Error{kind: :transport, reason: reason}. For the server/discover probe (wire_opts[:probe]
is true) an :http transport reports a non-2xx answer as
{:error, {:http, status, content_type, body}} and a network failure
as {:error, {:transport_error, reason}}, so the connection can apply
ConduitMcp.Client.Negotiation.classify_probe/3.

wire_opts is a keyword list; unknown keys must be ignored. The keys
defined today:
	:probe - see above.
	:max_deadline - the absolute (System.monotonic_time(:millisecond))
time after which the connection will certainly have cancelled a
caller's request; a transport may bound its own work by it.
	:headers - extra {name, value} HTTP headers for a modern request
(the Mcp-Param-* headers computed by the caller).
	:listen - the request is a modern subscriptions/listen: its answer
is a long-lived stream of notifications tagged with its id, ended by
the server's result or by cancel/4; it has no deadline.

Cancellation (cancel/4)
Called when the caller's deadline passes (reason :timeout), the caller
dies (:caller_down) or gives up (:caller_timeout). The transport does
what the era and binding require:
	stdio, both eras: send notifications/cancelled with the requestId.
	modern HTTP: close the request's response stream; send nothing.
	legacy HTTP: POST notifications/cancelled, then close the stream.
	in-process: terminate the request's task.

A response that still arrives after a cancel is dropped by the connection.
set_session/2 tells the transport which era it is serving.
Events from handle_info/2
	{:connected, info} - see connect/1. An HTTP transport puts the
server's origin ("https://host[:port]") in info[:origin]; the
client compares URL-mode elicitation URLs with it.
	{:response, id, message}, {:exchange_done, id, outcome} - above.
	{:notification, method, params} - a server notification.
notifications/progress is routed to the request whose id equals its
progressToken; the rest go to the client's notification subscribers.
	{:server_request, id, message, related} - a legacy server-to-client
request; related is the id of the client request it belongs to, or
nil. The connection answers it through respond/2, which a
transport emitting this event must implement.
	{:unauthorized, id, %{status: 401 | 403, challenges: list}} - the
server refused request id for want of credentials or scope (HTTP);
the connection fails it with kind: :auth, or, with OAuth
configured, runs the authorization path and re-sends it (see
ConduitMcp.Client.OAuth). challenges are
ConduitMcp.Client.OAuth.Challenge structs; an OAuth transport adds
sent:, a fingerprint of the bearer the request carried (nil for
none), never the token itself. A request carrying the server/discover
probe reports a 401/403 this way too when OAuth is configured.

	{:session_expired, id} - the server no longer knows the legacy
session request id was sent in (HTTP 404). The connection
initializes a new session without failing anything; the transport
re-sends id itself (once) when set_session/2 reports the new
session.
	{:closed, reason} - the transport can no longer carry messages; the
connection fails every pending request and reconnects.

Return :unknown for a message that is not the transport's.
Kinds
kind/0 names the transport family. It selects the evidence
ConduitMcp.Client.Negotiation.classify_probe/3 uses when probing for the
protocol era (:http uses the HTTP rules, every other kind the stdio
rules: a timeout or a non-modern error means a legacy server), the
default :probe_timeout (5 s for :http, 3 s otherwise), and the
transport value in telemetry metadata.

      


      
        Summary


  
    Types
  


    
      
        event()

      


    


    
      
        id()

      


        A client request id: a positive integer, never reused.



    


    
      
        init_context()

      


        What init/2 receives besides its options.



    


    
      
        state()

      


        Transport state, owned by the connection.



    





  
    Callbacks
  


    
      
        cancel(state, id, handle, reason)

      


        Cancels an in-flight request; see "Cancellation" in the moduledoc.



    


    
      
        child_specs(opts, key)

      


        Child specs the client's supervisor starts before the connection (and
stops with the client), given the validated options and the client's
name. Called once per client start.



    


    
      
        close(state, reason)

      


        Releases everything the transport holds. Bounded by the connection's shutdown.



    


    
      
        connect(state)

      


        Starts connecting; reports {:connected, info} or {:closed, reason} later.



    


    
      
        handle_info(message, state)

      


        Turns a message delivered to the connection into transport events.



    


    
      
        init(opts, init_context)

      


        Validates opts and builds the transport state. Must not block.



    


    
      
        kind()

      


        The transport family; see the moduledoc.



    


    
      
        notify(state, message)

      


        Sends one client notification (no response expected).



    


    
      
        request(state, message, reply_to, wire_opts)

      


        Sends one request; see "Requests" in the moduledoc.



    


    
      
        respond(state, message)

      


        Sends the client's response to a {:server_request, ...} event.



    


    
      
        set_auth(state, session)

      


        Gives the transport the connection's OAuth session (an opaque term,
holding the OAuth options and what discovery found) for a transport
configured with auth: {:oauth, ...}.
Called after every init/2 and whenever the session changes; requests
started afterwards read their bearer token through it.



    


    
      
        set_session(state, session)

      


        Tells the transport the negotiated session: %{era: :modern | :legacy, version: String.t()}. Called each time the connection becomes ready.



    


    
      
        validate_options(opts)

      


        Checks opts without side effects; see "Lifecycle" in the moduledoc. The
error message names the offending key.



    





      


      
        Types


        


  
    
      
    
    
      event()



        
          
        

    

  


  

      

          @type event() ::
  {:connected, map()}
  | {:response, id :: term(), message :: map()}
  | {:exchange_done, id(), :ok | {:error, term()}}
  | {:notification, method :: String.t(), params :: map()}
  | {:server_request, id :: term(), message :: map(), related :: id() | nil}
  | {:unauthorized, id(), %{status: 401 | 403, challenges: list()}}
  | {:session_expired, id()}
  | {:closed, reason :: term()}


      



  



  
    
      
    
    
      id()



        
          
        

    

  


  

      

          @type id() :: pos_integer()


      


A client request id: a positive integer, never reused.

  



  
    
      
    
    
      init_context()



        
          
        

    

  


  

      

          @type init_context() :: %{owner: pid(), task_sup: pid(), key: term()}


      


What init/2 receives besides its options.

  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: term()


      


Transport state, owned by the connection.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      cancel(state, id, handle, reason)



        
          
        

    

  


  

      

          @callback cancel(state(), id(), handle :: term(), reason :: term()) :: {:ok, state()}


      


Cancels an in-flight request; see "Cancellation" in the moduledoc.

  



  
    
      
    
    
      child_specs(opts, key)


        (optional)


        
          
        

    

  


  

      

          @callback child_specs(opts :: keyword(), key :: term()) :: [Supervisor.child_spec()]


      


Child specs the client's supervisor starts before the connection (and
stops with the client), given the validated options and the client's
name. Called once per client start.

  



  
    
      
    
    
      close(state, reason)



        
          
        

    

  


  

      

          @callback close(state(), reason :: term()) :: :ok


      


Releases everything the transport holds. Bounded by the connection's shutdown.

  



  
    
      
    
    
      connect(state)



        
          
        

    

  


  

      

          @callback connect(state()) :: {:ok, state()}


      


Starts connecting; reports {:connected, info} or {:closed, reason} later.

  



  
    
      
    
    
      handle_info(message, state)



        
          
        

    

  


  

      

          @callback handle_info(message :: term(), state()) :: {:ok, [event()], state()} | :unknown


      


Turns a message delivered to the connection into transport events.

  



  
    
      
    
    
      init(opts, init_context)



        
          
        

    

  


  

      

          @callback init(opts :: keyword(), init_context()) :: {:ok, state()} | {:error, term()}


      


Validates opts and builds the transport state. Must not block.

  



  
    
      
    
    
      kind()



        
          
        

    

  


  

      

          @callback kind() :: :stdio | :http | :in_process


      


The transport family; see the moduledoc.

  



  
    
      
    
    
      notify(state, message)



        
          
        

    

  


  

      

          @callback notify(state(), message :: map()) :: {:ok, state()} | {:error, term(), state()}


      


Sends one client notification (no response expected).

  



  
    
      
    
    
      request(state, message, reply_to, wire_opts)



        
          
        

    

  


  

      

          @callback request(
  state(),
  message :: map(),
  reply_to :: reference() | nil,
  wire_opts :: keyword()
) ::
  {:ok, handle :: term(), state()} | {:error, reason :: term(), state()}


      


Sends one request; see "Requests" in the moduledoc.

  



  
    
      
    
    
      respond(state, message)


        (optional)


        
          
        

    

  


  

      

          @callback respond(state(), message :: map()) :: {:ok, state()} | {:error, term(), state()}


      


Sends the client's response to a {:server_request, ...} event.

  



  
    
      
    
    
      set_auth(state, session)


        (optional)


        
          
        

    

  


  

      

          @callback set_auth(state(), session :: term()) :: state()


      


Gives the transport the connection's OAuth session (an opaque term,
holding the OAuth options and what discovery found) for a transport
configured with auth: {:oauth, ...}.
Called after every init/2 and whenever the session changes; requests
started afterwards read their bearer token through it.

  



  
    
      
    
    
      set_session(state, session)


        (optional)


        
          
        

    

  


  

      

          @callback set_session(state(), session :: %{era: :modern | :legacy, version: String.t()}) ::
  state()


      


Tells the transport the negotiated session: %{era: :modern | :legacy, version: String.t()}. Called each time the connection becomes ready.

  



  
    
      
    
    
      validate_options(opts)


        (optional)


        
          
        

    

  


  

      

          @callback validate_options(opts :: keyword()) :: {:ok, keyword()} | {:error, String.t()}


      


Checks opts without side effects; see "Lifecycle" in the moduledoc. The
error message names the offending key.

  


        

      


  

    
ConduitMcp.Client.Transport.InProcess 
    



      
A ConduitMcp.Client.Transport that serves requests from a server module
in the same VM, for tests and development.
{ConduitMcp.Client,
 name: :local,
 transport: {ConduitMcp.Client.Transport.InProcess, server: MyApp.MCPServer}}
Each request runs ConduitMcp.Handler.dispatch/3 against the server
module, which classifies its era (ConduitMcp.Era.classify/2) exactly as
the HTTP transports do, in its own task under the client's
Task.Supervisor; the result comes back to the connection as a
transport event. The server module (dsl: false, DSL or
ConduitMcp.Endpoint) is the one you would mount behind
ConduitMcp.Transport.StreamableHTTP; no HTTP stack, socket or optional
dependency is involved.
There are no sessions and no HTTP headers, so plugs (authentication, rate
limiting, ConduitMcp.Plugs.HeaderValidation) do not run. Give the
server a caller identity with :principal instead.
Cancelling a request kills its task. The server never sends
server-to-client requests over this transport.
A modern tools/call sent with :on_progress (or after set_log_level/2)
runs to its response with the tool's notifications/progress and
notifications/message delivered as they happen, as over Streamable HTTP.
subscriptions/listen needs a stream this transport cannot hold and is
answered -32601.
Options
	:server (required) - the server module.
	:assigns - conn.assigns for every request (default %{}).
	:principal - a ConduitMcp.Principal map put on every request's
conn with ConduitMcp.Principal.put/2 (default: none).
	:remote_ip - the conn's remote_ip (default {127, 0, 0, 1}).
	:server_name, :server_version, :instructions - as for
ConduitMcp.Transport.StreamableHTTP (an Endpoint's :name and
:version are used when unset).


      




  

    
ConduitMcp.Client.Transport.Stdio 
    



      
A ConduitMcp.Client.Transport that runs a local MCP server as an
operating-system process and speaks newline-delimited JSON-RPC over its
stdin and stdout (the MCP stdio transport).
{ConduitMcp.Client,
 name: :files,
 transport:
   {ConduitMcp.Client.Transport.Stdio,
    command: "npx",
    args: ["-y", "@modelcontextprotocol/server-filesystem", "/srv/data"],
    env: %{"NODE_OPTIONS" => "--max-old-space-size=256"}}}
kind/0 is :stdio: protocol discovery follows the stdio rules (a
timeout or a non-modern error means a legacy server) and :probe_timeout
defaults to 3 s. Cancelling a request writes notifications/cancelled in
both eras.
Stdio configuration is operator configuration: whoever chooses
:command, :args and :env runs code as this VM's user. Never build
them from model output, server responses or end-user input.
The process
The server is started with Port.open({:spawn_executable, path}, ...):
the executable is run directly, never through a shell, so arguments are
not expanded or split. Options are checked when the client starts
(ConduitMcp.Client.Config.new!/1 raises naming the key); the executable
is resolved on every connection attempt.
A port owner process, linked to the connection, owns the port. It writes
without ever suspending (a server that stops reading stdin cannot stall
it or the connection; at most 16 MiB of unwritten messages are held
before the transport closes with :write_queue_full), splits stdout into
lines with ConduitMcp.Client.Transport.Stdio.Framer, decodes them and
passes the messages to the connection.
When the server exits, the transport reports {:closed, {:exit_status, status}} and the connection reconnects, starting a new server (with its
backoff and :max_reconnects). Requests in flight fail and are not
retried.
Shutdown
When the transport closes (the client stops, reconnects or gives up, or
the connection process dies, even by :kill) the port owner:
	closes the port, which closes the server's stdin;
	polls kill -0 <os_pid> until the server exits, for :stdin_grace;
	sends kill -TERM, and polls again for :term_grace;
	sends kill -KILL.

On Windows step 3 is skipped and step 4 is taskkill /PID <os_pid> /T /F.
The signals go through System.cmd/3; there is no shell. This runs in
the port owner after it detaches from the connection, so neither a
reconnect nor the client's shutdown waits for it.
Limits:
	Launchers such as npx and uvx start the real server as a child.
Closing stdin normally ends both, but the signals reach only the
launcher's pid, so a grandchild that ignores EOF can outlive it.
	If the port owner itself is killed (Process.exit(pid, :kill), or the
VM halting, or an application stop killing the process while it is
still escalating), only step 1 happens: a server that ignores EOF
keeps running. Run such servers under a supervisor that kills on
parent exit (a container, systemd-run, MuonTrap) if that matters.
	The pid is signalled after the port is closed, so pid reuse in that
window is possible in theory.

Options
	:command - Required. The executable: a name looked up in PATH with
System.find_executable/1 when the client connects, or an
absolute path. It must not contain whitespace - arguments go
in :args - so "npx -y server" raises.

	:args (list of String.t/0) - The arguments, passed to the executable as they are. No shell
sees them, so "; rm -rf ~" arrives as one literal argument. The default value is [].

	:env - Variables to set in the server's environment, as a map or a
list of {name, value} string pairs. A value may be a
ConduitMcp.Client.Secret (exposed only when the process is
spawned). The server inherits only the allowlisted
variables of this VM's environment (HOME LOGNAME PATH SHELL TERM USER; on Windows APPDATA HOMEDRIVE HOMEPATH LOCALAPPDATA PATH PATHEXT PROCESSOR_ARCHITECTURE SYSTEMDRIVE SYSTEMROOT TEMP USERNAME USERPROFILE PROGRAMFILES), minus any whose value
starts with () (an exported shell function); every other
inherited variable is removed. :env wins over inherited
values. The default value is [].

	:cd - The server's working directory: an absolute path to an
existing directory. Defaults to this VM's working directory. The default value is nil.

	:stderr - Where the server's stderr goes: :inherit (this VM's stderr),
:discard, or {:file, absolute_path} (appended). :discard
and {:file, path} are POSIX only: the server is started as
/bin/sh -c 'f=$1; shift; exec "$@" 2>>"$f"' conduit_mcp PATH EXECUTABLE ARGS..., where the path, the executable and the
arguments are positional parameters that the shell never
parses, and exec keeps the server's pid. stderr is never
merged into stdout, and never captured into Logger. The default value is :inherit.

	:allow_batch_files (boolean/0) - Allow a .bat or .cmd executable. They are refused by
default because Windows runs them through cmd.exe, which
re-parses their arguments (BatBadBut); when allowed, an
argument containing any of "%^&|<> is still refused. On
Windows, launchers such as npx resolve to npx.cmd. The default value is false.

	:max_message_bytes (pos_integer/0) - The largest message the server may write, in bytes. A longer
line closes the transport with :message_too_large and stops
the server. The default value is 8388608.

	:max_junk_lines (non_neg_integer/0) - How many lines in a row that are not JSON-RPC messages are
tolerated (each is logged at debug level and dropped). One more
closes the transport with :junk_output, and the connection
restarts the server. The default value is 10.

	:stdin_grace (non_neg_integer/0) - Milliseconds the server gets to exit after its stdin is closed
before it is sent SIGTERM (on Windows, killed). The default value is 2000.

	:term_grace (non_neg_integer/0) - Milliseconds the server gets after SIGTERM before SIGKILL. The default value is 2000.



      




  

    
ConduitMcp.Client.Transport.Stdio.Framer 
    



      
Splits a stdio byte stream into newline-delimited MCP messages.
The stdio transport reads its port in :stream mode, so chunks arrive in
arbitrary splits; this pure state machine turns them back into messages.
iex> framer = ConduitMcp.Client.Transport.Stdio.Framer.new()
iex> {:ok, [], framer} = ConduitMcp.Client.Transport.Stdio.Framer.feed(framer, "{\"a\":")
iex> {:ok, messages, _framer} = ConduitMcp.Client.Transport.Stdio.Framer.feed(framer, "1}\r\n{}\n")
iex> messages
["{\"a\":1}", "{}"]
Rules
	A message ends at \n. One trailing \r is stripped, so CRLF output
(Windows servers) frames the same as LF.
	Blank lines (empty after the \r strip) are skipped.
	Bytes are scanned once: the held partial line is never rescanned, only
each new chunk is searched for newlines.
	Bytes after the last newline wait for the next chunk; at end of stream
they are an incomplete message and are dropped by the caller.

Oversized messages and resync
A message longer than :max_message_bytes (default 8 MiB, \r and \n
excluded) is detected as soon as the held bytes pass the cap, without
buffering more. The framer then discards every byte up to and including
the next \n and resumes framing after it, so one oversized message
costs that message only.
feed/2 reports a discard by returning
{:error, :message_too_large, messages, state}: the whole chunk was still
consumed, messages holds every complete message in it (before and after
the discarded one), and state is ready for the next chunk. A caller that
treats oversize as fatal closes the connection; a lenient caller keeps
feeding.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        buffered_bytes(framer)

      


        Bytes held for an incomplete message (0 while discarding).



    


    
      
        feed(state, chunk)

      


        Feeds the next chunk; returns the complete messages it finished, in order.



    


    
      
        new(opts \\ [])

      


        A fresh framer.
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      t()



        
          
        

    

  


  

      

          @opaque t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      buffered_bytes(framer)



        
          
        

    

  


  

      

          @spec buffered_bytes(t()) :: non_neg_integer()


      


Bytes held for an incomplete message (0 while discarding).

  



  
    
      
    
    
      feed(state, chunk)



        
          
        

    

  


  

      

          @spec feed(t(), binary()) ::
  {:ok, [binary()], t()} | {:error, :message_too_large, [binary()], t()}


      


Feeds the next chunk; returns the complete messages it finished, in order.

  



    

  
    
      
    
    
      new(opts \\ [])



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      


A fresh framer.
Options
	:max_message_bytes - positive integer, default 8 MiB.


  


        

      


  

    
ConduitMcp.Client.Transport.StreamableHTTP 
    



      
A ConduitMcp.Client.Transport for the MCP Streamable HTTP transport, in
both protocol eras. Needs the optional :finch dependency
({:finch, "~> 0.21"}); without it the client raises
ConduitMcp.OptionalDependencyError when it starts.
{ConduitMcp.Client,
 name: :docs,
 transport:
   {ConduitMcp.Client.Transport.StreamableHTTP,
    url: "https://mcp.example.com/mcp",
    auth: {:bearer, ConduitMcp.Client.Secret.new(System.fetch_env!("DOCS_TOKEN"))}}}
kind/0 is :http: era discovery follows the HTTP rules of
ConduitMcp.Client.Negotiation and :probe_timeout defaults to 5 s.
Processes
The transport's callbacks run in the connection and never wait on the
network. Each request runs in its own process, an exchange, under the
client's Task.Supervisor and monitored by the connection: it POSTs the
message, reads the answer (a JSON body or an event stream), sends the
response straight to the caller and tells the connection it is done.
Notifications and (legacy) server requests found on any stream go to
the connection, which routes them. A legacy session also gets one
listener process for the standalone GET stream.
The HTTP pool is Finch: the one named by :finch, else one started under
the client's supervisor (child_specs/2) and stopped with it. With
server_url_policy: :public_only each request vets the URL in its own
process and connects to the vetted address, through a pool per address
started in that Finch instance (see the option, and the guide
client_security.md).
A bearer token must be visible ASCII (0x21-0x7E): one an :auth
function or a token store returns with any other byte - a trailing
newline, a control byte - fails the request with kind: :auth, reason: :invalid_token, an error that holds no part of the token.
Requests
Every POST carries accept: application/json, text/event-stream,
content-type: application/json and accept-encoding: identity.
	Modern (2026-07-28): MCP-Protocol-Version equal to the request's
_meta version, Mcp-Method, Mcp-Name on tools/call,
resources/read, prompts/get and the tasks extension's
tasks/get|update|cancel (ConduitMcp.Headers), and the
Mcp-Param-* headers ConduitMcp.Client.call_tool/4 computes from
the cached tool definition.
	Legacy: MCP-Protocol-Version once negotiated, and Mcp-Session-Id
once the server issued one. A session id must be 1 to 1024 visible
ASCII characters (0x21-0x7E), else the handshake fails
(:invalid_session_id); it is held as a ConduitMcp.Client.Secret.

Answers: 202/204 complete a notification or response; a 401, or a
403, fails the request with kind: :auth and data: %{status:, challenges:} (ConduitMcp.Client.OAuth.Challenge); a 429 with
kind: :rate_limited and data: %{retry_after: seconds | nil}; a 4xx
carrying a JSON-RPC error is delivered as that error (so a modern 400
-32022 or 404 -32601 is a typed protocol error); a legacy 404 to a
request that carried a session id means the session expired: the
connection initializes a new session and sends that request once more.
5xx, redirects (see :redirect) and network failures are kind: :transport.
Streams
An event-stream answer may carry notifications and, in the legacy era,
server requests before the response. When a legacy stream ends early
after an event id, the exchange waits the stream's retry: (default
1 s, at most 30 s) and resumes it with a GET carrying Last-Event-ID,
up to five times. A modern stream that ends without a response fails the
request (:stream_closed); it is never replayed.
The legacy standalone GET stream is opened once a session is ready; a
405, or a 200 that is not an event stream, turns it off for the
session. It is reopened (resuming with Last-Event-ID) when it drops.
Modern subscriptions/listen streams are requests like any other (see
ConduitMcp.Client.Connection); they get :listen_idle_timeout instead
of a total deadline.
Cancellation
Modern: the exchange is stopped, which closes its socket - the server
sees the disconnect as cancellation. Legacy: notifications/cancelled is
POSTed first. close/2 sends a legacy session's DELETE (bounded by
1 s; a 405 is fine).
Options
	:url - Required. The server's MCP endpoint, an absolute http or https URL
(no user info, no fragment). Every request is POSTed to it.

	:server_url_policy - :public_only applies ConduitMcp.Client.URLPolicy to the
URL before every request, in the request's own process:
https only, and the host is resolved (A and AAAA) and
refused if any address is private, loopback, link-local or
otherwise internal (unless :allow_private admits it). The
request then connects to the first vetted address - the name
is never resolved a second time, so a DNS answer that changes
between the check and the connect (rebinding) cannot redirect
it - with TLS SNI, certificate verification and the Host
header all bound to the URL's host name. Such connections
come from pools the transport starts in the Finch instance
(yours with :finch), one per vetted address, configured by
:pool_size and :transport_opts. Refused together with
:insecure_skip_tls_verify. For a URL that comes from end
users rather than operator configuration. :any trusts the
URL and lets Finch resolve it. The default value is :any.

	:allow_private (list of term/0) - CIDRs that server_url_policy: :public_only admits anyway. The default value is [].

	:resolver - The DNS resolver server_url_policy: :public_only uses, a
ConduitMcp.Client.URLPolicy.resolver/0; called in the
request's process, never the connection. Default: the system
resolver. The default value is nil.

	:headers - Extra headers for every request, as {name, value} pairs; a
value may be a ConduitMcp.Client.Secret. Headers the
transport sets itself (accept, authorization,
content-type, mcp-*, last-event-id, hop-by-hop ones) are
refused: use :auth for credentials. The default value is [].

	:auth - Credentials for every request: {:bearer, token} (a string or
a ConduitMcp.Client.Secret); a one-arity function called
in the request's own process before each request with
%{url: url, method: method} and returning {:ok, token},
{:ok, nil} (no credentials) or {:error, reason} (the
request fails with kind: :auth); {:oauth, opts} for the
OAuth 2.1 authorization-code flow, or {:client_credentials, opts} for machine-to-machine OAuth (see
ConduitMcp.Client.OAuth and ConduitMcp.Client.OAuth.Config).
Never sent over http to a host other than loopback: such a
configuration raises. The default value is nil.

	:credential_id (term/0) - With an :auth function only: any term naming whose tokens
the function returns (a user id, a service name). Results the
server marks cacheScope: "private" are cached for this
identity (HT-11, see ConduitMcp.Client.Cache). Without it,
the function may return anyone's token from one request to
the next, so private results fetched with it are never served
from the cache. The default value is nil.

	:finch - The name of a Finch pool you started. Default: a pool the
client starts under its own supervisor (HTTP/1, :pool_size
connections, TLS peer verification against the system CA
store), named from a hash of the client's name. Give the
library's pool to no other code. The default value is nil.

	:pool_size (pos_integer/0) - Connections in the library-started pool. Each open event
stream (a streamed response, a listen) holds one. The default value is 100.

	:transport_opts (keyword/0) - TLS options for the library-started pool, and with
server_url_policy: :public_only for the pinned pools (Mint
:transport_opts, for example cacertfile:). Anything that
turns certificate verification off (verify: other than
:verify_peer, or a verify_fun:) is refused; see
:insecure_skip_tls_verify. The default value is [].

	:insecure_skip_tls_verify (boolean/0) - Do not verify the server's TLS certificate. For local
development only: a warning is logged whenever the transport
starts. Needs the library-started pool, and is refused with
server_url_policy: :public_only. The default value is false.

	:redirect - false refuses every redirect (the request fails).
:same_origin follows 307 and 308 redirects to the same
scheme, host and port (at most 5), re-sending the request and
its credentials; any other redirect still fails. The default value is false.

	:max_message_bytes (pos_integer/0) - The largest JSON body, and the largest event of an event
stream (also each line of one), in bytes. More fails the
request with kind: :message_too_large. Bodies are never
decompressed: a response with a content-encoding fails. The default value is 8388608.

	:request_timeout (pos_integer/0) - The total time, in milliseconds, of a request the connection
sends on its own (handshake, health check). Caller requests
are bounded by their own :timeout and :max_total_timeout.
Bytes arriving slowly never extend either. The default value is 60000.

	:listen_idle_timeout (pos_integer/0) - Milliseconds a long-lived stream (a modern
subscriptions/listen, the legacy GET stream) may stay silent
	keep-alive comments count as traffic - before it is dropped
and reopened. The default value is 120000.




      


      
        Summary


  
    Functions
  


    
      
        child_specs(opts, key)

      


        The children the client starts before its connection: the Finch pool,
unless :finch names one of yours, and for auth: {:oauth, ...} without
a :store the default in-memory ConduitMcp.Client.OAuth.TokenStore.ETS.



    





      


      
        Functions


        


  
    
      
    
    
      child_specs(opts, key)



        
          
        

    

  


  

The children the client starts before its connection: the Finch pool,
unless :finch names one of yours, and for auth: {:oauth, ...} without
a :store the default in-memory ConduitMcp.Client.OAuth.TokenStore.ETS.

  


        

      


  

    
ConduitMcp.Client.URLPolicy 
    



      
Decides whether the client may connect to a URL, before any connection is
made. It guards against server-supplied URLs (OAuth metadata, redirects,
resource_metadata) pointing the client at internal networks (SSRF).
iex> ConduitMcp.Client.URLPolicy.check("https://127.1/", :public_only)
{:error, {:blocked_address, {127, 0, 0, 1}}}
Policies
	:public_only - https only; the host is resolved (A and AAAA) and the
URL is refused if any address is blocked (see below), unless that
address falls inside an :allow_private CIDR. An IP-literal host is
checked directly.
	:any - http or https, no address checks and no DNS lookup.

On success the result carries the resolved addresses, so the caller can
connect to exactly those (pinning) instead of resolving again and racing a
DNS rebind; host stays the hostname for TLS SNI and certificate checks.
Host parsing
Hosts are parsed, never pattern-matched as strings. A host whose last label
is numeric is parsed with the WHATWG URL IPv4 rules, so every notation a
browser or resolver accepts is normalized first: 127.1, 0x7f.1,
0177.0.0.1, 017700000001, 2130706433 and 127.0.0.1. are all
{127, 0, 0, 1}, and an invalid numeric host (1.2.3.4.5, 09.1) is
refused. Bracketed IPv6 literals are parsed strictly. A URL with user info,
a percent-encoded or non-ASCII host, an IPv6 zone id, a backslash, or
whitespace or control characters is refused outright.
Blocked addresses
IPv4: 0.0.0.0/8, 10.0.0.0/8, 100.64.0.0/10, 127.0.0.0/8,
169.254.0.0/16, 172.16.0.0/12, 192.0.0.0/24, 192.168.0.0/16,
198.18.0.0/15, 224.0.0.0/4, 240.0.0.0/4.
IPv6: ::/96 (which holds ::, ::1 and the deprecated IPv4-compatible
form), 100::/64, 64:ff9b:1::/48, fc00::/7, fe80::/10, fec0::/10,
ff00::/8. IPv6 forms that embed an IPv4 address are unwrapped and the
embedded address is checked against the IPv4 list: IPv4-mapped
::ffff:0:0/96, IPv4-translated ::ffff:0:0:0/96, NAT64 64:ff9b::/96
and 6to4 2002::/16. So [::ffff:127.0.0.1] and [64:ff9b::a00:1] are
blocked, while a NAT64 address embedding a public IPv4 address (as DNS64
networks synthesize) is not.

      


      
        Summary


  
    Types
  


    
      
        cidr()

      


        A CIDR block: a base address and a prefix length.



    


    
      
        policy()

      


    


    
      
        reason()

      


    


    
      
        resolver()

      


    


    
      
        target()

      


    





  
    Functions
  


    
      
        blocked?(ip)

      


        Whether address is in a blocked range, after unwrapping IPv6 forms that
embed an IPv4 address (see the moduledoc).



    


    
      
        check(url, policy, opts \\ [])

      


        Checks url against policy.



    


    
      
        parse_cidr(cidr)

      


        Parses a CIDR string ("10.0.0.0/8", "fd00::/8"; a bare address is a
single host) or validates a cidr/0 tuple.



    





      


      
        Types


        


  
    
      
    
    
      cidr()



        
          
        

    

  


  

      

          @type cidr() :: {:inet.ip_address(), non_neg_integer()}


      


A CIDR block: a base address and a prefix length.

  



  
    
      
    
    
      policy()



        
          
        

    

  


  

      

          @type policy() :: :public_only | :any


      



  



  
    
      
    
    
      reason()



        
          
        

    

  


  

      

          @type reason() ::
  :invalid_url
  | {:scheme_not_allowed, String.t() | nil}
  | :userinfo_not_allowed
  | :invalid_host
  | {:blocked_address, :inet.ip_address()}
  | {:resolve_failed, term()}


      



  



  
    
      
    
    
      resolver()



        
          
        

    

  


  

      

          @type resolver() :: (String.t() -> {:ok, [:inet.ip_address()]} | {:error, term()})


      



  



  
    
      
    
    
      target()



        
          
        

    

  


  

      

          @type target() :: %{
  scheme: String.t(),
  host: String.t(),
  port: :inet.port_number(),
  addresses: [:inet.ip_address()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      blocked?(ip)



        
          
        

    

  


  

      

          @spec blocked?(:inet.ip_address()) :: boolean()


      


Whether address is in a blocked range, after unwrapping IPv6 forms that
embed an IPv4 address (see the moduledoc).
iex> ConduitMcp.Client.URLPolicy.blocked?({0, 0, 0, 0, 0, 0xFFFF, 0x7F00, 1})
true
iex> ConduitMcp.Client.URLPolicy.blocked?({93, 184, 216, 34})
false

  



    

  
    
      
    
    
      check(url, policy, opts \\ [])



        
          
        

    

  


  

      

          @spec check(String.t(), policy(), keyword()) :: {:ok, target()} | {:error, reason()}


      


Checks url against policy.
Options
	:allow_private - CIDRs (strings such as "10.1.0.0/16", or
cidr/0 tuples) whose addresses :public_only admits even though
they are blocked. Raises ArgumentError on an invalid entry.
	:resolver - resolver/0 used for hostnames (default: the system
resolver, A and AAAA).
	:resolve_timeout - milliseconds per lookup family for the default
resolver (default 5000).


  



  
    
      
    
    
      parse_cidr(cidr)



        
          
        

    

  


  

      

          @spec parse_cidr(String.t() | cidr()) :: {:ok, cidr()} | :error


      


Parses a CIDR string ("10.0.0.0/8", "fd00::/8"; a bare address is a
single host) or validates a cidr/0 tuple.
iex> ConduitMcp.Client.URLPolicy.parse_cidr("10.0.0.0/8")
{:ok, {{10, 0, 0, 0}, 8}}

  


        

      


  

    
ConduitMcp.Client.Fingerprint 
    



      
The digest a tool's approvals are pinned to.
A fingerprint is the lower-case hex SHA-256 of the canonical JSON (object
keys sorted recursively by their bytes, no insignificant whitespace) of
exactly these fields of the server's wire definition:
name, title, description, inputSchema, outputSchema,
annotations, execution, _meta
A field that is absent, or present with a JSON null, is left out of the
digest (never encoded as null), so a server flipping between the two does
not look like a new definition. Every other key (icons, future fields) is
ignored. Values are hashed exactly as sent: reordering object keys anywhere
gives the same fingerprint, while any change to a value, including
whitespace inside the description, gives a different one.
ConduitMcp.Client.Policy compares it against the fingerprint recorded at
approval (pin_tools), so a server that rewrites a tool after approval (a
"rug pull") falls back to asking.
iex> a = ConduitMcp.Client.Fingerprint.compute(%{"name" => "read", "inputSchema" => %{"type" => "object", "required" => []}})
iex> b = ConduitMcp.Client.Fingerprint.compute(%{"inputSchema" => %{"required" => [], "type" => "object"}, "name" => "read"})
iex> a == b
true

      


      
        Summary


  
    Types
  


    
      
        t()

      


        A lower-case hex SHA-256 digest (64 characters).



    





  
    Functions
  


    
      
        compute(definition)

      


        The fingerprint of a ConduitMcp.Client.Tool (computed over its raw wire
map) or of a string-keyed wire Tool map.



    


    
      
        fields()

      


        The wire fields a fingerprint covers, in no particular order.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: String.t()


      


A lower-case hex SHA-256 digest (64 characters).

  


        

      

      
        Functions


        


  
    
      
    
    
      compute(definition)



        
          
        

    

  


  

      

          @spec compute(ConduitMcp.Client.Tool.t() | map()) :: t()


      


The fingerprint of a ConduitMcp.Client.Tool (computed over its raw wire
map) or of a string-keyed wire Tool map.
Raises when a hashed field holds a value the stdlib JSON encoder cannot
encode (wire maps decoded from JSON never do).

  



  
    
      
    
    
      fields()



        
          
        

    

  


  

      

          @spec fields() :: [String.t()]


      


The wire fields a fingerprint covers, in no particular order.

  


        

      


  

    
ConduitMcp.Client.Grants 
    



      
"Always allow" approvals of a ConduitMcp.Client (PO-10, PO-11).
When ConduitMcp.Client.Policy decides :ask for a call, the client's
:on_ask approver is called (see ConduitMcp.Client.Pipeline). An answer
of {:allow, :always} records a grant keyed
{principal, server_id, tool_name, fingerprint}
that answers the same question for :grant_ttl (default 24 hours)
without asking again:
	principal is the call's :principal option (the end user the host
acts for; nil when not given), so one user's grant never applies to
another (PO-10). Without principals, grants are per client.
	fingerprint is the tool's ConduitMcp.Client.Fingerprint when it
was approved: a server that changes the tool's definition gets asked
about again (PO-6).

A grant only settles an :ask. It never overrides a deny rule, and it
marks the tool's current fingerprint as approved for that principal, so
the policy's pin (pin_tools) and allow_new_tools checks treat the
tool as known.
Grants live in the client's governance table: :protected ETS owned by a
process under the client's supervisor, read directly by callers and
written only by that process. They are lost when the client restarts
(which only means asking again).

      


      
        Summary


  
    Types
  


    
      
        grant()

      


        One live grant.



    





  
    Functions
  


    
      
        clear(client)

      


        Removes every grant.



    


    
      
        list(client)

      


        The client's unexpired grants. expires_at is Unix time in milliseconds
(from the client's :clock).



    


    
      
        revoke(client, principal)

      


        Removes every grant of principal.
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      grant()



        
          
        

    

  


  

      

          @type grant() :: %{
  principal: term(),
  server_id: String.t(),
  tool: String.t(),
  fingerprint: String.t(),
  expires_at: integer()
}


      


One live grant.

  


        

      

      
        Functions


        


  
    
      
    
    
      clear(client)



        
          
        

    

  


  

      

          @spec clear(term()) :: :ok | {:error, ConduitMcp.Client.Error.t()}


      


Removes every grant.

  



  
    
      
    
    
      list(client)



        
          
        

    

  


  

      

          @spec list(term()) :: {:ok, [grant()]} | {:error, ConduitMcp.Client.Error.t()}


      


The client's unexpired grants. expires_at is Unix time in milliseconds
(from the client's :clock).

  



  
    
      
    
    
      revoke(client, principal)



        
          
        

    

  


  

      

          @spec revoke(term(), term()) :: :ok | {:error, ConduitMcp.Client.Error.t()}


      


Removes every grant of principal.

  


        

      


  

    
ConduitMcp.Client.Hooks 
    



      
Host code that runs around a client's tool calls (and, optionally, its
tool listings, resource reads and prompt gets), configured with the
client's :hooks option and run by ConduitMcp.Client.Pipeline.
{ConduitMcp.Client,
 name: :fs,
 transport: {...},
 hooks: [
   pre_tool_call: [
     {:all, &MyApp.Audit.before/2, id: :audit},
     {"fs/write_*", {MyApp.Paths, :normalize}, id: :normalize}
   ],
   post_tool_call: [{"fs/*", &MyApp.Redact.result/3, id: :redact}],
   tool_call_failed: [{:all, &MyApp.Alert.failed/3, id: :alert, on_error: :ignore}]
 ]}
Events
	Event	Called as	Returns
	:pre_tool_call	fun.(%ToolCall{}, ctx)	:cont, {:cont, %ToolCall{}}, {:deny, reason} or {:halt, %ToolResult{}}
	:post_tool_call	fun.(%ToolCall{}, %ToolResult{}, ctx)	:cont or {:cont, %ToolResult{}}
	:tool_call_failed	fun.(%ToolCall{}, %Error{}, ctx)	:cont or {:recover, %ToolResult{}}
	:on_tools_listed	fun.([%Tool{}], ctx)	:cont or {:cont, [%Tool{}]}
	:on_resource_read	fun.(uri, ctx)	:cont or {:deny, reason}
	:on_prompt_get	fun.(name, args, ctx)	:cont, {:cont, args} or {:deny, reason}

	A pre-hook may rewrite only the call's args and meta; the digest
is recomputed. A returned call with another server_id, name or
call_id is a bad return. {:deny, reason} fails the call with
{:error, %Error{kind: :denied, reason: {:hook_denied, hook_id}, data: reason}}; {:halt, result} answers it with a synthetic result
and nothing is sent (policy does not run; post-hooks do).
	Post-hooks also see is_error: true results.
	Failure hooks run instead of post-hooks when the call ends in an error
(denied, transport, protocol, timeout, a failed hook, ...).
{:recover, result} turns the error into that result and ends the
chain.
	:on_tools_listed hooks get the listed tools their matcher selects
and may drop or annotate them; a returned tool must be one of those
given (same server_id and name). This shapes what the host and
its model see; it is not an authorization layer (use the :tools
filter or a policy for that).
	:on_resource_read / :on_prompt_get gate read_resource/3 and
get_prompt/4 the way pre-hooks gate calls.

No hook can allow anything (HK-5): there is no allow return, and a
hook returning one is a bad return. Policy is the only allow authority,
and it runs after the pre-hooks, on the final arguments.
ctx is a map with :client, :server_id, :era, :assigns and
:principal (from the call's options).
Hook specs
{matcher, fun} or {matcher, fun, opts}, where fun is a function of
the event's arity or {Module, :function} (checked when the options are
validated) and matcher is:
	:all (or :any, "*") - every call;
	"server/tool" - * globs within one segment; a bare "tool" means
any server (resource hooks glob the URI, prompt hooks the name);
	{server, %Regex{}} - the regex is matched against the tool name
(URI, prompt name).

Matchers compare loosely, like ConduitMcp.Client.Policy deny rules
(case-folded, with -, . and _ equivalent), so a redaction hook on
"fs/read_file" also covers Read-File.
Options:
	:id - an atom or string naming the hook in errors and telemetry
(default {event, index}); ids must be unique.
	:timeout - milliseconds (default the client's :hook_timeout,
5 000).
	:on_error - :fail (default) or :ignore, for post-hooks and
failure hooks only.

Order (HK-4)
Hooks run one at a time, each {:cont, value} feeding the next, in onion
order: global (:all), then server ("server/*"), then tool
(any other matcher) for pre-hooks, tool listing, resource and prompt
hooks; in declaration order within a level. Post-hooks and failure hooks
run in the reverse order.
Failures (HK-1, HK-2)
Every hook runs in a task under the client's Task.Supervisor with its
deadline, never in the connection process. A hook that raises, throws,
exits (even exit(:kill)), times out or returns anything outside its
contract:
	pre-hook (and resource/prompt hook): fails the call with
{:error, %Error{kind: :hook, reason: {:hook_failed, hook_id, :raise | :exit | :timeout | :bad_return}}}; no request is sent;
	post-hook: the result is withheld: the caller gets
{:ok, %ToolResult{is_error: true}} with a fixed text, and the raw
result is dropped without being logged. With on_error: :ignore the
hook is skipped instead;
	failure hook: the original error is returned unchanged;
	:on_tools_listed hook: the listing fails with a :hook error
(rather than an empty list that looks like "no tools").

What a failing hook raised is never logged or put in telemetry: it may
quote the arguments or result.
Telemetry
Each run emits [:conduit_mcp, :client, :hook, :stop] (status :cont,
:rewrite, :deny, :halt or :recover) or
[:conduit_mcp, :client, :hook, :exception] (reason :raise, :exit,
:timeout or :bad_return); see ConduitMcp.Telemetry.

      


      
        Summary


  
    Types
  


    
      
        env()

      


        What a runner needs from the pipeline: the client's task supervisor, the
default timeout, and the telemetry base metadata (with :tool_name when
there is one).



    


    
      
        hook()

      


        One compiled hook. Opaque.



    


    
      
        t()

      


        Compiled hooks, each list in run order. Treat as opaque.



    





  
    Functions
  


    
      
        compile(hooks)

      


        Compiles a :hooks keyword list (see the moduledoc). Raises
ArgumentError naming the event and entry on any invalid input. Compiled
hooks are returned unchanged.



    


    
      
        empty?(hooks)

      


        Whether no hook is configured for any event.



    





      


      
        Types


        


  
    
      
    
    
      env()



        
          
        

    

  


  

      

          @type env() :: %{task_sup: pid(), hook_timeout: pos_integer(), telemetry: map()}


      


What a runner needs from the pipeline: the client's task supervisor, the
default timeout, and the telemetry base metadata (with :tool_name when
there is one).

  



  
    
      
    
    
      hook()



        
          
        

    

  


  

      

          @type hook() :: struct()


      


One compiled hook. Opaque.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Client.Hooks{
  on_prompt_get: [hook()],
  on_resource_read: [hook()],
  on_tools_listed: [hook()],
  post_tool_call: [hook()],
  pre_tool_call: [hook()],
  tool_call_failed: [hook()]
}


      


Compiled hooks, each list in run order. Treat as opaque.

  


        

      

      
        Functions


        


  
    
      
    
    
      compile(hooks)



        
          
        

    

  


  

      

          @spec compile(keyword() | t()) :: t()


      


Compiles a :hooks keyword list (see the moduledoc). Raises
ArgumentError naming the event and entry on any invalid input. Compiled
hooks are returned unchanged.

  



  
    
      
    
    
      empty?(hooks)



        
          
        

    

  


  

      

          @spec empty?(t()) :: boolean()


      


Whether no hook is configured for any event.

  


        

      


  

    
ConduitMcp.Client.Pipeline 
    



      
The governed tool call: selection, hooks, schema validation, policy and
approval around one tools/call, run in the calling process.
ConduitMcp.Client.call_tool/4 goes through the pipeline when the client
is configured with any of :policy, :hooks, :tools (a filter) or
:validate, or when the call asks for shape: :llm; otherwise it sends
the call as given (a plain client has no policy, R6). run/3 is the
entry point for code that already holds a ConduitMcp.Client.ToolCall or
a resolved ConduitMcp.Client.Tool (a hub, an LLM adapter loop).
Steps (R4)
Every step runs once per logical call, in this order:
	Resolve the tool in the client's cache (listing the tools first if
the cache has none). An unknown tool is
{:error, %Error{kind: :not_found, reason: :unknown_tool}}.
	Select: a tool hidden by the :tools filter
(ConduitMcp.Client.ToolFilter.visible?/3) fails exactly like an
unknown one (PO-7), so its name cannot be probed.
	Fingerprint: the approved fingerprints are gathered (see
"Approvals") for the policy's pin.
	Pre-hooks (ConduitMcp.Client.Hooks), which may rewrite the
arguments, deny, halt with a synthetic result, or fail closed.
	Input-schema validation (validate: [arguments: true]): invalid
arguments are never sent.
	Policy (ConduitMcp.Client.Policy.evaluate/4) on the final
arguments: deny > pin > ask > allow > default. A deny is
{:error, %Error{kind: :denied, reason: decision.reason, data: %Policy.Decision{}}} (reason: :no_rule when nothing matched and
there is no approver).
	Ask: an :ask decision is settled by a live grant
(ConduitMcp.Client.Grants) or by the :on_ask approver.
	Encode: the arguments' digest must still be the one policy and
the approver saw (otherwise {:error, %Error{kind: :hook, reason: :args_changed}}); meta becomes the request's _meta, the
protocol's reserved keys winning.
	Send, including the modern multi-round-trip loop: each input
request goes through capability gating, the sampling/elicitation
safety checks and the ConduitMcp.Client.Handler, in the caller;
nothing above runs again per round.
	Output-schema validation (validate: [structured_content: true]).
	Post-hooks on a result (including is_error results), or
failure hooks on an error from step 3 on.
	Shaping for a model, with shape: :llm (below).
	The [:conduit_mcp, :client, :tool_call, :stop] event.

Approvals
:on_ask is fun.(%ToolCall{}, ctx) or {Module, :function}, called
in a task under :ask_timeout (default 60 s) with the exact arguments
that will be sent and their args_digest (PO-11). It must return:
	{:allow, :once} - send this call;
	{:allow, :always} - send it and record a grant (see
ConduitMcp.Client.Grants) for the call's :principal, this tool and
its current fingerprint, for :grant_ttl (default 24 h);
	{:deny, reason} - {:error, %Error{kind: :denied, reason: :ask_denied, data: reason}};
	{:deny, reason, :halt} - the same with reason: :ask_halt, telling
an agent loop to stop.

Anything else, a raise, an exit or a timeout is a deny with
reason: {:ask_failed, :bad_return | :raise | :exit | :timeout}. The
approver cannot change the arguments: rewriting belongs in pre-hooks.
The fingerprints policy pins to (ctx.approved_fingerprints, PO-6) come
from the client's :approved_fingerprints option: :first_listing
(default) records the fingerprints of the first full tool list a client
with a policy reads (with ConduitMcp.Client.list_all_tools/2,
ConduitMcp.Client.cached_tools/2, or its first call), so a later change
to a tool's definition asks again, and a tool first listed later is new
(allow_new_tools); a map of tool name to fingerprint pins exactly
those. A live grant for the call's principal adds the granted
fingerprint. The baseline lives as long as the client's processes; it is
recorded again after a restart.
Context
Hooks, the approver, filter functions and policy predicates get ctx:
:client, :server_id (the call's provenance: the server the call goes
to), :era, :assigns (the call's, else the client's), :principal
(the call's :principal option, else nil), :taint (the call's
:taint option as a MapSet, see "Taint"), :has_approver? and, from
step 3, :approved_fingerprints (the entry for the called tool, when it
has one).
Taint (HB-3)
A model that read one server's output may be steered by it into calling
another server's tool (cross-server exfiltration). The library cannot
see the model's context, so the host says which servers' output entered
the current turn with taint: ["web", "mail"], and policy rules decide
what that means, for example asking before any open-world tool once
untrusted output is in context:
ask: [{:all, [{:annotation, :open_world, true}, ConduitMcp.Client.Policy.tainted()]}]
ConduitMcp.Client.Policy.tainted/1 matches when the taint set holds a
server other than the called tool's own (minus an :ignore list); any
function rule can read ctx.taint directly.
Shaping for a model (PI-2)
With shape: :llm a ToolResult is rewritten for an LLM's context:
	provenance: %{server_id:, truncated:, flags:} says where it came
from and what was changed;
	text (including embedded resource text, link names and
structuredContent strings) loses invisible and direction-changing
characters (bidi controls, zero-width characters, Unicode tag
characters), flagged :bidi, :zero_width, :tag_chars;
	images other than JPEG, PNG, GIF and WebP (notably SVG), audio other
than WAV, MP3, Ogg, WebM and FLAC, and non-image blobs are replaced by
a text placeholder (:media_dropped); unknown block types too
(:unsupported_content);
	resource_link URIs are kept as text and never fetched, and nothing
else (icons, embedded URIs) is fetched either;
	_meta (of the result and of each block) and unknown keys are
dropped;
	the whole result is capped at the client's :max_result_bytes_for_llm
(default 100 KiB): the block that crosses it is cut on a character
boundary, later blocks and an over-size structuredContent are
dropped, and a final text block says so
("[truncated by the MCP client: ...]").

Server instructions are not part of a tool result; see
ConduitMcp.Client.instructions_for_llm/1.
Telemetry
[:conduit_mcp, :client, :policy, :decision] per policy evaluation and
[:conduit_mcp, :client, :hook, :stop | :exception] per hook run (see
ConduitMcp.Telemetry); neither carries arguments or results. With the
client's telemetry: [capture_payloads: ...], the tool_call span's
:arguments are the arguments given to run/3 (the span opens before
the pre-hooks, and a denied call sends nothing) and its :result is
what run/3 returns (after post-hooks and shaping).
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    Functions
  


    
      
        run(client, target, opts \\ [])

      


        Runs a governed tool call on client.



    





      


      
        Functions


        


    

  
    
      
    
    
      run(client, target, opts \\ [])



        
          
        

    

  


  

      

          @spec run(
  ConduitMcp.Client.client(),
  ConduitMcp.Client.ToolCall.t() | {String.t(), map()},
  keyword()
) ::
  {:ok, ConduitMcp.Client.ToolResult.t() | ConduitMcp.Client.Task.t()}
  | {:error, ConduitMcp.Client.Error.t()}


      


Runs a governed tool call on client.
target is {name, args} (the server's tool name and the arguments) or
a ConduitMcp.Client.ToolCall for this client's server_id (its meta
and call_id are kept).
Options
Every ConduitMcp.Client.call_tool/4 option (:task, :task_ttl,
:timeout, :meta, :assigns, progress options), plus:
	:principal - who the call is made for: passed in ctx, and the key
grants are recorded and looked up under (default nil).
	:shape - :llm to shape the result for a model (see the
moduledoc).
	:taint - the server ids (strings) whose output entered the current
turn, as a list or MapSet (default none); see "Taint".
	:tool - an already resolved ConduitMcp.Client.Tool for the same
{server_id, name}, skipping the cache lookup.

Returns what call_tool/4 returns.

  


        

      


  

    
ConduitMcp.Client.Policy 
    



      
Authorization for tool calls (and, opt-in, resource reads and prompt
gets): decides :allow, :ask or :deny for one call.
Evaluation is pure: no I/O, no processes, no telemetry. It runs in the
caller, on the final arguments (after pre-hooks), and returns a
ConduitMcp.Client.Policy.Decision carrying the matching rule's id and a
closed reason atom for the pipeline's telemetry.
policy =
  ConduitMcp.Client.Policy.compile(
    deny: ["*/delete_*", "shell/*"],
    ask: ["github/create_*", {"fs", ~r/^write/}],
    allow: ["github/get_*", {:all, ["fs/*", {:annotation, :read_only, true}]}],
    trusted: ["fs"]
  )

ConduitMcp.Client.Policy.evaluate(policy, call, tool, %{has_approver?: true})
Precedence (PO-1)
Fixed and not configurable: deny > pin > ask > allow > default. List
order and rule specificity never change the outcome; a narrow allow cannot
carve an exception out of a broad deny. Within one list, list order only
picks which rule_id is reported.
Rules
Every rule matches the structured target {server_id, name}, one segment
at a time, never a namespaced string (PO-3), so server a_b + tool c
and server a + tool b_c are never confused.
	"server/tool" - * globs within one segment; a bare "tool" means
any server.
	{server, %Regex{}} - the regex is matched against the tool name;
server is a segment glob.
	fn %ConduitMcp.Client.Tool{}, ctx -> boolean end.
	{:annotation, :read_only | :destructive | :open_world | :idempotent, boolean}
	compares the tool's effective annotation (see "Annotations").


	{:args, fun} - fun.(args) or fun.(args, ctx) on the call's final
arguments; ConduitMcp.Client.Policy.Paths builds path predicates.
	{:all, [rule, ...]} - matches when every member matches, for example
{:all, ["fs/write", {:args, Paths.inside("path", "/data")}]}.
	{:rule, id, rule} - any rule above with an explicit rule_id (an
atom or a string); otherwise the id is {list, index}.

Function rules get the pipeline ctx, including ctx.server_id (where
the call goes) and ctx.taint (the servers whose output is in the
model's context, HB-3); tainted/1 builds the common taint rule.
With :resources / :prompts in :scope, these also apply:
	"resource:server/uri" (glob on the URI; * may span /),
{:resource, server, %Regex{}}
	"prompt:server/name", {:prompt, server, %Regex{}}

Tool rules never match resources or prompts and vice versa. Server ids
never contain :, so a server segment with : is rejected (this catches
"resource:repo://x", which needs a server: "resource:*/repo://x").
Asymmetric matching (PO-5)
Deny and ask rules match loosely: both segments are compared Unicode
lower-cased with -, . and _ equivalent, and a regex is tried against
both the name and that folded form. So deny: ["*/delete_repo"] also
denies Delete_Repo, delete-repo and DELETE.REPO. Allow rules match
exactly and case-sensitively: allow: ["*/delete_repo"] does not
allow Delete_Repo.
Failing predicates
Function, argument and annotation predicates run in the caller. A
predicate that raises, exits, throws or returns a non-boolean counts as
matching in deny and ask lists (reason: :predicate_failed) and as
not matching in the allow list: failures never widen access.
Annotations (PO-8)
Tool annotations are untrusted unless the server is listed in :trusted.
For an untrusted server every annotation rule sees the conservative value
regardless of the hints: not read-only, destructive, open-world,
non-idempotent. For a trusted server the boolean hint is used, with the
spec defaults when absent, and a read-only tool is not destructive.
Pinning and new tools (PO-6)
The pipeline passes the approved baseline in
ctx[:approved_fingerprints]: a map {server_id, tool_name} => fingerprint (ConduitMcp.Client.Fingerprint). A missing key is treated
as an empty map (every tool is new), which fails closed.
	pin_tools: true (default) - a tool whose current fingerprint
(tool.fingerprint, or computed from tool.raw when nil) differs
from its approved one is decided by the pin, right after deny rules:
:ask (or :deny without an approver), source: :pin,
reason: :definition_changed.
	allow_new_tools: false (default) - a tool with no approved
fingerprint is matched only by exact allow rules: a string rule
whose server and tool segments are both literal ("fs/read"), or an
:all containing one. Globs, bare names, regexes, functions and
annotation or argument predicates do not allow it; it falls through to
the default. Deny and ask rules apply to new tools as usual.

Default and approvers (PO-2)
ctx[:has_approver?] (default false) tells evaluation whether an
approver (on_ask) will run. Without one, evaluation never returns
:ask: an ask rule becomes :deny with reason: :no_approver, the pin
and an :ask default become :deny with their own reasons. The no-match
default is default: :ask (the default; :deny without an approver) or
default: :deny.
Runtime updates
update/2 stores a compiled policy in :persistent_term under
{ConduitMcp.Client.Policy, name}, and get/1 reads it in the caller.
There is no server process. :persistent_term updates are global and
trigger a scan of every process's heap, so update rarely (operator
changes, "always allow" persistence), not per call.

      


      
        Summary


  
    Types
  


    
      
        rule()

      


        A compiled rule: its id, matcher, and whether it names one exact target.



    


    
      
        scope()

      


    


    
      
        t()

      


        A compiled policy. Treat as opaque apart from reading options.



    





  
    Functions
  


    
      
        allow_all()

      


        A policy that allows every tool call: allow: ["*/*"] with
allow_new_tools: true and pin_tools: false. ConduitMcp.Client.Hub
accepts policy: :allow_all for it; it is never a default (PO-2).



    


    
      
        compile(policy)

      


        Compiles a policy. Raises ArgumentError naming the option or entry on
any invalid input.



    


    
      
        delete(name)

      


        Removes the policy stored under name, if any.



    


    
      
        evaluate(policy, call, tool, ctx)

      


        Decides a tool call. call and tool must name the same
{server_id, name} (ArgumentError otherwise).



    


    
      
        evaluate_prompt(policy, server_id, name, ctx)

      


        Decides a prompts/get of prompt name on server_id, when :prompts is
in the policy's scope (otherwise :allow with reason: :out_of_scope).
Only prompt rules apply; there is no pinning. Reads ctx[:has_approver?]
like evaluate/4.



    


    
      
        evaluate_resource(policy, server_id, uri, ctx)

      


        Decides a resources/read of uri on server_id, when :resources is
in the policy's scope (otherwise :allow with reason: :out_of_scope).
Only resource rules apply; there is no pinning. Reads
ctx[:has_approver?] like evaluate/4.



    


    
      
        get(name)

      


        The policy stored under name by update/2, or nil.



    


    
      
        tainted(opts \\ [])

      


        A function rule matching a call made while another server's output is in
the model's context (HB-3): the call's :taint set (ctx.taint, see
ConduitMcp.Client.Pipeline) holds a server id other than the called
tool's own server and not in :ignore.



    


    
      
        update(name, policy)

      


        Compiles policy (unless already compiled) and stores it under name in
:persistent_term, replacing any previous one. Raises like compile/1;
on a raise the stored policy is unchanged.
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          @type rule() :: {term(), matcher(), boolean()}


      


A compiled rule: its id, matcher, and whether it names one exact target.

  



  
    
      
    
    
      scope()



        
          
        

    

  


  

      

          @type scope() :: :tools | :resources | :prompts


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Client.Policy{
  allow: [rule()],
  allow_new_tools: boolean(),
  ask: [rule()],
  default: :ask | :deny,
  deny: [rule()],
  pin_tools: boolean(),
  scope: [scope()],
  trusted: true | MapSet.t(String.t())
}


      


A compiled policy. Treat as opaque apart from reading options.

  


        

      

      
        Functions


        


  
    
      
    
    
      allow_all()



        
          
        

    

  


  

      

          @spec allow_all() :: t()


      


A policy that allows every tool call: allow: ["*/*"] with
allow_new_tools: true and pin_tools: false. ConduitMcp.Client.Hub
accepts policy: :allow_all for it; it is never a default (PO-2).

  



  
    
      
    
    
      compile(policy)



        
          
        

    

  


  

      

          @spec compile(keyword() | t()) :: t()


      


Compiles a policy. Raises ArgumentError naming the option or entry on
any invalid input.
Options
	:deny, :ask, :allow - rule lists (default []); see the moduledoc.
	:default - :ask (default) or :deny, for calls no rule matches.
	:scope - a non-empty subset of [:tools, :resources, :prompts]
(default [:tools]). Resource and prompt rules require their scope.
	:pin_tools - default true.
	:allow_new_tools - default false.
	:trusted - servers whose annotations are trusted: false (default),
true (every server), a list or MapSet of server ids, or a map of
server id to boolean.

A compiled policy is returned unchanged.

  



  
    
      
    
    
      delete(name)



        
          
        

    

  


  

      

          @spec delete(term()) :: :ok


      


Removes the policy stored under name, if any.

  



  
    
      
    
    
      evaluate(policy, call, tool, ctx)



        
          
        

    

  


  

      

          @spec evaluate(t(), ConduitMcp.Client.ToolCall.t(), ConduitMcp.Client.Tool.t(), map()) ::
  ConduitMcp.Client.Policy.Decision.t()


      


Decides a tool call. call and tool must name the same
{server_id, name} (ArgumentError otherwise).
ctx is the pipeline context; evaluation reads:
	:has_approver? - whether an approver will run (default false);
	:approved_fingerprints - %{{server_id, tool_name} => fingerprint}
(default %{});

and passes the whole ctx to function and {:args, fun/2} predicates.
Returns an :allow decision with reason: :out_of_scope when :tools is
not in the policy's scope.

  



  
    
      
    
    
      evaluate_prompt(policy, server_id, name, ctx)



        
          
        

    

  


  

      

          @spec evaluate_prompt(t(), String.t(), String.t(), map()) ::
  ConduitMcp.Client.Policy.Decision.t()


      


Decides a prompts/get of prompt name on server_id, when :prompts is
in the policy's scope (otherwise :allow with reason: :out_of_scope).
Only prompt rules apply; there is no pinning. Reads ctx[:has_approver?]
like evaluate/4.

  



  
    
      
    
    
      evaluate_resource(policy, server_id, uri, ctx)



        
          
        

    

  


  

      

          @spec evaluate_resource(t(), String.t(), String.t(), map()) ::
  ConduitMcp.Client.Policy.Decision.t()


      


Decides a resources/read of uri on server_id, when :resources is
in the policy's scope (otherwise :allow with reason: :out_of_scope).
Only resource rules apply; there is no pinning. Reads
ctx[:has_approver?] like evaluate/4.

  



  
    
      
    
    
      get(name)



        
          
        

    

  


  

      

          @spec get(term()) :: t() | nil


      


The policy stored under name by update/2, or nil.

  



    

  
    
      
    
    
      tainted(opts \\ [])



        
          
        

    

  


  

      

          @spec tainted(keyword()) :: (ConduitMcp.Client.Tool.t(), map() -> boolean())


      


A function rule matching a call made while another server's output is in
the model's context (HB-3): the call's :taint set (ctx.taint, see
ConduitMcp.Client.Pipeline) holds a server id other than the called
tool's own server and not in :ignore.
ask: [{:all, [{:annotation, :open_world, true}, Policy.tainted(ignore: ["docs"])]}],
deny: [{:all, ["mail/send", Policy.tainted()]}]
A call without a :taint option is never tainted. Use it in deny and ask
lists; in the allow list it would only widen access for tainted calls.
Options
	:ignore - server ids whose output does not count (default []).


  



  
    
      
    
    
      update(name, policy)



        
          
        

    

  


  

      

          @spec update(term(), keyword() | t()) :: :ok


      


Compiles policy (unless already compiled) and stores it under name in
:persistent_term, replacing any previous one. Raises like compile/1;
on a raise the stored policy is unchanged.

  


        

      


  

    
ConduitMcp.Client.Policy.Decision 
    



      
The outcome of ConduitMcp.Client.Policy.evaluate/4 (and its resource and
prompt variants).
	:decision - :allow, :ask (run the approver) or :deny.
	:source - what produced it: a :deny, :ask or :allow rule, the
fingerprint pin (:pin), or the :default.
	:rule_id - the matching rule's id ({list, index} such as
{:deny, 0}, or the id given with {:rule, id, pattern}); nil for
:pin and :default. When several rules in the deciding list match,
it is the first in list order.
	:reason - a closed atom (safe for telemetry and logs):	:deny_rule, :ask_rule, :allow_rule - a rule of that list
matched;
	:predicate_failed - a deny or ask rule's function or argument
predicate raised, exited, threw or returned a non-boolean, and the
rule was taken as matching (fail closed);
	:no_approver - an ask rule matched but no approver exists, so the
decision is :deny;
	:definition_changed - the tool's fingerprint differs from the one
it was approved with (source: :pin);
	:no_rule - nothing matched (source: :default);
	:out_of_scope - the policy's :scope does not cover this kind of
target, so it does not govern it (decision: :allow,
source: :default).
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        decision()

      


    


    
      
        reason()

      


    


    
      
        source()

      


    


    
      
        t()
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      decision()



        
          
        

    

  


  

      

          @type decision() :: :allow | :ask | :deny


      



  



  
    
      
    
    
      reason()



        
          
        

    

  


  

      

          @type reason() ::
  :deny_rule
  | :ask_rule
  | :allow_rule
  | :predicate_failed
  | :no_approver
  | :definition_changed
  | :no_rule
  | :out_of_scope


      



  



  
    
      
    
    
      source()



        
          
        

    

  


  

      

          @type source() :: :deny | :ask | :allow | :default | :pin


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Client.Policy.Decision{
  decision: decision(),
  reason: reason(),
  rule_id: term(),
  source: source()
}


      



  


        

      


  

    
ConduitMcp.Client.Policy.Paths 
    



      
Path canonicalization and path predicates for ConduitMcp.Client.Policy
argument rules (PO-9).
root = "/srv/sandbox"

ConduitMcp.Client.Policy.compile(
  deny: [{:args, ConduitMcp.Client.Policy.Paths.escapes("path", root)}],
  allow: [{:all, ["fs/write", {:args, ConduitMcp.Client.Policy.Paths.inside("path", root)}]}]
)
Argument rules are defence in depth, not a sandbox: the server is the
enforcement point. These helpers only make the client's view of a path
hard to fool with encodings.
Canonicalization
canonicalize/3 turns an argument into an absolute, normalized path, or
fails:
	the value must be a valid UTF-8 string with no NUL byte; it is
normalized to Unicode NFC;
	a relative path is joined to root; ~ is not expanded (it is an
ordinary file name);
	. segments and empty segments are dropped and .. removes the
previous segment, lexically (.. at / stays at /);
	with the :resolve option, the lexical result is passed to that
function (for example one that resolves symlinks with
:file.read_link_all/1) and its {:ok, path} result is normalized
again; anything else is a failure. Nothing here touches the file
system by itself.

The root goes through the same steps (it must be absolute), so
inside?/3 compares like with like.
Predicates
inside/3 and escapes/3 build {:args, fun} predicates that read one
argument, selected by a key ("path") or a key/index list
(["files", 0, "path"], string keys only). A list value is checked element
by element. They differ in how they fail:
	inside/3 is for allow rules: it matches only when every path
canonicalizes and lies within the root. A missing argument, an empty
list, or any failure is no match.
	escapes/3 is for deny and ask rules: it matches when any path fails
to canonicalize (including a non-string value) or lies outside the
root. A missing argument is no match (there is no path to check).


      


      
        Summary


  
    Types
  


    
      
        reason()

      


        Why a path did not canonicalize.



    


    
      
        selector()

      


        Selects one argument: a key, or a list of keys and list indexes.



    





  
    Functions
  


    
      
        canonicalize(path, root, opts \\ [])

      


        Canonicalizes path against the absolute root; see the moduledoc.



    


    
      
        escapes(selector, root, opts \\ [])

      


        An argument predicate (for {:args, fun}) that matches when the selected
argument, or any element of it when it is a list, fails to canonicalize or
lies outside root.



    


    
      
        inside(selector, root, opts \\ [])

      


        An argument predicate (for {:args, fun}) that matches when the selected
argument is a path, or a non-empty list of paths, all inside root.



    


    
      
        inside?(path, root, opts \\ [])

      


        Whether path canonicalizes and lies within root (or is root itself).
Takes the same options as canonicalize/3; any failure is false.
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      reason()



        
          
        

    

  


  

      

          @type reason() ::
  :not_a_string
  | :nul_byte
  | :invalid_unicode
  | :relative_root
  | :resolve_failed


      


Why a path did not canonicalize.

  



  
    
      
    
    
      selector()



        
          
        

    

  


  

      

          @type selector() :: String.t() | [String.t() | non_neg_integer()]


      


Selects one argument: a key, or a list of keys and list indexes.
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      canonicalize(path, root, opts \\ [])



        
          
        

    

  


  

      

          @spec canonicalize(term(), String.t(), keyword()) ::
  {:ok, String.t()} | {:error, reason()}


      


Canonicalizes path against the absolute root; see the moduledoc.
Options
	:resolve - (String.t() -> {:ok, String.t()} | {:error, term()}),
applied to the lexically normalized path (default: none).


Examples
iex> ConduitMcp.Client.Policy.Paths.canonicalize("../../etc/passwd", "/srv/sandbox")
{:ok, "/etc/passwd"}

iex> ConduitMcp.Client.Policy.Paths.canonicalize("a/./b//c/..", "/srv")
{:ok, "/srv/a/b"}

iex> ConduitMcp.Client.Policy.Paths.canonicalize("a\0b", "/srv")
{:error, :nul_byte}

  



    

  
    
      
    
    
      escapes(selector, root, opts \\ [])



        
          
        

    

  


  

      

          @spec escapes(selector(), String.t(), keyword()) :: (map() -> boolean())


      


An argument predicate (for {:args, fun}) that matches when the selected
argument, or any element of it when it is a list, fails to canonicalize or
lies outside root.
Raises ArgumentError at build time when root is not an absolute path
or selector is malformed.

  



    

  
    
      
    
    
      inside(selector, root, opts \\ [])



        
          
        

    

  


  

      

          @spec inside(selector(), String.t(), keyword()) :: (map() -> boolean())


      


An argument predicate (for {:args, fun}) that matches when the selected
argument is a path, or a non-empty list of paths, all inside root.
Raises ArgumentError at build time when root is not an absolute path
or selector is malformed.

  



    

  
    
      
    
    
      inside?(path, root, opts \\ [])



        
          
        

    

  


  

      

          @spec inside?(term(), String.t(), keyword()) :: boolean()


      


Whether path canonicalizes and lies within root (or is root itself).
Takes the same options as canonicalize/3; any failure is false.
iex> ConduitMcp.Client.Policy.Paths.inside?("/data/../etc", "/data")
false
iex> ConduitMcp.Client.Policy.Paths.inside?("/data/x", "/data")
true

  


        

      


  

    
ConduitMcp.Client.SchemaValidator behaviour
    



      
JSON Schema validation of tool arguments and structuredContent, behind a
behaviour so the validator can be swapped.
Validation is opt-in, per client:
{ConduitMcp.Client,
 name: :docs,
 transport: {...},
 validate: [arguments: true, structured_content: true]}
	arguments: true - a call's final arguments (after pre-hooks) are
validated against the tool's inputSchema before policy runs; an
invalid call is never sent ({:error, %Error{kind: :protocol, reason: :invalid_arguments}}, the validator's errors in data).
	structured_content: true - a successful result's structuredContent
is validated against the tool's outputSchema, when it has one;
a mismatch (or a missing structuredContent) is {:error, %Error{kind: :protocol, reason: :invalid_structured_content}}.

The default validator is ConduitMcp.Client.SchemaValidator.JSV, which
needs the optional :jsv dependency (JSON Schema 2020-12 and draft 7).
Asking for validation without it raises
ConduitMcp.OptionalDependencyError when the client's options are
validated, never per request. Another validator is set with
validate: [validator: MyValidator].
Bounds (HK-6)
Tool schemas come from the server, so a schema is checked before any
validator sees it. A schema is refused when:
	it is not an object or a boolean (:invalid_schema);
	it nests JSON objects and arrays more than 64 deep, or subschemas more
than 32 deep (:too_deep);
	it has more than 1 000 subschemas (:too_many_subschemas);
	its JSON encoding is over 256 KiB (:too_large);
	a $ref or $dynamicRef is anything but a local #... pointer
(:remote_ref): references are never dereferenced over the network
or the file system.

A tool whose schema is refused (or fails to build) is left out of the
client's tool lists while that validation is on, and a call to it fails
with {:error, %Error{kind: :protocol, reason: {:unsafe_schema, :input | :output, reason}}} before anything is sent.
Caching
Built schemas are kept in the client's governance table (written by its
owner process, read directly by callers), keyed by the tool's
ConduitMcp.Client.Fingerprint and the validator. A changed definition has
a new fingerprint, so a refresh that changes a tool never reuses the old
schema; the cache is cleared when it holds more than 4 096 entries.
Refusals are cached the same way.

      


      
        Summary


  
    Types
  


    
      
        bounds_error()

      


        Why a schema was refused before building.



    


    
      
        compiled()

      


        A validator's built schema; opaque to the client.



    





  
    Callbacks
  


    
      
        build(schema, opts)

      


        Builds schema (a bounds-checked, string-keyed JSON Schema object or a
boolean) for repeated validation. opts is reserved and currently [].



    


    
      
        validate(compiled, data)

      


        Validates data (JSON-shaped: string keys) against a built schema.
Errors are returned to the caller in the data of the client error.



    





  
    Functions
  


    
      
        check_bounds(schema)

      


        Checks a server-supplied schema against the bounds in the moduledoc.
Returns :ok or {:error, reason}; never raises.



    





      


      
        Types


        


  
    
      
    
    
      bounds_error()



        
          
        

    

  


  

      

          @type bounds_error() ::
  :invalid_schema | :too_deep | :too_many_subschemas | :too_large | :remote_ref


      


Why a schema was refused before building.

  



  
    
      
    
    
      compiled()



        
          
        

    

  


  

      

          @type compiled() :: term()


      


A validator's built schema; opaque to the client.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      build(schema, opts)



        
          
        

    

  


  

      

          @callback build(schema :: map() | boolean(), opts :: keyword()) ::
  {:ok, compiled()} | {:error, term()}


      


Builds schema (a bounds-checked, string-keyed JSON Schema object or a
boolean) for repeated validation. opts is reserved and currently [].

  



  
    
      
    
    
      validate(compiled, data)



        
          
        

    

  


  

      

          @callback validate(compiled(), data :: term()) :: :ok | {:error, term()}


      


Validates data (JSON-shaped: string keys) against a built schema.
Errors are returned to the caller in the data of the client error.

  


        

      

      
        Functions


        


  
    
      
    
    
      check_bounds(schema)



        
          
        

    

  


  

      

          @spec check_bounds(term()) :: :ok | {:error, bounds_error()}


      


Checks a server-supplied schema against the bounds in the moduledoc.
Returns :ok or {:error, reason}; never raises.
iex> ConduitMcp.Client.SchemaValidator.check_bounds(%{"type" => "object"})
:ok

iex> ConduitMcp.Client.SchemaValidator.check_bounds(%{"$ref" => "http://169.254.169.254/"})
{:error, :remote_ref}

  


        

      


  

    
ConduitMcp.Client.SchemaValidator.JSV 
    



      
The default ConduitMcp.Client.SchemaValidator, built on
JSV (JSON Schema 2020-12 and draft 7).
Only compiled when the optional {:jsv, "~> 0.26"} dependency is
present; ConduitMcp.OptionalDeps.jsv!/0 checks for it when a client's
options ask for validation.
Server schemas are untrusted, so they are built with JSV's default
resolvers only (embedded meta-schemas and the schema's own documents:
never the network), with no atom-creating casts, with build warnings
silenced, and with JSV's jsv-cast / x-jsv-cast extension keywords
removed; data is validated with casting off. JSV runs pattern and
patternProperties under a backtracking budget linear in the subject
size, so a catastrophic pattern such as (a+)+$ fails the value instead
of hanging the caller. Schemas reach build/2 only after
ConduitMcp.Client.SchemaValidator.check_bounds/1.

      




  

    
ConduitMcp.Client.ToolFilter 
    



      
Tool visibility: which tools an application (and its LLM) can see at all.
Visibility is separate from authorization (ConduitMcp.Client.Policy): a
hidden tool is left out of tool lists and adapter output, and calling it
fails with {:error, %ConduitMcp.Client.Error{kind: :not_found}} (PO-7),
so it cannot be reached by guessing its name.
filter =
  ConduitMcp.Client.ToolFilter.compile(
    include: ["github/*", "fs/read_*"],
    exclude: ["*/delete_*", fn tool, ctx -> hidden_for?(ctx.assigns.user, tool) end]
  )

ConduitMcp.Client.ToolFilter.visible?(filter, tool, ctx)
Patterns
Every pattern matches the structured target {server_id, tool_name}, never
a namespaced string, so server "a_b" + tool "c" and server "a" +
tool "b_c" can never be confused:
	"server/tool" - * is a glob within one segment (it matches any run
of characters, including none, in that segment only). A bare "tool"
(no /) means any server. "*" matches every tool.
	{server, %Regex{}} - the regex is matched against the tool name;
server is a segment glob as above ("*" for any server).
	a 2-arity function fn %ConduitMcp.Client.Tool{}, ctx -> boolean end.
It is called in the caller. A function that raises, exits, throws or
returns a non-boolean counts as matching for :exclude (hidden) and
as not matching for :include (fail closed).

Semantics
	:exclude always wins: a tool matching any exclude pattern is hidden.
	An empty :include (the default) means every tool not excluded is
visible; otherwise a tool must match at least one include pattern.
	Exclude patterns match loosely (Unicode lower-case, with -, .
and _ equivalent), so exclude: ["*/delete_repo"] also hides
Delete-Repo. Include patterns match exactly (case-sensitive), the
same asymmetry ConduitMcp.Client.Policy uses for deny and allow
(PO-5). Loose matching applies to both segments, and a regex is tried
against both the tool name and its folded form.

Static and dynamic filtering
String and regex patterns depend only on the target, so they can be applied
once when a server's tool list is refreshed: static_visible?/2. Function
patterns depend on the call context (ctx.assigns), so they run at read
time in the caller: visible?/3. static_visible?/2 never hides a tool
that visible?/3 could show, so refresh-time filtering followed by
read-time filtering gives the same result as visible?/3 alone.

      


      
        Summary


  
    Types
  


    
      
        pattern()

      


        A pattern as written in compile/1 options.



    


    
      
        t()

      


        A compiled filter. Treat as opaque.



    





  
    Functions
  


    
      
        compile(opts \\ [])

      


        Compiles include: and exclude: pattern lists (both default to []).



    


    
      
        static_visible?(tool_filter, tool)

      


        Whether tool survives the static (string and regex) patterns alone. Use
when a tool list is refreshed. Function patterns are not called: an
include list that has a function pattern keeps every tool it does not
statically include, for visible?/3 to decide at read time.



    


    
      
        visible?(tool_filter, tool, ctx)

      


        Whether tool is visible under every pattern, including function patterns
(called with ctx). Use at read time, in the caller.



    





      


      
        Types


        


  
    
      
    
    
      pattern()



        
          
        

    

  


  

      

          @type pattern() ::
  String.t()
  | {String.t(), Regex.t()}
  | (ConduitMcp.Client.Tool.t(), map() -> boolean())


      


A pattern as written in compile/1 options.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Client.ToolFilter{exclude: [matcher()], include: [matcher()]}


      


A compiled filter. Treat as opaque.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      compile(opts \\ [])



        
          
        

    

  


  

      

          @spec compile(keyword()) :: t()


      


Compiles include: and exclude: pattern lists (both default to []).
Raises ArgumentError naming the option and the entry for an unknown
option, a non-list value, an unrecognized pattern, an empty segment, a
server segment containing :, or a function of the wrong arity.

  



  
    
      
    
    
      static_visible?(tool_filter, tool)



        
          
        

    

  


  

      

          @spec static_visible?(t(), ConduitMcp.Client.Tool.t()) :: boolean()


      


Whether tool survives the static (string and regex) patterns alone. Use
when a tool list is refreshed. Function patterns are not called: an
include list that has a function pattern keeps every tool it does not
statically include, for visible?/3 to decide at read time.

  



  
    
      
    
    
      visible?(tool_filter, tool, ctx)



        
          
        

    

  


  

      

          @spec visible?(t(), ConduitMcp.Client.Tool.t(), map()) :: boolean()


      


Whether tool is visible under every pattern, including function patterns
(called with ctx). Use at read time, in the caller.

  


        

      


  

    
ConduitMcp.Client.Hub 
    



      
Many MCP servers behind one tool list: a supervisor of one
ConduitMcp.Client per server, plus the functions that list their tools
under collision-free names and route a model's tool call to the right
server through the governed call pipeline (ConduitMcp.Client.Pipeline).
children = [
  {ConduitMcp.Client.Hub,
   name: MyApp.Hub,
   policy: [allow: ["github/get_*", "fs/read_*"], ask: ["github/*"], deny: ["*/delete_*"]],
   on_ask: &MyApp.Approvals.ask/2,
   hooks: [post_tool_call: [{:all, &MyApp.Audit.result/3, id: :audit}]],
   servers: [
     github: [transport: {ConduitMcp.Client.Transport.StreamableHTTP, url: "..."}],
     fs: [transport: {ConduitMcp.Client.Transport.Stdio, command: "mcp-fs"}, trusted: true]
   ]}
]

{:ok, toolset} = ConduitMcp.Client.Hub.list_tools(MyApp.Hub)
# offer the toolset to a model (ConduitMcp.Client.Adapters), then:
{:ok, result} = ConduitMcp.Client.Hub.call_tool(MyApp.Hub, "github__get_issue", args, toolset: toolset)
The application starts no hub; add one to your own supervision tree.
Options are validated when the child spec is built
(ConduitMcp.Client.Hub.Config), so a typo, a duplicate server id or a
missing :policy fails at boot naming it.
A policy is required (R6, PO-2)
A hub hands tools to a model, so it refuses to start without :policy.
To allow everything, say so: policy: :allow_all. Rules match the
{server_id, tool} pair ("github/create_*"), never the exposed name
(PO-3). With no matching rule a call is asked about when there is an
:on_ask approver and denied otherwise.
Servers and their options
servers: is [{server_id, client_opts}] in the order their tools are
listed. A server_id is operator configuration
(^[a-z][a-z0-9_]{0,31}$, no __, no trailing _, unique), never the
server's self-reported serverInfo.name, which is display only. Each
server runs as a ConduitMcp.Client named {:hub_server, hub, server_id}
(client/2), so every ConduitMcp.Client function (resources, prompts,
status/1) works on it directly.
The hub's governance options (:policy, :on_ask, :ask_timeout,
:grant_ttl, :hooks, :hook_timeout, :tools, :validate,
:max_result_bytes_for_llm, :clock) and :telemetry apply to every
server; the same key in a server's client_opts overrides them for that
server, except:
	:hooks - the hub's hooks of an event run before the server's (both
must be keyword lists);
	:tools - the server's :exclude patterns are added to the hub's,
and its :include patterns, when it has any, replace the hub's;
	:policy - may be replaced (:allow_all included) but never removed.

trusted: true is per server: it lets policy annotation rules believe
that server's tool hints (PO-8).
Supervision
The hub is a :rest_for_one supervisor of the OAuth token store (see
"OAuth"), a Task.Supervisor (for
ConduitMcp.Client.Adapters.execute_tool_calls/4 and listing fetches), a
DynamicSupervisor holding the server clients, and a manager process.
Server clients are restart: :temporary: when one exits (a bug, or its
own supervisor giving up after repeated connection crashes) the manager
starts it again after a jittered backoff (:restart_backoff, 1 s doubling
to at most 30 s), so one crash-looping server never exhausts a
supervisor's restart intensity or takes the others down. Each client is
itself a :one_for_all supervisor allowing 3 restarts in 5 s: a
connection that keeps crashing takes its client down within seconds, and
the manager's backoff paces what follows (ST-8). Starting never
blocks: servers are started after start_link/1 returns, and each client
connects in the background.
At most :max_stdio_servers (16) servers run a local process (a
transport whose kind/0 is :stdio), so a configuration or a caller of
add_server/3 cannot fork without bound (ST-8).
add_server/3 and remove_server/2 change the server set at runtime.
Servers added at runtime are not durable: they survive a restart of
the manager but not of the hub (re-add them from your own store;
add_server/3 is idempotent). A server removed at runtime stays removed
until the hub restarts.
OAuth (X-18)
The hub starts one in-memory ConduitMcp.Client.OAuth.TokenStore.ETS
and gives it to every server whose auth: {:oauth, opts} or
auth: {:client_credentials, opts} names no :store (a server's own
:store is kept). Tokens stay keyed by {principal, issuer, resource},
so each server still gets only its own (OA-5), but:
	a client registered dynamically with an authorization server is
reused by every server behind that issuer (one registration, not one
per server);
	a server client that is restarted (by the manager after a crash, or
removed and added again) finds its tokens and needs no new
authorization.

The store lives as long as the hub: it is in memory, and a hub restart
loses it. For tokens that survive restarts, name a persistent store
(ConduitMcp.Client.OAuth.TokenStore) in each server's OAuth options.
Tool listing (X-12, HB-1, HB-2, HB-4)
list_tools/2 keeps no aggregated index: it reads each server client's
cache (ConduitMcp.Client.Cache) and builds a ConduitMcp.Client.ToolSet
with ConduitMcp.Client.Naming.build/2:
	only servers whose connection is :ready contribute; a failed,
starting, reconnecting or closed server's tools are left out;
	servers in configuration order (runtime additions after), then each
server's tools in the order it listed them, which keeps the list
stable for prompt caching;
	exposed names are server_id <> "__" <> tool (plus the optional
:prefix), sanitized and length-capped; when several tools map to one
exposed name, none is offered, a warning is logged and
[:conduit_mcp, :client, :hub, :collision] plus a tool.rejected
per tool are emitted;
	each server's tools first pass its filter and :on_tools_listed
hooks (with the call's :assigns and :principal), exactly as
ConduitMcp.Client.cached_tools/2 presents them, so a hidden tool is
never offered (PO-7).

Building names is memoized by the listed names (not by cache version):
the mapping is a pure function of {prefix, [{server_id, [tool_name]}]},
so a hit is always right, including with per-caller filters and across
client restarts (whose cache versions start over). On 1 000 tools,
Naming.build/2 takes about 8 ms and a hit (one ETS read, then the
toolset's maps) about 2 ms. Collisions are reported when a name list is
first seen, not on every listing.
A server's list is fetched by the hub only when the cache has none, when
it is stale (a list_changed arrived, or the connection was lost) or past
a positive ttlMs, and at most once per :refetch_interval (1 s) per
server; otherwise the cached list is used as is. The client itself already
coalesces list_changed bursts into at most one leading and one trailing
refresh per 250 ms and refreshes cached lists on its own. After
:breaker_threshold (3) consecutive failed fetches, a server's tools are
left out until a fetch succeeds (HB-4).
Calling (HB-2, MR-3)
call_tool/4 resolves the model-issued name with a table lookup in the
toolset (pass the one the model saw as toolset:; otherwise the current
one is built). An unknown name is answered with
{:ok, %ToolResult{is_error: true}} saying so, and nothing is sent to any
server. A known name runs ConduitMcp.Client.Pipeline.run/3 on the owning
server's client: selection, hooks, validation, policy and approval, the
request and its multi-round-trip retries (always to that same server),
post-hooks. A server that is not running, reconnecting or closed gives
{:error, %Error{kind: :unavailable}} at once.
Pass taint: (the server ids whose output is in the model's context) to
let policy rules react to cross-server data flow (HB-3, see
ConduitMcp.Client.Policy.tainted/1).
Telemetry
[:conduit_mcp, :client, :hub, :server_failed | :server_restarted | :collision] (see ConduitMcp.Telemetry); each server's client emits the
usual client events with client: {:hub_server, hub, server_id}.

      


      
        Summary


  
    Types
  


    
      
        hub()

      


        The :name a hub was started with.



    


    
      
        server_status()

      


        A server's state as status/1 reports it.



    





  
    Functions
  


    
      
        add_server(hub, server_id, client_opts)

      


        Adds and starts server server_id with client_opts (as in servers:).
Idempotent: when the id is already present, nothing changes (remove it
first to change its options). Raises ArgumentError on an invalid id or
option. A stdio server beyond the hub's :max_stdio_servers is refused
with {:error, %Error{kind: :overloaded, reason: :max_stdio_servers}}
and nothing is started. Not durable across a hub restart.



    


    
      
        call_tool(hub, exposed_name, args \\ %{}, opts \\ [])

      


        Calls the tool the model knows as exposed_name with args.



    


    
      
        child_spec(init_arg)

      


        The child spec for a hub. Validates the options (raising ArgumentError
naming a missing :policy, a bad server id or a bad client option); the
id is {ConduitMcp.Client.Hub, name}.



    


    
      
        client(hub, server_id)

      


        The ConduitMcp.Client name of server server_id in hub, for calling
ConduitMcp.Client functions on it directly.



    


    
      
        list_tools(hub, opts \\ [])

      


        The tools of every ready server, as a ConduitMcp.Client.ToolSet keyed by
exposed name (see "Tool listing").



    


    
      
        remove_server(hub, server_id)

      


        Stops server server_id and forgets it (until the hub restarts, for a
server from servers:). {:error, %Error{kind: :not_found}} when the hub
has no such server.



    


    
      
        servers(hub)

      


        The hub's server ids, in listing order.



    


    
      
        start_link(opts)

      


        Starts a hub (see ConduitMcp.Client.Hub.Config for the options).
Returns once the processes exist; servers are started right after, and
connect in the background.



    


    
      
        status(hub)

      


        Each server's state, in listing order: :starting, :failed (waiting
to be started again; attempts counts consecutive failures and reason
is a tag of the last exit), or its connection's state
(ConduitMcp.Client.status/1).



    





      


      
        Types


        


  
    
      
    
    
      hub()



        
          
        

    

  


  

      

          @type hub() :: term()


      


The :name a hub was started with.

  



  
    
      
    
    
      server_status()



        
          
        

    

  


  

      

          @type server_status() :: %{
  id: String.t(),
  state:
    :starting
    | :failed
    | :connecting
    | :discovering
    | :initializing
    | :ready
    | :authorizing
    | :reconnecting
    | :closed,
  era: :modern | :legacy | nil,
  attempts: non_neg_integer(),
  reason: term()
}


      


A server's state as status/1 reports it.

  


        

      

      
        Functions


        


  
    
      
    
    
      add_server(hub, server_id, client_opts)



        
          
        

    

  


  

      

          @spec add_server(hub(), String.t() | atom(), keyword()) ::
  :ok | {:error, ConduitMcp.Client.Error.t()}


      


Adds and starts server server_id with client_opts (as in servers:).
Idempotent: when the id is already present, nothing changes (remove it
first to change its options). Raises ArgumentError on an invalid id or
option. A stdio server beyond the hub's :max_stdio_servers is refused
with {:error, %Error{kind: :overloaded, reason: :max_stdio_servers}}
and nothing is started. Not durable across a hub restart.

  



    

    

  
    
      
    
    
      call_tool(hub, exposed_name, args \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec call_tool(hub(), String.t(), map(), keyword()) ::
  {:ok, ConduitMcp.Client.ToolResult.t() | ConduitMcp.Client.Task.t()}
  | {:error, ConduitMcp.Client.Error.t()}


      


Calls the tool the model knows as exposed_name with args.
Options
	:toolset - the ConduitMcp.Client.ToolSet the model was offered
(recommended: resolve against exactly what it saw). Without it the
current one is built with list_tools/2 (:assigns, :principal).
	every ConduitMcp.Client.Pipeline.run/3 option: :principal,
:assigns, :taint, :shape, :meta, :timeout, :task, progress
options.

Returns {:ok, %ToolResult{is_error: true}} for a name not in the
toolset (nothing is sent), {:error, %Error{kind: :unavailable}} when the
owning server is down, else what ConduitMcp.Client.call_tool/4 returns.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      


The child spec for a hub. Validates the options (raising ArgumentError
naming a missing :policy, a bad server id or a bad client option); the
id is {ConduitMcp.Client.Hub, name}.

  



  
    
      
    
    
      client(hub, server_id)



        
          
        

    

  


  

      

          @spec client(hub(), String.t()) :: ConduitMcp.Client.client()


      


The ConduitMcp.Client name of server server_id in hub, for calling
ConduitMcp.Client functions on it directly.
iex> ConduitMcp.Client.Hub.client(MyApp.Hub, "github")
{:hub_server, MyApp.Hub, "github"}

  



    

  
    
      
    
    
      list_tools(hub, opts \\ [])



        
          
        

    

  


  

      

          @spec list_tools(hub(), keyword()) ::
  {:ok, ConduitMcp.Client.ToolSet.t()} | {:error, ConduitMcp.Client.Error.t()}


      


The tools of every ready server, as a ConduitMcp.Client.ToolSet keyed by
exposed name (see "Tool listing").
Options
	:assigns, :principal - passed to each server's filter functions
and :on_tools_listed hooks (as for ConduitMcp.Client.cached_tools/2).
	:timeout - milliseconds a server's list fetch may take (default
5 000); a server that does not answer in time is left out.
	:refresh - true fetches every ready server's list now, ignoring
the cache and :refetch_interval (default false).


  



  
    
      
    
    
      remove_server(hub, server_id)



        
          
        

    

  


  

      

          @spec remove_server(hub(), String.t() | atom()) ::
  :ok | {:error, ConduitMcp.Client.Error.t()}


      


Stops server server_id and forgets it (until the hub restarts, for a
server from servers:). {:error, %Error{kind: :not_found}} when the hub
has no such server.

  



  
    
      
    
    
      servers(hub)



        
          
        

    

  


  

      

          @spec servers(hub()) :: {:ok, [String.t()]} | {:error, ConduitMcp.Client.Error.t()}


      


The hub's server ids, in listing order.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword() | ConduitMcp.Client.Hub.Config.t()) ::
  Supervisor.on_start()


      


Starts a hub (see ConduitMcp.Client.Hub.Config for the options).
Returns once the processes exist; servers are started right after, and
connect in the background.

  



  
    
      
    
    
      status(hub)



        
          
        

    

  


  

      

          @spec status(hub()) ::
  {:ok, [server_status()]} | {:error, ConduitMcp.Client.Error.t()}


      


Each server's state, in listing order: :starting, :failed (waiting
to be started again; attempts counts consecutive failures and reason
is a tag of the last exit), or its connection's state
(ConduitMcp.Client.status/1).

  


        

      


  

    
ConduitMcp.Client.Hub.Config 
    



      
The validated options of a ConduitMcp.Client.Hub.
ConduitMcp.Client.Hub.child_spec/1 and ConduitMcp.Client.Hub.start_link/1
run new!/1, so a missing :policy, a duplicate or invalid server id, or a
bad client option raises an ArgumentError naming it when the hub starts.
Options
	:name (term/0) - Required. Any term naming the hub; every ConduitMcp.Client.Hub
function addresses the hub by it.

	:policy - Required. Required (R6, PO-2): the ConduitMcp.Client.Policy every
server's calls are decided by - ConduitMcp.Client.Policy.compile/1
options, a compiled policy, {:named, name}, or :allow_all
(ConduitMcp.Client.Policy.allow_all/0), which must be spelled
out. Rules match {server_id, tool} (PO-3), never the
exposed name.

	:servers - [{server_id, client_opts}] (or a keyword list with atom ids),
started in this order. Ids follow
ConduitMcp.Client.Naming.validate_server_id/1 and must be
unique. client_opts are ConduitMcp.Client options except
:name and :server_id, which the hub sets; governance
options there override the hub's (see the moduledoc of
ConduitMcp.Client.Hub). The default value is [].

	:on_ask - The approver for :ask decisions (the client's :on_ask).

	:ask_timeout (pos_integer/0) - The client's :ask_timeout.

	:grant_ttl (pos_integer/0) - The client's :grant_ttl.

	:hooks - Hooks (ConduitMcp.Client.Hooks) for every server, as a keyword
list; they run before a server's own :hooks of the same event.

	:hook_timeout (pos_integer/0) - The client's :hook_timeout.

	:tools - A ConduitMcp.Client.ToolFilter for every server. A server's own
:tools adds its :exclude patterns to these and, when it has
any, replaces the :include patterns.

	:validate (keyword/0) - The client's :validate.

	:max_result_bytes_for_llm (pos_integer/0) - The client's :max_result_bytes_for_llm.

	:clock - The client's :clock (tests).

	:telemetry - The client's :telemetry (payload capture) for every server; a
server's own :telemetry replaces it.

	:prefix (String.t/0) - Prepended to every exposed tool name (ConduitMcp.Client.Naming),
[A-Za-z0-9_-], counted in the 64-byte limit. The default value is "".

	:restart_backoff (function of arity 1) - fn attempt -> milliseconds end: the wait before starting a
failed server again, attempt counting consecutive failures
from 1 (a server that ran for a minute starts over at 1).
Default: full jitter from 1 s, doubling, capped at 30 s
(ConduitMcp.Client.Backoff.full_jitter/2 with base: 1_000, cap: 30_000; ST-8).

	:max_stdio_servers - The most servers whose transport is a local process
(kind/0 :stdio, such as ConduitMcp.Client.Transport.Stdio)
the hub runs at once (ST-8). More in servers: raises when the
hub starts; add_server/3 beyond it returns {:error, %ConduitMcp.Client.Error{kind: :overloaded, reason: :max_stdio_servers}}. :infinity lifts the cap. The default value is 16.

	:refetch_interval (non_neg_integer/0) - The least time in milliseconds between two tool-list fetches the
hub asks one server for (HB-4). The default value is 1000.

	:breaker_threshold (pos_integer/0) - Consecutive failed tool-list fetches after which a server's
cached tools are no longer offered, until a fetch succeeds (HB-4). The default value is 3.



      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new!(config)

      


        Validates opts; raises ArgumentError naming the offending option,
server id or client option. A %Config{} is returned unchanged.



    


    
      
        server_config!(hub, server_id, opts)

      


        The ConduitMcp.Client config of server server_id of the hub: the hub's
governance options overridden by opts (hooks and filters combined), named
{:hub_server, hub, server_id}, with the hub's token store
(token_store/1) when its OAuth options name no :store. Raises
ArgumentError on a bad option.



    


    
      
        token_store(name)

      


        The in-memory ConduitMcp.Client.OAuth.TokenStore.ETS that hub name
starts and gives every server whose OAuth options name no :store.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Client.Hub.Config{
  breaker_threshold: pos_integer(),
  governance: keyword(),
  max_stdio_servers: non_neg_integer() | :infinity,
  name: term(),
  prefix: String.t(),
  refetch_interval: non_neg_integer(),
  restart_backoff: (pos_integer() -> non_neg_integer()),
  servers: [{String.t(), ConduitMcp.Client.Config.t()}]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new!(config)



        
          
        

    

  


  

      

          @spec new!(keyword() | t()) :: t()


      


Validates opts; raises ArgumentError naming the offending option,
server id or client option. A %Config{} is returned unchanged.

  



  
    
      
    
    
      server_config!(hub, server_id, opts)



        
          
        

    

  


  

      

          @spec server_config!(t(), String.t(), keyword()) :: ConduitMcp.Client.Config.t()


      


The ConduitMcp.Client config of server server_id of the hub: the hub's
governance options overridden by opts (hooks and filters combined), named
{:hub_server, hub, server_id}, with the hub's token store
(token_store/1) when its OAuth options name no :store. Raises
ArgumentError on a bad option.

  



  
    
      
    
    
      token_store(name)



        
          
        

    

  


  

      

          @spec token_store(term()) :: ConduitMcp.Client.OAuth.TokenStore.store()


      


The in-memory ConduitMcp.Client.OAuth.TokenStore.ETS that hub name
starts and gives every server whose OAuth options name no :store.

  


        

      


  

    
ConduitMcp.Client.Naming 
    



      
Builds the exposed (model-facing) tool names for one or more servers.
build/2 turns [{server_id, [%Tool{}]}] into a ConduitMcp.Client.ToolSet
plus a report of every tool it left out, in four steps:
	Spec charset. A tool whose name is not 1-128 characters of
[A-Za-z0-9_.-] is rejected with reason :invalid_name. This catches
homoglyphs, zero-width and bidi characters, spaces and empty names
before any mangling can hide them.
	Mangle. The exposed name is prefix <> server_id <> "__" <> sanitize(tool),
where sanitize/1 maps every character outside [A-Za-z0-9_-] to _.
With namespace: false (a single server) it is prefix <> sanitize(tool).
	Length. A name over 64 bytes becomes prefix <> "trunc_" <> hex8,
where hex8 is the first 8 lower-case hex digits of
sha256(server_id <> <<0>> <> tool).
	Collisions. When two or more tools mangle to the same exposed name,
all of them are rejected with reason :collision. Picking a
winner would let one server shadow another's tool.

Every exposed name therefore matches ^[A-Za-z0-9_-]{1,64}$, and the
mapping from accepted tools to exposed names is injective by construction.
Server ids
A server_id is operator configuration, never the self-reported
serverInfo.name. It must match ^[a-z][a-z0-9_]{0,31}$, must not contain
__ and must not end in _. The last two rules make the __ separator
unambiguous: without them "a_" <> "__" <> "x" and "a" <> "__" <> "_x"
would both be "a___x". validate_server_ids!/1 also rejects duplicates.
Report
build/2 returns {toolset, report} where report is
%{
  rejected: [{server_id, tool_name, :invalid_name | :collision}],
  collisions: [{exposed_name, [{server_id, tool_name}, ...]}]
}
in input order, so the runtime can emit telemetry and log a warning for
each entry. This module emits nothing itself.
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    Types
  


    
      
        reason()

      


    


    
      
        report()

      


    


    
      
        server_id()

      


    





  
    Functions
  


    
      
        build(servers, opts \\ [])

      


        Builds the toolset and its report.



    


    
      
        exposed_name(server_id, tool_name, opts \\ [])

      


        The exposed name for server_id's tool tool_name, before collision
handling. Takes the same :prefix and :namespace options as build/2
but does not validate them.



    


    
      
        sanitize(name)

      


        Maps every character outside [A-Za-z0-9_-] to _ (one _ per
character, not per byte; an invalid UTF-8 sequence also becomes _).



    


    
      
        valid_tool_name?(name)

      


        Whether name satisfies the spec tool-name charset: 1-128 characters of
[A-Za-z0-9_.-].



    


    
      
        validate_server_id(id)

      


        Checks one server id against the naming rules.



    


    
      
        validate_server_ids!(ids)

      


        Validates a list of server ids: each must pass validate_server_id/1 and
none may repeat. Raises ArgumentError naming the offending id.



    





      


      
        Types


        


  
    
      
    
    
      reason()



        
          
        

    

  


  

      

          @type reason() :: :invalid_name | :collision


      



  



  
    
      
    
    
      report()



        
          
        

    

  


  

      

          @type report() :: %{
  rejected: [{server_id(), String.t(), reason()}],
  collisions: [
    {ConduitMcp.Client.ToolSet.exposed_name(), [{server_id(), String.t()}, ...]}
  ]
}


      



  



  
    
      
    
    
      server_id()



        
          
        

    

  


  

      

          @type server_id() :: String.t()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      build(servers, opts \\ [])



        
          
        

    

  


  

      

          @spec build([{server_id(), [ConduitMcp.Client.Tool.t()]}], keyword()) ::
  {ConduitMcp.Client.ToolSet.t(), report()}


      


Builds the toolset and its report.
servers is [{server_id, tools}] in configuration order. Each tool's
server_id must equal the server id it is listed under.
Options
	:prefix - a string of [A-Za-z0-9_-] prepended to every exposed
name, at most 50 bytes. It counts toward the 64-byte
limit and is kept on truncated names. Default "".
	:namespace - true (default) puts server_id <> "__" in front of
each tool name. false exposes bare (sanitized) tool names and accepts
exactly one server; its id is then not checked against the server id
rules.

Raises ArgumentError on an invalid or duplicate server id, a bad
:prefix, namespace: false with more than one server, or a tool whose
server_id differs from the one it is listed under.
Example
iex> {:ok, a} = ConduitMcp.Client.Tool.from_wire("files", %{"name" => "fs.read", "inputSchema" => %{}})
iex> {:ok, b} = ConduitMcp.Client.Tool.from_wire("files", %{"name" => "fs_read", "inputSchema" => %{}})
iex> {:ok, c} = ConduitMcp.Client.Tool.from_wire("files", %{"name" => "list", "inputSchema" => %{}})
iex> {toolset, report} = ConduitMcp.Client.Naming.build([{"files", [a, b, c]}])
iex> ConduitMcp.Client.ToolSet.names(toolset)
["files__list"]
iex> report.collisions
[{"files__fs_read", [{"files", "fs.read"}, {"files", "fs_read"}]}]

  



    

  
    
      
    
    
      exposed_name(server_id, tool_name, opts \\ [])



        
          
        

    

  


  

      

          @spec exposed_name(server_id(), String.t(), keyword()) ::
  ConduitMcp.Client.ToolSet.exposed_name()


      


The exposed name for server_id's tool tool_name, before collision
handling. Takes the same :prefix and :namespace options as build/2
but does not validate them.

  



  
    
      
    
    
      sanitize(name)



        
          
        

    

  


  

      

          @spec sanitize(String.t()) :: String.t()


      


Maps every character outside [A-Za-z0-9_-] to _ (one _ per
character, not per byte; an invalid UTF-8 sequence also becomes _).
iex> ConduitMcp.Client.Naming.sanitize("fs.read-all")
"fs_read-all"

  



  
    
      
    
    
      valid_tool_name?(name)



        
          
        

    

  


  

      

          @spec valid_tool_name?(term()) :: boolean()


      


Whether name satisfies the spec tool-name charset: 1-128 characters of
[A-Za-z0-9_.-].

  



  
    
      
    
    
      validate_server_id(id)



        
          
        

    

  


  

      

          @spec validate_server_id(term()) ::
  :ok
  | {:error,
     :not_a_string | :invalid_format | :double_underscore | :trailing_underscore}


      


Checks one server id against the naming rules.
Returns :ok or {:error, reason} with reason one of :not_a_string,
:invalid_format, :double_underscore, :trailing_underscore.
iex> ConduitMcp.Client.Naming.validate_server_id("github")
:ok
iex> ConduitMcp.Client.Naming.validate_server_id("git__hub")
{:error, :double_underscore}

  



  
    
      
    
    
      validate_server_ids!(ids)



        
          
        

    

  


  

      

          @spec validate_server_ids!([term()]) :: :ok


      


Validates a list of server ids: each must pass validate_server_id/1 and
none may repeat. Raises ArgumentError naming the offending id.

  


        

      


  

    
ConduitMcp.Client.ToolSet 
    



      
The tools offered to an LLM, keyed by the name the model sees.
Built by ConduitMcp.Client.Naming.build/2. Every exposed name matches
^[A-Za-z0-9_-]{1,64}$ (valid for Anthropic, OpenAI and Gemini) and maps
to exactly one ConduitMcp.Client.Tool.
Reverse lookup is a table lookup (resolve/2 is a Map.fetch/2): an
exposed name is never split back into a server id and a tool name, so a
tool name containing __ cannot be used to reach another server's tool.
entries keeps the build order (servers in the given order, then each
server's tools in listed order), which keeps the provider tool list stable
between turns and so helps prompt caching.

      


      
        Summary


  
    Types
  


    
      
        exposed_name()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        entries(tool_set)

      


        The {exposed_name, tool} pairs, in build order.



    


    
      
        exposed_name(tool_set, server_id, tool_name)

      


        The exposed name of server_id's tool tool_name, if it is in the set.



    


    
      
        names(tool_set)

      


        The exposed names, in build order.



    


    
      
        new(entries)

      


        Builds a toolset from ordered {exposed_name, tool} pairs.



    


    
      
        resolve(tool_set, exposed_name)

      


        Looks up the tool behind a model-issued name.



    


    
      
        size(tool_set)

      


        The number of tools in the set.
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      exposed_name()



        
          
        

    

  


  

      

          @type exposed_name() :: String.t()


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Client.ToolSet{
  by_name: %{required(exposed_name()) => ConduitMcp.Client.Tool.t()},
  by_tool: %{required({String.t(), String.t()}) => exposed_name()},
  entries: [{exposed_name(), ConduitMcp.Client.Tool.t()}]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      entries(tool_set)



        
          
        

    

  


  

      

          @spec entries(t()) :: [{exposed_name(), ConduitMcp.Client.Tool.t()}]


      


The {exposed_name, tool} pairs, in build order.

  



  
    
      
    
    
      exposed_name(tool_set, server_id, tool_name)



        
          
        

    

  


  

      

          @spec exposed_name(t(), String.t(), String.t()) :: {:ok, exposed_name()} | :error


      


The exposed name of server_id's tool tool_name, if it is in the set.

  



  
    
      
    
    
      names(tool_set)



        
          
        

    

  


  

      

          @spec names(t()) :: [exposed_name()]


      


The exposed names, in build order.

  



  
    
      
    
    
      new(entries)



        
          
        

    

  


  

      

          @spec new([{exposed_name(), ConduitMcp.Client.Tool.t()}]) :: t()


      


Builds a toolset from ordered {exposed_name, tool} pairs.
Exposed names must be unique; ConduitMcp.Client.Naming.build/2 guarantees
that, so call this directly only with names you have already deduplicated.
Raises ArgumentError on a duplicate exposed name.

  



  
    
      
    
    
      resolve(tool_set, exposed_name)



        
          
        

    

  


  

      

          @spec resolve(t(), term()) :: {:ok, ConduitMcp.Client.Tool.t()} | :error


      


Looks up the tool behind a model-issued name.
:error means the name is unknown: the caller answers the model with an
error result and sends nothing to any server.

  



  
    
      
    
    
      size(tool_set)



        
          
        

    

  


  

      

          @spec size(t()) :: non_neg_integer()


      


The number of tools in the set.

  


        

      


  

    
ConduitMcp.Client.Adapters 
    



      
The agent-loop side of the LLM adapters: list a hub's (or one client's)
tools in a provider's format, then run the tool calls a model made and
answer them in the same format.
{:ok, listing} = ConduitMcp.Client.Adapters.tools(MyApp.Hub, :anthropic)
request = %{"model" => model, "messages" => messages, "tools" => listing.tools}

# ... the response stops with "tool_use" ...
case ConduitMcp.Client.Adapters.execute_tool_calls(MyApp.Hub, :anthropic, response,
       toolset: listing.toolset, principal: user_id) do
  {:ok, results} -> continue_with(%{"role" => "user", "content" => results})
  {:halt, results} -> stop_the_loop(results)
end
The provider modules (ConduitMcp.Client.Adapters.Anthropic, OpenAI,
Gemini) stay pure; this module adds what needs processes: listing,
running calls concurrently through ConduitMcp.Client.Pipeline, and
telemetry.
Hub or client
hub_or_client is a ConduitMcp.Client.Hub name (tools are named
server__tool, see ConduitMcp.Client.Hub) or a ConduitMcp.Client
name (tools keep their own, sanitized names: a namespace: false
toolset). A name registered as both is treated as the hub.
Both are governed: a hub always has a policy (R6). A client without
:policy, :hooks, :tools or :validate has no policy, so model
calls through it are sent as asked; configure a policy on clients you
hand to a model.
Results
execute_tool_calls/4 answers every call in the model's order, each in
the provider's result shape keyed by the call's id (call.call_id; for
Gemini also the exposed name, via ConduitMcp.Client.ToolSet.exposed_name/3):
	a call to a name the toolset does not hold, or with non-object
arguments, gets the provider adapter's error answer and sends
nothing (HB-2);
	a call that completes gets its ConduitMcp.Client.ToolResult
(is_error results included), shaped for a model (shape: :llm,
PI-2) unless shape: nil is given;
	a call that fails (denied, timed out, server unavailable, ...) gets
an error answer with the ConduitMcp.Client.Error message.

When an approver answered {:deny, reason, :halt} for any call, the
return is {:halt, results}: answer the model if you like, but stop the
agent loop. Otherwise it is {:ok, results}.
Taint (HB-3)
The calls of one turn run concurrently and see the same :taint. Once
their results are in the model's context, add their servers
(call.server_id) to the next turn's taint: so
ConduitMcp.Client.Policy.tainted/1 rules can react.

      


      
        Summary


  
    Types
  


    
      
        listing()

      


        What tools/3 returns: the provider's tool definitions, the toolset they
were built from (pass it to execute_tool_calls/4 as :toolset) and,
for OpenAI strict mode, the null_paths to pass as :null_paths.



    


    
      
        provider()

      


    





  
    Functions
  


    
      
        execute_tool_calls(hub_or_client, provider, calls_or_response, opts \\ [])

      


        Runs the tool calls in a model response through the governed pipeline and
returns the provider-shaped answers in the model's order (see
"Results").



    


    
      
        tools(hub_or_client, provider, opts \\ [])

      


        Lists hub_or_client's tools (toolset/2) in provider's format.



    


    
      
        toolset(hub_or_client, opts \\ [])

      


        The toolset of hub_or_client for a model: ConduitMcp.Client.Hub.list_tools/2
for a hub; for a client, its presented cached tools
(ConduitMcp.Client.cached_tools/2, listing them first when nothing is
cached) under their own names (namespace: false).
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      listing()



        
          
        

    

  


  

      

          @type listing() :: %{
  tools: [map()],
  toolset: ConduitMcp.Client.ToolSet.t(),
  null_paths: %{
    optional(String.t()) => [ConduitMcp.Client.Adapters.OpenAI.null_path()]
  }
}


      


What tools/3 returns: the provider's tool definitions, the toolset they
were built from (pass it to execute_tool_calls/4 as :toolset) and,
for OpenAI strict mode, the null_paths to pass as :null_paths.

  



  
    
      
    
    
      provider()



        
          
        

    

  


  

      

          @type provider() :: :anthropic | :openai | :gemini


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      execute_tool_calls(hub_or_client, provider, calls_or_response, opts \\ [])



        
          
        

    

  


  

      

          @spec execute_tool_calls(term(), provider(), term(), keyword()) ::
  {:ok, [map()]} | {:halt, [map()]} | {:error, ConduitMcp.Client.Error.t()}


      


Runs the tool calls in a model response through the governed pipeline and
returns the provider-shaped answers in the model's order (see
"Results").
calls_or_response is what the provider adapter parses (a response,
message, content/part list or output item list), or a list of
ConduitMcp.Client.ToolCalls for tools in the toolset.
Options
	:toolset - the toolset the model was offered (from tools/3);
built with toolset/2 when absent. Calls resolve against it only.
	:api - :chat | :responses, required for :openai.

	:null_paths - OpenAI strict-mode null paths (from tools/3).
	:max_concurrency - calls run at once (default
System.schedulers_online/0).
	:call_timeout - milliseconds one call may take in all, approval and
hooks included (default 300 000); a call over it is killed and
answered with a :timeout error.
	:structured, :error_prefix - passed to the provider's result
builder.
	:shape - :llm (default) or nil.
	every other option goes to ConduitMcp.Client.Pipeline.run/3
(:principal, :assigns, :taint, :timeout, :meta, progress
options). :task is not supported.


  



    

  
    
      
    
    
      tools(hub_or_client, provider, opts \\ [])



        
          
        

    

  


  

      

          @spec tools(term(), provider(), keyword()) ::
  {:ok, listing()} | {:error, ConduitMcp.Client.Error.t()}


      


Lists hub_or_client's tools (toolset/2) in provider's format.
Returns {:ok, %{tools: definitions, toolset: toolset, null_paths: map}}:
	:anthropic - ConduitMcp.Client.Adapters.Anthropic.tools/2
(:cache_control);
	:openai - ConduitMcp.Client.Adapters.OpenAI.tools/2 (:api
required, :strict); each tool sent non-strict under strict: :auto
emits [:conduit_mcp, :client, :adapter, :strict_fallback];
	:gemini - ConduitMcp.Client.Adapters.Gemini.function_declarations/1
(wrap them in %{"functionDeclarations" => tools}).

Only tools in the toolset are emitted, so filtered, colliding and down
servers' tools never reach the model (PO-7). Takes the toolset/2
options too.

  



    

  
    
      
    
    
      toolset(hub_or_client, opts \\ [])



        
          
        

    

  


  

      

          @spec toolset(term(), keyword()) ::
  {:ok, ConduitMcp.Client.ToolSet.t()} | {:error, ConduitMcp.Client.Error.t()}


      


The toolset of hub_or_client for a model: ConduitMcp.Client.Hub.list_tools/2
for a hub; for a client, its presented cached tools
(ConduitMcp.Client.cached_tools/2, listing them first when nothing is
cached) under their own names (namespace: false).
Options
:assigns, :principal, :timeout, :refresh (hub only) and :prefix
(client only; a hub uses its own :prefix).

  


        

      


  

    
ConduitMcp.Client.Adapters.Anthropic 
    



      
Converts between a ConduitMcp.Client.ToolSet and the Anthropic Messages
API tool format. Pure functions over string-keyed maps; no HTTP.
{toolset, _report} = ConduitMcp.Client.Naming.build([{"files", tools}])

request = %{"model" => model, "messages" => messages,
            "tools" => Anthropic.tools(toolset, cache_control: :last)}

# ... the response stops with "tool_use" ...
{calls, rejected} = Anthropic.tool_calls(response, toolset)
# run each %ToolCall{} through the client pipeline (or let
# ConduitMcp.Client.Adapters.execute_tool_calls/4 do all of this), then:
results = Enum.map(outcomes, fn {call, outcome} -> Anthropic.tool_result(call.call_id, outcome) end)
# next user turn: %{"role" => "user", "content" => rejected ++ results ++ other_blocks}
Tool definitions
tools/2 emits %{"name", "description", "input_schema"} per tool in
toolset order. Names are the toolset's exposed names, which satisfy
Anthropic's ^[a-zA-Z0-9_-]{1,128}$. Descriptions have invisible
characters (bidi, zero-width, tag, other controls) removed and are capped
at 4 KiB (PI-1). Only tools in the toolset are emitted, so tools removed by
a filter, a collision or a down server never reach the model (PO-7).
No forced tool_choice
This module never builds a tool_choice of type any or tool. Current
Claude models (Opus 5.5, Sonnet 5.5, Fable 5.1, Mythos 5.1) reject forced
tool use with HTTP 400; leave tool_choice unset (or auto/none).
Source: https://platform.claude.com/docs/en/agents-and-tools/tool-use/implement-tool-use
(verified 2026-10-17).
Results
tool_result/3 maps MCP content into tool_result.content:
	MCP content	Anthropic block
	text	text
	image (JPEG/PNG/GIF/WebP)	image with a base64 source
	other images (e.g. SVG), audio	text placeholder "[image: mime, n bytes]"
	resource_link	text "[resource] name <uri> (mime)"
	embedded text resource	text with a [resource: uri] header
	embedded blob resource	image if an accepted image type, else a placeholder

is_error is true for a ToolResult with is_error: true and for any
ConduitMcp.Client.Error. tool_result blocks must come first in the
next user turn.
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        tool_calls(response, toolset)

      


        Extracts the tool calls from a response.



    


    
      
        tool_result(tool_use_id, result, opts \\ [])

      


        Builds the tool_result block answering tool_use_id.



    


    
      
        tools(toolset, opts \\ [])

      


        The tools request parameter for toolset.
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      tool_calls(response, toolset)



        
          
        

    

  


  

      

          @spec tool_calls(map() | [map()], ConduitMcp.Client.ToolSet.t()) ::
  {[ConduitMcp.Client.ToolCall.t()], [map()]}


      


Extracts the tool calls from a response.
Accepts a Messages API response or assistant message (anything with a
"content" list) or the content block list itself. Every tool_use block
whose name resolves in toolset becomes a ConduitMcp.Client.ToolCall
for the tool's server and MCP name, with call_id set to the block's id.
A tool_use naming a tool that is not in the toolset, or whose input is
not an object, produces no call (nothing may be sent to a server, HB-2).
Instead it yields an is_error tool_result block, returned in the
second list, to put in the next user turn. Other block types are ignored.

  



    

  
    
      
    
    
      tool_result(tool_use_id, result, opts \\ [])



        
          
        

    

  


  

      

          @spec tool_result(
  String.t(),
  ConduitMcp.Client.ToolResult.t() | ConduitMcp.Client.Error.t(),
  keyword()
) ::
  map()


      


Builds the tool_result block answering tool_use_id.
Options
	:structured - how structuredContent is used: :auto (default, only
when content is empty), :prefer, :append or :ignore. It is
rendered as JSON text.


  



    

  
    
      
    
    
      tools(toolset, opts \\ [])



        
          
        

    

  


  

      

          @spec tools(ConduitMcp.Client.ToolSet.t(), keyword()) :: [map()]


      


The tools request parameter for toolset.
Options
	:cache_control - :last sets "cache_control" => %{"type" => "ephemeral"}
on the last tool, caching the whole tool list as a prompt prefix.
Default nil (no cache marker).


  


        

      


  

    
ConduitMcp.Client.Adapters.Gemini 
    



      
Converts between a ConduitMcp.Client.ToolSet and Gemini API
(generateContent) function calling. Pure functions over string-keyed
maps; no HTTP.
Experimental
This adapter is experimental: its shapes come from the Gemini API
reference, not from end-to-end runs against the API, and may change in
a minor release.
{toolset, _} = ConduitMcp.Client.Naming.build([{"files", tools}])
request = %{"contents" => contents,
            "tools" => [%{"functionDeclarations" => Gemini.function_declarations(toolset)}]}

{calls, rejected} = Gemini.function_calls(response, toolset)
# run each %ToolCall{} through the client pipeline (or let
# ConduitMcp.Client.Adapters.execute_tool_calls/4 do all of this), then:
parts = Enum.map(outcomes, fn {call, outcome} ->
  {:ok, name} = ConduitMcp.Client.ToolSet.exposed_name(toolset, call.server_id, call.name)
  Gemini.function_response(name, outcome, id: call.call_id)
end)
# next turn: %{"role" => "user", "parts" => rejected ++ parts}
Verified rules (2026-10-17)
From the FunctionDeclaration, FunctionCall and FunctionResponse
reference at https://ai.google.dev/api/generate-content and the guide at
https://ai.google.dev/gemini-api/docs/function-calling:
	FunctionDeclaration.name may contain a-z A-Z 0-9 _ : . -, at most
128 characters. The toolset's exposed names (^[A-Za-z0-9_-]{1,64}$)
are a subset.
	parametersJsonSchema takes the parameters as JSON Schema (an object
schema); parameters takes the OpenAPI 3.0 Schema subset instead.
The two are mutually exclusive. This adapter sends the MCP
inputSchema unchanged as parametersJsonSchema.
	description is required, so a tool without one gets "".
	FunctionCall is {id?, name, args?}; FunctionResponse is
{id?, name, response} where response must be a JSON object. By the
reference's convention the output goes under "output" and a failure
under "error".

Results
function_response/3 puts the result under response.output: the
structuredContent object when present (default structured: :prefer),
otherwise the content as text, with media as placeholders such as
"[image: image/png, 1024 bytes]". A result with is_error: true, or a
ConduitMcp.Client.Error, goes under response.error as text.
Descriptions have invisible characters removed and are capped at 4 KiB
(PI-1); only tools in the toolset are emitted (PO-7).

      


      
        Summary


  
    Functions
  


    
      
        function_calls(response, toolset)

      


        Extracts the function calls from a response.



    


    
      
        function_declarations(toolset)

      


        The functionDeclarations for toolset, in toolset order. Wrap them as
%{"functionDeclarations" => declarations} in the request's tools.



    


    
      
        function_response(name, result, opts \\ [])

      


        Builds the functionResponse part answering a call to name (the
exposed name the model used).



    





      


      
        Functions


        


  
    
      
    
    
      function_calls(response, toolset)



        
          
        

    

  


  

      

          @spec function_calls(map() | [map()], ConduitMcp.Client.ToolSet.t()) ::
  {[ConduitMcp.Client.ToolCall.t()], [map()]}


      


Extracts the function calls from a response.
Accepts a generateContent response (the first candidate's content is
used), a Content ("parts"), or a list of parts. Each functionCall
part whose name resolves in toolset becomes a
ConduitMcp.Client.ToolCall with call_id set to the call's id (which
Gemini may omit, giving nil).
A call naming a tool not in the toolset, or with args that are not an
object, produces no call (HB-2). Instead it yields a functionResponse
part with an "error", returned in the second list, to send back to the
model. Other parts are ignored.

  



  
    
      
    
    
      function_declarations(toolset)



        
          
        

    

  


  

      

          @spec function_declarations(ConduitMcp.Client.ToolSet.t()) :: [map()]


      


The functionDeclarations for toolset, in toolset order. Wrap them as
%{"functionDeclarations" => declarations} in the request's tools.

  



    

  
    
      
    
    
      function_response(name, result, opts \\ [])



        
          
        

    

  


  

      

          @spec function_response(
  String.t(),
  ConduitMcp.Client.ToolResult.t() | ConduitMcp.Client.Error.t(),
  keyword()
) :: map()


      


Builds the functionResponse part answering a call to name (the
exposed name the model used).
Options
	:id - the functionCall.id being answered, when Gemini sent one.
	:structured - :prefer (default) sends structuredContent itself
as output when present; :auto, :append and :ignore render the
content as text, handling structuredContent as described in
ConduitMcp.Client.Adapters.OpenAI.tool_output/3.


  


        

      


  

    
ConduitMcp.Client.Adapters.OpenAI 
    



      
Converts between a ConduitMcp.Client.ToolSet and OpenAI function tools,
for both the Chat Completions API (api: :chat) and the Responses API
(api: :responses). Pure functions over string-keyed maps; no HTTP.
{toolset, _} = ConduitMcp.Client.Naming.build([{"files", tools}])
{tools, report} = OpenAI.tools(toolset, api: :responses)
# report.fallbacks -> emit [:conduit_mcp, :client, :adapter, :strict_fallback]

{calls, rejected} = OpenAI.tool_calls(response, toolset, report.null_paths)
# run each %ToolCall{} through the client pipeline (or let
# ConduitMcp.Client.Adapters.execute_tool_calls/4 do all of this), then:
outputs = Enum.map(outcomes, fn {call, outcome} ->
  OpenAI.tool_output(call.call_id, outcome, api: :responses)
end)
# next input: rejected ++ outputs
Tool definitions
Chat: %{"type" => "function", "function" => %{"name", "description", "parameters", "strict"}}.
Responses: %{"type" => "function", "name", "description", "parameters", "strict"}.
"strict" is always sent: when it is omitted the Responses API tries
to normalize the schema to strict mode and silently falls back, so the
same tool list would behave differently per API. Names are the toolset's
exposed names (^[A-Za-z0-9_-]{1,64}$, OpenAI's limit). Descriptions have
invisible characters removed and are capped at 4 KiB (PI-1). Only tools in
the toolset are emitted (PO-7).
Strict mode
strict_schema/1 rewrites an MCP inputSchema into the subset OpenAI
accepts with "strict": true, per
https://developers.openai.com/api/docs/guides/structured-outputs#supported-schemas
and https://developers.openai.com/api/docs/guides/function-calling#strict-mode
(checked 2026-10-17):
	The root must be "type": "object" and must not be anyOf.
	Every object gets "additionalProperties": false and lists every
property in required (sorted). A property that was optional is made
nullable ("type": [t, "null"], null appended to an enum, or
anyOf: [schema, {"type": "null"}]); its instance path is returned in
null_paths so tool_calls/3 can drop the null the model must now
send for it. A property whose schema already allowed null keeps it.
	Kept: type (string number integer boolean object array null, or a
list of them), properties, required, additionalProperties: false,
items, enum, const, anyOf, local $ref (#, #/$defs/x,
#/definitions/x) with root $defs/definitions, description,
title, pattern, minLength, maxLength, multipleOf,
minimum, maximum, exclusiveMinimum, exclusiveMaximum,
minItems, maxItems, and format when it is one of
date-time time date duration email hostname ipv4 ipv6 uuid.
	Unsupported, so the conversion fails ({:unsupported, path, keyword}):
allOf not oneOf if then else dependentRequired dependentSchemas dependencies patternProperties unevaluatedProperties unevaluatedItems propertyNames prefixItems contains minContains maxContains $dynamicRef $recursiveRef;
an open map (additionalProperties other than false, or a nested
object with neither properties nor additionalProperties: false);
an array without an items schema; a node with no type, enum,
const, anyOf or $ref; a non-local or unresolvable $ref; and a
recursive $ref whose definitions have optional properties (their
null paths would be unbounded).
	Everything else (default, examples, uniqueItems, minProperties,
contentMediaType, vendor keywords, other formats) is dropped: it
only narrows or annotates values, and the server still validates.
	Limits: at most 5000 properties in total, 10 levels of object nesting
($defs count from their own root), 120,000 characters across
property names, definition names, enum values and string consts, 1000
enum values, and 15,000 characters for a string enum of more than 250
values. Exceeding one gives {:unsupported, path, limit} with limit
one of :max_properties, :max_depth, :max_chars,
:max_enum_values, :max_enum_chars.

With strict: :auto (default) each tool that cannot be converted is sent
with "strict": false and its original schema, and listed in the
report's fallbacks so the runtime can emit
[:conduit_mcp, :client, :adapter, :strict_fallback]. With strict: true
such a tool is left out (listed in excluded), because OpenAI rejects the
whole request otherwise.
Results
Chat Completions tool messages are text only, so media becomes a
placeholder such as "[image: image/png, 1024 bytes]". Responses
function_call_output takes a string, or an array of input_text /
input_image items when the result has an image (JPEG/PNG/GIF/WebP, as a
data URI); other media becomes an input_text placeholder. A result with
is_error: true, or a ConduitMcp.Client.Error, is prefixed with
"Error: " (OpenAI has no error flag).

      


      
        Summary


  
    Types
  


    
      
        api()

      


    


    
      
        null_path()

      


    


    
      
        report()

      


    


    
      
        strict_error()

      


        Why a schema has no strict form: the schema path and the offending keyword.



    





  
    Functions
  


    
      
        strict_schema(schema)

      


        Rewrites a JSON Schema into OpenAI's strict-mode subset.



    


    
      
        strip_nulls(args, null_paths)

      


        Removes null values at null_paths (as returned by strict_schema/1)
from decoded arguments. Only exact nulls at those paths are removed.



    


    
      
        tool_calls(response, toolset, null_paths_by_tool \\ %{})

      


        Extracts the function calls from a response.



    


    
      
        tool_output(call_id, result, opts)

      


        Builds the message (Chat) or input item (Responses) answering call_id.



    


    
      
        tools(toolset, opts)

      


        The tools request parameter for toolset, and a report.
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      api()



        
          
        

    

  


  

      

          @type api() :: :chat | :responses


      



  



  
    
      
    
    
      null_path()



        
          
        

    

  


  

      

          @type null_path() :: [String.t() | :items]


      



  



  
    
      
    
    
      report()



        
          
        

    

  


  

      

          @type report() :: %{
  null_paths: %{
    required(ConduitMcp.Client.ToolSet.exposed_name()) => [null_path()]
  },
  fallbacks: [{ConduitMcp.Client.ToolSet.exposed_name(), strict_error()}],
  excluded: [{ConduitMcp.Client.ToolSet.exposed_name(), strict_error()}]
}


      



  



  
    
      
    
    
      strict_error()



        
          
        

    

  


  

      

          @type strict_error() ::
  {:unsupported, [String.t() | non_neg_integer()], String.t() | atom()}


      


Why a schema has no strict form: the schema path and the offending keyword.

  


        

      

      
        Functions


        


  
    
      
    
    
      strict_schema(schema)



        
          
        

    

  


  

      

          @spec strict_schema(term()) :: {:ok, map(), [null_path()]} | {:error, strict_error()}


      


Rewrites a JSON Schema into OpenAI's strict-mode subset.
Returns {:ok, strict_schema, null_paths}, where each null path is the
list of property names (and :items for "every array element") leading
to a property that was optional and is now nullable, or
{:error, {:unsupported, schema_path, keyword_or_limit}}. The rules are
in the moduledoc.
iex> schema = %{
...>   "type" => "object",
...>   "properties" => %{"q" => %{"type" => "string"}, "limit" => %{"type" => "integer"}},
...>   "required" => ["q"]
...> }
iex> {:ok, strict, paths} = ConduitMcp.Client.Adapters.OpenAI.strict_schema(schema)
iex> strict["properties"]["limit"]
%{"type" => ["integer", "null"]}
iex> {strict["required"], strict["additionalProperties"], paths}
{["limit", "q"], false, [["limit"]]}

iex> ConduitMcp.Client.Adapters.OpenAI.strict_schema(%{
...>   "type" => "object",
...>   "properties" => %{"v" => %{"oneOf" => [%{"type" => "string"}]}}
...> })
{:error, {:unsupported, ["properties", "v"], "oneOf"}}

  



  
    
      
    
    
      strip_nulls(args, null_paths)



        
          
        

    

  


  

      

          @spec strip_nulls(term(), [null_path()]) :: term()


      


Removes null values at null_paths (as returned by strict_schema/1)
from decoded arguments. Only exact nulls at those paths are removed.
iex> ConduitMcp.Client.Adapters.OpenAI.strip_nulls(
...>   %{"q" => "x", "limit" => nil, "tags" => [%{"k" => nil}]},
...>   [["limit"], ["tags", :items, "k"]]
...> )
%{"q" => "x", "tags" => [%{}]}

  



    

  
    
      
    
    
      tool_calls(response, toolset, null_paths_by_tool \\ %{})



        
          
        

    

  


  

      

          @spec tool_calls(map() | [map()], ConduitMcp.Client.ToolSet.t(), %{
  optional(String.t()) => [null_path()]
}) :: {[ConduitMcp.Client.ToolCall.t()], [map()]}


      


Extracts the function calls from a response.
Accepts a Chat Completion (the first choice's message is used), a Chat
assistant message ("tool_calls"), a Responses response ("output"), or
a list of Chat tool_calls entries or Responses output items. Each
function call whose name resolves in toolset becomes a
ConduitMcp.Client.ToolCall with call_id set to the Chat id or the
Responses call_id. Its arguments JSON is decoded (an empty string
reads as {}) and the nulls strict mode introduced are removed using
null_paths_by_tool (the null_paths from tools/2).
A call naming a tool not in the toolset, or with arguments that are not a
JSON object, produces no ToolCall (HB-2). Instead it yields an error
output in the same API's shape, returned in the second list, to send back
to the model. Other output items (messages, reasoning) are ignored.

  



  
    
      
    
    
      tool_output(call_id, result, opts)



        
          
        

    

  


  

      

          @spec tool_output(
  String.t(),
  ConduitMcp.Client.ToolResult.t() | ConduitMcp.Client.Error.t(),
  keyword()
) ::
  map()


      


Builds the message (Chat) or input item (Responses) answering call_id.
Options
	:api - :chat or :responses (required).
	:error_prefix - prepended to the text of an error result
(default "Error: ").
	:structured - how structuredContent is used: :auto (default,
only when content is empty), :prefer, :append or :ignore. It
is rendered as JSON text.


  



  
    
      
    
    
      tools(toolset, opts)



        
          
        

    

  


  

      

          @spec tools(ConduitMcp.Client.ToolSet.t(), keyword()) :: {[map()], report()}


      


The tools request parameter for toolset, and a report.
The report has null_paths (exposed name → paths, for every tool sent
with "strict": true; pass it to tool_calls/3), fallbacks (tools sent
non-strict under strict: :auto, with the conversion error) and
excluded (tools left out under strict: true).
Options
	:api - :chat or :responses (required).
	:strict - :auto (default), true or false.


  


        

      


  

    
ConduitMcp.Client.OAuth 
    



      
OAuth 2.1 for the MCP client (the MCP authorization spec, both protocol
eras, Streamable HTTP only). Compiled only with the optional :finch
dependency.
Wiring
{ConduitMcp.Client,
 name: :docs,
 transport:
   {ConduitMcp.Client.Transport.StreamableHTTP,
    url: "https://mcp.example.com/mcp",
    auth:
      {:oauth,
       redirect_uri: "https://app.example.com/oauth/callback",
       client_metadata_url: "https://app.example.com/oauth/client.json",
       on_authorization_required: &MyApp.MCPAuth.prompt/1}}}
See ConduitMcp.Client.OAuth.Config for every option, and
ConduitMcp.Client.OAuth.ClientCredentials for machine-to-machine
clients.
What the client does on its own
	Attaches Authorization: Bearer to every request to the MCP server
(including server/discover), and only to it: never to metadata,
registration or token requests, never across a redirect.
	Refreshes a token that expires within refresh_skew seconds before
sending it, and after a 401 - single-flight across all processes
sharing the token store, persisting rotated refresh tokens.
	Discovers the authorization server (ConduitMcp.Client.OAuth.Discovery.Fetch)
and chooses a client identity (ConduitMcp.Client.OAuth.Registration).

What the host does: interactive authorization
When no usable token exists, the user has to authorize in a browser.
The client never blocks on that and never opens a browser:
	The request fails with {:error, %ConduitMcp.Client.Error{kind: :auth, reason: :authorization_required, data: %{challenge: challenge}}}, the connection enters :authorizing, and
on_authorization_required receives the
ConduitMcp.Client.OAuth.Challenge (in a task).
	The host calls authorize_url/2 with the client's name and the
challenge, stores the returned ConduitMcp.Client.OAuth.Pending
(server-side or encrypted: it holds the PKCE verifier and state)
and sends the user to the URL.
	The authorization server redirects to the redirect URI. The host
looks the pending authorization up by state and deletes it
(single use), then calls handle_callback/3. The tokens are stored
and the connection resumes at once.

A CLI or desktop app can let ConduitMcp.Client.OAuth.Loopback run
steps 2-3 with a one-shot server on 127.0.0.1.
While waiting, every request fails fast with :authorization_required.
A request also re-reads the store, so tokens stored by other means are
picked up; ConduitMcp.Client.authorized/1 does the same explicitly.
Step-up
A 403 with error="insufficient_scope" fails that request with
:authorization_required and a challenge for the union of the
scopes already requested and the challenged ones (MCP 2026-07-28; used
for both eras). The host authorizes again as above. At most
max_step_up_attempts (2) step-ups are made per resource and scope set;
beyond that the request fails with :step_up_limit (OA-10).
Errors
The functions here return {:error, %ConduitMcp.Client.OAuth.Error{}}
(see its reasons), or a ConduitMcp.Client.Error when a running client
named by client_or_config cannot be reached.

      


      
        Summary


  
    Types
  


    
      
        client_or_config()

      


        A running client's name, an ConduitMcp.Client.OAuth.Config, or OAuth
options for one (with :server_url).



    





  
    Functions
  


    
      
        authorize_url(client_or_config, opts \\ [])

      


        Starts an authorization: discovery (always afresh, so an authorization
server the server switched to is found), client registration, PKCE and
state. Returns the URL to send the user
to and the pending authorization the callback needs.



    


    
      
        handle_callback(pending, params, opts)

      


        Completes an authorization: validates the response (state in
constant time, the principal, the expiry, then RFC 9207 iss - all
before any token request; see ConduitMcp.Client.OAuth.Callback),
redeems the code with the same redirect_uri, resource and PKCE
verifier, and stores the tokens under {principal, issuer, resource}.



    


    
      
        refresh(client_or_config, principal \\ :default)

      


        Refreshes the tokens of principal now (single-flight: a caller that
waited for another's refresh gets that result). invalid_grant deletes
them and returns :authorization_required.



    


    
      
        token_for(client_or_config, principal \\ :default)

      


        The current tokens for principal, refreshed first (single-flight) when
they expire within refresh_skew. {:error, %OAuth.Error{reason: :authorization_required}} when there are none and the user must
authorize. A client-credentials configuration requests a token instead.



    





      


      
        Types


        


  
    
      
    
    
      client_or_config()



        
          
        

    

  


  

      

          @type client_or_config() :: term() | ConduitMcp.Client.OAuth.Config.t() | keyword()


      


A running client's name, an ConduitMcp.Client.OAuth.Config, or OAuth
options for one (with :server_url).

  


        

      

      
        Functions


        


    

  
    
      
    
    
      authorize_url(client_or_config, opts \\ [])



        
          
        

    

  


  

      

          @spec authorize_url(client_or_config(), keyword()) ::
  {:ok, String.t(), ConduitMcp.Client.OAuth.Pending.t()}
  | {:error, ConduitMcp.Client.OAuth.Error.t() | ConduitMcp.Client.Error.t()}


      


Starts an authorization: discovery (always afresh, so an authorization
server the server switched to is found), client registration, PKCE and
state. Returns the URL to send the user
to and the pending authorization the callback needs.
Options
	:challenge - the ConduitMcp.Client.OAuth.Challenge the client
reported; its resource_metadata and scope are used.
	:scopes - the scopes to request. Default: the challenge's, else
the server's scopes_supported, else the configured :scopes
(none ⇒ no scope parameter).
	:redirect_uri - overrides the configured one.
	:principal - the identity to bind the flow and its tokens to.
Default: the configured :principal.


  



  
    
      
    
    
      handle_callback(pending, params, opts)



        
          
        

    

  


  

      

          @spec handle_callback(ConduitMcp.Client.OAuth.Pending.t(), map(), keyword()) ::
  {:ok, ConduitMcp.Client.OAuth.Tokens.t()}
  | {:error, ConduitMcp.Client.OAuth.Error.t() | ConduitMcp.Client.Error.t()}


      


Completes an authorization: validates the response (state in
constant time, the principal, the expiry, then RFC 9207 iss - all
before any token request; see ConduitMcp.Client.OAuth.Callback),
redeems the code with the same redirect_uri, resource and PKCE
verifier, and stores the tokens under {principal, issuer, resource}.
The host must look pending up by the response's state and delete it
first: state is single use.
Options
	:client - the running client's name, or :config - its OAuth
configuration (one is required). With :client the connection is
told the tokens are stored (ConduitMcp.Client.authorized/1).
	:principal - the identity completing the flow; must equal the one
that started it. Default: the configured :principal.


  



    

  
    
      
    
    
      refresh(client_or_config, principal \\ :default)



        
          
        

    

  


  

      

          @spec refresh(client_or_config(), term()) ::
  {:ok, ConduitMcp.Client.OAuth.Tokens.t()}
  | {:error, ConduitMcp.Client.OAuth.Error.t() | ConduitMcp.Client.Error.t()}


      


Refreshes the tokens of principal now (single-flight: a caller that
waited for another's refresh gets that result). invalid_grant deletes
them and returns :authorization_required.

  



    

  
    
      
    
    
      token_for(client_or_config, principal \\ :default)



        
          
        

    

  


  

      

          @spec token_for(client_or_config(), term()) ::
  {:ok, ConduitMcp.Client.OAuth.Tokens.t()}
  | {:error, ConduitMcp.Client.OAuth.Error.t() | ConduitMcp.Client.Error.t()}


      


The current tokens for principal, refreshed first (single-flight) when
they expire within refresh_skew. {:error, %OAuth.Error{reason: :authorization_required}} when there are none and the user must
authorize. A client-credentials configuration requests a token instead.
With a ConduitMcp.Client.OAuth.Config, discovery runs on every call;
with a running client's name, its discovered context is reused.

  


        

      


  

    
ConduitMcp.Client.OAuth.CIMD 
    



      
Client ID Metadata Documents (the MCP authorization spec's preferred
client registration; draft-ietf-oauth-client-id-metadata-document).
With CIMD the client id is an https URL with a path. The
authorization server fetches that URL and reads the client's metadata
from it, so no registration request is ever made and the id works with
every authorization server that supports CIMD (it is portable, unlike a
dynamically registered one).
The library never serves the document: the host publishes it at the
configured :client_metadata_url, for example from a Phoenix controller
or a static file:
ConduitMcp.Client.OAuth.CIMD.document(
  client_id: "https://app.example.com/oauth/client.json",
  client_name: "My Agent",
  redirect_uris: ["http://127.0.0.1:33418/callback"]
)
|> JSON.encode!()
The client uses CIMD when the authorization server's metadata has
client_id_metadata_document_supported: true and no pre-registered
client exists for that issuer (see ConduitMcp.Client.OAuth).

      


      
        Summary


  
    Functions
  


    
      
        document(opts)

      


        The metadata document for client_id (string-keyed, ready for
JSON.encode!/1).



    


    
      
        valid_url?(url)

      


        Whether url can be a CIMD client id: an absolute https URL with a
host, a path other than /, and no user info or fragment.



    





      


      
        Functions


        


  
    
      
    
    
      document(opts)



        
          
        

    

  


  

      

          @spec document(keyword()) :: %{required(String.t()) => term()}


      


The metadata document for client_id (string-keyed, ready for
JSON.encode!/1).
Options
	:client_id (required) - the URL the document is served at.
	:client_name (required) - shown to the user.
	:redirect_uris (required) - every redirect URI the client uses.
	:application_type - :native or :web.
	any other string-valued RFC 7591 field (:client_uri, :logo_uri,
:tos_uri, :policy_uri, ...) is copied as is.

The document always declares grant_types: ["authorization_code", "refresh_token"], response_types: ["code"] and
token_endpoint_auth_method: "none". Raises ArgumentError on an
invalid :client_id or a missing required option.

  



  
    
      
    
    
      valid_url?(url)



        
          
        

    

  


  

      

          @spec valid_url?(term()) :: boolean()


      


Whether url can be a CIMD client id: an absolute https URL with a
host, a path other than /, and no user info or fragment.
iex> ConduitMcp.Client.OAuth.CIMD.valid_url?("https://app.example.com/oauth/client.json")
true
iex> ConduitMcp.Client.OAuth.CIMD.valid_url?("https://app.example.com/")
false

  


        

      


  

    
ConduitMcp.Client.OAuth.Callback 
    



      
Validates an authorization response (the query parameters delivered to the
redirect URI) against its ConduitMcp.Client.OAuth.Pending, before the
code goes anywhere near a token endpoint.
validate/3 runs these checks in order and stops at the first failure:
	state equals the pending state, compared in constant time with
Plug.Crypto.secure_compare/2; missing or different ⇒ :invalid_state.

	Principal - the :principal the callback is completed under equals
(===) the one the flow was started with ⇒ else :principal_mismatch.

	Expiry - now is before expires_at ⇒ else :state_expired.

	iss (RFC 9207 §2.4, OA-3), by exact string comparison with the
recorded issuer and no normalization of case, slashes or ports:
	iss in the response	AS advertises iss support	Result
	present, equal	either	continue
	present, different	either	:iss_mismatch
	absent	true	:iss_missing
	absent	false / not advertised	continue

A present iss is compared even when the authorization server never
advertised the parameter. A key with a nil value counts as absent.

	error - an error response becomes the matching typed reason
(:access_denied, ... or :authorization_error for an unknown code),
with the server's error, error_description and error_uri strings
in :data.

	code - returned wrapped in ConduitMcp.Client.Secret; absent ⇒
:missing_code.


Steps 1-4 come first so that a response from the wrong party, or for the
wrong flow, surfaces nothing it carries: on any of those failures the
error's :data is nil, and in particular a mismatched response's
error_description is never passed through.
Replay
validate/3 is pure, so it accepts the same Pending and parameters as
often as it is called. Single use of state is enforced by the host's
store, which must delete the pending entry when it is looked up (see
ConduitMcp.Client.OAuth.Pending).

      


      
        Summary


  
    Functions
  


    
      
        validate(pending, params, opts \\ [])

      


        Validates params (string-keyed, as decoded from the redirect query) for
pending. See the moduledoc for the order of checks.



    





      


      
        Functions


        


    

  
    
      
    
    
      validate(pending, params, opts \\ [])



        
          
        

    

  


  

      

          @spec validate(ConduitMcp.Client.OAuth.Pending.t(), map(), keyword()) ::
  {:ok, ConduitMcp.Client.Secret.t()}
  | {:error, ConduitMcp.Client.OAuth.Error.t()}


      


Validates params (string-keyed, as decoded from the redirect query) for
pending. See the moduledoc for the order of checks.
Options
	:principal - the host identity completing the flow (default nil;
must equal the pending principal).
	:now - current Unix time in seconds (default: the system clock).


  


        

      


  

    
ConduitMcp.Client.OAuth.Challenge 
    



      
Parses WWW-Authenticate header values (RFC 9110 §11.6.1, RFC 6750 §3) and
reads the Bearer challenge an MCP server sends with a 401 or 403.
iex> {:ok, [challenge]} =
...>   ConduitMcp.Client.OAuth.Challenge.parse(
...>     ~s(Bearer resource_metadata="https://mcp.example.com/.well-known/oauth-protected-resource", scope="files:read files:write")
...>   )
iex> ConduitMcp.Client.OAuth.Challenge.scopes(challenge)
["files:read", "files:write"]
Grammar
WWW-Authenticate = #challenge
challenge        = auth-scheme [ 1*SP ( token68 / #auth-param ) ]
auth-param       = token BWS "=" BWS ( token / quoted-string )
The parser is a hand-written recursive descent over the bytes:
	One header value may hold several challenges, and parse/1 also takes
a list of values (one per header line); the challenges are returned in
order. Empty list elements (, ,) are skipped (RFC 9110 §5.6.1).
	A comma separates both challenges and parameters. After a comma, the
next element is a parameter when it starts with token BWS "=", and a
new challenge otherwise.
	After the scheme, a run of token68 characters (optionally ending in
=s) followed by the end of the value or a comma is a token68
(Basic dXNlcjpwYXNz, and also Bearer realm= - a parameter needs a
non-empty value, so that reads as token68 realm=).
	Quoted strings honour \ escapes (quoted-pair); commas, = and
spaces inside quotes are data. A bare control character (CR, LF, NUL,
...) anywhere is an error, so a header cannot smuggle a line break.
	Scheme and parameter names are case-insensitive: both are stored
lowercased (ASCII). Values are kept exactly as sent and must be valid
UTF-8.

Malformed input never raises: it returns {:error, %OAuth.Error{reason: :invalid_challenge, data: detail}}, and the whole input is rejected (no
partial result), so the caller falls back to well-known discovery.
Duplicates
RFC 9110 §11.2 says each parameter name "MUST only occur once per
challenge" and RFC 6750 §3 says Bearer attributes "MUST NOT appear more
than once". A repeated name (compared case-insensitively) is rejected with
detail :duplicate_param rather than resolved first- or last-wins: two
parties reading the same header must never disagree about, say,
resource_metadata.
Limits
	8192 bytes across all values (detail :too_large);
	16 challenges in total (:too_many_challenges);
	32 parameters per challenge (:too_many_params).

Other details: :invalid_input (not a string or list of strings),
:malformed, :unterminated_quote, :invalid_encoding.

      


      
        Summary


  
    Types
  


    
      
        detail()

      


    


    
      
        t()

      


        One challenge. scheme and the params keys are lowercase; token68 is
set (and params empty) for the token68 form.



    





  
    Functions
  


    
      
        bearer(challenges)

      


        The first challenge with the Bearer scheme, or nil. Takes the list
from parse/1; RFC 6750 defines a single Bearer challenge, so any later
ones are ignored.



    


    
      
        error(challenge)

      


        The RFC 6750 §3.1 error code (for example "insufficient_scope"), or nil.



    


    
      
        error_description(challenge)

      


        The error_description, or nil. Server text: never render it as trusted.



    


    
      
        insufficient_scope?(challenge)

      


        Whether the challenge is a step-up request (error="insufficient_scope").



    


    
      
        param(challenge, name)

      


        The value of parameter name (matched case-insensitively), or nil.



    


    
      
        parse(value)

      


        Parses one WWW-Authenticate value, or a list of values (one per header).



    


    
      
        resource_metadata(challenge)

      


        The resource_metadata URL (RFC 9728 §5.1), or nil. It is server data:
validate it and pass it through ConduitMcp.Client.URLPolicy before
fetching.



    


    
      
        scopes(challenge)

      


        The challenged scopes (RFC 6750 §3 scope, space-delimited), [] when absent.



    





      


      
        Types


        


  
    
      
    
    
      detail()



        
          
        

    

  


  

      

          @type detail() ::
  :invalid_input
  | :too_large
  | :too_many_challenges
  | :too_many_params
  | :duplicate_param
  | :unterminated_quote
  | :invalid_encoding
  | :malformed


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Client.OAuth.Challenge{
  params: %{optional(String.t()) => String.t()},
  scheme: String.t(),
  token68: String.t() | nil
}


      


One challenge. scheme and the params keys are lowercase; token68 is
set (and params empty) for the token68 form.

  


        

      

      
        Functions


        


  
    
      
    
    
      bearer(challenges)



        
          
        

    

  


  

      

          @spec bearer([t()]) :: t() | nil


      


The first challenge with the Bearer scheme, or nil. Takes the list
from parse/1; RFC 6750 defines a single Bearer challenge, so any later
ones are ignored.

  



  
    
      
    
    
      error(challenge)



        
          
        

    

  


  

      

          @spec error(t()) :: String.t() | nil


      


The RFC 6750 §3.1 error code (for example "insufficient_scope"), or nil.

  



  
    
      
    
    
      error_description(challenge)



        
          
        

    

  


  

      

          @spec error_description(t()) :: String.t() | nil


      


The error_description, or nil. Server text: never render it as trusted.

  



  
    
      
    
    
      insufficient_scope?(challenge)



        
          
        

    

  


  

      

          @spec insufficient_scope?(t()) :: boolean()


      


Whether the challenge is a step-up request (error="insufficient_scope").

  



  
    
      
    
    
      param(challenge, name)



        
          
        

    

  


  

      

          @spec param(t(), String.t()) :: String.t() | nil


      


The value of parameter name (matched case-insensitively), or nil.

  



  
    
      
    
    
      parse(value)



        
          
        

    

  


  

      

          @spec parse(String.t() | [String.t()]) ::
  {:ok, [t()]} | {:error, ConduitMcp.Client.OAuth.Error.t()}


      


Parses one WWW-Authenticate value, or a list of values (one per header).
iex> ConduitMcp.Client.OAuth.Challenge.parse([~s(Basic realm="a, b"), "Bearer"])
{:ok,
 [
   %ConduitMcp.Client.OAuth.Challenge{scheme: "basic", params: %{"realm" => "a, b"}},
   %ConduitMcp.Client.OAuth.Challenge{scheme: "bearer", params: %{}}
 ]}

  



  
    
      
    
    
      resource_metadata(challenge)



        
          
        

    

  


  

      

          @spec resource_metadata(t()) :: String.t() | nil


      


The resource_metadata URL (RFC 9728 §5.1), or nil. It is server data:
validate it and pass it through ConduitMcp.Client.URLPolicy before
fetching.

  



  
    
      
    
    
      scopes(challenge)



        
          
        

    

  


  

      

          @spec scopes(t()) :: [String.t()]


      


The challenged scopes (RFC 6750 §3 scope, space-delimited), [] when absent.

  


        

      


  

    
ConduitMcp.Client.OAuth.ClientCredentials 
    



      
Machine-to-machine authorization: the OAuth 2.1 client_credentials
grant (the MCP io.modelcontextprotocol/oauth-client-credentials
extension). No user and no browser: the client authenticates as itself
and gets a token for the MCP server. Compiled only with :finch.
{ConduitMcp.Client,
 name: :reports,
 transport:
   {ConduitMcp.Client.Transport.StreamableHTTP,
    url: "https://mcp.example.com/mcp",
    auth:
      {:client_credentials,
       client_id: "reporting-service",
       client_secret: {:system, "MCP_CLIENT_SECRET"},
       scopes: ["reports:read"]}}}
Discovery is the same as for the authorization-code flow (Protected
Resource Metadata, then the authorization server's metadata; S256 and
an authorization_endpoint are not required). The token request
carries resource (RFC 8707) and scope (the configured :scopes,
else the server's scopes_supported), and authenticates the client
with:
	client_secret - a string, a ConduitMcp.Client.Secret or
{:system, "VAR"} (read from the environment on every token
request, never kept), sent as client_secret_basic (default) or
client_secret_post (token_endpoint_auth_method:);
	private_key - a private JWK map or PEM for private_key_jwt
(RFC 7523): a signed assertion with aud = the token endpoint.
Needs the optional :jose dependency, checked when the options
are validated.

Tokens are cached in the token store under {principal, issuer, resource} like any other, and renewed by requesting a new one when
they expire (within refresh_skew), single-flight. A step-up (403
insufficient_scope) requests a new token for the union of the held and
challenged scopes, within max_step_up_attempts.
ConduitMcp.Client.OAuth.token_for/2 returns the current token; this
module holds the token request itself.

      




  

    
ConduitMcp.Client.OAuth.Config 
    



      
The options of the client's OAuth 2.1 support, validated into a struct.
Given to the Streamable HTTP transport as auth: {:oauth, opts} (or
auth: {:client_credentials, opts}), or built with new!/1 for a
standalone flow with ConduitMcp.Client.OAuth.
auth: {:oauth,
  redirect_uri: "http://127.0.0.1:33418/callback",
  client_metadata_url: "https://app.example.com/oauth/client.json",
  client_metadata: [client_name: "My Agent", application_type: :native],
  pre_registered: %{"https://auth.example.com" => [client_id: "abc"]},
  on_authorization_required: &MyApp.Auth.prompt/1,
  expected_issuers: ["https://auth.example.com"]}
Secrets (client secrets, private keys) are held as
ConduitMcp.Client.Secrets.
Options
	:server_url - The MCP server's URL. Filled in by the transport; required for a
standalone configuration passed to ConduitMcp.Client.OAuth. The default value is nil.

	:grant - :authorization_code (a user authorizes in a browser) or
:client_credentials (machine to machine; set by
auth: {:client_credentials, opts}). The default value is :authorization_code.

	:redirect_uri - The redirect URI registered for the client: https, or http on
a loopback host (RFC 8252). ConduitMcp.Client.OAuth.authorize_url/2
may override it (as ConduitMcp.Client.OAuth.Loopback does). The default value is nil.

	:client_metadata_url - The https URL (with a path) of the client's Client ID Metadata
Document. When the authorization server advertises
client_id_metadata_document_supported, this URL is the
client id. Host the document (ConduitMcp.Client.OAuth.CIMD.document/1)
at that URL. The default value is nil.

	:client_metadata (keyword/0) - Metadata sent in a dynamic client registration request. The default value is [].
	:client_name (String.t/0) - Shown to the user by the authorization server.

	:application_type - The dynamic-registration application_type. Default:
:native for a loopback or custom-scheme redirect URI, else :web.

	:client_uri (String.t/0) - The client's home page.

	:logo_uri (String.t/0) - The client's logo.



	:pre_registered - Clients registered out of band, as a map from the authorization
server's issuer (exact string) to client options:
	:client_id (String.t/0) - Required. The client id.

	:client_secret - The client secret: a string, a ConduitMcp.Client.Secret, or
{:system, "VAR"} (read from the environment when a token is
requested, never stored).

	:private_key - A private JWK (a map, or a PEM string) for private_key_jwt client
authentication (RFC 7523). Needs the optional :jose dependency.

	:private_key_alg (String.t/0) - The JWS algorithm of the client assertion. The default value is "RS256".

	:private_key_kid - The kid header of the client assertion. The default value is nil.

	:token_endpoint_auth_method - How the client authenticates at the token endpoint. Default:
:private_key_jwt with a :private_key, :client_secret_basic with a
:client_secret, else :none (a public client).


The default value is %{}.

	:store - The ConduitMcp.Client.OAuth.TokenStore as {module, opts}.
Default: an in-memory ConduitMcp.Client.OAuth.TokenStore.ETS
started under the client's supervisor, or, for a
ConduitMcp.Client.Hub server, the hub's, shared by its servers. The default value is nil.

	:on_authorization_required - Called with a ConduitMcp.Client.OAuth.Challenge when the user
must authorize (in a task, never in the connection). Start the
flow with ConduitMcp.Client.OAuth.authorize_url/2. The default value is nil.

	:max_step_up_attempts (non_neg_integer/0) - Step-up authorizations allowed per resource and scope set. The default value is 2.

	:refresh_skew (non_neg_integer/0) - Seconds before expiry at which an access token is refreshed. The default value is 30.

	:expected_issuers - When a list, the authorization server the server names must be
one of these issuers (exact match). nil accepts any. The default value is nil.

	:principal (term/0) - The identity tokens are stored under, part of every token-store
key: the end user or tenant this client acts for. The default value is nil.

	:scopes (list of String.t/0) - Scopes to request when neither the server's challenge nor its
metadata names any (always requested by :client_credentials). The default value is [].

	:client_id - :client_credentials only. The default value is nil.

	:client_secret - :client_credentials only; see :pre_registered.

	:private_key - :client_credentials only; see :pre_registered.

	:private_key_alg (String.t/0) - See :pre_registered. The default value is "RS256".

	:private_key_kid - See :pre_registered. The default value is nil.

	:token_endpoint_auth_method - :client_credentials only; see :pre_registered.

	:allow_insecure_oauth (boolean/0) - Development and tests only: admit plain http metadata and
authorization-server URLs on loopback hosts. The default value is false.

	:allow_private (list of term/0) - CIDRs the URL policy admits for OAuth requests although they are
private (see ConduitMcp.Client.URLPolicy). The default value is [].

	:resolver - The DNS resolver for the URL policy (see ConduitMcp.Client.URLPolicy). The default value is nil.

	:transport_opts - TLS options for OAuth requests (Mint :transport_opts, for example cacerts:). Certificates are always verified: verify: other than :verify_peer, and verify_fun:, are refused. The default value is [].

	:request_timeout (pos_integer/0) - Milliseconds for each OAuth HTTP request. The default value is 10000.

	:clock - Returns the current Unix time in seconds (tests). Default: the system clock. The default value is nil.



      


      
        Summary


  
    Types
  


    
      
        client_credentials()

      


        A client identity: the id, how it authenticates at the token endpoint,
and its credentials.



    


    
      
        t()

      


    





  
    Functions
  


    
      
        new(config)

      


        Validates opts into a config. Returns {:error, message} on an
invalid option.



    


    
      
        new!(opts)

      


        Like new/1, raising ArgumentError.



    





      


      
        Types


        


  
    
      
    
    
      client_credentials()



        
          
        

    

  


  

      

          @type client_credentials() :: %{
  client_id: String.t(),
  auth_method:
    :none | :client_secret_basic | :client_secret_post | :private_key_jwt,
  secret: ConduitMcp.Client.Secret.t() | {:system, String.t()} | nil,
  private_key: ConduitMcp.Client.Secret.t() | nil,
  alg: String.t(),
  kid: String.t() | nil
}


      


A client identity: the id, how it authenticates at the token endpoint,
and its credentials.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Client.OAuth.Config{
  allow_insecure_oauth: boolean(),
  allow_private: [term()],
  client: term(),
  client_metadata: keyword(),
  client_metadata_url: String.t() | nil,
  clock: (-> integer()) | nil,
  credentials: client_credentials() | nil,
  expected_issuers: [String.t()] | nil,
  grant: :authorization_code | :client_credentials,
  max_step_up_attempts: non_neg_integer(),
  on_authorization_required: (term() -> term()) | nil,
  pre_registered: %{optional(String.t()) => client_credentials()},
  principal: term(),
  redirect_uri: String.t() | nil,
  refresh_skew: non_neg_integer(),
  request_timeout: pos_integer(),
  resolver: ConduitMcp.Client.URLPolicy.resolver() | nil,
  scopes: [String.t()],
  server_id: term(),
  server_url: String.t() | nil,
  store: {module(), keyword()} | nil,
  transport_opts: keyword()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(config)



        
          
        

    

  


  

      

          @spec new(keyword() | t()) :: {:ok, t()} | {:error, String.t()}


      


Validates opts into a config. Returns {:error, message} on an
invalid option.

  



  
    
      
    
    
      new!(opts)



        
          
        

    

  


  

      

          @spec new!(keyword() | t()) :: t()


      


Like new/1, raising ArgumentError.

  


        

      


  

    
ConduitMcp.Client.OAuth.Discovery 
    



      
Pure parts of authorization-server discovery (MCP authorization spec,
Authorization Server Discovery): the metadata URLs to try, in order, and
validation of the decoded metadata documents. Nothing here does I/O; the
HTTP layer fetches each candidate (without an Authorization header, with
every URL passing ConduitMcp.Client.URLPolicy :public_only) and stops
at the first usable document.
Protected Resource Metadata (RFC 9728)
prm_candidates/3 for server https://ex.com/public/mcp:
	the resource_metadata URL from the WWW-Authenticate challenge, when given;
	https://ex.com/.well-known/oauth-protected-resource/public/mcp;
	https://ex.com/.well-known/oauth-protected-resource.

validate_prm/2 then requires resource to equal the canonical server URI
exactly (RFC 9728 §3.3; no prefix or same-origin relaxation, OA-4) and
a non-empty authorization_servers; select_issuer/2 picks the first one.
Authorization-server metadata (RFC 8414, OpenID Connect Discovery)
as_metadata_candidates/2 for issuer https://auth.ex.com/tenant1:
	https://auth.ex.com/.well-known/oauth-authorization-server/tenant1
	https://auth.ex.com/.well-known/openid-configuration/tenant1
	https://auth.ex.com/tenant1/.well-known/openid-configuration

and for an issuer without a path, /.well-known/oauth-authorization-server
then /.well-known/openid-configuration.
validate_as_metadata/3 then requires (OA-1, OA-4, OA-7):
	issuer to equal the issuer the URLs were built from, by exact string
comparison (RFC 8414 §3.3): https://AS.example is not
https://as.example, and a trailing slash matters;
	"S256" in code_challenge_methods_supported;
	authorization_endpoint and token_endpoint to be present;
	every endpoint - each top-level field ending in _endpoint, plus
jwks_uri - to be an https URL with a host, no user info and no
fragment. https is the whole scheme allowlist, so javascript:,
file:, data: and custom schemes are refused as :insecure_endpoint.

Every builder and validator accepts allow_insecure: true, which admits
http on loopback hosts only, for local development and tests.

      


      
        Summary


  
    Functions
  


    
      
        as_metadata_candidates(issuer, opts \\ [])

      


        The authorization-server metadata URLs to try for issuer, in order.



    


    
      
        prm_candidates(server_url, resource_metadata \\ nil, opts \\ [])

      


        The Protected Resource Metadata URLs to try for server_url, in order.



    


    
      
        select_issuer(prm, opts \\ [])

      


        Chooses the authorization server from validated PRM: the first entry of
authorization_servers.



    


    
      
        validate_as_metadata(metadata, issuer, opts \\ [])

      


        Validates decoded authorization-server metadata fetched for issuer and
returns it unchanged. See the moduledoc for the rules; they are checked in
this order: object, issuer, S256, required endpoints, every endpoint.



    


    
      
        validate_prm(prm, canonical_resource)

      


        Validates decoded Protected Resource Metadata against the canonical server
URI (from ConduitMcp.Client.OAuth.Resource.canonical/2) and returns it
unchanged.



    





      


      
        Functions


        


    

  
    
      
    
    
      as_metadata_candidates(issuer, opts \\ [])



        
          
        

    

  


  

      

          @spec as_metadata_candidates(String.t(), keyword()) ::
  {:ok, [String.t(), ...]} | {:error, ConduitMcp.Client.OAuth.Error.t()}


      


The authorization-server metadata URLs to try for issuer, in order.
The issuer must be an https URL without a query or fragment (RFC 8414
§2). A terminating slash is removed before the well-known path is
inserted (RFC 8414 §3.1), so https://as.example/ has no path.
iex> ConduitMcp.Client.OAuth.Discovery.as_metadata_candidates("https://auth.ex.com")
{:ok,
 [
   "https://auth.ex.com/.well-known/oauth-authorization-server",
   "https://auth.ex.com/.well-known/openid-configuration"
 ]}

  



    

    

  
    
      
    
    
      prm_candidates(server_url, resource_metadata \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec prm_candidates(String.t(), String.t() | nil, keyword()) ::
  {:ok, [String.t(), ...]} | {:error, ConduitMcp.Client.OAuth.Error.t()}


      


The Protected Resource Metadata URLs to try for server_url, in order.
resource_metadata (from ConduitMcp.Client.OAuth.Challenge.resource_metadata/1)
goes first, unchanged; it is server data and must pass the URL policy when
fetched. The well-known URLs are built from the canonical server URI
(ConduitMcp.Client.OAuth.Resource.canonical/2), keeping any query after
the inserted path. Duplicates are removed.
iex> ConduitMcp.Client.OAuth.Discovery.prm_candidates("https://ex.com/public/mcp")
{:ok,
 [
   "https://ex.com/.well-known/oauth-protected-resource/public/mcp",
   "https://ex.com/.well-known/oauth-protected-resource"
 ]}

  



    

  
    
      
    
    
      select_issuer(prm, opts \\ [])



        
          
        

    

  


  

      

          @spec select_issuer(map(), keyword()) ::
  {:ok, String.t()} | {:error, ConduitMcp.Client.OAuth.Error.t()}


      


Chooses the authorization server from validated PRM: the first entry of
authorization_servers.
Options
	:expected_issuers - when a list, the chosen issuer must be in it
(exact string match), else :issuer_not_allowed. nil (default)
accepts any.


  



    

  
    
      
    
    
      validate_as_metadata(metadata, issuer, opts \\ [])



        
          
        

    

  


  

      

          @spec validate_as_metadata(term(), String.t(), keyword()) ::
  {:ok, map()} | {:error, ConduitMcp.Client.OAuth.Error.t()}


      


Validates decoded authorization-server metadata fetched for issuer and
returns it unchanged. See the moduledoc for the rules; they are checked in
this order: object, issuer, S256, required endpoints, every endpoint.
Errors: :invalid_metadata (data %{field: name}), :issuer_mismatch,
:pkce_unsupported, :insecure_endpoint (data %{field: name, scheme: scheme}).
Options
	:allow_insecure - admit http endpoints on loopback hosts.
	:grant - :authorization_code (default) or :client_credentials.
A machine-to-machine client never sends the user to the
authorization endpoint, so for :client_credentials neither "S256"
nor authorization_endpoint is required; token_endpoint still is,
and every endpoint present is still checked.


  



  
    
      
    
    
      validate_prm(prm, canonical_resource)



        
          
        

    

  


  

      

          @spec validate_prm(term(), String.t()) ::
  {:ok, map()} | {:error, ConduitMcp.Client.OAuth.Error.t()}


      


Validates decoded Protected Resource Metadata against the canonical server
URI (from ConduitMcp.Client.OAuth.Resource.canonical/2) and returns it
unchanged.
Errors: :invalid_metadata (not an object; authorization_servers or
scopes_supported not a list of strings; data names the field),
:resource_mismatch, :no_authorization_server.

  


        

      


  

    
ConduitMcp.Client.OAuth.Discovery.Fetch 
    



      
The network side of authorization-server discovery: fetches the
candidates ConduitMcp.Client.OAuth.Discovery lists, in order, and
validates what comes back with its pure validators. Compiled only with
the optional :finch dependency.
discover/2, for the MCP server of a ConduitMcp.Client.OAuth.Config:
	Protected Resource Metadata (RFC 9728) - the challenge's
resource_metadata URL, then the path-inserted, then the root
well-known URL. A candidate that fails (any non-200 status, a
redirect, a network error, a body that is not a JSON object) is
skipped; the first document is validated, and a document naming
another resource is refused (:resource_mismatch) rather than
skipped. None ⇒ :no_protected_resource_metadata.
	The authorization server - the first of authorization_servers,
which must be in :expected_issuers when that is set.
	Authorization-server metadata (RFC 8414 / OpenID Connect
Discovery) - OAuth path-insert, OIDC path-insert, OIDC path-append
(without an issuer path: OAuth, then OIDC). The first document is
validated: exact issuer, S256, https endpoints (OA-1, OA-4,
OA-7). None ⇒ :no_authorization_server_metadata.

Every request goes through the client's OAuth HTTP layer: no
Authorization header, no redirects, a capped body, and every URL
checked by ConduitMcp.Client.URLPolicy :public_only and pinned to
the vetted address (HT-6) unless allow_insecure_oauth: true admits a
plain-http loopback URL (development and tests).

      


      
        Summary


  
    Types
  


    
      
        context()

      


        What discovery found: the canonical resource, the validated PRM, the
chosen issuer and its validated metadata. No secrets.



    





  
    Functions
  


    
      
        discover(config, challenge \\ nil)

      


        Discovers the authorization server of config's MCP server, using the
resource_metadata of challenge (a Bearer
ConduitMcp.Client.OAuth.Challenge) when it has one.



    


    
      
        fetch_as_metadata(config, issuer)

      


        Fetches and validates the metadata of the authorization server issuer
(see the moduledoc for the order).



    


    
      
        fetch_prm(config, resource, resource_metadata)

      


        Fetches and validates the Protected Resource Metadata for the canonical
resource (see the moduledoc for the order).



    





      


      
        Types


        


  
    
      
    
    
      context()



        
          
        

    

  


  

      

          @type context() :: %{
  resource: String.t(),
  prm: map(),
  issuer: String.t(),
  metadata: map()
}


      


What discovery found: the canonical resource, the validated PRM, the
chosen issuer and its validated metadata. No secrets.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      discover(config, challenge \\ nil)



        
          
        

    

  


  

      

          @spec discover(
  ConduitMcp.Client.OAuth.Config.t(),
  ConduitMcp.Client.OAuth.Challenge.t() | nil
) ::
  {:ok, context()} | {:error, ConduitMcp.Client.OAuth.Error.t()}


      


Discovers the authorization server of config's MCP server, using the
resource_metadata of challenge (a Bearer
ConduitMcp.Client.OAuth.Challenge) when it has one.

  



  
    
      
    
    
      fetch_as_metadata(config, issuer)



        
          
        

    

  


  

      

          @spec fetch_as_metadata(ConduitMcp.Client.OAuth.Config.t(), String.t()) ::
  {:ok, map()} | {:error, ConduitMcp.Client.OAuth.Error.t()}


      


Fetches and validates the metadata of the authorization server issuer
(see the moduledoc for the order).

  



  
    
      
    
    
      fetch_prm(config, resource, resource_metadata)



        
          
        

    

  


  

      

          @spec fetch_prm(ConduitMcp.Client.OAuth.Config.t(), String.t(), String.t() | nil) ::
  {:ok, map()} | {:error, ConduitMcp.Client.OAuth.Error.t()}


      


Fetches and validates the Protected Resource Metadata for the canonical
resource (see the moduledoc for the order).

  


        

      


  

    
ConduitMcp.Client.OAuth.Error exception
    



      
The error type of the OAuth 2.1 client (ConduitMcp.Client.OAuth.*).
Every OAuth helper that can fail returns {:error, %ConduitMcp.Client.OAuth.Error{}}.
Match on :reason, which is one of the closed set in reasons/0.
Fields
	:reason - an atom from reasons/0.
	:data - optional, non-secret context: the metadata field that failed
(%{field: "token_endpoint", scheme: "javascript"}), a parser detail
atom, or, for authorization-response errors, the server's error,
error_description and error_uri strings exactly as received. It may
hold server-supplied text, so message/1 never renders it.

Secrets
No OAuth helper ever puts a token, refresh token, authorization code,
state or PKCE verifier into an error, and message/1 renders only the
reason and a fixed description. The message is safe to log.
Reasons
Parsing and URL rules (Challenge, Resource, Discovery, Pending):
	:invalid_challenge - a WWW-Authenticate value is malformed or over a
limit; :data is the detail atom (see ConduitMcp.Client.OAuth.Challenge).
	:invalid_url - a URL does not parse, has no host, carries user info,
or (for an issuer) has a query or fragment; :data names the problem.
	:insecure_url - a URL that must be https is not (plain http is
only admitted for loopback hosts, and for anything but a redirect URI
only behind allow_insecure: true).

Discovery and metadata validation (Discovery, PKCE):
	:resource_mismatch - Protected Resource Metadata resource is not
exactly the canonical server URI (RFC 9728 §3.3).
	:no_authorization_server - the PRM lists no authorization server.
	:issuer_not_allowed - the chosen authorization server is not in the
configured expected_issuers allowlist.
	:invalid_metadata - PRM or authorization-server metadata is not an
object or a field has the wrong type; :data names the field.
	:issuer_mismatch - authorization-server metadata issuer is not
exactly the issuer the metadata URL was built from (RFC 8414 §3.3).
	:pkce_unsupported - code_challenge_methods_supported is absent or
lacks "S256".
	:insecure_endpoint - an endpoint in the authorization-server metadata
is not https (this is also how javascript:, file:, data: and
every other scheme is refused); :data names the field and scheme.

Authorization response (Callback):
	:invalid_state - state is missing or does not match.
	:principal_mismatch - the callback is completed under a different
principal than the one that started the flow.
	:state_expired - the pending authorization outlived its TTL.
	:iss_mismatch - the response iss is not exactly the recorded issuer
(RFC 9207 §2.4). Nothing else from the response is surfaced.
	:iss_missing - the authorization server advertises
authorization_response_iss_parameter_supported but sent no iss.
	:missing_code - neither code nor error is present.
	:invalid_pending - a stored pending authorization could not be
restored by ConduitMcp.Client.OAuth.Pending.from_map/1; :data
names the field.
	:access_denied, :invalid_request, :unauthorized_client,
:unsupported_response_type, :invalid_scope, :server_error,
:temporarily_unavailable - the authorization server returned that
RFC 6749 §4.1.2.1 error code.
	:authorization_error - the authorization server returned any other
error code; it is in :data as a string, never as an atom.

Runtime (produced by the HTTP-layer OAuth flow, defined here so the set is
closed in one place):
	:authorization_required - interactive authorization is needed.
	:no_protected_resource_metadata - every PRM candidate URL failed.
	:no_authorization_server_metadata - every AS-metadata candidate failed.
	:authorization_server_changed - pre-registered credentials are bound
to a different issuer than the one the server now names.
	:no_registration_method - no pre-registered client, CIMD or DCR applies.
	:registration_failed - dynamic client registration was refused.
	:invalid_grant - the token endpoint rejected the code or refresh token.
	:token_request_failed - the token endpoint failed otherwise (data: %{reason: :invalid_token_response} for a malformed answer, an access
token holding anything but visible ASCII included).
	:step_up_limit - the step-up attempt limit for a resource and scope set
was reached (see ConduitMcp.Client.OAuth.Scopes.step_up_allowed?/4).
	:url_blocked - ConduitMcp.Client.URLPolicy refused a server-supplied
URL before any connection was made (a private, loopback or otherwise
internal address, or an unresolvable host); :data is the policy's
reason.
	:client_secret_unavailable - a client secret configured as
{:system, "VAR"} names an unset environment variable; :data is the
variable name.


      


      
        Summary


  
    Types
  


    
      
        reason()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        error(reason, data \\ nil)

      


        {:error, new(reason, data)}.



    


    
      
        new(reason, data \\ nil)

      


        Builds an error, raising ArgumentError when reason is not in reasons/0.



    


    
      
        reasons()

      


        Every valid :reason, in documentation order.



    





      


      
        Types


        


  
    
      
    
    
      reason()



        
          
        

    

  


  

      

          @type reason() ::
  :invalid_challenge
  | :invalid_url
  | :insecure_url
  | :resource_mismatch
  | :no_authorization_server
  | :issuer_not_allowed
  | :invalid_metadata
  | :issuer_mismatch
  | :pkce_unsupported
  | :insecure_endpoint
  | :invalid_state
  | :principal_mismatch
  | :state_expired
  | :iss_mismatch
  | :iss_missing
  | :missing_code
  | :invalid_pending
  | :access_denied
  | :invalid_request
  | :unauthorized_client
  | :unsupported_response_type
  | :invalid_scope
  | :server_error
  | :temporarily_unavailable
  | :authorization_error
  | :authorization_required
  | :no_protected_resource_metadata
  | :no_authorization_server_metadata
  | :authorization_server_changed
  | :no_registration_method
  | :registration_failed
  | :invalid_grant
  | :token_request_failed
  | :step_up_limit
  | :url_blocked
  | :client_secret_unavailable


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Client.OAuth.Error{
  __exception__: true,
  data: term(),
  reason: reason()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      error(reason, data \\ nil)



        
          
        

    

  


  

      

          @spec error(reason(), term()) :: {:error, t()}


      


{:error, new(reason, data)}.

  



    

  
    
      
    
    
      new(reason, data \\ nil)



        
          
        

    

  


  

      

          @spec new(reason(), term()) :: t()


      


Builds an error, raising ArgumentError when reason is not in reasons/0.
iex> ConduitMcp.Client.OAuth.Error.new(:pkce_unsupported).reason
:pkce_unsupported

  



  
    
      
    
    
      reasons()



        
          
        

    

  


  

      

          @spec reasons() :: [reason(), ...]


      


Every valid :reason, in documentation order.

  


        

      


  

    
ConduitMcp.Client.OAuth.Loopback 
    



      
Interactive authorization for CLI and desktop apps: a one-shot callback
server on 127.0.0.1 (RFC 8252 §7.3 loopback redirect). Compiled only
with :finch.
{:ok, tokens} =
  ConduitMcp.Client.OAuth.Loopback.run(:docs,
    open: fn url -> System.cmd("open", [url]) end,
    challenge: challenge
  )
run/2:
	starts Bandit on 127.0.0.1 (port 0 by default: any free port,
which RFC 8252 lets the authorization server accept for loopback
redirect URIs; give :port if yours needs a fixed one) serving
exactly one request on :path;
	builds the authorization URL with redirect URI
http://127.0.0.1:<port><path> (ConduitMcp.Client.OAuth.authorize_url/2);
	calls the host's :open function with the URL - the library
never launches a browser itself: the host decides how (open,
xdg-open, printing the URL);
	waits (:timeout, default 5 minutes) for the browser's redirect,
answers it with a short page, and stops the server;
	completes the flow with ConduitMcp.Client.OAuth.handle_callback/3.

The server binds the loopback address only and answers a single
callback (OA-11): any later request gets 410 Gone, and the listener is
gone right after. The pending authorization never leaves the calling
process, so state is used once by construction.
start/1 and await/2 are the two halves of step 1 and 4, for a host
that runs the flow itself; await/2 returns the callback's query
parameters.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        await(loopback, timeout \\ 300_000)

      


        Waits up to timeout ms for the callback, then stops the server.
Returns the callback's query parameters, or {:error, :timeout}.



    


    
      
        run(client_or_config, opts)

      


        Runs a whole interactive authorization for client_or_config (see the
moduledoc) and returns the stored tokens.



    


    
      
        start(opts \\ [])

      


        Starts the one-shot callback server.



    


    
      
        stop(loopback)

      


        Stops the callback server (idempotent).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Client.OAuth.Loopback{
  redirect_uri: String.t(),
  ref: reference(),
  server: pid()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      await(loopback, timeout \\ 300_000)



        
          
        

    

  


  

      

          @spec await(t(), timeout()) :: {:ok, map()} | {:error, :timeout}


      


Waits up to timeout ms for the callback, then stops the server.
Returns the callback's query parameters, or {:error, :timeout}.

  



  
    
      
    
    
      run(client_or_config, opts)



        
          
        

    

  


  

      

          @spec run(ConduitMcp.Client.OAuth.client_or_config(), keyword()) ::
  {:ok, ConduitMcp.Client.OAuth.Tokens.t()} | {:error, term()}


      


Runs a whole interactive authorization for client_or_config (see the
moduledoc) and returns the stored tokens.
Options
	:open (required) - a one-arity function given the authorization
URL.
	:port, :path - see start/1.
	:timeout - how long to wait for the user, default 5 minutes.
	:challenge, :scopes, :principal - passed to
ConduitMcp.Client.OAuth.authorize_url/2.


  



    

  
    
      
    
    
      start(opts \\ [])



        
          
        

    

  


  

      

          @spec start(keyword()) :: {:ok, t()} | {:error, term()}


      


Starts the one-shot callback server.
Options
	:port - default 0 (any free port).
	:path - the callback path, default "/callback".


  



  
    
      
    
    
      stop(loopback)



        
          
        

    

  


  

      

          @spec stop(t()) :: :ok


      


Stops the callback server (idempotent).

  


        

      


  

    
ConduitMcp.Client.OAuth.PKCE 
    



      
Proof Key for Code Exchange (RFC 7636), S256 only.
The client never sends the plain method: an authorization server that
does not advertise "S256" in code_challenge_methods_supported (or omits
the field) is refused before any authorization or token request (OA-1).
iex> ConduitMcp.Client.OAuth.PKCE.challenge("dBjftJeZ4CVP-mB92K27uhbUJU1p1r_wW1gFWFOEjXk")
"E9Melhoa2OwvFrEMTJguCHaoeK1t8URWbuGJSstw-cM"

      


      
        Summary


  
    Functions
  


    
      
        challenge(verifier)

      


        The S256 code challenge for verifier (a string or a Secret wrapping
one): BASE64URL(SHA256(ASCII(verifier))) without padding (RFC 7636 §4.2).



    


    
      
        ensure_s256!(metadata)

      


        Returns :ok when s256_supported?/1 holds, else raises a
ConduitMcp.Client.OAuth.Error with reason :pkce_unsupported.



    


    
      
        method()

      


        The only code_challenge_method the client sends: "S256".



    


    
      
        s256_supported?(arg1)

      


        Whether decoded authorization-server metadata lists "S256" in
code_challenge_methods_supported. The method name is compared exactly
(it is case-sensitive); a missing or malformed field means false.



    


    
      
        valid_verifier?(verifier)

      


        Whether verifier is a syntactically valid RFC 7636 §4.1 code verifier.



    


    
      
        verifier()

      


        A fresh code verifier: 32 bytes from :crypto.strong_rand_bytes/1,
base64url-encoded without padding (43 characters, RFC 7636 §4.1).



    





      


      
        Functions


        


  
    
      
    
    
      challenge(verifier)



        
          
        

    

  


  

      

          @spec challenge(String.t() | ConduitMcp.Client.Secret.t()) :: String.t()


      


The S256 code challenge for verifier (a string or a Secret wrapping
one): BASE64URL(SHA256(ASCII(verifier))) without padding (RFC 7636 §4.2).
Raises ArgumentError unless verifier is 43–128 characters of
[A-Za-z0-9-._~] (RFC 7636 §4.1).

  



  
    
      
    
    
      ensure_s256!(metadata)



        
          
        

    

  


  

      

          @spec ensure_s256!(map()) :: :ok


      


Returns :ok when s256_supported?/1 holds, else raises a
ConduitMcp.Client.OAuth.Error with reason :pkce_unsupported.

  



  
    
      
    
    
      method()



        
          
        

    

  


  

      

          @spec method() :: String.t()


      


The only code_challenge_method the client sends: "S256".

  



  
    
      
    
    
      s256_supported?(arg1)



        
          
        

    

  


  

      

          @spec s256_supported?(map()) :: boolean()


      


Whether decoded authorization-server metadata lists "S256" in
code_challenge_methods_supported. The method name is compared exactly
(it is case-sensitive); a missing or malformed field means false.
iex> ConduitMcp.Client.OAuth.PKCE.s256_supported?(%{"code_challenge_methods_supported" => ["plain", "S256"]})
true
iex> ConduitMcp.Client.OAuth.PKCE.s256_supported?(%{"code_challenge_methods_supported" => ["plain"]})
false
iex> ConduitMcp.Client.OAuth.PKCE.s256_supported?(%{})
false

  



  
    
      
    
    
      valid_verifier?(verifier)



        
          
        

    

  


  

      

          @spec valid_verifier?(term()) :: boolean()


      


Whether verifier is a syntactically valid RFC 7636 §4.1 code verifier.

  



  
    
      
    
    
      verifier()



        
          
        

    

  


  

      

          @spec verifier() :: String.t()


      


A fresh code verifier: 32 bytes from :crypto.strong_rand_bytes/1,
base64url-encoded without padding (43 characters, RFC 7636 §4.1).
The verifier is a secret; wrap it in ConduitMcp.Client.Secret wherever it
is held (as ConduitMcp.Client.OAuth.Pending does).

  


        

      


  

    
ConduitMcp.Client.OAuth.Pending 
    



      
An authorization-code flow between the authorization request and the
callback: everything the client must remember to validate the response
and redeem the code.
new/1 generates the two secrets of the flow: a state of 32 random bytes
(base64url, 43 characters) and a PKCE code verifier (ConduitMcp.Client.OAuth.PKCE.verifier/0),
both wrapped in ConduitMcp.Client.Secret, and stamps a 10 minute TTL. It
records the issuer the flow was started against (for the RFC 9207 iss
check), the canonical resource, the redirect URI (the token request must
repeat it exactly), the requested scopes and the principal - the end-user
or session identity of the host - that the flow is bound to.
The host stores it
Pending is plain data the host keeps between the redirect and the
callback: in its session store, a database row, or an encrypted cookie.
to_map/1 gives a string-keyed map of strings, integers, booleans and
lists (plus the principal as given) for that; from_map/1 validates and
restores it. Restore the struct before calling
ConduitMcp.Client.OAuth.Callback.validate/3.
The map holds secrets in plain text (state and code_verifier).
Keep it server-side, or encrypt it (for example with
Plug.Crypto.encrypt/4); signing alone does not hide it. inspect/1 of
the struct shows both as #Secret<redacted>.
Single use is the host's job
state must be usable exactly once (OA-2). Because Pending is data, the
library cannot see a second copy being presented, so a replayed callback
is rejected only if the host's store enforces it: look the pending entry
up by state and delete it in the same step, before validating, and on
failure as well as on success. ConduitMcp.Client.OAuth.Callback.validate/3
checks the state value, principal binding, expiry and iss; it does not
and cannot check consumption.
Serialization of the principal
The principal is stored in to_map/1 exactly as given. A host that
JSON-encodes the map should use a string principal.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        


    





  
    Functions
  


    
      
        code_challenge(pending)

      


        The PKCE S256 code challenge for the pending verifier.



    


    
      
        expired?(pending, now)

      


        Whether the pending authorization has expired at Unix time now.



    


    
      
        from_map(map)

      


        Restores a map from to_map/1. Every field is type-checked; a missing or
malformed one gives :invalid_pending with %{field: name} as data (the
value itself is never put in the error). The expiry is not checked here.



    


    
      
        new(opts)

      


        Starts a pending authorization with a fresh state and code verifier.



    


    
      
        to_map(pending)

      


        The pending authorization as a string-keyed map for host storage. It
contains state and code_verifier in plain text; see the moduledoc.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Client.OAuth.Pending{
  client_id: String.t() | nil,
  created_at: integer(),
  expires_at: integer(),
  iss_parameter_supported: boolean(),
  issuer: String.t(),
  principal: term(),
  redirect_uri: String.t(),
  resource: String.t(),
  scopes: [String.t()],
  state: ConduitMcp.Client.Secret.t(),
  token_endpoint: String.t() | nil,
  verifier: ConduitMcp.Client.Secret.t()
}


      


	:state, :verifier - the flow's secrets.
	:redirect_uri - sent in the authorization request; must be repeated in
the token request.
	:issuer - the authorization server's issuer, as validated.
	:resource - the canonical resource URI (RFC 8707 resource).
	:scopes - the requested scopes.
	:principal - the host identity the flow is bound to (nil if none).
	:iss_parameter_supported - the AS metadata's
authorization_response_iss_parameter_supported was true.
	:client_id, :token_endpoint - the client identity and token endpoint
the flow was started with, so the code is redeemed at the same
authorization server (nil when not recorded).
	:created_at, :expires_at - Unix seconds.


  


        

      

      
        Functions


        


  
    
      
    
    
      code_challenge(pending)



        
          
        

    

  


  

      

          @spec code_challenge(t()) :: String.t()


      


The PKCE S256 code challenge for the pending verifier.

  



  
    
      
    
    
      expired?(pending, now)



        
          
        

    

  


  

      

          @spec expired?(t(), integer()) :: boolean()


      


Whether the pending authorization has expired at Unix time now.

  



  
    
      
    
    
      from_map(map)



        
          
        

    

  


  

      

          @spec from_map(term()) :: {:ok, t()} | {:error, ConduitMcp.Client.OAuth.Error.t()}


      


Restores a map from to_map/1. Every field is type-checked; a missing or
malformed one gives :invalid_pending with %{field: name} as data (the
value itself is never put in the error). The expiry is not checked here.

  



  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      


Starts a pending authorization with a fresh state and code verifier.
Raises NimbleOptions.ValidationError on invalid options.
Options
	:redirect_uri - Required. An https URL, or http on a loopback host (RFC 8252 §7.3); no fragment.

	:issuer (String.t/0) - Required. The validated issuer.

	:resource (String.t/0) - Required. The canonical resource URI.

	:scopes (list of String.t/0) - The requested scopes. The default value is [].

	:principal (term/0) - The host identity to bind the flow to. The default value is nil.

	:iss_parameter_supported (boolean/0) - The AS advertises authorization_response_iss_parameter_supported: true. The default value is false.

	:client_id - The client id used. The default value is nil.

	:token_endpoint - The validated token endpoint. The default value is nil.

	:ttl (pos_integer/0) - Lifetime in seconds. The default value is 600.

	:now (integer/0) - Current Unix time in seconds (default: the system clock).



  



  
    
      
    
    
      to_map(pending)



        
          
        

    

  


  

      

          @spec to_map(t()) :: %{required(String.t()) => term()}


      


The pending authorization as a string-keyed map for host storage. It
contains state and code_verifier in plain text; see the moduledoc.

  


        

      


  

    
ConduitMcp.Client.OAuth.Registration 
    



      
Chooses the client identity presented to an authorization server, in
the MCP authorization spec's order (compiled only with :finch):
	Pre-registered - pre_registered[issuer] from the OAuth
options. When pre-registered clients are configured but none is
for this issuer, the server has moved to another authorization
server and the flow stops with :authorization_server_changed
(OA-6): credentials are bound to their issuer, and falling back to
another method would silently re-identify the client.
	Client ID Metadata Document - when the authorization server
advertises client_id_metadata_document_supported: true and
:client_metadata_url is set, that URL is the client id (see
ConduitMcp.Client.OAuth.CIMD).
	Dynamic client registration (RFC 7591; deprecated in MCP
2026-07-28, kept for older authorization servers) - when the
metadata has a registration_endpoint. The request declares
application_type (native for a loopback or custom-scheme
redirect URI, else web, unless client_metadata says
otherwise), grant_types: ["authorization_code", "refresh_token"],
response_types: ["code"] and token_endpoint_auth_method: "none". The registered client is kept in the token store under
the issuer (ConduitMcp.Client.OAuth.TokenStore.put_client/3)
and reused while its redirect_uris include the redirect URI, so
a client registered with one authorization server is never shown
to another.
	Otherwise :no_registration_method.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        A resolved client identity and how it was obtained.



    





  
    Functions
  


    
      
        resolve(config, issuer, metadata, opts \\ [])

      


        Resolves the client identity for authorization server issuer with
validated metadata.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %{
  :client_id => String.t(),
  :auth_method => atom(),
  :method => :pre_registered | :cimd | :dcr,
  optional(atom()) => term()
}


      


A resolved client identity and how it was obtained.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      resolve(config, issuer, metadata, opts \\ [])



        
          
        

    

  


  

      

          @spec resolve(ConduitMcp.Client.OAuth.Config.t(), String.t(), map(), keyword()) ::
  {:ok, t()} | {:error, ConduitMcp.Client.OAuth.Error.t()}


      


Resolves the client identity for authorization server issuer with
validated metadata.
Options
	:redirect_uri - the redirect URI of the flow (needed to register).
	:register - whether dynamic registration may send a request
(default true; false only reuses a stored registration, as a
token refresh does).


  


        

      


  

    
ConduitMcp.Client.OAuth.Resource 
    



      
The canonical resource URI of an MCP server: the value sent as the RFC 8707
resource parameter in authorization and token requests, compared exactly
against Protected Resource Metadata resource, and used in token-store keys.
iex> ConduitMcp.Client.OAuth.Resource.canonical("HTTPS://MCP.Example.com:443/mcp/#frag")
{:ok, "https://mcp.example.com/mcp"}
canonical/2 applies the MCP authorization spec's rules (Canonical Server
URI):
	the scheme and host are lowercased;
	a default port (443 for https, 80 for http) is dropped, any other
port is kept;
	the fragment is removed;
	trailing slashes are removed (https://ex.com/ → https://ex.com); the
rest of the path and any query are kept byte for byte (percent-encoding
is not normalized);
	the scheme must be https. Plain http is accepted only for a loopback
host (localhost, 127.0.0.0/8, ::1) and only with
allow_insecure: true, for local development and tests;
	a URL without a host or with user info is refused.


      


      
        Summary


  
    Functions
  


    
      
        canonical(url, opts \\ [])

      


        Returns the canonical form of url.



    





      


      
        Functions


        


    

  
    
      
    
    
      canonical(url, opts \\ [])



        
          
        

    

  


  

      

          @spec canonical(String.t(), keyword()) ::
  {:ok, String.t()} | {:error, ConduitMcp.Client.OAuth.Error.t()}


      


Returns the canonical form of url.
Options
	:allow_insecure - admit http on a loopback host (default false).

Errors: :invalid_url (unparsable, no host, user info) and :insecure_url.

  


        

      


  

    
ConduitMcp.Client.OAuth.Scopes 
    



      
Scope lists and step-up bookkeeping.
Scopes are lists of strings; on the wire they are one space-delimited
string (RFC 6749 §3.3), see parse/1 and join/1.
Step-up (OA-10)
When a server answers 403 with error="insufficient_scope", the client
re-authorizes with union/2 of the scopes it requested before and the
challenged ones (MCP 2026-07-28 Step-Up Authorization Flow; applied to
both eras). To stop a server from looping the client through the
authorization server, attempts are counted per {resource, scope set} in a
plain map the caller keeps (record_step_up/3) and checked with
step_up_allowed?/4 (default limit 2). The scope set is order- and
duplicate-insensitive, so ["b", "a"] and ["a", "b", "a"] share a count.

      


      
        Summary


  
    Types
  


    
      
        attempts()

      


        Step-up attempt counts, keyed by step_up_key/2.



    





  
    Functions
  


    
      
        join(scopes)

      


        The scope parameter value for scopes, or nil for an empty list (the
parameter is then omitted).



    


    
      
        parse(scope)

      


        Splits a space-delimited scope string; nil gives []. Empty items from
repeated spaces are dropped and duplicates removed, first occurrence kept.



    


    
      
        record_step_up(attempts, resource, scopes)

      


        Records one step-up attempt for resource with scopes.



    


    
      
        step_up_allowed?(attempts, resource, scopes, max \\ 2)

      


        Whether another step-up for resource with scopes is allowed: fewer than
max (default 2) attempts are recorded in attempts.



    


    
      
        step_up_key(resource, scopes)

      


        The attempts/0 key for resource and the set of scopes.



    


    
      
        union(previous, challenged)

      


        previous followed by every scope of challenged not already present,
without duplicates: the order of first appearance is kept.



    





      


      
        Types


        


  
    
      
    
    
      attempts()



        
          
        

    

  


  

      

          @type attempts() :: %{optional({String.t(), [String.t()]}) => non_neg_integer()}


      


Step-up attempt counts, keyed by step_up_key/2.

  


        

      

      
        Functions


        


  
    
      
    
    
      join(scopes)



        
          
        

    

  


  

      

          @spec join([String.t()]) :: String.t() | nil


      


The scope parameter value for scopes, or nil for an empty list (the
parameter is then omitted).
iex> ConduitMcp.Client.OAuth.Scopes.join(["read", "write"])
"read write"

  



  
    
      
    
    
      parse(scope)



        
          
        

    

  


  

      

          @spec parse(String.t() | nil) :: [String.t()]


      


Splits a space-delimited scope string; nil gives []. Empty items from
repeated spaces are dropped and duplicates removed, first occurrence kept.
iex> ConduitMcp.Client.OAuth.Scopes.parse("read  write read")
["read", "write"]

  



  
    
      
    
    
      record_step_up(attempts, resource, scopes)



        
          
        

    

  


  

      

          @spec record_step_up(attempts(), String.t(), [String.t()]) :: attempts()


      


Records one step-up attempt for resource with scopes.

  



    

  
    
      
    
    
      step_up_allowed?(attempts, resource, scopes, max \\ 2)



        
          
        

    

  


  

      

          @spec step_up_allowed?(attempts(), String.t(), [String.t()], non_neg_integer()) ::
  boolean()


      


Whether another step-up for resource with scopes is allowed: fewer than
max (default 2) attempts are recorded in attempts.
iex> alias ConduitMcp.Client.OAuth.Scopes
iex> attempts = %{} |> Scopes.record_step_up("https://mcp.example.com", ["a"])
iex> Scopes.step_up_allowed?(attempts, "https://mcp.example.com", ["a"])
true
iex> attempts = Scopes.record_step_up(attempts, "https://mcp.example.com", ["a"])
iex> Scopes.step_up_allowed?(attempts, "https://mcp.example.com", ["a"])
false

  



  
    
      
    
    
      step_up_key(resource, scopes)



        
          
        

    

  


  

      

          @spec step_up_key(String.t(), [String.t()]) :: {String.t(), [String.t()]}


      


The attempts/0 key for resource and the set of scopes.

  



  
    
      
    
    
      union(previous, challenged)



        
          
        

    

  


  

      

          @spec union([String.t()], [String.t()]) :: [String.t()]


      


previous followed by every scope of challenged not already present,
without duplicates: the order of first appearance is kept.
iex> ConduitMcp.Client.OAuth.Scopes.union(["read", "write"], ["admin", "read"])
["read", "write", "admin"]

  


        

      


  

    
ConduitMcp.Client.OAuth.TokenStore behaviour
    



      
Where the OAuth client keeps tokens and registered clients.
Configure one as store: {module, opts} in the client's OAuth options;
opts is passed as the last argument of every callback. The default is
ConduitMcp.Client.OAuth.TokenStore.ETS: in memory, lost when the client
(or, for a ConduitMcp.Client.Hub server, the hub) stops. Implement this
behaviour to persist tokens (a database, the OS keychain, an encrypted
file).
Keys
	Tokens are stored under {principal, issuer, resource}: the host's
identity for the user (:principal, nil when unused), the
authorization server's issuer, and the MCP server's canonical
resource URI. A token is therefore never used for another server,
another authorization server, or another user - even when two
servers trust the same authorization server (OA-5).
	Registered clients (dynamic client registration) are stored under the
issuer alone: credentials issued by one authorization server are
never presented to another (OA-6).

Values
Tokens are ConduitMcp.Client.OAuth.Tokens structs; the access and
refresh tokens inside are ConduitMcp.Client.Secrets. A client is a
string-keyed map: "client_id", "client_secret" (a Secret or nil),
"token_endpoint_auth_method" and "redirect_uris". A store that
serializes values must call ConduitMcp.Client.Secret.expose/1 and wrap
again on the way back, and should encrypt them at rest.
Single-flight refresh
transaction/3 runs fun while holding a lock on key, so that of many
processes finding the same expired token only one refreshes it and the
others re-read the store inside the lock and find the new token. It is
optional: the default (transaction/4 here) is a node-local
:global.trans/4 on {ConduitMcp.Client.OAuth.TokenStore, key}. A store shared
across nodes (a database) should implement it with its own lock, for
example SELECT ... FOR UPDATE.

      


      
        Summary


  
    Types
  


    
      
        client()

      


    


    
      
        issuer()

      


    


    
      
        key()

      


    


    
      
        store()

      


    





  
    Callbacks
  


    
      
        delete(arg1, arg2, opts)

      


    


    
      
        fetch_client(issuer, opts)

      


    


    
      
        fetch_tokens(key, opts)

      


    


    
      
        put_client(issuer, client, opts)

      


    


    
      
        put_tokens(key, t, opts)

      


    


    
      
        transaction(key, function, opts)

      


    





  
    Functions
  


    
      
        transaction(arg, key, fun)

      


        Runs fun under the store's lock for key: the store's own
transaction/3 when it has one, else a node-local
:global.trans/4.



    





      


      
        Types


        


  
    
      
    
    
      client()



        
          
        

    

  


  

      

          @type client() :: %{optional(String.t()) => term()}


      



  



  
    
      
    
    
      issuer()



        
          
        

    

  


  

      

          @type issuer() :: String.t()


      



  



  
    
      
    
    
      key()



        
          
        

    

  


  

      

          @type key() :: {principal :: term(), issuer :: String.t(), resource :: String.t()}


      



  



  
    
      
    
    
      store()



        
          
        

    

  


  

      

          @type store() :: {module(), keyword()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      delete(arg1, arg2, opts)



        
          
        

    

  


  

      

          @callback delete(key() | issuer(), :tokens | :client, opts :: keyword()) :: :ok


      



  



  
    
      
    
    
      fetch_client(issuer, opts)



        
          
        

    

  


  

      

          @callback fetch_client(issuer(), opts :: keyword()) :: {:ok, client()} | :error


      



  



  
    
      
    
    
      fetch_tokens(key, opts)



        
          
        

    

  


  

      

          @callback fetch_tokens(key(), opts :: keyword()) ::
  {:ok, ConduitMcp.Client.OAuth.Tokens.t()} | :error


      



  



  
    
      
    
    
      put_client(issuer, client, opts)



        
          
        

    

  


  

      

          @callback put_client(issuer(), client(), opts :: keyword()) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      put_tokens(key, t, opts)



        
          
        

    

  


  

      

          @callback put_tokens(key(), ConduitMcp.Client.OAuth.Tokens.t(), opts :: keyword()) ::
  :ok | {:error, term()}


      



  



  
    
      
    
    
      transaction(key, function, opts)


        (optional)


        
          
        

    

  


  

      

          @callback transaction(key(), (-> result), opts :: keyword()) :: result when result: var


      



  


        

      

      
        Functions


        


  
    
      
    
    
      transaction(arg, key, fun)



        
          
        

    

  


  

      

          @spec transaction(store(), key(), (-> result)) :: result when result: var


      


Runs fun under the store's lock for key: the store's own
transaction/3 when it has one, else a node-local
:global.trans/4.

  


        

      


  

    
ConduitMcp.Client.OAuth.TokenStore.ETS 
    



      
The default ConduitMcp.Client.OAuth.TokenStore: an in-memory table,
lost when the store stops.
When a client's OAuth options name no :store, the client's supervisor
starts one of these for that client; a ConduitMcp.Client.Hub starts one
for all its servers instead (ConduitMcp.Client.Hub.Config.token_store/1).
To share one store between standalone clients (several servers behind
the same authorization server, one user), start it yourself and name it
in each client:
children = [
  {ConduitMcp.Client.OAuth.TokenStore.ETS, name: :mcp_tokens},
  {ConduitMcp.Client, name: :docs, transport: {..., auth: {:oauth, store:
    {ConduitMcp.Client.OAuth.TokenStore.ETS, name: :mcp_tokens}, ...}}}
]
:name may be any term; it is registered in ConduitMcp.Client.Registry.
A protected table (OA-9)
Unlike the library's other tables (see ConduitMcp.EtsOwner, which makes
:public tables any process may write), this one is :protected: any
process may read it, but only the store process writes it. Reads (every
request's bearer lookup) go straight to ETS; writes (a new token, a
rotated refresh token, a registered client) are a call to the store
process. A bug or a compromised dependency elsewhere in the node can
therefore read tokens it is handed the table for, but cannot plant or
swap them.
The store process implements format_status/1, so a crash report never
shows a message carrying tokens.

      


      
        Summary


  
    Functions
  


    
      
        start_link(opts)

      


        Starts a store registered under :name (required).



    





      


      
        Functions


        


  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts a store registered under :name (required).

  


        

      


  

    
ConduitMcp.Client.OAuth.Tokens 
    



      
The tokens the client holds for one {principal, issuer, resource}.
access_token and refresh_token are ConduitMcp.Client.Secrets, so
inspect/1, logs and crash reports show #Secret<redacted>; the bearer
is exposed only where the Authorization header is built. expires_at is
Unix seconds computed locally from expires_in (nil when the server gave
no lifetime).
iex> tokens = ConduitMcp.Client.OAuth.Tokens.new(access_token: "at", expires_at: 1_000)
iex> inspect(tokens) =~ "at\""
false
iex> ConduitMcp.Client.OAuth.Tokens.expired?(tokens, 960, 30)
false
iex> ConduitMcp.Client.OAuth.Tokens.expired?(tokens, 970, 30)
true

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        expired?(tokens, now, skew_seconds \\ 0)

      


        Whether the access token is expired, or expires within skew_seconds, at
Unix time now: now + skew_seconds >= expires_at. Tokens without
expires_at never expire by time (a 401 still triggers a refresh).



    


    
      
        new(fields)

      


        Builds tokens from fields, wrapping :access_token and :refresh_token
in ConduitMcp.Client.Secret (values already wrapped are kept).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ConduitMcp.Client.OAuth.Tokens{
  access_token: ConduitMcp.Client.Secret.t(),
  expires_at: integer() | nil,
  refresh_token: ConduitMcp.Client.Secret.t() | nil,
  scopes: [String.t()],
  token_type: String.t()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      expired?(tokens, now, skew_seconds \\ 0)



        
          
        

    

  


  

      

          @spec expired?(t(), integer(), non_neg_integer()) :: boolean()


      


Whether the access token is expired, or expires within skew_seconds, at
Unix time now: now + skew_seconds >= expires_at. Tokens without
expires_at never expire by time (a 401 still triggers a refresh).

  



  
    
      
    
    
      new(fields)



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      


Builds tokens from fields, wrapping :access_token and :refresh_token
in ConduitMcp.Client.Secret (values already wrapped are kept).
Raises ArgumentError when :access_token is missing or a field has the
wrong type, and KeyError on an unknown field.

  


        

      


  

    
ConduitMcp.Validation 
    



      
Runtime parameter validation using NimbleOptions.
This module provides runtime parameter validation for MCP tools,
prompts, and resources using NimbleOptions schemas. It works alongside
the existing JSON Schema generation to provide both client-side
validation (JSON Schema) and server-side validation (NimbleOptions).
Features
	Runtime parameter validation with detailed error messages
	Type coercion (string "123" -> integer 123)
	Advanced constraints (min/max, length limits)
	Custom validator functions
	Compile-time schema generation for performance

Configuration
Validation behavior can be configured in your application config:
config :conduit_mcp, :validation,
  runtime_validation: true,           # Enable/disable validation
  strict_mode: true,                  # Fail on errors vs. log and continue
  type_coercion: true,                # Automatic type conversion
  log_validation_errors: false        # Log validation failures
A param can override type_coercion for itself with its own
type_coercion: true | false option; see ConduitMcp.Validation.SchemaConverter.

      


      
        Summary


  
    Functions
  


    
      
        format_validation_errors(errors)

      


        Formats validation errors into a standardized format for JSON-RPC responses.



    


    
      
        update_validation_config(config)

      


        Updates the validation configuration at runtime.



    


    
      
        validate_prompt_args(server_module, prompt_name, args)

      


        Validates prompt arguments using the compiled NimbleOptions schema.



    


    
      
        validate_tool_params(server_module, tool_name, params)

      


        Validates tool parameters using the compiled NimbleOptions schema.



    





      


      
        Functions


        


  
    
      
    
    
      format_validation_errors(errors)



        
          
        

    

  


  

      

          @spec format_validation_errors([map()] | :tool_not_found | :prompt_not_found) :: [
  map()
]


      


Formats validation errors into a standardized format for JSON-RPC responses.
Converts atom-keyed error maps to the string-keyed form used in MCP error
responses. The error lists validate_tool_params/3 and
validate_prompt_args/3 return are already in that form, and formatting
them again returns them unchanged.
Also accepts the bare :tool_not_found / :prompt_not_found atoms those
functions can return, so a caller matching {:error, errs} and formatting
errs cannot raise FunctionClauseError on a name typo.
Examples
iex> errors = [%{parameter: "age", value: -5, message: "must be >= 0"}]
iex> ConduitMcp.Validation.format_validation_errors(errors)
[%{"parameter" => "age", "value" => -5, "message" => "must be >= 0"}]

iex> ConduitMcp.Validation.format_validation_errors(:tool_not_found)
[%{"parameter" => nil, "value" => nil, "message" => "Unknown tool"}]

  



  
    
      
    
    
      update_validation_config(config)



        
          
        

    

  


  

Updates the validation configuration at runtime.
Writes to both Application env and persistent_term so that
the change is visible immediately to all concurrent readers.

  



  
    
      
    
    
      validate_prompt_args(server_module, prompt_name, args)



        
          
        

    

  


  

      

          @spec validate_prompt_args(module(), String.t(), map()) ::
  {:ok, map()} | {:error, [map()] | :prompt_not_found}


      


Validates prompt arguments using the compiled NimbleOptions schema.
Same return contract as validate_tool_params/3, with
{:error, :prompt_not_found} in place of {:error, :tool_not_found}.

  



  
    
      
    
    
      validate_tool_params(server_module, tool_name, params)



        
          
        

    

  


  

      

          @spec validate_tool_params(module(), String.t(), map()) ::
  {:ok, map()} | {:error, [map()] | :tool_not_found}


      


Validates tool parameters using the compiled NimbleOptions schema.
Returns one of:
	{:ok, validated_params} — valid, with types coerced and defaults
applied. Also returned verbatim when the server declares no validation
schema, or when runtime validation is disabled.
	{:error, validation_errors} — a list of error maps with string
keys "parameter", "value" and "message", ready to place in a
JSON-RPC error's data.
	{:error, :tool_not_found} — a bare atom: the server has validation
schemas but none for this tool. Propagated rather than folded into the
error list so the handler can answer "Unknown tool" instead of burying it
in a "Parameter validation failed" payload's data.errors.

Examples
iex> ConduitMcp.Validation.validate_tool_params(MyServer, "greet", %{"name" => "Alice"})
{:ok, %{"name" => "Alice"}}

iex> ConduitMcp.Validation.validate_tool_params(MyServer, "calc", %{"age" => "-5"})
{:error, [%{"parameter" => "age", "value" => -5, "message" => "must be greater than or equal to 0"}]}

iex> ConduitMcp.Validation.validate_tool_params(MyServer, "nope", %{})
{:error, :tool_not_found}

  


        

      


  

    
ConduitMcp.Validation.SchemaConverter 
    



      
Converts DSL parameter definitions to NimbleOptions validation schemas.
This module takes parameter definitions from the ConduitMCP DSL and
converts them into NimbleOptions schemas for runtime validation.
It handles type mapping, constraint extraction, and validation rule
compilation.
Type Mapping
DSL types are mapped to NimbleOptions types as follows:
	:string -> :string
	:integer -> :integer
	:number -> :number (float)
	:boolean -> :boolean
	:object -> {:map, :any, :any} for an open object (no declared fields);
:map with a nested keys: schema when nested fields are declared
	:array -> {:list, type} where type is the item type
	{:array, item_type} -> {:list, converted_item_type}

Validation Options
DSL options are converted to NimbleOptions validation rules:
	required: true -> required: true
	enum: [...] -> in: [...]
	default: value -> default: value
	min: value -> min: value
	max: value -> max: value
	min_length: value -> min_length: value
	max_length: value -> max_length: value
	validator: function -> validator: function
	type_coercion: boolean -> kept as a marker; overrides the global
:type_coercion setting of ConduitMcp.Validation for this param (and the
fields of an object param)
	additional_properties: boolean -> kept as a marker; see Nested Objects
	header: name -> dropped. It is the x-mcp-header JSON Schema annotation
(see ConduitMcp.DSL.SchemaBuilder), not a validation rule

Any other option, or a recognised option with a value of the wrong shape
(min: "5"), raises ArgumentError when the tool is compiled.
Nested Objects
An :object param that declares nested fields is converted to
type: :map, keys: [...], built by recursing through this same function, so
nesting works to any depth and NimbleOptions reports errors with a key path
(in options [:bag, :inner]).
Undeclared keys in such an object are rejected unless the param carries
additional_properties: true. An object with no declared fields is an open
bag: {:map, :any, :any}, anything accepted.
Nested keys arrive as strings over JSON-RPC and NimbleOptions' nested
validation is atom-key-only, so ConduitMcp.Validation atomises nested keys
before validating — but only those matching a declared field name, which
are already interned at compile time. Client input never mints an atom.
Enforcement boundary
Nested validation covers :object params and objects nested inside them.
It does not cover objects inside :array items: NimbleOptions has no
way to attach a keys: schema to a list element type. Item schemas declared
with items :object do ... end are published in the JSON Schema for clients
but are not enforced server-side beyond {:list, :any}.

      


      
        Summary


  
    Functions
  


    
      
        compile_validation_schema(map)

      


        Compiles a complete tool definition to a NimbleOptions validation schema.



    


    
      
        dsl_params_to_nimble_options(params)

      


        Converts a list of DSL parameter definitions to a NimbleOptions schema.



    


    
      
        format_detailed_errors(error, original_params)

      


        Enhanced error formatter for NimbleOptions validation errors.



    


    
      
        strip_markers(schema)

      


        Strips custom constraint markers from a schema, recursing through nested
keys: schemas.



    


    
      
        validate_schema(schema)

      


        Validates a NimbleOptions schema definition.



    





      


      
        Functions


        


  
    
      
    
    
      compile_validation_schema(map)



        
          
        

    

  


  

Compiles a complete tool definition to a NimbleOptions validation schema.
Takes a tool definition with parameters and converts it to a schema
that can be used for runtime validation.

  



  
    
      
    
    
      dsl_params_to_nimble_options(params)



        
          
        

    

  


  

Converts a list of DSL parameter definitions to a NimbleOptions schema.
Examples
iex> params = [
...>   %{name: :name, type: :string, opts: [required: true]},
...>   %{name: :age, type: :integer, opts: [min: 0, max: 150]}
...> ]
iex> ConduitMcp.Validation.SchemaConverter.dsl_params_to_nimble_options(params)
[
  name: [type: :string, required: true],
  age: [type: :integer, min: 0, max: 150]
]

  



  
    
      
    
    
      format_detailed_errors(error, original_params)



        
          
        

    

  


  

Enhanced error formatter for NimbleOptions validation errors.
Takes a NimbleOptions.ValidationError and converts it to detailed
error information suitable for MCP responses.

  



  
    
      
    
    
      strip_markers(schema)



        
          
        

    

  


  

Strips custom constraint markers from a schema, recursing through nested
keys: schemas.
The markers carry constraints NimbleOptions has no native option for
(enum, min/max, length limits, custom validators) plus the
additional_properties and type_coercion knobs. They ride alongside the
real options in the full schema and must be removed before it reaches
NimbleOptions, which rejects unknown option keys — including inside a nested
keys: schema.
Single source of truth. Used by ConduitMcp.Validation,
ConduitMcp.DSL.SchemaBuilder, and ConduitMcp.Endpoint.

  



  
    
      
    
    
      validate_schema(schema)



        
          
        

    

  


  

Validates a NimbleOptions schema definition.
Checks if the generated schema is valid for NimbleOptions.
Used during compile time to catch schema generation errors.

  


        

      


  

    
ConduitMcp.Validation.Validators 
    



      
Common validation functions for use with the ConduitMCP DSL.
This module provides pre-built validator functions that can be used
with the validator: option in DSL parameter definitions. All
validator functions return true for valid values, false for
invalid values, or can return {:error, message} for custom
error messages.
Usage Examples
# Using built-in email validator
param :email, :string, "Email address", validator: &ConduitMcp.Validation.Validators.email/1

# Using URL validator
param :website, :string, "Website URL", validator: &ConduitMcp.Validation.Validators.url/1

# Using positive number validator
param :count, :integer, "Item count", validator: &ConduitMcp.Validation.Validators.positive_number/1
Custom Validators
You can also create custom validators that follow the same pattern:
defmodule MyApp.Validators do
  def custom_id(value) when is_binary(value) do
    String.match?(value, ~r/^[A-Z]{2}�{6}$/)
  end

  def custom_id(_), do: false
end

# Usage in DSL
param :id, :string, "Custom ID", validator: &MyApp.Validators.custom_id/1

      


      
        Summary


  
    Functions
  


    
      
        all(validators)

      


        Creates a composite validator that requires all provided validators to pass.



    


    
      
        alphanumeric(value)

      


        Validates that a string contains only alphanumeric characters.



    


    
      
        any(validators)

      


        Creates a composite validator that requires at least one provided validator to pass.



    


    
      
        email(value)

      


        Validates email addresses using a basic regex pattern.



    


    
      
        iso_date(value)

      


        Validates ISO 8601 date strings.



    


    
      
        list_of(item_validator)

      


        Validates that all items in a list pass a given validator.



    


    
      
        non_empty_string(value)

      


        Validates that a string is non-empty (contains at least one character).



    


    
      
        non_negative_number(value)

      


        Validates that a number is non-negative (greater than or equal to 0).



    


    
      
        one_of(allowed_values)

      


        Validates that a value is one of the specified allowed values.



    


    
      
        positive_number(value)

      


        Validates that a number is positive (greater than 0).



    


    
      
        range(min, max)

      


        Validates that a value is within a specific range (inclusive).



    


    
      
        regex(pattern)

      


        Validates that a string matches a specific regex pattern.



    


    
      
        url(value)

      


        Validates HTTP and HTTPS URLs.



    


    
      
        uuid(value)

      


        Validates UUID strings in various formats.



    





      


      
        Functions


        


  
    
      
    
    
      all(validators)



        
          
        

    

  


  

Creates a composite validator that requires all provided validators to pass.
Returns a validator function that checks if all validators return true.
Examples
iex> strong_password = ConduitMcp.Validation.Validators.all([
...>   &ConduitMcp.Validation.Validators.non_empty_string/1,
...>   ConduitMcp.Validation.Validators.range(8, 50)
...> ])
iex> strong_password.("password123")
true
Usage in DSL:
param :password, :string, "Password",
  validator: ConduitMcp.Validation.Validators.all([
    &ConduitMcp.Validation.Validators.non_empty_string/1,
    ConduitMcp.Validation.Validators.range(8, 128)
  ])

  



  
    
      
    
    
      alphanumeric(value)



        
          
        

    

  


  

Validates that a string contains only alphanumeric characters.
Examples
iex> ConduitMcp.Validation.Validators.alphanumeric("abc123")
true

iex> ConduitMcp.Validation.Validators.alphanumeric("abc-123")
false

iex> ConduitMcp.Validation.Validators.alphanumeric("hello world")
false

  



  
    
      
    
    
      any(validators)



        
          
        

    

  


  

Creates a composite validator that requires at least one provided validator to pass.
Returns a validator function that checks if any validator returns true.
Examples
iex> flexible_id = ConduitMcp.Validation.Validators.any([
...>   &ConduitMcp.Validation.Validators.uuid/1,
...>   &ConduitMcp.Validation.Validators.positive_number/1
...> ])
iex> flexible_id.(123)
true

iex> flexible_id = ConduitMcp.Validation.Validators.any([
...>   &ConduitMcp.Validation.Validators.uuid/1,
...>   &ConduitMcp.Validation.Validators.positive_number/1
...> ])
iex> flexible_id.("550e8400-e29b-41d4-a716-446655440000")
true
Usage in DSL:
param :id, :string, "ID",
  validator: ConduitMcp.Validation.Validators.any([
    &ConduitMcp.Validation.Validators.uuid/1,
    ConduitMcp.Validation.Validators.regex(~r/^[A-Z]{2}�+$/)
  ])

  



  
    
      
    
    
      email(value)



        
          
        

    

  


  

Validates email addresses using a basic regex pattern.
Examples
iex> ConduitMcp.Validation.Validators.email("user@example.com")
true

iex> ConduitMcp.Validation.Validators.email("invalid-email")
false

iex> ConduitMcp.Validation.Validators.email(123)
false

  



  
    
      
    
    
      iso_date(value)



        
          
        

    

  


  

Validates ISO 8601 date strings.
Supports basic YYYY-MM-DD format.
Examples
iex> ConduitMcp.Validation.Validators.iso_date("2024-01-15")
true

iex> ConduitMcp.Validation.Validators.iso_date("2024-13-01")
false

iex> ConduitMcp.Validation.Validators.iso_date("not-a-date")
false

  



  
    
      
    
    
      list_of(item_validator)



        
          
        

    

  


  

Validates that all items in a list pass a given validator.
Returns a validator function that checks each item in a list
against the provided validator function.
Examples
iex> email_list_validator = ConduitMcp.Validation.Validators.list_of(&ConduitMcp.Validation.Validators.email/1)
iex> email_list_validator.(["user1@example.com", "user2@example.com"])
true

iex> email_list_validator = ConduitMcp.Validation.Validators.list_of(&ConduitMcp.Validation.Validators.email/1)
iex> email_list_validator.(["valid@example.com", "invalid-email"])
false
Usage in DSL:
param :emails, {:array, :string}, "Email list",
  validator: ConduitMcp.Validation.Validators.list_of(&ConduitMcp.Validation.Validators.email/1)

  



  
    
      
    
    
      non_empty_string(value)



        
          
        

    

  


  

Validates that a string is non-empty (contains at least one character).
Examples
iex> ConduitMcp.Validation.Validators.non_empty_string("hello")
true

iex> ConduitMcp.Validation.Validators.non_empty_string("   ")
false

iex> ConduitMcp.Validation.Validators.non_empty_string("")
false

  



  
    
      
    
    
      non_negative_number(value)



        
          
        

    

  


  

Validates that a number is non-negative (greater than or equal to 0).
Examples
iex> ConduitMcp.Validation.Validators.non_negative_number(0)
true

iex> ConduitMcp.Validation.Validators.non_negative_number(5)
true

iex> ConduitMcp.Validation.Validators.non_negative_number(-1)
false

  



  
    
      
    
    
      one_of(allowed_values)



        
          
        

    

  


  

Validates that a value is one of the specified allowed values.
Returns a validator function that checks if the value is in
the provided list of allowed values.
Examples
iex> priority_validator = ConduitMcp.Validation.Validators.one_of(["low", "medium", "high"])
iex> priority_validator.("medium")
true

iex> priority_validator = ConduitMcp.Validation.Validators.one_of(["low", "medium", "high"])
iex> priority_validator.("urgent")
false
Note: This is similar to the enum: option in DSL, but can be used
when you need more complex validation logic.
Usage in DSL:
param :priority, :string, "Priority",
  validator: ConduitMcp.Validation.Validators.one_of(~w(low medium high critical))

  



  
    
      
    
    
      positive_number(value)



        
          
        

    

  


  

Validates that a number is positive (greater than 0).
Examples
iex> ConduitMcp.Validation.Validators.positive_number(5)
true

iex> ConduitMcp.Validation.Validators.positive_number(5.5)
true

iex> ConduitMcp.Validation.Validators.positive_number(0)
false

iex> ConduitMcp.Validation.Validators.positive_number(-1)
false

  



  
    
      
    
    
      range(min, max)



        
          
        

    

  


  

Validates that a value is within a specific range (inclusive).
Returns a validator function that checks if the value is between
min and max (inclusive).
Examples
iex> validator = ConduitMcp.Validation.Validators.range(1, 10)
iex> validator.(5)
true

iex> validator = ConduitMcp.Validation.Validators.range(1, 10)
iex> validator.(15)
false
Usage in DSL:
param :score, :integer, "Score", validator: ConduitMcp.Validation.Validators.range(0, 100)

  



  
    
      
    
    
      regex(pattern)



        
          
        

    

  


  

Validates that a string matches a specific regex pattern.
Returns a validator function that checks if the string matches
the provided regex.
Examples
iex> phone_validator = ConduitMcp.Validation.Validators.regex(~r/^�{3}-�{3}-�{4}$/)
iex> phone_validator.("123-456-7890")
true

iex> phone_validator = ConduitMcp.Validation.Validators.regex(~r/^�{3}-�{3}-�{4}$/)
iex> phone_validator.("invalid-phone")
false
Usage in DSL:
param :phone, :string, "Phone", validator: ConduitMcp.Validation.Validators.regex(~r/^�{3}-�{3}-�{4}$/)

  



  
    
      
    
    
      url(value)



        
          
        

    

  


  

Validates HTTP and HTTPS URLs.
Examples
iex> ConduitMcp.Validation.Validators.url("https://example.com")
true

iex> ConduitMcp.Validation.Validators.url("http://localhost:3000")
true

iex> ConduitMcp.Validation.Validators.url("not-a-url")
false

iex> ConduitMcp.Validation.Validators.url("ftp://example.com")
false

  



  
    
      
    
    
      uuid(value)



        
          
        

    

  


  

Validates UUID strings in various formats.
Supports both hyphenated (8-4-4-4-12) and non-hyphenated formats.
Examples
iex> ConduitMcp.Validation.Validators.uuid("550e8400-e29b-41d4-a716-446655440000")
true

iex> ConduitMcp.Validation.Validators.uuid("550e8400e29b41d4a716446655440000")
true

iex> ConduitMcp.Validation.Validators.uuid("invalid-uuid")
false

  


        

      


  

    
ConduitMcp.PromEx 
    



      
A PromEx plugin for monitoring ConduitMCP operations.
This plugin captures metrics from the ConduitMCP library's telemetry events:
	Request metrics (all MCP method calls)
	Tool execution metrics
	Resource read metrics
	Prompt retrieval metrics
	HTTP and message rate limit metrics
	Authentication metrics
	Cancellation metrics
	Janitor cleanup metrics

Every event in ConduitMcp.Telemetry.events/0 feeds at least one metric.
Installation
Add :prom_ex to your dependencies:
def deps do
  [
    {:conduit_mcp, "~> 0.9.0"},
    {:prom_ex, "~> 1.11"}
  ]
end
Usage
Add this plugin to your PromEx module's plugins list:
defmodule MyApp.PromEx do
  use PromEx, otp_app: :my_app

  @impl true
  def plugins do
    [
      PromEx.Plugins.Application,
      PromEx.Plugins.Beam,
      {ConduitMcp.PromEx, otp_app: :my_app}
    ]
  end

  @impl true
  def dashboard_assigns do
    [
      datasource_id: "prometheus",
      default_selected_interval: "30s"
    ]
  end
end
Then add your PromEx module to your supervision tree:
def start(_type, _args) do
  children = [
    MyApp.PromEx,
    # ... other children ...
  ]

  Supervisor.start_link(children, strategy: :one_for_one)
end
Configuration Options
	:otp_app (required) - Your application name
	:duration_unit (optional) - Unit for duration metrics (default: :millisecond)

Metrics Exposed
All metrics are prefixed with {otp_app}_conduit_mcp_.
Request Metrics
	{prefix}_request_total - Counter of MCP requests	Tags: method (e.g., "tools/list"), status (:ok | :error)



	{prefix}_request_duration_milliseconds - Distribution of request durations	Tags: method, status
	Buckets: [10, 50, 100, 250, 500, 1_000, 2_500, 5_000, 10_000]



Tool Metrics
	{prefix}_tool_execution_total - Counter of tool executions	Tags: tool_name, status


	{prefix}_tool_duration_milliseconds - Distribution of tool execution durations	Tags: tool_name, status
	Buckets: [10, 50, 100, 500, 1_000, 5_000, 10_000, 30_000]



Resource Metrics
	{prefix}_resource_read_total - Counter of resource reads	Tags: status


	{prefix}_resource_read_duration_milliseconds - Distribution of resource read durations	Tags: status
	Buckets: [10, 50, 100, 500, 1_000, 5_000]



Prompt Metrics
	{prefix}_prompt_get_total - Counter of prompt retrievals	Tags: prompt_name, status


	{prefix}_prompt_get_duration_milliseconds - Distribution of prompt retrieval durations	Tags: prompt_name, status
	Buckets: [10, 50, 100, 500, 1_000]



Rate Limit Metrics
	{prefix}_rate_limit_check_total - Counter of HTTP rate limit checks	Tags: status (:allow | :deny)



	{prefix}_rate_limit_check_duration_milliseconds - Distribution of check durations	Tags: status
	Buckets: [1, 5, 10, 25, 50, 100, 250]



Message Rate Limit Metrics
	{prefix}_message_rate_limit_check_total - Counter of message rate limit checks	Tags: status (:allow | :deny), method (MCP method name)



	{prefix}_message_rate_limit_check_duration_milliseconds - Distribution of check durations	Tags: status, method
	Buckets: [1, 5, 10, 25, 50, 100, 250]



Authentication Metrics
	{prefix}_auth_verify_total - Counter of authentication attempts	Tags: strategy (:bearer_token | :api_key | :function), status



	{prefix}_auth_verify_duration_milliseconds - Distribution of auth verification durations	Tags: strategy, status
	Buckets: [1, 5, 10, 25, 50, 100, 250]



Cancellation Metrics
	{prefix}_request_cancelled_total - Counter of recorded
notifications/cancelled (no tags: request ids, scopes and reasons
are unbounded or client-supplied)
	{prefix}_cancellation_cleanup_removed_total - Sum of expired
cancellation rows removed
	{prefix}_cancellation_cleanup_in_flight_removed_total - Sum of
in-flight rows of dead request processes removed
	{prefix}_cancellation_janitor_runs_total - Counter of cancellation
janitor runs (its removed duplicates the cleanup sum, so it is
counted, not summed)

Cleanup Metrics
	{prefix}_session_cleanup_removed_total - Sum of expired sessions evicted	Tags: store


	{prefix}_tasks_cleanup_removed_total - Sum of terminal tasks evicted
	{prefix}_ext_tasks_cleanup_removed_total - Sum of expired
tasks-extension tasks evicted	Tags: store



MRTR Metrics
	{prefix}_mrtr_input_required_total - Counter of InputRequiredResults
sent	Tags: method (tools/call, resources/read, prompts/get)


	{prefix}_mrtr_input_requests_total - Sum of input requests carried by
them	Tags: method



Client Metrics
From ConduitMcp.Client. Tool names and notification methods come from
the server, and client names may be per-tenant, so none of them is a tag.
	{prefix}_client_request_start_total,
{prefix}_client_request_exception_total - Counters of requests sent
and of requests whose caller raised	Tags: method


	{prefix}_client_request_total - Counter of finished requests	Tags: method, status, error_kind


	{prefix}_client_request_duration_milliseconds - Distribution of
request durations	Tags: method, status


	{prefix}_client_tool_call_start_total,
{prefix}_client_tool_call_exception_total - Counters of tool calls
	{prefix}_client_tool_call_total - Counter of finished tool calls	Tags: status, error_kind, is_error


	{prefix}_client_tool_call_duration_milliseconds - Distribution of tool
call durations	Tags: status


	{prefix}_client_connection_transition_total - Counter of connection
state changes	Tags: to, reason


	{prefix}_client_request_cancel_total - Counter of requests the client
cancelled	Tags: reason


	{prefix}_client_response_dropped_total - Counter of late responses
dropped
	{prefix}_client_notification_total - Counter of server notifications
received
	{prefix}_client_cache_refresh_start_total - Counter of cache
refreshes started	Tags: kind


	{prefix}_client_cache_refresh_total - Counter of finished cache
refreshes	Tags: kind, status, error_kind


	{prefix}_client_cache_refresh_duration_milliseconds - Distribution of
cache refresh durations	Tags: kind, status


	{prefix}_client_tool_rejected_total - Counter of listed tools
dropped at intake	Tags: reason


	{prefix}_client_tool_definition_changed_total - Counter of known
tools whose definition changed
	{prefix}_client_policy_decision_total - Counter of policy
decisions on governed calls, reads and gets	Tags: target, decision, source, reason, approval


	{prefix}_client_hook_total - Counter of hook runs that returned
within their contract	Tags: kind, status


	{prefix}_client_hook_duration_milliseconds - Distribution of hook
durations	Tags: kind


	{prefix}_client_hook_exception_total - Counter of failed hook runs	Tags: kind, reason


	{prefix}_client_hub_server_failed_total - Counter of hub server
clients that exited	Tags: reason


	{prefix}_client_hub_server_restarted_total - Counter of hub servers
started again after a failure
	{prefix}_client_hub_collision_total - Counter of exposed tool names
left out because several tools mangled to them
	{prefix}_client_adapter_strict_fallback_total - Counter of OpenAI
tools sent non-strict because their schema has no strict form	Tags: api, reason


	{prefix}_client_oauth_{op}_start_total, {prefix}_client_oauth_{op}_total,
{prefix}_client_oauth_{op}_exception_total - Counters of the
client's OAuth operations, op one of discovery, registration,
token_exchange, refresh, step_up	Tags (_total only): status, reason


	{prefix}_client_oauth_authorization_required_total - Counter of
times the user had to authorize	Tags: reason



Subscription Metrics
	{prefix}_subscription_start_total - Counter of subscriptions/listen
streams opened
	{prefix}_subscription_stop_total - Counter of streams ended	Tags: reason (client_closed, max_lifetime, token_expired,
idle_timeout)


	{prefix}_subscription_duration_milliseconds - Distribution of how long
streams stayed open	Tags: reason
	Buckets: [1 000, 10 000, 60 000, 300 000, 900 000, 1 800 000, 3 600 000]


	{prefix}_subscription_drop_total - Counter of notifications skipped
for a stream whose mailbox reached ConduitMcp.Subscriptions.max_queue/0	Tags: topic (tools, prompts, resources, resource, task)



PromQL Examples
Request Rate by Method
rate({otp_app}_conduit_mcp_request_total[5m])
Error Rate Percentage
100 * (
  rate({otp_app}_conduit_mcp_request_total{status="error"}[5m])
  /
  rate({otp_app}_conduit_mcp_request_total[5m])
)
P95 Request Duration
histogram_quantile(0.95,
  rate({otp_app}_conduit_mcp_request_duration_milliseconds_bucket[5m])
)
Slow Tool Executions (>5s)
histogram_quantile(0.95,
  rate({otp_app}_conduit_mcp_tool_duration_milliseconds_bucket[5m])
) > 5000
Authentication Success Rate
100 * (
  rate({otp_app}_conduit_mcp_auth_verify_total{status="ok"}[5m])
  /
  rate({otp_app}_conduit_mcp_auth_verify_total[5m])
)
Alert Examples
High Error Rate
- alert: ConduitMcpHighErrorRate
  expr: |
    100 * (
      rate(myapp_conduit_mcp_request_total{status="error"}[5m])
      /
      rate(myapp_conduit_mcp_request_total[5m])
    ) > 5
  for: 5m
  annotations:
    summary: "High error rate in ConduitMCP ({{ $value }}%)"
Slow Tool Executions
- alert: ConduitMcpSlowTools
  expr: |
    histogram_quantile(0.95,
      rate(myapp_conduit_mcp_tool_duration_milliseconds_bucket[5m])
    ) > 5000
  for: 10m
  annotations:
    summary: "Tool executions are slow (p95: {{ $value }}ms)"
Authentication Failures
- alert: ConduitMcpAuthFailures
  expr: |
    rate(myapp_conduit_mcp_auth_verify_total{status="error"}[5m]) > 0.1
  for: 5m
  annotations:
    summary: "Authentication failures detected"
Cardinality Considerations
This plugin is designed to minimize metric cardinality:
	✅ LOW: method (limited set of MCP methods)
	✅ LOW: status (only :ok or :error)
	✅ LOW: strategy (only 3 auth strategies)
	✅ LOW: tool_name (user-defined but typically limited)
	✅ LOW: prompt_name (user-defined but typically limited)
	❌ HIGH: uri is NOT included (unbounded)
	❌ HIGH: server_module is NOT included (not useful)
	❌ HIGH: the rate limit key, cancellation request_id, scope and
reason, and subscription filters, are NOT included (unbounded,
client-supplied, or a list)

All string values are normalized to prevent cardinality explosion.

      




  

    
ConduitMcp.Telemetry 
    



      
Telemetry integration for ConduitMCP.
ConduitMCP uses the :telemetry library for instrumentation. This module
documents all telemetry events emitted by the library and provides helper
functions for setting up event handlers.
Events
All events are prefixed with [:conduit_mcp].
Request Events
[:conduit_mcp, :request, :stop]
Emitted when an MCP request completes, whether successfully or with an error.
Measurements:
	:duration (integer) - Request processing duration in native time units.
Use System.convert_time_unit/3 to convert to other units.

Metadata:
	:method (String.t | nil) - The MCP method that was called
(e.g., "initialize", "tools/list", "tools/call"); nil when the
request's "method" is missing or not a string

	:server_module (module) - The MCP server module handling the request
	:status (:ok | :error) - Whether the request succeeded or failed

	:era (:modern | :legacy) - The request's protocol era (see
ConduitMcp.Era)

	:protocol_version (String.t | nil) - The modern request's _meta
protocol version, or the legacy session's negotiated version; nil
when neither is known

	:traceparent, :tracestate, :baggage (String.t | nil) - W3C trace
context from the request's _meta, already validated (traceparent
well-formed, tracestate/baggage at most 512 bytes of printable
ASCII); nil when absent or invalid


Example:
:telemetry.attach(
  "log-mcp-requests",
  [:conduit_mcp, :request, :stop],
  fn _event, measurements, metadata, _config ->
    duration_ms = System.convert_time_unit(measurements.duration, :native, :millisecond)

    IO.inspect(%{
      method: metadata.method,
      status: metadata.status,
      duration_ms: duration_ms
    }, label: "MCP Request")
  end,
  nil
)
Tool Execution Events
[:conduit_mcp, :tool, :execute]
Emitted when a tool is executed via the tools/call method.
Measurements:
	:duration (integer) - Tool execution duration in native time units

Metadata:
	:tool_name (String.t | nil) - Name of the tool that was executed;
nil when the client's "name" is missing or not a string

	:server_module (module) - The MCP server module
	:status (:ok | :error) - Whether the tool executed successfully (an
MRTR input_required round counts as :ok)


Example:
:telemetry.attach(
  "track-tool-performance",
  [:conduit_mcp, :tool, :execute],
  fn _event, measurements, metadata, _config ->
    duration_ms = System.convert_time_unit(measurements.duration, :native, :millisecond)

    if duration_ms > 1000 do
      Logger.warning("Slow tool execution: #{metadata.tool_name} (#{duration_ms}ms)")
    end
  end,
  nil
)
Resource Events
[:conduit_mcp, :resource, :read]
Emitted when a resource is read via the resources/read method.
Measurements:
	:duration (integer) - Resource read duration in native time units

Metadata:
	:uri (String.t | nil) - URI of the resource that was read; nil when
the client's "uri" is missing or not a string

	:server_module (module) - The MCP server module
	:status (:ok | :error) - Whether the read succeeded or failed (an
MRTR input_required round counts as :ok)


Example:
:telemetry.attach(
  "track-resource-reads",
  [:conduit_mcp, :resource, :read],
  fn _event, measurements, metadata, _config ->
    duration_ms = System.convert_time_unit(measurements.duration, :native, :millisecond)
    Logger.info("Resource read: uri=#{metadata.uri} duration=#{duration_ms}ms")
  end,
  nil
)
Prompt Events
[:conduit_mcp, :prompt, :get]
Emitted when a prompt is retrieved via the prompts/get method.
Measurements:
	:duration (integer) - Prompt retrieval duration in native time units

Metadata:
	:prompt_name (String.t | nil) - Name of the prompt that was retrieved;
nil when the client's "name" is missing or not a string

	:server_module (module) - The MCP server module
	:status (:ok | :error) - Whether the prompt retrieval succeeded (an
MRTR input_required round counts as :ok)


Example:
:telemetry.attach(
  "track-prompt-usage",
  [:conduit_mcp, :prompt, :get],
  fn _event, _measurements, metadata, _config ->
    Logger.info("Prompt requested: #{metadata.prompt_name}")
  end,
  nil
)
MRTR Events
[:conduit_mcp, :mrtr, :input_required]
Emitted when a modern-era tools/call, resources/read or prompts/get
answers with an InputRequiredResult (see "Multi round-trip requests
(MRTR)" in ConduitMcp.Server) — after the input requests passed the
client-capability check and the state was sealed. Not emitted for a
rejected round (-32021, -32603).
Measurements:
	:count (integer) - Number of input requests in the result

Metadata:
	:method (String.t) - "tools/call", "resources/read" or
"prompts/get"
	:server_module (module) - The MCP server module
	:round (pos_integer) - Which input_required round of the exchange
this is: 1 for a first request, n + 1 for a retry whose verified
requestState came from round n

Neither the input requests, the state nor the requestState token is
included.
Subscription Events
A modern subscriptions/listen stream (see ConduitMcp.Subscriptions)
emits these instead of [:conduit_mcp, :request, :stop]: its duration is
how long the stream stayed open, which would swamp a latency metric. A
listen refused before its stream opened (HTTP 406 or 503) emits
neither.
[:conduit_mcp, :subscription, :start]
Emitted once the stream's SSE response has started, just before the
acknowledgment is written.
Measurements:
	:system_time (integer) - System.system_time/0 at the start
	:resource_subscriptions (integer) - Number of resource URIs honoured

Metadata:
	:filters ([atom]) - The filter fields honoured, a subset of
:tools_list_changed, :prompts_list_changed,
:resources_list_changed, :resource_subscriptions and :task_ids
(ConduitMcp.Ext.Tasks enabled only)
	:server_module (module) - The MCP server module

[:conduit_mcp, :subscription, :stop]
Emitted when the stream ends.
Measurements:
	:duration (integer) - How long the stream was open, in native time
units

Metadata:
	:filters ([atom]) - As on :start
	:server_module (module) - The MCP server module
	:reason (atom) - :client_closed (the client went away),
:max_lifetime (:max_stream_lifetime reached), :token_expired
(the bearer token's exp passed), :idle_timeout
(:listen_idle_timeout without a notification) or :superseded (a
newer listen of the same principal took its place at
:max_listens_per_principal). Every reason but
:client_closed ended with notifications/cancelled and the
graceful-closure result.

[:conduit_mcp, :subscription, :drop]
Emitted by ConduitMcp.Subscriptions.publish/2 for each stream it skips
because the stream's mailbox already holds
ConduitMcp.Subscriptions.max_queue/0 messages (a client that stopped
reading). That stream misses the notification; the others still get it.
Measurements:
	:message_queue_len (integer) - The stream's mailbox length

Metadata:
	:topic (atom) - The topic kind: :tools, :prompts, :resources,
:resource or :task (never a URI, task id or principal)

Neither event carries the resource URIs, the listen request id or the
principal.
Rate Limiting Events
[:conduit_mcp, :rate_limit, :check]
Emitted when a rate limit check is performed.
Measurements:
	:duration (integer) - Rate limit check duration in native time units

Metadata:
	:key (String.t) - The rate limit key (e.g., IP address or user ID)
	:status (:allow | :deny) - Whether the request was allowed or denied

	:count (integer) - Current request count (only when status is :allow)
	:retry_after (integer) - Seconds until the limit resets (only when status is :deny)

Example:
:telemetry.attach(
  "track-rate-limits",
  [:conduit_mcp, :rate_limit, :check],
  fn _event, _measurements, metadata, _config ->
    if metadata.status == :deny do
      Logger.warning("Rate limited: key=#{metadata.key}")
    end
  end,
  nil
)
Message Rate Limiting Events
[:conduit_mcp, :message_rate_limit, :check]
Emitted when a message-level rate limit check is performed.
Measurements:
	:duration (integer) - Rate limit check duration in native time units

Metadata:
	:key (String.t) - The rate limit key (e.g., "msg:user:123" or "msg:127.0.0.1")
	:status (:allow | :deny) - Whether the message was allowed or denied

	:method (String.t | nil) - The MCP method being rate limited

	:count (integer) - Current message count (only when status is :allow)
	:retry_after (integer) - Seconds until the limit resets (only when status is :deny)

Example:
:telemetry.attach(
  "track-message-rate-limits",
  [:conduit_mcp, :message_rate_limit, :check],
  fn _event, _measurements, metadata, _config ->
    if metadata.status == :deny do
      Logger.warning("Message rate limited: key=#{metadata.key} method=#{metadata.method}")
    end
  end,
  nil
)
Authentication Events
[:conduit_mcp, :auth, :verify]
Emitted when authentication verification is performed.
Measurements:
	:duration (integer) - Authentication verification duration in native time units

Metadata:
	:strategy (:bearer_token | :api_key | :function | :oauth) - Auth strategy used
(the deprecated :custom strategy reports :function)

	:status (:ok | :error) - Whether authentication succeeded

	:reason (atom) - Failure reason, only present when status is :error. Always an
atom, never verifier or token text: :invalid_credential / :invalid_return from
ConduitMcp.Plugs.Auth; for :oauth, one of the set in the "Telemetry" section of
ConduitMcp.Plugs.OAuth

Example:
:telemetry.attach(
  "track-auth-failures",
  [:conduit_mcp, :auth, :verify],
  fn _event, _measurements, metadata, _config ->
    if metadata.status == :error do
      Logger.warning("Auth failed: strategy=#{metadata.strategy} reason=#{inspect(metadata.reason)}")
    end
  end,
  nil
)
Cancellation Events
[:conduit_mcp, :request, :cancelled]
Emitted when a notifications/cancelled is recorded for a request in flight
in the caller's scope (see ConduitMcp.Cancellation).
Measurements:
	:count (integer) - Always 1

Metadata:
	:request_id (String.t | integer) - The cancelled request's JSON-RPC id

	:scope (String.t) - The caller's cancellation scope ("session:...",
"principal:..." or "ip:...")
	:reason (String.t | nil) - The client's reason, clamped and stripped of
control characters. Client-supplied: never use it as a metric tag.


[:conduit_mcp, :cancellation, :cleanup]
Emitted on every ConduitMcp.Cancellation.cleanup/1 pass.
Measurements:
	:removed (integer) - Expired cancellation rows deleted
	:in_flight_removed (integer) - In-flight rows of dead request
processes deleted

Metadata: none (%{}).
Janitor Events
Emitted after each periodic sweep of the tables ConduitMcp.Application
owns.
[:conduit_mcp, :session, :cleanup]
From ConduitMcp.Session.Janitor sweeping expired sessions.
Measurements: :removed (integer) - Sessions evicted.
Metadata: :store (module) - The session store swept.
[:conduit_mcp, :cancellation, :janitor]
From the cancellation janitor (a ConduitMcp.Session.Janitor over
ConduitMcp.Cancellation). Its :removed is the same count the run's
[:conduit_mcp, :cancellation, :cleanup] reports, so count runs with it
rather than summing both.
Measurements: :removed (integer) - Cancellation rows evicted.
Metadata: :store (module) - ConduitMcp.Cancellation.
[:conduit_mcp, :tasks, :cleanup]
From ConduitMcp.Tasks.Janitor sweeping terminal tasks.
Measurements: :removed (integer) - Tasks evicted.
Metadata: none (%{}).
Client Events
Emitted by ConduitMcp.Client. Metadata comes from a fixed allowlist and
never carries _meta, tokens or raw error data, nor tool arguments or
results unless the host opts in to payload capture (below). Every client
event's metadata has:
	:client (term) - the client's :name
	:server_id (String.t) - the client's :server_id
	:transport (atom) - the transport kind (:stdio, :http,
:in_process)
	:era (:modern | :legacy | nil) - the negotiated era; nil before
the first handshake


The request, tool_call and input_request spans, policy.decision
and the hook events are emitted in the calling process, so tracing
bridges nest them under the caller's span, and tool.rejected in the
process that fetched the tool list (a caller, or a cache refresh task).
The other client events are emitted inside the client's connection
process: their handlers must be fast.
[:conduit_mcp, :client, :request, :start | :stop | :exception]
One span per request sent (each round of a multi-round-trip call is its
own request).
Measurements: :start has :monotonic_time and :system_time;
:stop and :exception have :duration (native units) and
:monotonic_time.
Metadata: the common keys, plus :method (String.t). :stop adds
:status (:ok | :error), :error_kind (a ConduitMcp.Client.Error kind
or nil) and :request_id (integer, or nil if never sent).
:exception (a raise in an :on_progress callback) adds :kind.
[:conduit_mcp, :client, :tool_call, :start | :stop | :exception]
One span per ConduitMcp.Client.call_tool/4, around all its rounds.
Measurements: as for request; :stop adds :rounds (integer).
Metadata: the common keys, plus :tool_name (String.t, sanitized).
:stop adds :status, :error_kind and :is_error (boolean, or nil
when no result came back). With payload capture on, :start adds
:arguments and :stop adds :result; with it off (the default)
neither key is present.
Payload capture
Off by default (TL-2). A client started with telemetry: [capture_payloads: [redact: &MyApp.redact/1, max_bytes: 4_096]] adds
:arguments to :start and :result to :stop. :redact is required
(capture_payloads: true is rejected when the client starts) and runs in
the calling process, before any handler sees the value:
	:arguments - redact.(args), where args are the arguments the
caller passed to ConduitMcp.Client.call_tool/4 (on a governed
client, before pre-hooks: the span opens before governance runs);
	:result - redact.(map), where map is the returned
ConduitMcp.Client.ToolResult as %{"content" => ..., "isError" => ..., "structuredContent" => ...} (no _meta; after post-hooks and
shaping on a governed client), or nil when the call returned an
error or a task.

Each value is what redact returned when it JSON-encodes within
:max_bytes (default 4 096); {:truncated, byte_size} when it is larger
(never a partial value); :redaction_failed when redact raises, throws
or exits, or returns something that cannot be JSON-encoded. A
ConduitMcp.Client.Secret refuses to encode, so one left in place by
redact yields :redaction_failed, never the secret. No hash or digest
of a payload is ever emitted: low-entropy arguments are brute-forceable
from one.
[:conduit_mcp, :client, :connection, :transition]
The connection changed state (see ConduitMcp.Client.Connection).
Measurements: :system_time.
Metadata: the common keys, plus :from (atom, nil at start), :to
(atom), :reason (atom - a closed-set tag of the cause, nil when none)
and :attempt (integer - consecutive reconnect attempts).
[:conduit_mcp, :client, :request, :cancel]
The connection cancelled an in-flight request.
Measurements: :count (always 1).
Metadata: the common keys, plus :method, :request_id and
:reason (:timeout | :caller_down | :caller_timeout).
[:conduit_mcp, :client, :response, :dropped]
A response arrived for a request that is no longer pending (late, or
cancelled).
Measurements: :count (always 1).
Metadata: the common keys, plus :request_id (integer, or nil for
an id the client never issued).
[:conduit_mcp, :client, :notification]
A server notification reached the connection.
Measurements: :count (always 1).
Metadata: the common keys, plus :method (String.t, sanitized;
server-supplied, so never use it as a metric tag).
[:conduit_mcp, :client, :log, :dropped]
A server notifications/message was dropped: the connection's
:log_rate_limit (50 per second, bursts of 100 by default) was spent.
Entries within the budget reach subscribers and handle_log/3 with every
string sanitized and the level clamped to the RFC 5424 set.
Measurements: :count (always 1).
Metadata: the common keys.
[:conduit_mcp, :ext_tasks, :cleanup]
From the ConduitMcp.Ext.Tasks janitor (a ConduitMcp.Session.Janitor,
started only when the experimental tasks extension is enabled) evicting
expired tasks.
Measurements: :removed (integer) - Tasks evicted.
Metadata: :store (module) - The ConduitMcp.Ext.Tasks.Store swept.
[:conduit_mcp, :client, :cache, :refresh, :start | :stop]
The connection refreshed one cached list (ConduitMcp.Client.Cache): on
demand, or after a list_changed notification. The fetch itself runs in
a task; these events bracket it.
Measurements: :start has :monotonic_time and :system_time;
:stop has :duration (native units), :monotonic_time, :count
(items kept), :pages and :rejected (tools dropped at intake); the
counts are 0 when the refresh failed.
	Metadata: the common keys, plus :kind (:tools	:prompts	
	:resources	:resource_templates) and :trigger (:demand	

:list_changed). :stop adds :status (:ok | :error) and :error_kind.
[:conduit_mcp, :client, :tool, :rejected]
A tool a server listed was dropped at intake (see ConduitMcp.Client,
"Listing and the cache").
Measurements: :count (always 1).
Metadata: the common keys, plus :tool_name (String.t | nil - the
name with every character outside [A-Za-z0-9_-] replaced by _;
server-supplied, never a metric tag) and :reason (:invalid_name |
:invalid_definition | :duplicate_name | :invalid_x_mcp_header, or
:collision when a ConduitMcp.Client.Hub or ConduitMcp.Client.Adapters
toolset left the tool out because its exposed name collided).
[:conduit_mcp, :client, :tool, :definition_changed]
A refreshed tool list changed the definition (the
ConduitMcp.Client.Fingerprint) of a tool the client already knew.
Measurements: :count (always 1).
Metadata: the common keys, plus :tool_name (String.t, sanitized;
server-supplied, never a metric tag).
[:conduit_mcp, :client, :policy, :decision]
ConduitMcp.Client.Pipeline decided a governed tool call, resource read
or prompt get (ConduitMcp.Client.Policy), after any approval.
Measurements: :count (always 1).
Metadata: the common keys, plus:
	:target (:tool | :resource | :prompt)

	:tool_name (String.t, sanitized; tools only; never a metric tag)
	:decision (:allow | :ask | :deny) - the policy's decision

	:source (:deny | :ask | :allow | :pin | :default)

	:reason (atom) - a ConduitMcp.Client.Policy.Decision reason, or
:no_policy when a {:named, name} policy is not stored
	:rule_id (term) - the deciding rule's id, nil for the pin and the
default (operator-chosen, so not a metric tag)
	:approval (:grant | :once | :always | :denied | :halted | :failed |
nil) - how an :ask was settled: a live grant, the approver's
answer, or :failed (a raise, exit, timeout or bad return); nil
when the decision was not :ask

	:principal (term) - the call's :principal, only when given

[:conduit_mcp, :client, :hook, :stop]
A ConduitMcp.Client.Hooks hook returned within its contract.
Measurements: :duration (native units) and :monotonic_time.
Metadata: the common keys, plus :hook_id (the hook's :id),
:kind (the hook event: :pre_tool_call | :post_tool_call |
:tool_call_failed | :on_tools_listed | :on_resource_read |
:on_prompt_get), :status (:cont | :rewrite | :deny | :halt | :recover)
and, for tool hooks, :tool_name (sanitized).
[:conduit_mcp, :client, :hook, :exception]
A hook raised, threw, exited, timed out or returned outside its contract;
the call failed closed, the result was withheld, or (with
on_error: :ignore) the hook was skipped. What the hook raised is never
included.
Measurements: as for hook.stop.
Metadata: as for hook.stop, with :reason (:raise | :exit |
:timeout | :bad_return) instead of :status.
[:conduit_mcp, :client, :input_request, :start | :stop | :exception]
One span per server-to-client input request the client's
ConduitMcp.Client.Handler answers (sampling/createMessage,
elicitation/create, roots/list), in either era: in the calling
process for a modern multi-round-trip input request, in the
connection's handler task for a legacy server request. The span covers
the safety checks and the handler callback; neither the request's
params nor the answer is included.
Measurements: as for request.
Metadata: the common keys, plus :method (one of the three
methods above, or nil for any other). :stop adds :status (:ok when
an answer is sent, :error when an error is); :exception (the handler
raised, threw or exited) adds :kind.
[:conduit_mcp, :client, :transport, :mailbox]
The connection's mailbox holds more than 1 000 messages: it is not
keeping up with what the server sends (a stdio port or an HTTP stream
has no back-pressure). Sampled once every 64 transport messages, so a
backlog emits it repeatedly until it drains.
Measurements: :message_queue_len (integer).
Metadata: the common keys.
Hub and Adapter Events
Emitted by ConduitMcp.Client.Hub and ConduitMcp.Client.Adapters. The
hub events carry :hub (the hub's :name) instead of the client keys
above; adapter.strict_fallback carries :client (the hub's or client's
name).
[:conduit_mcp, :client, :hub, :server_failed]
A hub server's client exited (it crashed, or its supervisor gave up).
Emitted in the hub's manager process, which starts it again after a
jittered backoff.
Measurements: :count (always 1) and :delay (milliseconds until
the restart).
Metadata: :hub, :server_id (String.t), :attempt (integer -
consecutive failures) and :reason (atom - a closed-set tag of the exit
reason, :other when it is not an atom or tagged tuple).
[:conduit_mcp, :client, :hub, :server_restarted]
The hub started a failed server's client again.
Measurements: :count (always 1).
Metadata: :hub, :server_id and :attempt.
[:conduit_mcp, :client, :hub, :collision]
Two or more tools mangled to the same exposed name, so none of them is
offered (HB-1). Emitted in the caller that built the toolset, once per
distinct tool list (each tool also gets a tool.rejected with reason
:collision).
Measurements: :count (the number of colliding tools).
Metadata: :hub, :exposed_name (String.t) and :colliders
([{server_id, tool_name}], tool names sanitized; never a metric tag).
[:conduit_mcp, :client, :adapter, :strict_fallback]
ConduitMcp.Client.Adapters.tools/3 sent an OpenAI tool with
"strict": false because its schema cannot be converted to strict mode
(strict: :auto).
Measurements: :count (always 1).
Metadata: :client, :provider (:openai), :api (:chat |
:responses), :tool_name (the exposed name; never a metric tag) and
:reason (:unsupported_keyword, or the strict-mode limit exceeded:
:max_properties | :max_depth | :max_chars | :max_enum_values |
:max_enum_chars).
[:conduit_mcp, :client, :oauth, op, :start | :stop | :exception]
The client's OAuth work (ConduitMcp.Client.OAuth), one span per
operation, op one of:
	:discovery - Protected Resource Metadata and authorization-server
metadata fetched and validated;
	:registration - the client identity chosen (pre-registered, CIMD,
or a dynamic registration request);
	:token_exchange - an authorization code redeemed, or a
client-credentials token requested;
	:refresh - a refresh-token grant;
	:step_up - a 403 insufficient_scope handled (emitted in the
connection process).

The other spans run in the process doing the work: an HTTP request
process, the connection's authorization task, or the caller of
ConduitMcp.Client.OAuth.
Measurements: as for request.
Metadata: never a token, code, state, verifier, secret, URL or
issuer:
	:client (term) - the client's :name, nil for a standalone
ConduitMcp.Client.OAuth.Config
	:server_id (String.t | nil) - the client's :server_id

	:principal (term) - the configured :principal (host-supplied;
nil when unused)

:token_exchange adds :grant (:authorization_code |
:client_credentials). :stop adds :status (:ok | :error) and :reason
(a ConduitMcp.Client.OAuth.Error reason atom, or nil);
:registration's :stop adds :method (:pre_registered | :cimd | :dcr
| nil). :exception adds :kind.
[:conduit_mcp, :client, :oauth, :authorization_required]
The user must authorize: the client is about to call
on_authorization_required (emitted in the connection process, once per
episode, and for each step-up).
Measurements: :count (always 1).
Metadata: :client, :server_id, :principal as above, and
:reason (:unauthorized | :step_up).
Key reference
Every event with the exact keys it carries. "Always" keys are in every
emission; "Sometimes" keys only where the event's section says. No
emission carries a key outside these two columns: a test pins each
emitted key set to this table, which is generated from the same list as
events/0.
	Event	Measurements	Metadata (always)	Metadata (sometimes)
	[:conduit_mcp, :request, :stop]	:duration	:method, :server_module, :status, :era, :protocol_version, :traceparent, :tracestate, :baggage	-
	[:conduit_mcp, :tool, :execute]	:duration	:tool_name, :server_module, :status	-
	[:conduit_mcp, :resource, :read]	:duration	:uri, :server_module, :status	-
	[:conduit_mcp, :prompt, :get]	:duration	:prompt_name, :server_module, :status	-
	[:conduit_mcp, :rate_limit, :check]	:duration	:key, :status	:count, :retry_after
	[:conduit_mcp, :message_rate_limit, :check]	:duration	:key, :status, :method	:count, :retry_after
	[:conduit_mcp, :auth, :verify]	:duration	:strategy, :status	:reason
	[:conduit_mcp, :request, :cancelled]	:count	:request_id, :scope, :reason	-
	[:conduit_mcp, :cancellation, :cleanup]	:removed, :in_flight_removed	-	-
	[:conduit_mcp, :cancellation, :janitor]	:removed	:store	-
	[:conduit_mcp, :session, :cleanup]	:removed	:store	-
	[:conduit_mcp, :tasks, :cleanup]	:removed	-	-
	[:conduit_mcp, :mrtr, :input_required]	:count	:method, :server_module, :round	-
	[:conduit_mcp, :client, :request, :start]	:monotonic_time, :system_time	:client, :server_id, :transport, :era, :method	-
	[:conduit_mcp, :client, :request, :stop]	:duration, :monotonic_time	:client, :server_id, :transport, :era, :method, :status, :error_kind, :request_id	-
	[:conduit_mcp, :client, :request, :exception]	:duration, :monotonic_time	:client, :server_id, :transport, :era, :method, :kind	-
	[:conduit_mcp, :client, :tool_call, :start]	:monotonic_time, :system_time	:client, :server_id, :transport, :era, :tool_name	:arguments
	[:conduit_mcp, :client, :tool_call, :stop]	:duration, :monotonic_time, :rounds	:client, :server_id, :transport, :era, :tool_name, :status, :error_kind, :is_error	:result
	[:conduit_mcp, :client, :tool_call, :exception]	:duration, :monotonic_time	:client, :server_id, :transport, :era, :tool_name, :kind	-
	[:conduit_mcp, :client, :input_request, :start]	:monotonic_time, :system_time	:client, :server_id, :transport, :era, :method	-
	[:conduit_mcp, :client, :input_request, :stop]	:duration, :monotonic_time	:client, :server_id, :transport, :era, :method, :status	-
	[:conduit_mcp, :client, :input_request, :exception]	:duration, :monotonic_time	:client, :server_id, :transport, :era, :method, :kind	-
	[:conduit_mcp, :client, :connection, :transition]	:system_time	:client, :server_id, :transport, :era, :from, :to, :reason, :attempt	-
	[:conduit_mcp, :client, :request, :cancel]	:count	:client, :server_id, :transport, :era, :method, :request_id, :reason	-
	[:conduit_mcp, :client, :response, :dropped]	:count	:client, :server_id, :transport, :era, :request_id	-
	[:conduit_mcp, :client, :notification]	:count	:client, :server_id, :transport, :era, :method	-
	[:conduit_mcp, :client, :log, :dropped]	:count	:client, :server_id, :transport, :era	-
	[:conduit_mcp, :client, :transport, :mailbox]	:message_queue_len	:client, :server_id, :transport, :era	-
	[:conduit_mcp, :subscription, :start]	:system_time, :resource_subscriptions	:filters, :server_module	-
	[:conduit_mcp, :subscription, :stop]	:duration	:filters, :server_module, :reason	-
	[:conduit_mcp, :subscription, :drop]	:message_queue_len	:topic	-
	[:conduit_mcp, :ext_tasks, :cleanup]	:removed	:store	-
	[:conduit_mcp, :client, :cache, :refresh, :start]	:monotonic_time, :system_time	:client, :server_id, :transport, :era, :kind, :trigger	-
	[:conduit_mcp, :client, :cache, :refresh, :stop]	:duration, :monotonic_time, :count, :pages, :rejected	:client, :server_id, :transport, :era, :kind, :trigger, :status, :error_kind	-
	[:conduit_mcp, :client, :tool, :rejected]	:count	:client, :server_id, :transport, :era, :tool_name, :reason	-
	[:conduit_mcp, :client, :tool, :definition_changed]	:count	:client, :server_id, :transport, :era, :tool_name	-
	[:conduit_mcp, :client, :policy, :decision]	:count	:client, :server_id, :transport, :era, :target, :decision, :source, :reason, :rule_id, :approval	:tool_name, :principal
	[:conduit_mcp, :client, :hook, :stop]	:duration, :monotonic_time	:client, :server_id, :transport, :era, :hook_id, :kind, :status	:tool_name
	[:conduit_mcp, :client, :hook, :exception]	:duration, :monotonic_time	:client, :server_id, :transport, :era, :hook_id, :kind, :reason	:tool_name
	[:conduit_mcp, :client, :hub, :server_failed]	:count, :delay	:hub, :server_id, :attempt, :reason	-
	[:conduit_mcp, :client, :hub, :server_restarted]	:count	:hub, :server_id, :attempt	-
	[:conduit_mcp, :client, :hub, :collision]	:count	:hub, :exposed_name, :colliders	-
	[:conduit_mcp, :client, :adapter, :strict_fallback]	:count	:client, :provider, :api, :tool_name, :reason	-
	[:conduit_mcp, :client, :oauth, :discovery, :start]	:monotonic_time, :system_time	:client, :server_id, :principal	:grant
	[:conduit_mcp, :client, :oauth, :discovery, :stop]	:duration, :monotonic_time	:client, :server_id, :principal, :status, :reason	:grant, :method
	[:conduit_mcp, :client, :oauth, :discovery, :exception]	:duration, :monotonic_time	:client, :server_id, :principal, :kind	:grant
	[:conduit_mcp, :client, :oauth, :registration, :start]	:monotonic_time, :system_time	:client, :server_id, :principal	:grant
	[:conduit_mcp, :client, :oauth, :registration, :stop]	:duration, :monotonic_time	:client, :server_id, :principal, :status, :reason	:grant, :method
	[:conduit_mcp, :client, :oauth, :registration, :exception]	:duration, :monotonic_time	:client, :server_id, :principal, :kind	:grant
	[:conduit_mcp, :client, :oauth, :token_exchange, :start]	:monotonic_time, :system_time	:client, :server_id, :principal	:grant
	[:conduit_mcp, :client, :oauth, :token_exchange, :stop]	:duration, :monotonic_time	:client, :server_id, :principal, :status, :reason	:grant, :method
	[:conduit_mcp, :client, :oauth, :token_exchange, :exception]	:duration, :monotonic_time	:client, :server_id, :principal, :kind	:grant
	[:conduit_mcp, :client, :oauth, :refresh, :start]	:monotonic_time, :system_time	:client, :server_id, :principal	:grant
	[:conduit_mcp, :client, :oauth, :refresh, :stop]	:duration, :monotonic_time	:client, :server_id, :principal, :status, :reason	:grant, :method
	[:conduit_mcp, :client, :oauth, :refresh, :exception]	:duration, :monotonic_time	:client, :server_id, :principal, :kind	:grant
	[:conduit_mcp, :client, :oauth, :step_up, :start]	:monotonic_time, :system_time	:client, :server_id, :principal	:grant
	[:conduit_mcp, :client, :oauth, :step_up, :stop]	:duration, :monotonic_time	:client, :server_id, :principal, :status, :reason	:grant, :method
	[:conduit_mcp, :client, :oauth, :step_up, :exception]	:duration, :monotonic_time	:client, :server_id, :principal, :kind	:grant
	[:conduit_mcp, :client, :oauth, :authorization_required]	:count	:client, :server_id, :principal, :reason	-

Common Use Cases
Logging Request Activity
defmodule MyApp.MCPTelemetry do
  require Logger

  def attach_handlers do
    events = [
      [:conduit_mcp, :request, :stop],
      [:conduit_mcp, :tool, :execute],
      [:conduit_mcp, :resource, :read],
      [:conduit_mcp, :prompt, :get],
      [:conduit_mcp, :rate_limit, :check],
      [:conduit_mcp, :message_rate_limit, :check],
      [:conduit_mcp, :auth, :verify]
    ]

    :telemetry.attach_many(
      "my-app-mcp-logger",
      events,
      &handle_event/4,
      nil
    )
  end

  def handle_event([:conduit_mcp, :request, :stop], measurements, metadata, _config) do
    Logger.info("MCP request",
      method: metadata.method,
      status: metadata.status,
      duration_ms: convert_duration(measurements.duration)
    )
  end

  def handle_event([:conduit_mcp, :tool, :execute], measurements, metadata, _config) do
    Logger.info("Tool executed",
      tool: metadata.tool_name,
      status: metadata.status,
      duration_ms: convert_duration(measurements.duration)
    )
  end

  def handle_event([:conduit_mcp, :resource, :read], measurements, metadata, _config) do
    Logger.info("Resource read",
      uri: metadata.uri,
      status: metadata.status,
      duration_ms: convert_duration(measurements.duration)
    )
  end

  def handle_event([:conduit_mcp, :prompt, :get], measurements, metadata, _config) do
    Logger.info("Prompt retrieved",
      prompt: metadata.prompt_name,
      status: metadata.status,
      duration_ms: convert_duration(measurements.duration)
    )
  end

  def handle_event([:conduit_mcp, :rate_limit, :check], measurements, metadata, _config) do
    Logger.info("Rate limit check",
      key: metadata.key,
      status: metadata.status,
      duration_ms: convert_duration(measurements.duration)
    )
  end

  def handle_event([:conduit_mcp, :message_rate_limit, :check], measurements, metadata, _config) do
    Logger.info("Message rate limit check",
      key: metadata.key,
      method: metadata.method,
      status: metadata.status,
      duration_ms: convert_duration(measurements.duration)
    )
  end

  def handle_event([:conduit_mcp, :auth, :verify], measurements, metadata, _config) do
    Logger.info("Auth verification",
      strategy: metadata.strategy,
      status: metadata.status,
      duration_ms: convert_duration(measurements.duration)
    )
  end

  defp convert_duration(native) do
    System.convert_time_unit(native, :native, :millisecond)
  end
end
Metrics Collection
defmodule MyApp.MCPMetrics do
  use Supervisor
  import Telemetry.Metrics

  def start_link(opts) do
    Supervisor.start_link(__MODULE__, opts, name: __MODULE__)
  end

  def init(_opts) do
    children = [
      {Telemetry.Metrics.ConsoleReporter, metrics: metrics()}
    ]

    Supervisor.init(children, strategy: :one_for_one)
  end

  defp metrics do
    [
      # Total requests by method and status
      counter("conduit_mcp.request.stop.count",
        tags: [:method, :status],
        description: "Total MCP requests"
      ),

      # Request duration distribution
      distribution("conduit_mcp.request.stop.duration",
        unit: {:native, :millisecond},
        tags: [:method],
        description: "MCP request duration"
      ),

      # Tool execution count
      counter("conduit_mcp.tool.execute.count",
        tags: [:tool_name, :status],
        description: "Tool execution count"
      ),

      # Tool duration summary
      summary("conduit_mcp.tool.execute.duration",
        unit: {:native, :millisecond},
        tags: [:tool_name],
        description: "Tool execution duration"
      ),

      # Resource read count
      counter("conduit_mcp.resource.read.count",
        tags: [:status],
        description: "Resource read operations"
      ),

      # Resource read duration
      distribution("conduit_mcp.resource.read.duration",
        unit: {:native, :millisecond},
        description: "Resource read duration"
      ),

      # Prompt retrieval count
      counter("conduit_mcp.prompt.get.count",
        tags: [:prompt_name, :status],
        description: "Prompt retrieval count"
      ),

      # Prompt retrieval duration
      summary("conduit_mcp.prompt.get.duration",
        unit: {:native, :millisecond},
        tags: [:prompt_name],
        description: "Prompt retrieval duration"
      ),

      # Rate limit check count
      counter("conduit_mcp.rate_limit.check.count",
        tags: [:status],
        description: "Rate limit checks"
      ),

      # Rate limit check duration
      distribution("conduit_mcp.rate_limit.check.duration",
        unit: {:native, :millisecond},
        description: "Rate limit check duration"
      ),

      # Message rate limit check count
      counter("conduit_mcp.message_rate_limit.check.count",
        tags: [:status, :method],
        description: "Message rate limit checks"
      ),

      # Message rate limit check duration
      distribution("conduit_mcp.message_rate_limit.check.duration",
        unit: {:native, :millisecond},
        description: "Message rate limit check duration"
      ),

      # Auth verification count
      counter("conduit_mcp.auth.verify.count",
        tags: [:strategy, :status],
        description: "Authentication attempts"
      ),

      # Auth verification duration
      distribution("conduit_mcp.auth.verify.duration",
        unit: {:native, :millisecond},
        tags: [:strategy],
        description: "Authentication verification duration"
      )
    ]
  end
end
Performance Alerts
:telemetry.attach(
  "mcp-performance-alerts",
  [:conduit_mcp, :tool, :execute],
  fn _event, %{duration: duration}, %{tool_name: tool}, _config ->
    duration_ms = System.convert_time_unit(duration, :native, :millisecond)

    cond do
      duration_ms > 5000 ->
        Logger.error("Critical: Tool #{tool} took #{duration_ms}ms")

      duration_ms > 1000 ->
        Logger.warning("Warning: Tool #{tool} took #{duration_ms}ms")

      true ->
        :ok
    end
  end,
  nil
)
See Also
	:telemetry documentation
	Telemetry.Metrics
	Phoenix Telemetry
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        Attaches default logging handlers for all ConduitMCP telemetry events.
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        Detaches the default telemetry handlers.
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        Returns all telemetry event names emitted by ConduitMCP, in the order of
the moduledoc's "Key reference" table.
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          @spec attach_default_handlers() :: :ok | {:error, :already_exists}


      


Attaches default logging handlers for all ConduitMCP telemetry events.
This is a convenience function for quick setup during development.
The handlers will log events at the :debug level.
Example
# In your application.ex
def start(_type, _args) do
  ConduitMcp.Telemetry.attach_default_handlers()
  # ... rest of supervision tree
end
To detach later:
ConduitMcp.Telemetry.detach_default_handlers()
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          @spec detach_default_handlers() :: :ok | {:error, :not_found}


      


Detaches the default telemetry handlers.
Example
ConduitMcp.Telemetry.detach_default_handlers()
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          @spec events() :: [[:conduit_mcp, ...]]


      


Returns all telemetry event names emitted by ConduitMCP, in the order of
the moduledoc's "Key reference" table.
Example
iex> [:conduit_mcp, :client, :tool_call, :stop] in ConduitMcp.Telemetry.events()
true

  


        

      


  

    
mix bench 
    



      
Runs ConduitMCP benchmarks.
Usage
mix bench                    # Run all benchmarks
mix bench uri_template       # Run a specific benchmark
mix bench --list             # List available benchmarks
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